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ABSTRACT

Background: Debates on digital surveillance are largely centred
on privacy and data protection. However, the fundamental
constitutional issue with coercive digital surveillance lies less in
the severity of the interference than in who authorises it, and
the oversight to which it is subject. In other words, the issues are
essentially the separation of powers and access to justice.

Method: The study uses a comparative doctrinal approach.
Four countries selected through purposive sampling, Poland,
Hungary, Ukraine, and the United Kingdom, are analysed
based on the European Parliament’s PEGA Inquiry, the case law
of the European Court of Human Rights (ECtHR) and the
Court of Justice of the European Union (CJEU), and reports by
the European Commission.
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Results and Conclusions: The shift of the authority to authorise surveillance from the
legislature to the executive, and from there to lower-level administration and, increasingly, to
private actors, has necessitated an examination of the authorisation architecture through four
key hinges: the legislative reserve, independent prior authorisation, effective ex post oversight,
and delegation safeguards. The study shows how digital surveillance challenges each hinge
individually and how this manifests in the case study. The study’s contribution lies in reframing
digital surveillance primarily as a matter of authority allocation, identifying the four hinges of
the authorisation architecture, and proposing a cumulative authorisation test tiered to the
intensity of the intervention. Within this framework, access to justice becomes a prerequisite
for legitimacy; the criterion, meanwhile, becomes transferable across different regimes. The case
studies bear this out: in Poland and Hungary, all four hinges are failing simultaneously; in
Ukraine, three are being rebuilt under EU accession conditionality; and in the United
Kingdom, strengthening a single hinge is not enough to compensate for weakness in the others.
The comparison shows that no matter how meticulously a proportionality review is conducted,
it cannot correct a defect at the authorisation stage.

1 INTRODUCTION

The revelation that the Pegasus spyware' was used against opposition politicians, lawyers,
and journalists in Poland and Hungary in 2021 has brought digital surveillance back onto
the agenda of European public law.* The debate has largely centred on the balance between
privacy and the protection of personal data. However, the thought-provoking aspect of the
incident is not the severity of the intrusion into an individual’s private sphere, but rather the
question of who authorises such an intrusion and to what (administrative or judicial)
oversight it is subsequently subject. This is because this surveillance measure, which
completely infiltrates the devices, such as telephones and computers, of the person under
surveillance, has in many cases been implemented directly by security units attached to the
executive, without independent judicial prior authorisation and without provision for
effective ex post oversight. Yet, according to the established case law of the European Court

1 Pegasus is commercial spyware developed by the Israeli NSO Group that provides full access to a
target device's microphone, camera, messaging apps, and location data without the owner’s
knowledge. The European Parliament's PEGA Committee of Inquiry investigated the use of this
software in Europe between 2022 and 2023; the Committee found that the software was used
systematically in Poland and Hungary against civilians, including opposition politicians, lawyers, and
journalists. See European Parliament PEGA Committee, Report of the Investigation of Alleged
Contraventions and Maladministration in the Application of Union Law in Relation to the Use of
Pegasus and Equivalent Surveillance Spyware (A9-0189/2023, 22 May 2023) paras 5, 18, 82, 111
<https://www.europarl.europa.eu/doceo/document/A-9-2023-0189_EN.html> accessed 20 July 2026.

2 For the scope and European dimension of these revelations, see ibid.
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of Human Rights (ECtHR), an intervention of this nature must, in principle, be subject to
independent and, preferably, judicial prior review.’

However, the events in question go beyond isolated instances of abuse. They indicate a
deeper, structural shift. Digital technologies are shifting what we term in this study the
‘coercive surveillance authority’ from the legislature to the executive, from high-level
decision-making to lower-level administrative practice, and finally to private actors
outside the public sector. Indeed, the same trend has manifested itself in welfare state
practices. Social welfare systems have evolved into interventionist algorithmic
infrastructures that automatically profile citizens to verify eligibility and impose direct
sanctions in the event of irregularities.’ At this point, a privacy-centred approach can only
see one side of the coin; it weighs up the severity of the intervention but often overlooks
the institutional architecture that legitimises it, that is, by which body and through which
procedure the authority is granted.

In this context, this study addresses digital surveillance not merely as a matter of rights
violations, but as an issue of the constitutional allocation of authority and access to
oversight. In this regard, the first question is not whether the intervention is proportionate,
but who is constitutionally authorised to authorise it, and to what independent oversight
the decision is subject. From this perspective, digital surveillance touches directly on the
core of the separation of powers and access to justice.

The authorisation architecture rests on four hinges: the legislature sets the fundamental rule;
an independent authority pre-approves the measure; implementation remains subject to
effective ex post oversight and a right of appeal; and public accountability persists even when
authority is delegated to private actors. Digital surveillance, however, challenges each of
these hinges in turn. Bulk and automated authorisations reduce prior authorisation to a
mere formality; ‘black box’ systems render ex post oversight ineffective; and the delegation
of infrastructure to private providers disperses accountability.®

3 Szab6é and Vissy v Hungary App no 37138/14 (ECtHR, 12 January 2016) para 77
<https://hudoc.echr.coe.int/eng?i=001-160020> accessed 20 July 2026 (requirement for independent,
preferably judicial, prior review).

4 Maarten Bouwmeester, ‘Checks and Balances under Pressure in the Welfare State’ (2025) 27(2)
European Journal of Social Security 102-3 <https://doi.org/10.1177/13882627251330438> accessed 20
July 2026; Ryan Calo and Danielle Keats Citron, “The Automated Administrative State: A Crisis of
Legitimacy’ (2021) 70(4) Emory Law Journal 832-3 <https://scholarlycommons.law.emory.edu/
elj/vol70/iss4/1> accessed 20 July 2026. Regarding the transfer to private actors, see also Sarah Brayne,
Sarah Lageson, and Karen Levy, ‘Surveillance Deputies: When Ordinary People Surveil for the State’
(2023) 57(4) Law & Society Review 482 <https://doi.org/10.1111/lasr.12681> accessed 20 July 2026.

5 Philip Alston, Report of the Special Rapporteur on Extreme Poverty and Human Rights
(UN Doc A/74/493, 11 October 2019) para 3 <https://docs.un.org/en/a/74/493> accessed 20 July 2026.

6 Regarding the reduction of prior authorisation to a mere token gesture, see Jennifer Cobbe,
‘Administrative Law and the Machines of Government: Judicial Review of Automated Public-Sector
Decision-Making’ (2019) 39(4) Legal Studies 643 <https://doi.org/10.1017/1st.2019.9> accessed 20 July
2026 (referring to the art 29 Working Party, emphasising that human oversight must be ‘meaningful,
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The literature on this subject is extensive but fragmented. The notion that authorising
surveillance constitutes a separation-of-powers problem is not new. However, this debate
has largely been reduced to a single question: whether the power to authorise should
reside in the executive or the judiciary, and it has often been examined within a single
legal system. In this vein, Clapham’s emphasis on the separation of powers, Zalnieriute,
Moses, and Williams’s analysis of the rule-of-law values, Cobbe’s critique of judicial
review, and Brayne, Lageson, and Levy’s analysis of proxy actors have each remained
separate strands illuminating a single aspect. The contribution of this study lies in
integrating these strands into a single, cumulative architecture of authorisation and
linking this architecture to a tiered criterion based on the intensity of intervention.” Some
of the studies examine the impact of automated decision-making on the rule of law.?
Another part addresses the distortion of the balance of powers in favour of the executive,
whilst yet another examines the surveillance regime of a specific country. Conversely,
there is a gap in the literature for an integrated approach that does not limit the
authorisation of coercive digital surveillance solely to the power to grant prior
authorisation; that combines the legislative reserve, ex post oversight and special
representatives within a single framework; that compares this in the context of Central
and Eastern Europe and the European Union; and that proposes a workable standard.

The study’s thesis is that intrusive digital surveillance can be legitimate only within a four-
condition authorisation framework. In this context, first, the legislature must regulate the
measure's fundamental framework in a manner that is accessible and foreseeable. Second,
the measure must be subject to independent judicial or quasi-judicial prior authorisation.
Third, the measure must be subject to effective ex post oversight and a right of appeal.
Fourth, public accountability must be safeguarded even when authority is delegated to
private actors. This study transforms these four conditions into a graduated criterion based
on the intensity of the intervention, namely the ‘legislative reserve, judicial prior
authorisation, effective ex post oversight and appeal, and safeguards against delegation’ test.

This study does not claim to replace the debate centred on privacy and proportionality.
Rather, it points to a prerequisite that must be fulfilled beforehand. Before weighing the

rather than just a token gesture’). Regarding the rendering of human oversight ineffective in black-box
systems, see Madalina Busuioc, ‘Accountable Artificial Intelligence: Holding Algorithms to Account’
(2021) 81(5) Public Administration Review 833 <https://doi.org/10.1111/puar.13293> accessed
20 July 2026 (the human intermediary becoming a ‘hollow check’ in automated decisions).
Regarding the delegation to private providers and the fragmentation of accountability, see Brayne,
Lageson and Levy (n 4) 482.

7 Nicholas Clapham, ‘The Authorisation of Surveillance: A Separation of Power?’ (UK Constitutional
Law Association Blog, 25 June 2015) <https://ukconstitutionallaw.org/2015/06/25/nicholas-clapham-
the-authorisation-of-surveillance-a-separation-of-power/> accessed 20 July 2026.

8 For a general overview, see Cobbe (n 6); Monika Zalnieriute, Lyria Bennett Moses, and George
Williams, “The Rule of Law and Automation of Government Decision-Making’ (2019) 82(3) Modern
Law Review 425 <https://doi.org/10.1111/1468-2230.12412> accessed 20 July 2026.



Bayra AEand Bulut N, ‘Who Authorises Surveillance? Coercive Digital Surveillance, the Rule of Law, and Access to Judicial Oversight: A Central and Eastern
European Perspective’ (2026) 9(4) Access to Justice in Eastern Europe 1-30 <https://doi.org/10.33327/AJEE-18-9.4-a0002024> Published Online 23 Oct 2026

severity of an intervention, it must be clear who authorised it and within which institutional
framework. If this step is overlooked, the proportionality test risks obscuring the more
fundamental question of authorisation.

The remainder of the study proceeds as follows: the second chapter sets out the study’s aim,
research questions, and methodology; the third chapter justifies why a shift from privacy to
authorisation is necessary; and the fourth chapter analyses the four hinges of authorisation.
In the fifth chapter, this analysis is applied to Central and Eastern Europe and the European
Union; in the sixth chapter, a graduated framework is constructed. The seventh chapter
addresses potential objections, while the eighth chapter presents our conclusions.

2 AIMS, RESEARCH QUESTIONS AND METHODOLOGY

In the context of coercive digital surveillance, the central issues, before any discussion of
proportionality, are who grants the authority and under what institutional conditions. This
study aims to transform these conditions into an evaluation criterion. This aim is articulated
in two questions: (1) Under which institutional conditions can the authorisation of coercive
digital surveillance be considered legitimate? (2) How do these conditions actually operate
and erode across different types of European regimes?

The study adopts a comparative doctrinal approach, focusing on Central and Eastern
Europe. This is because Poland and Hungary provide two examples where the politically
motivated use of Pegasus intersects with a broader pattern of democratic backsliding.’
Ukraine, meanwhile, holds particular significance in terms of its reform and European
Union harmonisation process. ECtHR and CJEU case law form a common legal basis. The
United Kingdom is considered a counter-example.

The four countries included in the comparison, Poland, Hungary, Ukraine, and the United
Kingdom, were selected using a purposive sampling method, based on three
complementary criteria. The first criterion is the adequacy of sources. In all four countries,
documented and publicly available primary sources on authorisations for digital
surveillance after 2020 exist.

The second criterion is the countries’ legal position vis-a-vis the European safeguards
regime. Poland and Hungary are EU Member States that, whilst subject to this regime, are
eroding it from within. Ukraine, meanwhile, is a candidate country where efforts are being

9 For a conceptual framework on democratic backsliding, see Nancy Bermeo, ‘On Democratic
Backsliding’ (2016) 27(1) Journal of Democracy 5 <https://doi.org/10.1353/j0d.2016.0012> accessed
20 July 2026. On the use of Pegasus in Poland, see Marcin Rojszczak, ‘EU Criminal Law and Electronic
Surveillance: The Pegasus System and Legal Challenges It Poses’ (2021) 29(3-4) European Journal of
Crime, Criminal Law and Criminal Justice 292-3 <https://doi.org/10.1163/15718174-bjal0027>
accessed 20 July 2026. Regarding Hungary, see European Parliament PEGA Committee, Report (n 1)
paras 82, 83.
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made to establish the same safeguards from the outside. The United Kingdom, whilst
outside the EU, is a stable legal system subject to European Convention on Human
Rights (ECHR) scrutiny, with no signs of democratic regression.

The third criterion is that the sample must encompass both the ‘most similar’ and the ‘most
dissimilar’ system designs. Poland and Hungary constitute the ‘most similar’ pair; both are
members of the Visegrad Group'® and the use of Pegasus has been documented in both. This
pair demonstrates how all four ‘hinges’ can become dysfunctional simultaneously. Ukraine
and the United Kingdom, in contrast, form the most dissimilar pair: in one, the accession
process imposes reform pressure, while in the other, an established institutional balance
prevails. This allows us to test whether the criterion applies only to democracies in decline.

The sources on which the analysis is based have also been selected in accordance with
these criteria. For Poland and Hungary, we use the European Parliament’s PEGA Inquiry
and ECtHR case law; for the United Kingdom, the judicial and academic literature on the
Investigatory Powers Act 2016; and for Ukraine, the European Commission’s enlargement
reports, and academic analyses. Primary sources (case law, legislation, and official
reports) establish the normative framework of the criterion, while secondary literature
explains how these hinges are eroded.

3 A SHIFT IN FRAMEWORK: FROM PRIVACY TO AUTHORISATION

Debates on digital surveillance are largely conducted in the language of privacy. This
doctrine essentially asks: is the interference directed towards a legitimate aim and is it
proportionate? However, this question assumes that authorisation has already been granted
and merely discusses its limits. Yet questions precede this: ‘Who was constitutionally
authorised to authorise this intervention?” and ‘to what independent scrutiny was the
decision subject?’ This is, in fact, less a question of privacy than one of the separation of
powers."! Moreover, underlying this is the principle of legality, which provides that rights
and freedoms may only be restricted by law."”? This principle also forms the basis for the
legislative reserve discussed below.

10 The Visegrad Group is a regional cooperation platform established in 1991 by Poland, Hungary, the
Czech Republic, and Slovakia to coordinate their integration into the EU and NATO. Today, the term
also refers to the joint political and cultural grouping of these four countries.

11 For a contemporary theoretical analysis of the separation of powers, see Christoph Mollers, The Three
Branches: A Comparative Model of Separation of Powers (OUP 2013) 8 <https://doi.org/10.1093/
acprof:0s0/9780199602117.002.0008> accessed 20 July 2026. For the classical formulation of the
doctrine, see MJC Vile, Constitutionalism and the Separation of Powers (2nd edn, Liberty Fund 1998)
14. For the classical origins of the separation of powers, see Charles de Montesquieu, The Spirit of the
Laws (Anne M Cohler, Basia C Miller, and Harold S Stone eds, CUP 1989) bk 11, ch 6.

12 For the principle that rights and freedoms may only be restricted by law (legality), see Council of
Europe, European Convention on Human Rights: as amended by Protocols 11, 14, and 15; supplemented
by Protocols 1, 4, 6, 7, 12, 13, and 16 (ECtHR 2013) art 8(2) <https://www.echr.coe.int/
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A privacy framework is necessary; however, it is insufficient on its own. Indeed, as Solove’s
detailed map also demonstrates, privacy theory provides a nuanced analysis of the harms
caused by interference. However, the solution it offers, namely proportionality, data
minimisation, and purpose limitation, operates after the authorisation decision.”” Two
regimes with the same privacy safeguards can differ entirely in terms of who authorises the
surveillance. The privacy lens alone, however, cannot reveal this difference.

The first bridging concept that makes this difference visible is domination. Megiddo
redefines the harm caused by unchecked digital power not as an intervention but as a form
of domination.” Pettit’s republican theory of non-domination, meanwhile, provides the
normative foundation for this: what matters is not whether power is actually abused, but
whether it is subject to control. In this respect, an unchecked capacity for surveillance
constitutes domination, even if it is never abused. Indeed, it renders the citizen dependent
on the arbitrary will of another.”

The second bridge is securitisation. As Graziani demonstrates, digital technologies
normalise exceptional forms of governance by framing them as security practices. This
framing shifts decision-making authority to the executive branch, to specialist units
attached to the executive, such as border agencies, and to automated systems. Authority
thus remains outside the scope of both democratic deliberation and judicial oversight.'®
In this way, securitisation explains which political mechanism is being used to bypass the
architecture of authorisation.

The third dimension is private-sector power. In Zuboff’s analysis, surveillance capacity
is largely concentrated in commercial actors. When combined with domination and

documents/d/echr/convention_eng> accessed 20 July 2026; Charter of Fundamental Rights of
the European Union (ratified 7 December 2000) [2012] OJ C 326/391, art 52(1)
<https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/2uri=CELEX:12012P/TXT> accessed
20 July 2026. In the context of covert surveillance, this requirement is not satisfied by a purely formal
legal basis alone; it also requires the ‘quality of law’, namely accessibility, predictability, and safeguards
against arbitrariness. See Malone v United Kingdom App 8691/79 (ECtHR, 2 August 1984) paras 66, 67
<https://hudoc.echr.coe.int/fre?i=001-57533> accessed 20 July 2026; The Sunday Times v United
Kingdom App 6538/74 (ECtHR, 26 April 1979) para 47 <https://hudoc.echr.coe.int/eng?i=001-57584>
accessed 20 July 2026. However, the ECHR’s concept of ‘law’ encompasses unwritten law and does not
require a formal legislative monopoly; the legislative reserve argued for in this study derives not from
this minimum standard of the Convention, but from the principle of the separation of powers.

13 Daniel ] Solove, Understanding Privacy (Harvard UP 2008) 101-4 <https://ssrn.com/abstract=
1127888> accessed 20 July 2026.

14 Tamar Megiddo, ‘Online Activism, Digital Domination, and the Rule of Trolls’ (2020) 58(2) Columbia
Journal of Transnational Law 433-7 <https://dx.doi.org/10.2139/ssrn.3459983> accessed 20 July 2026.

15  Philip Pettit, Republicanism: A Theory of Freedom and Government (OUP 1997) 32
<https://doi.org/10.1093/0198296428.001.0001> accessed 20 July 2026.

16  Chiara Graziani, “Technosecuritisation: Digital Technologies and the Securitisation of EU Migration
Law’ (2026) 28(1) European Journal of Migration and Law 35-6 <https://doi.org/10.1163/15718166-
12340215> accessed 20 July 2026.

© 2026 Adem Ersin Bayra and Nihat Bulut. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CCBY 4.0),
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securitisation, the question of ‘who authorises’ can be entirely removed from the realm
of public law."” This point forms the theoretical backdrop to the ‘shift to private actors’
discussed in section 4.4.

Reframing the issue in terms of authorisation offers three advantages. First, it makes visible
the shift of power between the branches of government and towards private actors. To put
it more plainly, it reveals the shift in surveillance authority from the legislature to the
executive and to private actors, that is, the shift in power underlying the question ‘who
authorises?’ Second, it links surveillance directly to the tradition of the rule of law and
access to justice, which is particularly important in Central and Eastern Europe. Finally, it
produces a transferable criterion for assessment across different regimes. This framework
does not exclude privacy; on the contrary, it situates it within the context of a prior
constitutional issue.' To put it more concretely, when a telephone is hacked using Pegasus,
the main issue is not the extent to which privacy has been infringed. Rather, it is who
authorised this measure and how much scrutiny is it subject to.

4 THEFOUR HINGES OF AUTHORISATION

The authorisation framework rests on four hinges, and digital surveillance challenges
each of them individually. These hinges are addressed in turn under the four
sub-headings below: the legislative reserve, independent prior authorisation, effective
ex post oversight, and delegation to private actors. Each corresponds to one leg of the
criterion to be established in Chapter Six.

4.1. Legislative Reserve

The first hinge of the authorisation architecture is the legislative reserve. A legislative
body with democratic legitimacy must lay down fundamental and rights-restricting
decisions about who may be monitored, on what grounds, and within what limits,
through accessible and predictable rules. These decisions cannot be left entirely to the
executive, nor can they be embedded within a technical framework. This requirement
stems from both the ‘quality of law’ criterion sought by the ECtHR and the constitutional
principle that fundamental matters fall within the remit of the legislature, in particular
that rights and freedoms may be restricted only by law.

Case law clearly sets out this criterion. The ECtHR requires that secret surveillance regimes
be based on a legal foundation that is accessible and foreseeable to the extent that it enables

17 Shoshana Zuboft, The Age of Surveillance Capitalism (Public Affairs 2019) ch 18.
18  These three findings form the basis for the four-pronged analysis in ch. 4 and the graduated
standard in ch. 6.
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citizens to regulate their behaviour accordingly." The CJEU also considers it essential that
data retention and access regimes be governed by clear and precise rules.”” The German
Federal Constitutional Court, in its 1983 Census ruling, regarded the requirement that any
interference with the processing of data be linked to a specific legal basis as a core safeguard
of the right to informational self-determination.”"

Digital surveillance erodes this foundation in two ways. First, rule-making authority shifts
from the legislature to the executive. As Bouwmeester has demonstrated, in areas where
automated systems are deployed, rule-making powers are increasingly being drawn towards
the executive and are moving beyond the scope of legislative oversight.> Consequently,
fundamental choices such as threshold values, targeting criteria and exceptions are shifting
from legislation to administrative configuration.

Second, the rule itself is being transformed into ‘code’ The operative norm is no longer the
text of the law; it is the system’s design, thresholds, training data, and model logic. Moreover,
these choices are being made not by the legislature, but by developers and suppliers. As Calo
and Citron emphasise, automation undermines the assumptions of expertise and
accountability upon which the administration’s legitimacy is based.” Yet, in a state governed
by the rule of law, the authority to determine the fundamentals of the surveillance regime
lies precisely with the legislature at this preliminary design stage.

This is not merely an abstract concern. In the context of the digital welfare state, automated
systems have been implemented without their impact on fundamental rights being
sufficiently debated in parliament.”* Indeed, in the case of SyRI in the Netherlands, the
regulation based on risk profiling was found by the courts to be in breach of Article 8 of the
ECHR because it failed to meet the criteria of predictability and transparency. In other

19  Roman Zakharov v Russia App 47143/06 (ECtHR, 4 December 2015) paras 228, 229
<https://hudoc.echr.coe.int/fre?2i=001-159324> accessed 20 July 2026; Szabé and Vissy v Hungary
(n 3) para 59.

20 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland (CJEU, 8 April 2014) para 54
<https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX:62012CJ0293> accessed 20 July 2026;
Joined Cases C-511/18, C-512/18 and C-520/18 La Quadrature du Net and Others (CJEU, 6 October
2020) [2020] OJ C 433/3, para 132 <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=
0j:JOC_2020_433_R_0003> accessed 20 July 2026.

21 Volkszihlungsurteil (German Federal Constitutional Court, 15 December 1983) BVerfGE 65/1,
headnote 2 (3) and grounds (8) <https://www.bundesverfassungsgericht.de/SharedDocs/
Entscheidungen/EN/1983/12/rs19831215_1bvr020983en.html> accessed 20 July 2026.

22 Bouwmeester (n 4) 102-3.

23 Calo and Citron (n 4) 803-4.

For ensuring that the design is compatible with the rule of law and designers' accountability, see
Zalnieriute, Bennett Moses, and Williams (n 8) 443-4.
24 Alston (n 5) paras 3, 4, 43.

© 2026 Adem Ersin Bayra and Nihat Bulut. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CCBY 4.0),
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words, the problem lies not in the implementation, but in the fact that the fundamental
framework was not properly established by law from the outset.®

All this does not imply that any form of delegation of powers is problematic. The key point is
that the fundamental choices determining the extent of the intervention must remain within
the legislative reserve. Indeed, the approach taken by Enqvist and Naarttijirvi, which examines
proportionality separately at each stage of automation, also supports this graduated logic.*
The fact that the EU Artificial Intelligence Act (AI Act) sets fundamental limits” directly at
the legislative level regarding certain forms of oversight provides a model worth following.
Essentially, when the legislative reserve is eroded, the two hinges that follow it also lose their
foundation. Oversight can operate only in relation to an existing rule.

4.2.Independent Prior Authorisation

The second hinge is independent approval, which applies before any intervention. The
constitutional logic here is straightforward: the body seeking to monitor must not be the
same as the body authorising the monitoring. Before any interventionist or coercive
measure is implemented, an authority independent of the requesting body must approve
it, in accordance with the criteria of necessity and proportionality, preferably a judicial
body. However, the phrase ‘preferably judicial’ does not imply an absolute requirement
for a court order; rather, it refers to the structural independence of the prior authorisation
body from the unit carrying out the surveillance and the binding nature of its decision.
Prior authorisation by an independent administrative authority whose decision is binding
also meets this criterion. Prior authorisation is the threshold at which legality is tested
before the intervention.

The ECtHR has consistently upheld this principle. In the Klass judgment, it stated that
covert surveillance cannot be accepted without independent oversight.”® In the Szabé and

25 Case C-09-550982 NJCM and Others v The Netherlands (SyRI) (District Court of The Hague,
5 February 2020) ECLI:NL:RBDHA:2020:1878 <https://www.julia-project.eu/database/case-law/241>
accessed 20 July 2026; Rachovitsa and Niclas Johann, “The Human Rights Implications of the Use of
Al in the Digital Welfare State: Lessons Learned from the Dutch SyRI Case’ (2022) 22(2) Human Rights
Law Review 5-6 <https://doi.org/10.1093/hrlr/ngac010> accessed 20 July 2026.

26  LenaEnqvist and Markus Naarttijirvi, ‘Discretion, Automation, and Proportionality’ in Markku Suksi
(ed), The Rule of Law and Automated Decision-Making (Springer 2023) 160-70 <https://doi.org/
10.1007/978-3-031-30142-1_7> accessed 20 July 2026.

27  Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
Down Harmonised Rules on Artificial Intelligence and amending Regulations (EC) 300/2008, (EU)
167/2013, (EU) 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024] OJ L 2024/1689,
art 5 <http://data.europa.eu/eli/reg/2024/1689/0j> accessed 20 July 2026.

28  Klass and Others v Germany App 5029/71 (ECtHR, 6 September 1978) paras 55, 56
<https://hudoc.echr.coe.int/eng?i=001-57510> accessed 20 July 2026.
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Vissy v. Hungary judgment, it found a regime in which a body subordinate to the executive
authorised itself to be inadequate, as it lacked independent and, preferably, judicial prior
review.” The Grand Chamber, in the Big Brother Watch judgment, required the oversight
of an independent authority at every stage of mass data retention.”

Digital surveillance erodes this threshold in three ways. First, authorisation moves away
from the individual and takes on a collective character. In this case, consent ceases to be a
concrete decision directed at a specific person and becomes a blanket authorisation covering
an entire category of data. Prior authorisation, meanwhile, is reduced to a mere formality.
Indeed, as Porcedda demonstrates, courts occasionally legitimise this collective surveillance
by approving the automated analysis of metadata themselves.”

Second, prior authorisation lacks independent and effective oversight. In the Pegasus
case, security units subordinate to the executive in Poland implemented this measure,
which completely infiltrates the device. Although access to the content of
communications is formally subject to judicial authorisation, it has been established both
in the case law of the ECtHR and in the European Parliament’s PEGA Inquiry that
effective and independent prior oversight is not in place.” It is precisely this structure
that the Szabo and Vissy judgment rejected.

Third, remote access undermines the traditional logic of authorisation and search
warrants. Ghappour shows that remote network searches conducted by law enforcement
on the dark web shift the question of ‘who decides’ beyond the search-warrant framework.
For when the location of the target is unknown, the competent authority required to grant
authorisation also becomes unclear.”

A concrete example of what should be the case appears in recent EU legislation. Indeed,
the EU AI Act generally prohibits real-time remote biometric identification for law
enforcement purposes in public spaces. In the limited circumstances where it is

29 Szabé and Vissy v Hungary (n 3) para 85.

30  Big Brother Watch and Others v the United Kingdom Apps 58170/13, 62322/14 and 24960/15 (ECtHR,
25 May 2021) para 356 <https://hudoc.echr.coe.int/fre?i=001-210077> accessed 20 July 2026.

31  Maria Grazia Porcedda, ‘Automated Analysis in the AFSJ and Digital Single Market Monitoring: An
Effaced Nexus’ in Eleni Kosta and Irene Kamara (eds), Data Retention in Europe and Beyond
(OUP 2025) 424 <https://doi.org/10.1093/9780191998980.003.0028> accessed 20 July 2026.

32 In the Polish regime, see Rojszczak, ‘EU Criminal Law’ (n 9) 299; see also Marcin Rojszczak,
‘Surveillance, Legal Restraints and Dismantling Democracy: Lessons from Poland’ (2021) 17(1)
Democracy and Security 4-7 <https://doi.org/10.1080/17419166.2020.1841367> accessed 20 July
2026. Regarding the failure of effective and independent prior review, see Pietrzak and Bychawska-
Siniarska and Others v Poland Apps 72038/17 and 25237/18 (ECtHR, 28 May 2024)
<https://hudoc.echr.coe.int/eng?i=002-14333> accessed 20 July 2026; and European Parliament PEGA
Committee, Report (n 1), paras 27, 28.

33 Ahmed Ghappour, ‘Searching Places Unknown: Law Enforcement Jurisdiction on the Dark Web’
(2017) 69(4) Stanford Law Review 1079, 1082.
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permitted, the measure is subject to prior authorisation by a competent judicial authority
or an independent administrative authority with binding decision-making powers, as well
as an assessment of necessity and proportionality and a prior fundamental rights impact

assessment.>

Finally, the prior authorisation requirement is not only being weakened but
is also shifting in nature. This is because it is increasingly private providers who are

actually deciding on access requests.”

4.3. Ex Post Oversight and Effective Remedies:
The Collapse of Access to Justice

The third hinge is the review that comes into play after the measure is implemented: the
affected individual's ability to challenge the measure's legality before an independent authority,
and the ability of review bodies to scrutinise its implementation meaningfully. This is, in fact,
access to justice itself, the most concrete promise of the rule of law. In this study, access to
justice is used primarily to mean effective judicial review and the right of appeal. Within this
framework, the two concepts are considered complementarily. Digital surveillance and
automated decision-making, however, undermine this promise in three respects.

The first of these is opacity. As machine learning-based systems rely on a complex web of
calculations, the reasoning behind their decisions often cannot be explained to either the
affected individual or the regulator. This ‘black box’ eliminates the conditions of justification
and testability upon which judicial oversight relies.* The second is scale: whilst automated
decisions are produced at an industrial pace, subsequent oversight operates on an individual
basis and at a human pace. The third is the risk of diffusion of responsibility. When
responsibility for a decision is divided among the designer, the supplier, the administration,
and the final official, it becomes difficult to identify who to hold to account. As Busuioc
emphasises, whilst this complexity does not absolve public administrators of responsibility,
ensuring accountability in practice is becoming increasingly difficult.”’

These dynamics are not abstract. In Australia’s ‘Robo-Debt’ programme, a system that
automatically matched income data wrongly charged hundreds of thousands of people.
The programme’s legality could not be effectively scrutinised for years, and the fault was
only acknowledged after a major public and judicial backlash. Carney, who analyses the
process through seven distinct failures, describes this collapse as ‘the seven veils of failed

guarantees of the rule of law’*

34  Regulation (EU) 2024/1689 (n 27) arts 5(1)(h), 5(3), 27 (for the fundamental rights impact
assessment).

35 Porcedda (n 31) 423-4.

36 Calo and Citron (n 4) 830-2; Cobbe (n 6) 636-8.

37 Busuioc (n 6) 829-30.

38  Terry Carney, ‘Robo-Debt Illegality: The Seven Veils of Failed Guarantees of the Rule of Law?’ (2019)
44(1) Alternative Law Journal 4-5 <https://doi.org/10.1177/1037969X18815913> accessed 20 July 2026.
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The child benefit scandal in the Netherlands (Toeslagenaffaire) also exhibits a similar
pattern. Automated risk profiling wrongly labelled thousands of families as suspected of
irregularities. Neither the administrative courts nor parliament recognised the problem for
years. Bouwmeester demonstrates that the root cause of the collapse lies not in automation
itself, but in its combination with rigid welfare conditionality, that is, the linking of access
to benefits to increasingly onerous conditions, intensive monitoring, and strict sanctions,
coupled with the executive’s tendency to disregard constitutional checks and balances.”

The problem is not unique to social welfare administration. In the United Kingdom, the
expansion of surveillance and security powers has gone hand in hand with the erosion of
effective accountability amid rights violations. In this context, Webber has examined the
process of expanding digital surveillance capacity in the United Kingdom under the heading
of ‘institutionalised impunity’* The common thread running through all these examples is
that, whilst ex post oversight exists in form, it has been hollowed out in practice.

As regards access to justice, the issue is two-fold. An effective remedy requires not only the
existence of a court, but also the ability of the affected person to substantiate their claim,
that is, to have access to the grounds for the decision. Opacity, however, undermines the
‘equality of arms’ that is essential at this stage. As Enqvist and Naarttijirvi have
demonstrated, proportionality reviews must be carried out separately at different stages of
automation, and no stage should be entirely devoid of human judgement.* For this reason,
the right to an explanation and the right to human intervention are not merely formal
safeguards, but prerequisites for the functioning of ex post oversight.*

This breakdown is particularly evident in Central and Eastern Europe. The requirement for
judicial oversight in the covert surveillance regime, established by the Polish Constitutional
Tribunal’s judgment K 23/11 (2014), has been eroded by subsequent legislative measures.
With the Tribunal rendered ineffective, an effective ex post oversight body under domestic
law has, in practice, ceased to exist. The ECtHR confirmed this pattern in its judgment in
Pietrzak and Bychawska-Siniarska v. Poland, finding three separate violations of Article 8 of
the Convention in relation to Poland’s operational control regime, the retention and use of
communications data, and the covert surveillance regime under the Counter-Terrorism
Act.® The judgment constitutes a direct and concrete confirmation of the collapse of access
to justice, in that it accepts on its merits the applicants’ claim that the oversight of the secret
services is illusory. Indeed, the Court identifies a fundamental flaw: national law lacks an
effective remedy capable of challenging the legitimacy of the surveillance measure.

39 Bouwmeester (n 4) 112-3.

40 Frances Webber, ‘Impunity Entrenched: The Erosion of Human Rights in the UK’ (2022) 63(4) Race
& Class 60 <https://doi.org/10.1177/03063968221083193> accessed 20 July 2026.

41  Engqvist and Naarttijarvi (n 26) 168.

42 Pawel Szwajdler, ‘Automated Judicial Decision-Making Systems and New Legal Principles’ [2026]
Constitutional Political Economy 13 <https://doi.org/10.1007/s10602-025-09490-3> accessed 20 July 2026.

43 Pietrzak and Bychawska-Siniarska and Others v Poland (n 32).
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CJEU case law also supports this line of reasoning. The Court has required not only prior
limitations but also independent ex post oversight and an effective remedy in regimes
governing the mass storage and access to data. Notification is the de facto prerequisite for
this chain. Indeed, if the data subject is not informed within the earliest reasonable time
after the surveillance has ended, the right of appeal will remain merely theoretical.*
However, there is a fundamental point highlighted in this section. Namely, however robust
ex post oversight may be, it is not sufficient on its own. In the Robo-Debt and
Toeslagenaffaire cases, the courts have finally acted. However, by the time this stage is
reached, irreparable damage has already been done.

4.4, The Role of Private Actors

The fourth hinge concerns authority delegation. Even if private actors effectively perform
coercive oversight, public accountability must be safeguarded. Yet digital surveillance is
increasingly transferring this function to operators, platforms, technology suppliers, and
even ordinary citizens. This creates an accountability gap that falls outside the scope of
public law oversight.

The private actors to whom authority has been delegated fall into four categories. The first
are the infrastructure providers who actually implement storage and access orders and act
as gatekeepers at the point of access to data. The second are the technology suppliers who
design the system’s operating rules, that is, its thresholds and logic. The third are ordinary
individuals carrying out surveillance on behalf of the state. Indeed, Brayne, Lageson, and
Levy refer to these as ‘surveillance agents, whilst Borges Monroy analyses this network as a
delegated order.*” Fourth, there is the self-governance of technology itself. As Eisenberger
demonstrates, technological self-governance can erode the conditions of the rule of law by
shifting norm-setting from the public sphere to private design.*

This mechanism often remains invisible. Porcedda demonstrates that whilst courts and
EU law assign a custodial role to private electronic communications and information
society services, this role becomes obscured in legal analysis. This is because the private

44  Case C-311/18 Data Protection Commissioner v Facebook Ireland and Schrems (CJEU, 16 July 2020)
paras 186, 187 <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62018CJ0311> accessed
20 July 2026; Charter of Fundamental Rights of the European Union (n 12) art 47. For the post-
measure notification obligation, see Roman Zakharov v Russia (n 18) paras 286-288; Szabo and Vissy
v Hungary (n 3) para 86.

45  Brayne, Lageson and Levy (n 4) 482; Isadora Borges Monroy, “The Surveillance Complex: Deputised
Law and Order in Advanced Democracies’ [2025] Information, Communication & Society 4
<https://doi.org/10.1080/1369118X.2025.2505696> accessed 20 July 2026.

46  Iris Eisenberger, ‘Technology’s Self-Governance’ in Roger Brownsword and Larry A DiMatteo (eds),
The Cambridge Handbook of the Governance of Technology (CUP 2026) 34 <https://doi.org/
10.1017/9781009522519.004> accessed 20 July 2026.
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actor making critical access decisions operates without being bound by the authorisation
framework of public law.”

Legislation, meanwhile, reinforces this shift: the e-Evidence Regulation, which has applied
since 18 August 2026, directs cross-border electronic evidence orders (European
Production and Preservation Orders) directly to private providers and designates them as
the enforcing parties. Consequently, the executing state’s cross-border judicial intermediary
role is bypassed, and the burden of actually facilitating access, along with the decision
whether to authorise access, falls squarely on the private provider.”® Zuboff’s analysis of
surveillance capitalism also serves as a reminder that this private power has risen not merely
to an instrumental role, but to a rule-setting position.*

5 COMPARATIVE APPLICATION:
CENTRAL AND EASTERN EUROPE AND THE EU AXIS

When applied to different regimes, the four hinges break down in various ways. Bermeo’s
‘democratic backsliding taxonomy’ clarifies this analysis. According to this, contemporary
backsliding does not occur through a coup, but through the covert and gradual expansion
of executive power.” Digital surveillance, meanwhile, serves as both a means and an
indicator of this expansion, and is becoming most acutely visible in Central and Eastern
Europe, where the rule of law is under pressure. The country profiles in this section are
based on legislation and case law in force in July 2026.

Poland and Hungary are paradigmatic examples. The European Parliament’s PEGA inquiry
has established that various EU governments have used Pegasus and similar spyware against
journalists, politicians, and public officials, and that this poses a threat to the principles of
democracy and the rule of law.”' The issue rests on four hinges: the measure lacks a clear
legal basis (4.1). Security agencies under the executive branch are authorising their own
actions without independent judicial prior authorisation (4.2). Ex post oversight remains

47 Porcedda (n 31) 424, 449.

48  Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July 2023 on
European Production Orders and European Preservation Orders for Electronic Evidence in Criminal
Proceedings and for the Execution of Custodial Sentences Following Criminal Proceedings [2023]
OJ L 191/118, rec 9, art 10 <http://data.europa.eu/eli/reg/2023/1543/0j> accessed 20 July 2026. For the
position of the Pegasus supplier, see Rojszczak, ‘EU Criminal Law’ (n 9) 315-6.

49 Zuboff (n 17) ch 18, pt IV.

50 Bermeo (n9) 10-1.

51  European Parliament Recommendation of 15 June 2023 to the Council and the Commission Following
the Investigation of Alleged Contraventions and Maladministration in the Application of Union law
in Relation to the Use of Pegasus and Equivalent Surveillance Spyware (2023/2500(RSP)) [2024]
OJ C 2024/494, paras 14, 17 <http://data.europa.eu/eli/C/2024/494/0j> accessed 20 July 2026. For
detailed findings, see European Parliament PEGA Committee, Report (n 1).
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merely formal (4.3). The private contractor establishing the technical capacity, meanwhile,
is beyond the scope of accountability (4.4). As regards Hungary, the Szabdé and Vissy
judgment® found this structure to be in breach of the Convention.

Poland illustrates the extent of this erosion. As early as 2014, in its ruling K 23/11, the Polish
Constitutional Tribunal (Trybunal Konstytucyjny) found the regime governing covert
surveillance and access to stored data to be partially unconstitutional and imposed a
requirement for judicial oversight. However, subsequent legislation eroded these
safeguards; the oversight required for access to communications content has weakened since
2016, and this process has coincided with the period during which the ruling party rendered
the Constitutional Tribunal ineffective.® Indeed, in 2024, the ECtHR once again found
Poland’s covert surveillance legislation to be in breach of the Convention.* This overlap is
particularly evident in the context of Central and Eastern Europe: an executive branch that
renders the courts ineffective also tends to expand its surveillance powers. Consequently,
subsequent judicial review is doubly weakened due to both a lack of transparency and the
erosion of judicial independence. The CJEU has also addressed the undermining of judicial
independence in Poland as a rule of law issue.” In conclusion, the most critical issue for
access to justice is that the court to which a victim of surveillance can turn has been
weakened by the authorities responsible for expanding surveillance.

Ukraine is in a unique position: as a candidate country, it is in the middle of the EU
accession process, yet it operates under ongoing martial law conditions. The European
Commission’s 2024 Enlargement Report highlights concrete issues in three of the hinges of
the authorisation framework. On the legislative reserve, parliamentary oversight has largely
been confined to closed meetings and has effectively become dysfunctional. Regarding

52 Szabé and Vissy v Hungary (n 3) (breach of art 8; operative part of the judgment).

53  During the 2015-2016 period, the ruling party (PiS) prevented judges who had been lawfully elected
from taking up their posts at the Constitutional Court and appointed its own candidates; it
subsequently rendered the Court largely ineffective through regulations that made its decision-making
process more cumbersome (requiring a qualified majority, hearing cases solely in the order in which
they were received, and a high quorum for meetings) and by failing to publish certain of the Court’s
decisions in the Official Gazette. With the appointment of a president close to the government at the
end of 2016, the Court effectively lost its status as an independent oversight body. For a detailed
analysis, see Wojciech Sadurski, Poland’s Constitutional Breakdown (OUP 2019) ch 3 (The remaking
of the Constitutional Tribunal; judicial appointments 64-70, non-publication of decisions 75-7 and 93-4).

54  Case K 23/11 (Polish Constitutional Tribunal, 30 July 2014); see Agnieszka Grzelak, ‘Data Retention
Saga Continues: Decision of the Polish Constitutional Tribunal of 30 July 2014 in Case K 23/11” (2016)
22(3) European Public Law 479-82 <https://doi.org/10.54648/euro2016030> accessed 20 July 2026;
Pietrzak and Bychawska-Siniarska and Others v Poland (n 32) (breach of art 8 in regimes of covert
surveillance, data retention and access).

55 Case C-619/18 European Commission v Republic of Poland (CJEU, 24 June 2019) <https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex:62018CJ0619> accessed 20 July 2026. (Irremovability and
independence of judges; art 19(1) TEU). For an analysis of the EU’s intervention, see Sadurski (n 53)
ch 8 (‘Europe to the Rescue’).
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independent prior authorisation, the National Anti-Corruption Bureau of Ukraine
(NABU), the main anti-corruption investigative body, has been deprived of its autonomous
wiretapping capabilities, making the authorisation decision dependent on other authorities.
As regards access to justice, concerns about the rule of law and press freedom have been
raised over surveillance practices targeting journalists in government-controlled regions.
The main pressure in rebuilding these hinges stems from the rule of law conditionality
attached to the country’s candidate status by the EU.*

EU law is the common ground across these national landscapes. The CJEU’s case law on
data retention and access, the Law Enforcement Directive, the EU AI Act and the e-Evidence
Regulation (applicable since 18 August 2026) provide a supranational authorisation
framework binding on member states and candidate countries.”” The gap between European
Union standards and national implementation, however, is the fault line of the rule of law.
Compliance with the European Union also constitutes the primary lever for closing this gap.

The United Kingdom stands as a counter-example outside this framework. The Investigatory
Powers Act of 2016, which followed the Anderson Report,*® introduced a ‘double lock’
model that combines ministerial approval for surveillance authorisation with the approval
of an independent judicial commissioner.” Thus, the executive’s monopoly on prior
authorisation was broken for the first time. However, during the same period, surveillance
powers were expanded and effective accountability was eroded.” Even the Grand Chamber’s

56  On the EU’s rule of law conditionality and Ukraine, see Maryna Rabinovych, ‘EU Enlargement Policy
Goes East: Historical and Comparative Takes on the EU’s Rule of Law Conditionality vis-a-vis Ukraine’
(2024) 16 Hague Journal on the Rule of Law 715 <https://doi.org/10.1007/s40803-024-00223-6>
accessed 20 July 2026. For concerns regarding monitoring during wartime, see European Commission,
Ukraine 2024 Report (SWD(2024) 699, 30 October 2024) 30, 35, 40 <https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex:52024SC0699> accessed 20 July 2026

57 Joined Cases C-293/12 and C-594/12 (n 20); Joined Cases C-203/15 and C-698/15 Tele2 Sverige AB v
Post- och telestyrelsen and Secretary of State for the Home Department v Tom Watson and Others (CJEU,
21 December 2016) <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62015CJ0203>
accessed 20 July 2026; Joined Cases C-511/18, C-512/18 and C-520/18 (n 20); Directive (EU) 2016/680;
Regulation (EU) 2024/1689 (n 27) annex III; Regulation (EU) 2023/1543 (n 48) arts 9, 10. For the
impact of EU data retention case law on national regimes, see Eurojust, The Effect of Court of Justice of
the European Union Case-Law on National Data Retention Regimes and Judicial Cooperation in the EU
(European Union 2024) pt 4.3 <https://doi.org/10.2812/2621651> accessed 20 July 2026.

58  David Anderson, A Question of Trust: Report of the Investigatory Powers Review (GOV.UK, 11 June
2015) <https://www.gov.uk/government/publications/a-question-of-trust-report-of-the-investigatory-
powers-review> accessed 20 July 2026. — An independent reform report that comprehensively
reviewed the UK’s surveillance powers and recommended that all warrants be subject to authorisation
by Judicial Commissioners.

59 Clapham (n 7); UK Investigatory Powers Act (2016) s 23 (“double lock”, authorisation by Judicial
Commissioners) <https://www.legislation.gov.uk/ukpga/2016/25/contents> accessed 20 July 2026.

60  Big Brother Watch and Others v the United Kingdom (n 30) (section 8(4) bulk interception regime’s
breach of Article 8; operative paragraph).
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finding of a breach of the Convention in the Big Brother Watch judgment failed to prevent
the erosion of internal accountability.” Indeed, the 2024 amending legislation enacted
following the judgment introduced a new regime for bulk datasets with low privacy
expectations, thereby expanding surveillance powers.”” The United Kingdom thus serves
both as proof that pre-authorisation reform is feasible and as a warning that strengthening
a single hinge is insufficient to safeguard the others. This reinforces the study’s central
argument that conditions must be assessed cumulatively.

One further point should be added at this stage. Indeed, including the United Kingdom in
the sample serves as a test not only in terms of regime type (EU member, candidate, non-
member) but also in terms of differences in legal systems (common law or civil law
tradition). Although the four-hinged architecture is framed in the terminology of
continental European public law, institutional equivalents in the United Kingdom, such as
the ‘double lock’ and the Investigatory Powers Tribunal, demonstrate that the criterion’s
portability extends beyond regime type to encompass legal traditions as well.

6 AUTHORISATION ARCHITECTURE:
A GRADUATED STANDARD

The preceding sections point to a common conclusion: the legitimacy of coercive digital
surveillance cannot be reduced to a single proportionality test. Proportionality review is,
of course, necessary. However, it operates both after the authorisation decision has been
made and remains largely undefined. This section aims to establish a structural criterion
before the proportionality assessment. Under this criterion, legitimacy depends on the
simultaneous fulfilment of four cumulative conditions, and the threshold for each rises
with the intensity of the intervention. Who decides which tier a measure falls into is also
part of this framework.” Indeed, this determination is made not by the unit requesting
the measure, but by the pre-approval authority. They operate in sequence rather than in
competition. The four conditions determine whether the authorisation is constitutionally
available; proportionality then governs how an authorised measure is applied in the
individual case. A favourable proportionality assessment cannot rescue a measure that
fails the authorisation test, whereas one that passes it remains fully subject to
proportionality review at every stage.

61  Forageneral discussion of the erosion of rights and accountability in the United Kingdom, see Webber
(n 40) 60.

62 UK Investigatory Powers (Amendment) Act (2024) <https://www.legislation.gov.uk/ukpga/2024/9/
contents> accessed 20 July 2026.

63 'This model of four cumulative conditions is a proposal put forward in this study, developed with
inspiration from the four-stage distinction in Enqvist and Naarttijdrvi’s proportionality analysis
(legislative, systemic, decision-making and ex post proportionality); see Enqvist and Naarttijérvi (n 26).
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The logic behind the criterion we have established is straightforward. Where proportionality
alone is insufficient, we need a concrete tool to complement it. This study establishes that
tool as a criterion that classifies the supervisory measure into four tiers according to the
intensity of the intervention and assesses the four conditions with progressively greater
rigour at each tier. The following paragraphs first define these four levels. The four
conditions are set out individually, followed by an illustration of the criterion’s cumulative
and tiered operation using an example, and finally, it is applied to three specific measures.

The scaling variable is intervention intensity. Within this framework, four levels can be
distinguished: Level 1, targeted access to metadata; Level 2, the interception of targeted
content and communications; Level 3, bulk or automated analysis; and Level 4, device
infiltration, equipment tampering, and real-time biometric identification. As the level
increases, each of the four conditions listed below becomes more stringent.*

In this regard, the first condition is the legislative reserve. Primary legislation must lay down
fundamental rules; as the level increases, the law must also be more certain. The minimum
safeguards required by the ECtHR about covert surveillance, namely, the definition of
offences and categories of persons, time limits, and rules governing examination, use,
storage, and destruction, provide a concrete measure of this clarity.”

The second condition is independent prior authorisation. At lower levels, an independent
administrative authority issuing binding decisions may suffice. However, at higher levels,
an independent judicial body must grant authorisation, following an individual
assessment specific to the person concerned and a concrete examination of the criteria of
necessity and proportionality. In this context, the prior authorisation model established
by the EU AI Act for real-time biometric identification is a concrete example of the
standard required at the higher level.®®

The third condition is effective ex post oversight and redress. The data subject must be
notified where possible; must have access to the reasoning behind the decision; and must
have recourse to an independent supervisory body and an effective judicial remedy. In the
case of automated and bulk processing, this condition also encompasses systemic
auditability and the rights to explanation and human intervention.”

64  For a comparative example of a tiered regulatory architecture based on risk intensity, see Regulation
(EU) 2024/1689 (n 27) arts 5, 6 et seq.

65  Weber and Saravia v Germany App 54934/00 (ECtHR, 29 June 2006) para 95 <https://hudoc.echr.coe.int/
eng?i=001-76586> accessed 20 July 2026; Roman Zakharov v Russia (n 19) para 231.

66 Regulation (EU) 2024/1689 (n 27) arts 5(1)(h), 5(3); Klass and Others v Germany (n 28) para 51; Szabé
and Vissy v Hungary (n 3) para 77.

67  Charter of Fundamental Rights of the European Union (n 12) art 47; Case C-311/18 Data Protection
Commissioner v Facebook Ireland Limited and Maximillian Schrems (CJEU, 16 July 2020), paras 186,
187 <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62018CJ0311> accessed 20 July
2026. For the rights to explanation and human intervention, see Szwajdler (n 42) 33-5; Busuioc (n 6)
825-8; Cobbe (n 6) 641.
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The fourth and final condition concerns safeguards for delegating authority. Where authority
is delegated to private actors, public law obligations, namely transparency, accountability,
responsibility, and independent oversight, must be transferred along with the authority.®

Together, these four conditions operate in two ways, both cumulatively and progressively.
Consequently, the proposed criterion is two-dimensional. In this respect, each condition
must be met collectively, while the threshold for each rises in line with the intensity of the
intervention. Failure to meet any one condition negates the measure's legitimacy at that
level. The threshold, meanwhile, rises in line with the intensity of the intervention. For
example, Pegasus is classified at the highest level (Level 4) because it fully infiltrates the
device. In this respect, it fails to meet all four conditions; indeed, it lacks a clear legal basis,
independent judicial prior authorisation, and effective ex post oversight. Furthermore, the
supplier remains entirely outside any accountability mechanism.%

In contrast, targeted access to metadata, which remains at Level 1 due to its narrow scope,
can satisfy the criterion with less onerous requirements. This demonstrates that the criterion
is not an outright ban, but a graduated threshold of legitimacy.

Table 1. Application of the authorisation criterion by tier

Bulk / automated /
device intrusion
(Levels 3-4)

Condition Targeted measure

(Levels 1-2)

Legislative reserve | Clear legal basis; definition of | In addition: detailed specification in

offence and person categories | law of thresholds, time limits, data

types, and destruction rules

Independent prior
authorisation

Independent administrative Individualised judicial prior

or judicial prior authorisation;
necessity and proportionality

authorisation; additional safeguards
throughout the process in the case of
blanket authorisation

Effective ex post
oversight

Notification (where possible)
and effective judicial remedy

In addition: independent supervisory
body, systemic accountability, right to
explanation and human intervention

Proxy safeguards

Legal/contractual liability for
the private actor taking over

In addition: transparency, auditability,
and independent oversight of the
private actor

68 Porcedda (n 31) 423-5, 436; Eisenberger (n 46) 22-5.

69  European Parliament, Investigation of the Use of Pegasus and Equivalent Surveillance Spyware (PE
747.923, 7 June 2023) <https://www.europarl.europa.eu/thinktank/mt/document/EPRS_ATA(2023)
747923> accessed 20 July 2026; Rojszczak, ‘EU Criminal Law’ (n 9) 290-300.
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Applying the table to the Pegasus case concretely demonstrates the criterion’s diagnostic
function. As the measure is classified at the highest level (Level 4) due to its complete
infiltration of the device, it is subject to the strict conditions set out in the second column
of the table. In the Polish implementation, none of the four conditions was met. Regarding
the legislative scope, the threshold, duration, and data type are not tied to a detailed legal
framework. With regard to independent prior authorisation, no individualised judicial
authorisation has been obtained.

Regarding ex post oversight, neither notification nor an effective remedy has been
implemented. As for safeguards regarding the provider, the supplier has been exempted
from transparency and auditability obligations. Taken together, these four shortcomings,
under the criterion we propose, undermine the regime’s legitimacy. Of these shortcomings,
the inadequacy of the legal framework, independent prior authorisation and ex post
oversight has also been explicitly recognised by the ECtHR in its judgment in Pietrzak and
Bychawska-Siniarska v. Poland as grounds for a violation of Article 8.”

In this context, the criterion can be illustrated using three examples. The first example
concerns the retention and subsequent retrieval of mass communications metadata,
which falls under Level 3 (mass/automated analysis). Here, the legislative framework
must provide the clear and precise rules required by the CJEU, with prior authorisation
requiring an independent authorisation for each access request, whilst ex post oversight
requires notification and an effective remedy. Unless these safeguards are in place, the
regime cannot be considered legitimate, however ‘proportionate’ it may be presented.
The second example is real-time facial recognition in public spaces, which falls under
the highest tier, namely Tier 4. The measure is subject to the threshold established by
the AI Act (judicial or administrative prior authorisation, strict temporal and spatial
limits, and a prior fundamental rights impact assessment). If this threshold is not met,
the measure cannot be authorised. The third example is personalised, targeted
interception of communications based on a court order. This may be lawful under
Level 2 with standard minimum safeguards.”

The principle of legitimacy underpinning this criterion is non-domination: an unchecked
surveillance capacity is not legitimate, even if it is never abused. For it renders the citizen
dependent on an arbitrary will.”” The third condition ensures access to justice, whilst the
criterion offers a doctrine that is transferable across different types of regimes without being
tied to a specific constitutional order.

70  Pietrzak and Bychawska-Siniarska and Others v Poland (n 32).

71 Joined Cases C-293/12 and C-594/12 (n 20) on metadata retention and the Court of Justice’s minimum
conditions and Joined Cases C-511/18, C-512/18 and C-520/18 (n 20). For real-time biometrics, see
Regulation (EU) 2024/1689 (n 27) arts 5(1)(h), 5(3). For traditional minimum safeguards, see Weber
and Saravia v Germany (n 65) para 95.

72 Pettit (n 15) 22. For end-to-end safeguards in bulk interception, see Big Brother Watch and Others v
the United Kingdom (n 30) paras 350-360.
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7 OBJECTIONS AND LIMITATIONS

The proposed criterion must pre-emptively address the four anticipated objections. The first
of these is the objection about security and efficiency: surveillance saves lives, whilst
structural conditions paralyse law enforcement. The response to this is as follows: the
criterion does not prohibit surveillance but merely channels it. Emergencies can be
addressed both through the tiered structure and via exceptional procedures of the kind
envisaged by the EU AI Act.”

The second objection is that the courts already carry out proportionality reviews.
However, proportionality presupposes a valid authorisation and only applies thereafter.
The criterion, in contrast, prioritises the structural question that precedes it. Indeed, the
fact that the ECtHR itself supplements proportionality with minimum safeguards
confirms this priority.”*

The third objection is that the legislature cannot keep pace with rapid technological change.
In response, the ‘reserved sphere’ encompasses fundamental choices rather than technical
details. Certainty is a gradual process, and a legitimate delegation of authority is possible
with safeguards. The issue is not merely delegation of powers, but preventing the legislature
from effectively abdicating its duty to set fundamental limits. Indeed, Enqvist and
Naarttijarvi also emphasise that proportionality review must begin at the legislative stage,
and that a legal framework failing to provide minimum safeguards will create a lack of
proportionality across the entire system.”

The fourth objection is that Poland, Hungary, Ukraine, and the United Kingdom cannot be
compared. However, the criterion asks the same four structural questions, irrespective of
the regime. In this respect, it is not a means of substantive harmonisation, but rather a
diagnostic tool. Consequently, the differences are not a flaw, but a finding in their own right.
It is also necessary to note a limitation of the comparison: the findings regarding Ukraine
are largely based on reports from EU institutions. To that extent, they warrant caution.

Finally, we must acknowledge a limitation. The framework regulates authorisation. Whether
a particular form of surveillance should exist at all, that is, substantive red lines, is a separate
issue. Indeed, the fact that the EU AI Act prohibits certain applications, such as social
scoring for law enforcement purposes or real-time remote biometric identification in public
spaces, demonstrates that some measures cannot be legitimate even if authorised.”

73 For the emergency use procedure, see Regulation (EU) 2024/1689 (n 27) art 5(3).

74 Roman Zakharov v Russia (n 19) paras 231, 232; Weber and Saravia v Germany (n 65) para 95.
75  Enqvist and Naarttijarvi (n 26) 161-3.

76 For prohibited applications, see Regulation (EU) 2024/1689 (n 27) art 5(1).
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8 CONCLUSION

The constitutional question is not whether we are being monitored. The real issues are who
authorises the monitoring and what checks and balances are in place for this decision.
Shifting the focus away from privacy and treating digital surveillance as a matter of
allocating authority and access to justice brings to light the wound that the lens of privacy
overlooks. The crux of the matter lies not in the surveillance of the individual, but in where
the will that commands this surveillance originates and to what limits it is bound. Assessing
the gravity of a privacy breach remains incomplete insofar as it overlooks the institutional
chain that lends legitimacy to that breach: the decision-making body, the authority that
grants prior authorisation, and the body that carries out subsequent oversight.

On this basis, the study proposes a graduated authorisation criterion. Accordingly, four
cumulative conditions have been established, with thresholds that tighten in line with the
intensity of the intervention. The four conditions are: the legislative reserve (where
fundamental choices are subject to democratic representation), independent prior
authorisation (separation of the authorising body from the authorised body), effective ex
post oversight and recourse (judicial review of the decision), and safeguards of
representation (public accountability even in the case of delegation to the private sector),
which collectively ensure both democratic legitimacy before authorisation and access to
justice thereafter. This criterion makes access to justice a prerequisite for legitimacy and has
transferable value across regimes. Harmonisation with the European Union serves as the
primary lever for re-establishing this architecture in Central and Eastern Europe. The
question of who can authorise the surveillance state concerns the rule of law itself.

Through a study of four countries selected using purposeful sampling, this research has
revealed the four hinges of this authorisation architecture and how digital surveillance strains
each of them. Examples from Central and Eastern Europe show that this architecture is
progressively eroded along a continuum. Pegasus, meanwhile, has shown that, at the end of
the spectrum, all four hinges can collapse simultaneously. The UK example, conversely,
illustrates the same lesson: strengthening a single hinge (the ‘double lock’ model) was
insufficient to protect the others; even being a party to the Convention and the Grand
Chamber’s finding of non-compliance failed to prevent the erosion of internal accountability.

A limitation of this study must also be clearly stated here. The proposed framework is
structural-normative in nature. A detailed case study concerning national constitutional
court rulings, specific Pegasus deployments, or the actual functioning of independent
oversight bodies falls outside the scope of this study. Future studies could examine how
national supreme courts address the authorisation architecture through doctrinal case
studies, and the effectiveness of independent pre-approval and ex post oversight bodies
through empirical research. How national courts interpret the biometric authorisation
regime under the EU AI Act is also a fruitful area to monitor. The proposed criteria enable
these future studies to use a common analytical framework.
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AHOTAL|IS YKPATHCbKOKO MOBOIO
[locnigHuLbKa cTaTTa

XTO HAJIAE [103BIJ1 HA CMTOCTEPEXEHHA? NPUMYCOBE LINOPOBE CTOCTEPEXEHHA,
BEPXOBEHCTBO MPABA TA I0CTYN 10 CYI0BOT 0 HATNADY:
N0CBIL KPAIH LLEEHTPANIbHOI TA CXIAHOT €BPOMK

Adem Epcit baiipa® ma Hixam bynym

AHOTAINIA

Ilepedymosu. JJuckycii u000 yudposozo cnocmepesiceHHs nepesaxcHo 3ocepedsiceri Ha 3axucmi
npasa Ha npusamuicmo i nepconanvuux oanux. Ipome dynoamenmanvHa KOHCMUMYyiiiHo-
npasosa npobrmema NPUMYC08020 UUPPOBO2O CnOCMeEpeseHHS NONAAE He CMINbKU 6
cepiio3HoCmi 6MPYHAHHS, CKIbKU 68 MOMY, XMO came HAOAE 0036in HA 11020 30ilicHeHHS ma
AKUM MEXAHIZMAM KOHMPOTIO B0HO nidnsgeae. IHwumuy cnosamu, 1idemvcs Hacamneped npo
nodizn 671a0u ma docmyn 00 npagocyoos.

Memoou. [ocnioxcenns spyHmyemvcs HA NOPi6HATLHO-O0KMPUHATLHOMY Nidx00i. Y Hvomy
npoananizoeano uomupu topucouxyii — Ionvuyy, Yeopuyumny, Yipainy ma Cnonyuene
Koponiscmso, 8idibpani memooom uinvosoi subipku. epenviy 6a3y cmaHosnsamo mamepianu
poscnidysanns €eponeiicokozo napnamenmy 6 mexcax OisnvrHocmi xomimemy PEGA, cydosa
npaxmuka €sponeticokoeo cydy 3 npas noounu (ECIUI) i Cydy cnpasednusocmi €eponeticvkoeo
Coro3y (CEC), a maxosw 36imu €eponeiicokoi Komicii.
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Pesynomamu ma sucnosxu. ITocmynose nepereceHHs n06H06axeHb U000 HAOAHHS 0036071i6 HA
cnocmepesceHHs 68i0 3aK0H00A6407T 671a0U 00 BUKOHABYOT, A HA0AT — 00 HUNCHUX TAHOK YNPABTIHHS
ma dedani uacmiuie 00 NPUBAMHUX CYO EKMIB, 3yMOBUNO HEOOXIOHICTb OOCTIIONEHHA CUCeMU
CAHKUIOHYBAHHA KPi3b NPU3MY HOMUPLOX KHHOBUX efleMeHmie: 6uMozu  3aKoH00A64020
peeymiosanns (legislative reserve), He3aneiHozo NonepeOHv020 CAHKUIOHYBAHHA, edexmueH0zo
n00anvuiozo (ex post) KOHMPOO ma 3anobGixnHUKie 8i0 HAOMIPHO20 OeslezyBaAHHS NOBHOBANEHD.
Y docniosenni npodemoHcmposano, Ak yudpose cnocmepesxicerHs CE0PIOE CUCEMHI BUKIUKY O
KOMHO20 i3 UUX efleMeHmie ma AK ui npoOnemu Nposentomvcs 6 00CIONYSBAHUX 0PUCOUKUIAX.
Hayxosuii 6Hecok 00CiONeHHS NOTSI2AE 6 NEPEOCMUCTIEHHE UUPPOB020 cnoCmepeeHHsa Hacamneped
AK npobremu po3nodiny no6HOBANEHD, Y BUSHAUEHHI HOMUPLOX KTIHOHOBUX eNeMEHMIE CUCHeMU
CAHKUIOHYBAHHS Ma PO3POONIeHHI KyMYNIAMUBHO20 Mecy HANEHHOCI CAHKUIOHYBAHHS, 8UMO2U
K020 OUPePEHUiIOOMbCT 3ATEHHO 6i0 IHMEHCUBHOCMI 8MPYHAHHA. Y Mexncax uiei KoHuenuil
docmyn 00 npasocyoost € He0OXiOHOW NepedyMOBOI) e2iMUMHOCII, a 3aNPONOHOBAHUL Kpumepiil
MOJKe 3ACHOCO8YBAMUCS 6 Pi3HUX munax nomimuunux pexcumie. IlopieHanvHuil ananis
niomeepoxcye ueii eucnoeok: y Ilomvuyi ma Yeopuguni 6ci uomupu enemeHmu O00HOHACHO
OeMOHCIMPYIoMb cucmemHi HeOoTiKY; 6 YKpaini mpu 3 Hux nepe6yeéaromv y npoueci 6i0H06eHHS ma
nepe6yooeu 32ioHo 3 ymosamu écmyny 0o €C; y Cnonyuernomy Koponiecmei nocunemus nuuie 00Ho2o
3 enleMeHmis BUABUNIOCA HEOOCMAMMIM O/ KOMNEeHCAYii HeOOMiKi8 THUUX efleMeHmis CUCmeMu.
Jlocniosenns 00800umv, wy0 HABiMb HatipemenvHiula nepesipka NPONoPUItiIHOCMI BMPYUaHHS He
MOdHce YCyHY MU HeDONiKi8, 0ONyuseHUX Ha emani HA0AHHS 003607LY.

Knwuoei cnoea: uugppose cnocmepesxenns; nodin 61a0u; 6epX06eHCIE0 npasa; 00Cmyn 00
npasocy0os; agmomamu3osare yxeaneHus piuienv; Pegasus; Ilenmpanvua ma Cxiona Espona.

ABSTRACT IN TURKISH*
Aragtirma Makalesi

GOZETIMI KiM YETKILENDIRIR?
ZORLAYICI DIJITAL GOZETIM, HUKUK DEVLETI VE YARGISAL DENETIME ERISIM —
ORTA VE DOGU AVRUPA'DAN BIR BAKIS

Adem Ersin Bayra*, Nihat Bulut

OZET

Arka Plan: Dijital giozetime iliskin tartismalar biiyiik olgiide mahremiyet ve kisisel verilerin
korunmasi ekseninde yiiriitiilmektedir. Oysa zorlayici dijital gozetimin asil anayasal sorunu,
miidahalenin agirhgindan ziyade bu miidahaleyi kimin yetkilendirdigi ve miidahalenin hangi
denetime tabi kilimdigidir. Yani mesele esasen bir kuvvetler ayrihig: ve adalete erisim meselesidir.

*The publication metadata in Turkish is presented as submitted by the authors.
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Metodoloji: Calisma karsilastirmali doktriner bir yontemle yiiriitiilmektedir. Amagh ornekleme ile
segilmis dort iilke (Polonya, Macaristan, Ukrayna ve Birlesik Krallik) Avrupa Parlamentosu PEGA
Sorusturmasi, Avrupa Insan Haklari Mahkemesi ile Avrupa Birligi Adalet Divam ictihad: ve
Avrupa Komisyonu raporlari iizerinden ¢oziimlenmektedir.

Bulgular ve Sonuglar: Gozetime izin verme yetkisinin yasamadan yiiriitmeye, oradan idarenin
alt birimlerine ve giderek ozel aktirlere kayisi, yetkilendirme mimarisinin dért mentese iizerinden
ele alinmasin gerektirmistir. Bunlar yasama sakli alani, bagimsiz 6n onay, uygulama sonras:
etkili denetim ve yetki devri giivenceleridir. Calismada dijital gozetimin her menteseyi nasil ayr
ayri zorladigi ve drneklemde nasil somutlastigi ortaya konulmaktadir. Calismanin katkasi, dijital
gozetimi oncelikle bir yetki tahsisi meselesi olarak yeniden ¢ercevelemek, yetkilendirme
mimarisinin dort mentesesini adlandirmak ve miidahalenin yogunluguna gore kademelenen
kiimiilatif bir yetkilendirme 06lgiitii onermektir. Bu cercevede adalete erisim bir mesruiyet
onkosuluna doniismekte, olciit ise farkl rejim tipleri arasinda tasinabilir hale gelmektedir. Ornek
olaylar da bunu dogrulamaktadir. Polonya ve Macaristan'da dort mentese ayni anda islevini
yitirmekte, Ukrayna'da bunlardan iicii AB katilim kosullulugu altinda yeniden kurulmakta,
Birlesik Krallik'ta ise tek bir mentesenin giiclendirilmesi digerlerindeki zayifligi telafi etmeye
yetmemektedir. Karsilastirma, Olgiiliiliik denetimi ne kadar titizlikle yapilirsa yapilsin
yetkilendirme asamasindaki bir kusurun giderilemeyecegini gostermektedir.

Anahtar Kelimeler: adalete erisim; dijital gozetim; hukuk devleti; kuvvetler ayrihigi; otomatik karar
alma; Orta ve Dogu Avrupa; Pegasus.



