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PROTECTION OF CHILDREN'S PRIVACY
AND PERSONAL DATA:
A PERSPECTIVE FROM VIETNAMESE LAW

Thi Tuyet Dung Thai, Van Duong Nguyen* and Van Lam Nguyen

ABSTRACT

Background: The protection of childrens personal data is
becoming an urgent issue in Vietnam and globally. This article
analyses Vietnam’s legal framework for the protection of
children’s personal data and addresses the specific legal question
of how far Vietnam can adopt the legal elements currently set
out in the General Data Protection Regulation (GDPR). It
identifies structural limitations concerning age thresholds,
consent mechanisms, sanctions, and the personal data
protection  authority.  Finally, the
recommendations and policy suggestions for improving the

article  proposes
Vietnamese data protection law, including a developmentally
stratified age-of-consent model and a specialised supervisory
authority, with the broader aim of ensuring a safe digital
environment oriented towards children’s development.

Method: This article adopts a multi-method qualitative legal
research design integrating three approaches: 1) a doctrinal
legal analysis to identify, interpret, and evaluate Vietnam's
normative framework; 2i) a functional comparative analysis is
employed to compare Vietnamese law with the GDPR, to
evaluate their degree of compatibility and to identify regulatory
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techniques that may be received into Vietnamese law; and 3) an interdisciplinary contextual
analysis drawing on developmental psychology, cross-cultural psychology, and legal
anthropology to evaluate children’s decision-making capacity, family authority structures, and
the influence of Confucian ethics, and ‘Lang’ culture on parent-child relationships, insights
essential for adapting international models to Vietnam. Secondary sources, including peer-
reviewed scholarship and international organisation reports, contextualise the findings.

Results and Conclusions: Although Vietnam has established a foundational framework,
significant shortcomings persist: 1) the definition of “child” and age-based consent thresholds
are inconsistent and insufficiently calibrated to children’s evolving capacities; 2) the dual
consent and suspension mechanisms lack clarity and sit uneasily with the cultural pressures
that asymmetrically weaken a child’s consent relative to a child’s objection; 3) the sanctioning
regime lacks adequate deterrent effect, notwithstanding recent amendments; and 4) Vietnam
does not so much lack a supervisory authority as an independent one, its oversight function
currently residing within the security apparatus, while it has no child-specific transparency,
data protection by design, or data protection impact assessment (DPIA) obligations. On this
basis, the article advances a framework of culturally conditioned legal transfer, classifying each
GDPR technique as portable as it stands, requiring structural adaptation, or needing
indigenous design, and proposes: (a) a tiered consent model with a qualified right for the child
to object in high-risk processing; (b) child-specific transparency, data protection by design, and
mandatory DPIAs; (c) a graduated, revenue-sensitive sanctioning regime; (d) a specialised
data protection authority with relative independence and cross-border enforcement
competence; (e) age-appropriate transparency in consent; and (f) deepened international
cooperation. These reforms respect Vietnam’s constitutional order and socio-cultural context.

1 INTRODUCTION

A recent study estimates that approximately one in three internet users worldwide is under
eighteen.' In Vietnam, 83% of children aged twelve to thirteen use the Internet, rising to
93% among those aged fourteen to fifteen. A survey by the Institute for Research on
Management of Sustainable Development (MSD Vietnam) and Save the Children
International indicates that children spend five to seven hours per day on social media,
while only 36%, primarily those aged sixteen to seventeen, have received education on
online safety.” As a particularly vulnerable group, children benefit from the educational and
recreational opportunities of digital technologies but also face significant risks of personal

1 Ingrida Milkaite and Eva Lievens, ‘Children’s Rights to Privacy and Data Protection Around the
World: Challenges in the Digital Realm’ (2019) 10(1) European Journal of Law and Technology 1.

2 TG Trang Lam, ‘Protect Children’s Rights from Cyberviolence under the Vietnamese Law’ (2025) 8(3)
International Journal of Innovative Research and Scientific Studies 2689, doi:10.53894/
ijirss.v8i3.7070.
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data misuse and privacy infringements. Recognising this, many jurisdictions have adopted
stringent legal frameworks to safeguard children online.’

In Vietnam, children’s personal data protection has received increasing regulatory
attention. Key instruments, including the Law on Personal Data Protection 2025 (LPDP),*
the Law on Children 2016,” the Law on Cybersecurity 2018,° and the Law on the Press
2016, have established a foundational framework. The Law on Advertising 2012,* Decree
72/2013/ND-CP on Management, Provision and Use of Internet Services and Online
Information 2013,’ and the Law on Handling of Administrative Violations 2012" also play
complementary roles. Nevertheless, academic research on this issue in Vietnam remains
limited, resulting in persistent regulatory gaps that must be addressed to keep pace with
the rapidly evolving digital environment."

Notably, the draft Decree on administrative sanctions in the field of personal data
protection, currently under consideration by the Vietnamese government, represents a
significant step toward enhancing deterrence. It is expected to introduce stringent penalties
for violations involving personal data, including children’s data. A cleaner sanctioning
regime will strengthen children’s privacy protection and contribute to a more transparent
legal environment for digital sector businesses."

3 Kathryn C Montgomery and Jeff Chester, ‘Data Protection for Youth in the Digital Age: Developing
a Rights-Based Global Framework’ (2015) 1(4) European Data Protection Law Review 277,
doi:10.21552/EDPL/2015/4/6.

4 Law of Vietnam No 91/2025/QH15 ‘On Personal Data Protection’ (adopted 26 June 2025)
<https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Luat-Bao-ve-du-lieu-ca-nhan-2025-so-
91-2025-QH15-625628.aspx> accessed 17 April 2026.

5 Law of Vietnam No 102/2016/QH13 ‘On Children’ (adopted 05 April 2016)
<https://thuvienphapluat.vn/van-ban/Giao-duc/Luat-tre-em-2016-303313.aspx> accessed 17 April 2026.

6 Law of Vietnam No 24/2018/QH14 ‘On Cybersecurity’ (adopted 12 June 2018)
<https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Luat-an-ninh-mang-2018-351416.aspx>
accessed 17 April 2026.

7 Law of Vietnam No 103/2016/QH13 ‘On the Press’ (adopted 05 April 2016)
<https://thuvienphapluat.vn/van-ban/Van-hoa-Xa-hoi/Luat-Bao-chi-2016-280645.aspx>  accessed
17 April 2026.

8 Law of Vietnam No 16/2012/QH13 ‘On Advertising’ (adopted 21 June 2012)
<https://thuvienphapluat.vn/van-ban/Thuong-mai/Luat-Quang-cao-2012-142541.aspx>  accessed
17 April 2026.

9 Decree of Vietnam No 72/2013/ND-CP ‘On the Management, Provision and Use of Internet Services
and Online Information’ (adopted 15 July 2013) <https://thuvienphapluat.vn/van-ban/Cong-nghe-
thong-tin/Nghi-dinh-72-2013-ND-CP-quan-ly-cung-cap-su-dung-dich-vu-Internet-va-thong-tin-
tren-mang-201110.aspx> accessed 17 April 2026.

10  Law of Vietnam No 15/2012/QH13 ‘On Handling of Administrative Violations’ (adopted 20 June
2012) <https://thuvienphapluat.vn/van-ban/Vi-pham-hanh-chinh/Luat-xu-ly-vi-pham-hanh-chinh-
2012-142766.aspx> accessed 17 April 2026.

11 Milkaite and Lievens (n 1) 1.

12 Draft Decree on Administrative Sanctions in the Field of Cybersecurity and Personal Data Protection’
(Ministry of Public Security of Vietnam, March 2026) <https://bocongan.gov.vn/chinh-sach-phap-
luat/lay-y-kien-du-thao/ho-so-du-thao-nghi-dinh-quy-dinh-xu-phat-vi-pham-hanh-chinh-trong-linh-
vuc-an-ninh-mang-va-bao-ve-du-lieu-ca-nhan-1772531021%type=dang-lay-y-kien> accessed 16 June 2026.

© 2026 Thi Tuyet Dung Thai, Van Duong Nguyen and Van Lam Nguyen. This is an open-access article distributed under the terms of the Creative Commons
Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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The central question this article pursues is not whether Vietnam should follow the GDPR,
but how far it can. Vietnam’s Law on Personal Data Protection 2025 already mirrors much
of the European model, yet a borrowed rule does not always behave the same way once it
enters a different legal and cultural setting. A child’s right to consent, for instance,
presupposes a child who can speak independently of their parents, an assumption that sits
uneasily with the Confucian and communitarian fabric of Vietnamese family life. The
analysis, therefore, proceeds along two lines of inquiry. The first asks where the Vietnamese
framework falls short when compared with how the GDPR addresses the same problems.
The second asks which of those European solutions Vietnam can realistically borrow, which
it must reshape, and which it cannot adopt without a domestic alternative. Read together,
these questions treat each part of the Vietnamese framework as an instance of conditioned
transfer, in which some techniques can be taken as they stand, others require structural
adaptation, and a few must be rebuilt to fit Vietnamese conditions. The age threshold, the
consent architecture, the sanctioning regime, and the supervisory authority are examined
not as separate problems but as four points at which this same tension between the imported
rule and the receiving context must be resolved.

2 METHODOLOGY

The article employs a multi-method qualitative legal research design integrating doctrinal
legal analysis, comparative law, and interdisciplinary contextual analysis. This combination
is essential, as the research questions concern not only normative content but also the socio-
cultural conditions that govern the law’s interpretation and enforcement, an issue that
neither a purely doctrinal nor a purely sociological approach can fully address.

First, the doctrinal legal analysis method is utilised to systematically identify, interpret, and
evaluate the legal system governing the protection of children’s personal data in Vietnam,
clarifying its normative substance, internal consistency, and existing legal gaps.

Second, the functional comparative law method compares the Vietnamese framework with
the GDPR. The GDPR is chosen not merely for its regulatory maturity but because it is the
very model the LPDP 2025 emulates, so the comparison reflects a transfer rather than an
arbitrary pairing of two systems. The comparison is conducted across the following aspects:
(i) GDPR instruments and provisions, including Recital 38, Articles 6, 7, 8, 12, 25, 35, 51-59
and 83 of the GDPR, the European Data Protection Board’s (EDPB) guidelines 03/2022 on
dark patterns and guidelines 02/2023 on Article 8; (ii) evaluative criteria, including the
conceptualisation of children as data subjects and the applicable age thresholds, the
structure of parental consent and children’s evolving capacities, child-oriented transparency
obligations and privacy-by-design requirements, revenue-based sanctioning mechanisms,
and the design of supervisory authorities; and (iii) the functional comparative element,
which asks how each legal framework addresses the same regulatory problem, namely the
protection of children’s data in the digital environment. The secondary sources are confined
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to peer-reviewed scholarship; instruments of standard-setting bodies such as the EDPB, the
UN Committee on the Rights of the Child, and the Organisation for Economic
Co-operation and Development (OECD); and official enforcement decisions, so that the
normative claims rest on authoritative rather than incidental materials. On this basis, the
reform proposals are reached through a four-step process. The article first identifies the
regulatory problem common to both systems, then maps how each system addresses it, then
tests each GDPR technique against Vietnam’s constitutional, institutional, and socio-
cultural conditions, and finally classifies the outcome as a technique that is portable as it
stands, one that requires structural adaptation, or one that must be designed indigenously.
The recommendations in Section 4 follow directly from this classification.

Third, interdisciplinary contextual analysis integrates insights from three fields:
(i) developmental psychology, to evaluate children’s decision-making capacity at various
consent thresholds; (ii) cross-cultural psychology, to analyse authority structures within the
Vietnamese family; and (iii) legal anthropology, to elucidate the influence of Confucian
ethics and “Lang” culture on parent-child relationships. These insights supplement rather
than replace the legal analysis, providing a basis for adapting Western legal references to the
Vietnamese context.

3 RESULTS AND DISCUSSION

3.1. Children, Children’s Personal Data, and Children’s Personal Data Protection

Under Vietnamese law, a “child” is defined as a person under the age of 16." This
definition, as provided in the Law on Children 2016, differs from that set out in the United
Nations Convention on the Rights of the Child (UNCRC), to which Vietnam acceded in
1990 and which all Member States of the European Union have ratified. The Convention
provides that “a child means every human being below the age of eighteen years unless,
under the law applicable to the child, majority is attained earlier”* The GDPR does not
adopt a uniform definition of “child” but anchors child-specific protection in Article 8,
which sets the default age of digital consent at sixteen while permitting Member States to
lower it to no less than thirteen. This margin has produced a heterogeneous European
landscape (thresholds ranging from thirteen to sixteen), operating against the common
backdrop of the UNCRC’s 18-year benchmark. The definition of “child” thus varies across
jurisdictions, reflecting differing cultural, legal, social, and historical contexts that shape
how states conceptualise and protect children’s rights.”” The Civil Code 2015 provides that

13 Law of Vietnam No 102/2016/QH13 (n 5) art 1.

14 Convention on the Rights of the Child (adopted 20 November 1989 UNGA Res 44/25) [1999] UNTS
1577/3, art 1.

15  Sonia Livingstone and others, ‘Children’s Rights and Online Age Assurance Systems: The Way
Forward’ (2024) 32 International Journal of Children’s Rights 721, doi:10.1163/15718182-32030001.

© 2026 Thi Tuyet Dung Thai, Van Duong Nguyen and Van Lam Nguyen. This is an open-access article distributed under the terms of the Creative Commons
Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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a person attains full legal capacity at eighteen.'® Individuals aged sixteen to under
eighteen, therefore, occupy an ambiguous legal position. They fall outside the scope of
the Law on Children 2016 and have not attained the full legal capacity of adults under the
Civil Code 2015. This lacuna is problematic because individuals in this age bracket have
not yet achieved full physical, mental, and cognitive maturity and thus remain
particularly vulnerable in the digital environment.

Pursuant to the LPDP,"” personal data is defined as information in symbolic, alphabetic,
numeric, image, sound or similar electronic form that is associated with or capable of
identifying a specific individual, encompassing basic and sensitive personal data.
Neither this law nor other instruments define “children’s personal data” Accordingly,
the concept must be derived from the definition of “child” in the Law on Children 2016,
read in conjunction with the general definition of personal data, which differs only in
terms of the subject’s age."®

Empirical evidence underscores the urgency of strengthening children’s data protection in
Vietnam. A 2020 survey conducted by MSD and Save the Children International (SCI)
across seven provinces and cities found 96.9% of surveyed children had access to internet-
connected devices.” Children are also exposed to wide-ranging online risks; MSD reports
that 40% felt unsafe online and over 70% had experienced negative incidents, including
disclosure of personal information, harassment, and cyberbullying®. The National Centre
for Missing and Exploited Children reported over 700,000 child sexual abuse images
originating from Vietnam, among the highest in Southeast Asia, after the Philippines and
Indonesia.” Vietnam ranked 28th of thirty economies in the DQ Institute’s 2020 Child
Online Safety Index (12.7/100 compared to a global average of forty-two), with particularly
poor performance on cyber risk and social infrastructure (the legal and policy framework
for online child protection). The United Nations Children's Fund (UNICEF) reports that

16 Law of Vietnam No 91/2015/QH13 ‘Civil Code’ (adopted 24 November 2015) art 20
<https://thuvienphapluat.vn/van-ban/EN/Quyen-dan-su/Law-No-91-2015-QH13-The-Civil-Code/
303230/tieng-anh.aspx> accessed 17 April 2026.

17  Law of Vietnam No 91/2025/QH15 (n 4) art 2(1).

18  Milda Macenaite and Eleni Kosta, ‘Consent for Processing Children’s Personal Data in the EU:
Following in US Footsteps?’ (2017) 26(2) Information & Communications Technology Law 146,
doi:10.1080/13600834.2017.1321096.

19  Management and Sustainable Development Institute, Voice of Vietnamese Children: Report on Survey
Results (MSD Vietnam 2020) 31 [in Vietnamese].

20  ‘Children Face Risks in Cyberspace with 87% Accessing Internet Daily’ (VietnamPlus, 19 March 2023)
<https://en.vietnamplus.vn/children-face-risks-in-cyberspace-with-87-accessing-internet-daily-
post250092.vnp> accessed 29 January 2026.

21  NCMEC, 2021 CyberTipline Reports by Country’ (National Center for Missing & Exploited Children,
2022) <https://www.missingkids.org/content/dam/missingkids/pdfs/2021-reports-by-country.pdf>
accessed 30 January 2026.
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cyberbullying in Vietnam commonly occurs on Facebook, messaging applications (Zalo,
Viber, etc.) and content-sharing platforms (YouTube and Instagram).”

These data show that although Vietnam ranks among countries with high levels of internet
and social media uptake among children, online safety, particularly regarding personal data,
remains a significant concern. Comprehensive protection mechanisms are therefore needed
for the following reasons:

First, children constitute a particularly vulnerable group. They are increasingly used for
analytics, profiling, targeted advertising, and automated decision-making, while children
often lack the capacity to comprehend the long-term consequences of such processing.”
This renders them especially susceptible to identity theft, online harassment, and
exploitation. UNICEF has emphasised that children’s attitudes, preferences, and identities
are continuously evolving and that their limited capacity for informed decision-making
poses distinct privacy challenges. Even where children consent to data collection, they are
generally unable to fully assess its long-term implications for their privacy* In 2024,
1.1 million cases of child identity theft were recorded, with 50% of victims aged six or
younger.” Children therefore require enhanced protection due to their incomplete
physical and psychological development® and their classification as a vulnerable group
with limited access to effective remedies.” Although these risks apply to all users, the
harm is amplified when such technologies are deployed against children, who cannot give
genuinely informed consent.”®

Second, children’s personal data protection is intrinsically linked to their right to privacy in
the digital environment. Article 16 of the UNCRC provides that no child shall be subjected
to arbitrary or unlawful interference with privacy, family, home, or correspondence, or to
unlawful attacks on honour and reputation, and the child has the right to legal protection
against such interference or attacks. This right is reinforced by Article 8 of the European

22 Quy Nguyen, ‘Vietnam Fares Poorly in Online Child Safety Ranking’ VnExpress International (Hanoi,
15 February 2020) <https://e.vnexpress.net/news/news/vietnam-fares-poorly-in-online-child-safety-
ranking-4053720.html> accessed 1 February 2026.

23 Sara M Grimes, ‘Responsible Al and Children: Towards a Rights-Based Approach to AI Governance’
(Sesame Workshop, Joan Ganz Cooney Center, 23 January 2025) <https://joanganzcooneycenter.org/
2025/01/23/responsible-ai-and-children/> accessed 3 February 2026.

24  Sonia Livingstone, Mariya Stoilova and Rishita Nandagiri, Children’s Data and Privacy Online:
Growing Up in a Digital Age (LSE Media and Communications 2019) 15, 20, 25; Carly Nyst, Patrick
Geary and Amaya Gorostiaga, Privacy, Protection of Personal Information and Reputation Rights
(Discussion Paper Series: Children’s Rights and Business in a Digital World, UNICEF 2017).

25  Julija A, ‘Most Worrying Identity Theft Statistics for 2026 (Fortunly, 27 March 2026)
<https://fortunly.com/statistics/identity-theft-statistics/> accessed 7 February 2026.

26  Mariya Stoilova, Rishita Nandagiri and Sonia Livingstone, ‘Children’s Understanding of Personal
Data and Privacy Online: A Systematic Evidence Mapping’ (2021) 24(4) Information,
Communication & Society 557, doi:10.1080/1369118X.2019.1657164.

27  Darina Smyr and Ekaterina Ulianova, ‘Legal Issues of Children’s Personal Data Protection’ (2022)
5(1) Open Journal for Legal Studies 1, doi:10.32591/coas.0jls.0501.01001s.

28 Milkaite and Lievens (n 1).

© 2026 Thi Tuyet Dung Thai, Van Duong Nguyen and Van Lam Nguyen. This is an open-access article distributed under the terms of the Creative Commons
Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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Convention on Human Rights (ECHR) and Article 12 of the UDHR.” In the digital
environment, the right to privacy is inextricably linked to personal data protection. Any
discussion of children’s personal data necessarily engages their right to privacy.” Recital 38
GDPR acknowledges that children merit specific protection regarding their personal data,
as they may be less aware of the risks, consequences, safeguards, and their rights. The
GDPR’s child-specific provisions reflect a broader commitment to aligning data protection
with the best interests of the child.*’ Although closely related, the two rights are not
identical: privacy rights prohibit state interference in the personal sphere and in the
formation of identity, whereas data protection establishes a control system over how
personal information is processed by public and private entities.” Children are particularly
susceptible to privacy violations because of many situations in which adults exercise power
over them. Any collection, processing, or sharing of their data constitutes a direct
interference with privacy, which international and national law are obliged to protect.

Third, protecting children’s data is essential to prevent misuse for unlawful purposes. Once
disclosed within big data ecosystems, such data may be exploited for inappropriate
advertising, behavioural manipulation, or criminal targeting. Children are no longer passive
recipients of goods and services but increasingly act as consumers, contracting parties, and
autonomous users.*® However, limited awareness and digital literacy make them particularly
susceptible to exploitation. Commercially, children are subject to large-scale profiling for
behavioural advertising.** These practices feed children’s data into algorithmic systems for

29  Council of Europe, European Convention on Human Rights: as amended by Protocols Nos 11, 14 and
15; supplemented by Protocols Nos 1, 4, 6, 7, 12, 13 and 16 (ECtHR 2013).

30 Ahmad Sofian and others, ‘Children’s Privacy and Data Protection in Judicial Decisions in Indonesia’
(2021) 18(4) US-China Law Review 153, doi:10.17265/1548-6605/2021.04.001.

31  Eva Lievens and Valerie Verdoodt, ‘Looking for Needles in a Haystack: Key Issues Affecting
Children’s Rights in the General Data Protection Regulation’ (2018) 34(2) Computer Law & Security
Review 271-5, doi:10.1016/j.clsr.2017.09.007; Ingrida Milkaité and Milda Macénaité, ‘Advancing
Children’s Privacy and Data Protection Rights: Emerging Data Protection Trends and Challenges in
Selected CEE Countries’ in Agné Limanté and Rata Vaicianiené (eds), Children’s Rights in Central
and Eastern Europe: A Comparative Analysis with a Spotlight on Lithuania (Springer 2025) 325,
doi:10.1007/978-3-032-07092-0_16.

32 Sonia Livingstone and others, ‘Children’s Privacy in the Digital Age: US and UK Experiences and
Policy Responses’ in Dimitri A Christakis and Lauren Hale (eds), Handbook of Children and Screens:
Digital Media, Development, and Well-Being from Birth Through Adolescence (Springer 2025) 491,
doi:10.1007/978-3-031-69362-5_67.

33 Federica Persano, ‘GDPR and Children Rights in EU Data Protection Law’ (2020) (spec) European
Journal of Privacy Law & Technologies 32.

34  Eline L Leijten and Simone van der Hof, ‘Dissecting the Commercial Profiling of Children:
A Proposed Taxonomy and Assessment of the GDPR, UCPD, DSA and AI Act in Light of the
Precautionary  Principle’ (2025) 57 Computer Law & Security Review 106143,
doi:10.2139/ss1rn.5055046; Valerie Verdoodt and Eva Lievens, ‘Targeting Children with Personalised
Advertising: How to Reconcile the (Best) Interests of Children and Advertisers’ in Gert Vermeulen
and Eva Lievens (eds), Data Protection and Privacy under Pressure: Transatlantic Tensions, EU
Surveillance and Big Data (Maklu 2017) 313.



Thai TTD, Nguyen VD and Nguyen VL, ‘Protection of Children’s Privacy and Personal Data: A Perspective from Vietnamese Law’ (2026) 9(3)
Access to Justice in Eastern Europe 1-36 <https://doi.org/10.33327/AJEE-18-9.3-a0002000> Published Online 23 Jul 2026

profiling and personalised advertising; data are also traded across actors; for example, a
website may sell a child’s behavioural data through real-time bidding to the highest bidder,
who then targets advertising at the children.® Children are more vulnerable to such
advertising than adults, given their underdeveloped ability to recognise persuasive intent
and limited awareness that social media data are being commercially exploited.”
Additionally, digital platforms deploy dark patterns, deceptive interface designs that nudge
users against their best interests, to which children are particularly susceptible.”” The EDPB’s
2023 Guidelines acknowledge dark patterns’ especially harmful effects on children, who
may be less aware of the risks and consequences associated with the processing of their
personal data.®® From a criminal perspective, according to Childlight (University of
Edinburgh), more than 300 million children globally are victims of online sexual
exploitation and abuse each year.” In 2024, the National Centre for Missing and Exploited
Children (NCMEC) recorded 546,000 reports of online enticement, representing a 192%
increase compared to 2023.* Children’s data protection is therefore an urgent imperative
against increasingly commercial exploitation and criminal abuse online.

Fourth, personal data protection is a fundamental condition for children’s safe development
online. The digital ecosystem presents both opportunities and risks. When appropriately
safeguarded, children’s online participation can help support their development. Privacy
thus functions both as a protective right and an enabling right: shielding children from
harm and providing the foundation for meaningful participation in digital life." Inadequate

35  Simone van der Hof and others, ‘“The Child’s Right to Protection Against Economic Exploitation in
the Digital World’ (2020) 28 The International Journal of Children’s Rights 833, doi:10.1163/
15718182-28040003.

36 Jenny Radesky and others, ‘Digital Advertising to Children’ (2020) 146(1) Pediatrics €20201681,
doi:10.1542/peds.2020-1681; Esther Rozendaal and Moniek Buijzen, ‘Children’s Vulnerability to
Advertising: An Overview of Four Decades of Research (1980s-2020s)’ (2023) 42(1) International
Journal of Advertising 78, doi:10.1080/02650487.2022.2135349.

37  Jenny Radesky and others, ‘Prevalence and Characteristics of Manipulative Design in Mobile
Applications Used by Children’ (2022) 5(6) JAMA Network Open 2217641,
doi:10.1001/jamanetworkopen.2022.17641; René Schifer and others, ‘Growing Up with Dark
Patterns: How Children Perceive Malicious User Interface Designs’ (NordiCHI 24: 13th Nordic
Conference on Human-Computer Interaction, Uppsala, Sweden, 13-16 October 2024) doi:10.1145/
3679318.3685358.

38  Arianna Rossi and others, “‘Who Is Vulnerable to Deceptive Design Patterns? A Transdisciplinary
Perspective on the Multi-Dimensional Nature of Digital Vulnerability’ (2024) 55 Computer Law &
Security Review 106031, doi:10.1016/j.clsr.2024.106031.

39  Global Child Safety Institute, Into the Light: Childlight Global Index of Child Sexual Exploitation and
Abuse Prevalence (Childlight 2024) <https://www.ed.ac.uk/news/2024/scale-of-online-harm-to-
children-revealed-in-globa> accessed 14 March 2026.

40  WeProtect Global Alliance and Columbia University, Global Threat Assessment 2025 (WeProtect
2025) <https://www.weprotect.org/global-threat-assessment-25/> accessed 14 March 2026.

41  UN CRC, General Comment No 25 (2021) on Children’s Rights in Relation to the Digital Environment
(UN Doc CRC/C/GC/25, 2 March 2021) paras 67-76 <https://digitallibrary.un.org/record/3906061>
accessed 14 March 2026; Stoilova, Nandagiri and Livingstone (n 26).

© 2026 Thi Tuyet Dung Thai, Van Duong Nguyen and Van Lam Nguyen. This is an open-access article distributed under the terms of the Creative Commons
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data protection exposes children to continuous monitoring and commercialisation;
predefined algorithmic profiling can confine them to matched recommendations, depriving
them of exposure to other content and hindering exploration and development.* The
protection of personal data is therefore a prerequisite for ensuring that children can benefit
from the digital environment safely and comprehensively.

In sum, children’s data protection is a critical policy and legal priority for Vietnam, both for
children’s safe development and for the broader human rights and privacy framework.

3.2. The current state of the legal framework
on children’s personal data protection in Vietnam

3.2.1. Recognition of children’s personal data protection

The Vietnamese legal system on children’s personal data covers multiple regulatory
relationships. At the highest level, the Constitution 2013 provides the foundation for
protecting privacy: everyone has the right to the inviolability of private life, personal and
family secrets, and the right to the protection of honour and reputation.” The collection,
storage, use, and disclosure of such information require the person’s consent except as
provided by law. This provision thus grounds individual privacy and serves as a foundation
for more detailed provisions in other laws.

In addition to the Constitution, a series of laws and implementing documents address
children’s personal data and privacy. Among these, the Law on Children 2016 is a key
instrument for protecting, caring for, and educating children. It sets out children’s rights and
the responsibilities of agencies, organisations, families, and individuals. Accordingly, Article 21
provides that children have the right to the inviolability of private life, personal and family
secrets, and to legal protection of their honour, dignity, reputation, and the confidentiality
of correspondence; the processing of childrens personal data requires the consent of the
child or lawful guardian.** The Government then issued Decree 56/2017/ND-CP (“Decree 56”),*
detailing this law, the first Vietnamese instrument to define “private personal information
relating to children” and set out protective measures online. Such information includes
identifying characteristics; health records; images; family and caregiver data; residential

42 Hof and others (n 35) 835.

43 Constitution of the Socialist Republic of Vietnam (adopted 28 November 2013) art 21
<https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Constitution-dated-November-28-2013-
of-the-socialist-republic-of-Vietnam-221949.aspx> accessed 14 March 2026.

44 Law of Vietnam No 102/2016/QH13 (n 5).

45  Decree of Vietnam No 56/2017/ND-CP ‘Detailing a Number of Articles of the Law on Children’
(adopted 9 May 2017) <https://thuvienphapluat.vn/van-ban/Van-hoa-Xa-hoi/Nghi-dinh-56-2017-
ND-CP-huong-dan-Luat-tre-em-340397.aspx> accessed 14 March 2026.



Thai TTD, Nguyen VD and Nguyen VL, ‘Protection of Children’s Privacy and Personal Data: A Perspective from Vietnamese Law’ (2026) 9(3)
Access to Justice in Eastern Europe 1-36 <https://doi.org/10.33327/AJEE-18-9.3-a0002000> Published Online 23 Jul 2026

address; and contact information, and information on school, academic performance,
friends, and services used. Online disclosure of such information requires the consent of
both parents and, where the child is seven or older, of the child as well.

Additionally, Article 54 establishes responsibilities for protecting children’s private lives:
agencies, organisations, educational institutions, families, and individuals must protect
children’s privacy and promptly notify the competent authorities upon detecting any
infringements.* This creates a multi-actor, multi-layered network in which not only state
authorities but also families, schools, and society bear responsibility, with the notification
duty providing a rapid response mechanism. However, implementation remains
constrained by uneven community awareness, particularly among families and schools, of
the importance of protecting children’s privacy.

Beyond the Law on Children, Decree 56 and the LPDP contain detailed provisions on
children’s personal data in Vietnam. Other instruments also apply. The Law on
Cybersecurity 2018 grants children the right to be protected, to access information, to
participate in social activities, to play, to maintain personal secrecy and privacy, and to enjoy
other rights in cyberspace. Information system administrators and telecom, Internet, and
value-added service providers must control information content so as not to harm or
infringe upon children, prevent the sharing of, and remove, harmful content, and promptly
notify and coordinate with specialised cybersecurity forces under the Ministry of Public
Security for handling.”” The Law’s scope extends beyond personal data to harmful acts such
as inducing children into unlawful activities. The Law on the Press 2016 protects personal
secrets, including those of children, while the Law on Advertising 2012 prohibits advertising
that uses an individual’s images, words, or writings without consent. Policy measures
reinforce this framework. Decision 830/QD-TTg approving the Programme on Protecting
and supporting children to interact in a healthy and creative manner in the online
environment for the period 2021-2025 and Decision 1591/QD-TTg approving the
Programme on Child Mental Health Care and Care for Orphaned Children for the period
2023-2030 require the promotion of legal frameworks and cooperation with Internet
service providers and technology enterprises.*

46 Law of Vietnam No 102/2016/QH13 (n 5) art 54.

47 Law of Vietnam No 24/2018/QH14 (n 6) art 29.

48  Decision of the Prime Minister No 830/QD-TTg ‘Approving the Program “Protecting and supporting
children's healthy and creative interaction in the online environment during the period 2021-2025”
(adopted 1 June 2021) <https://vanban.chinhphu.vn/default.aspx?pageid=27160&docid=203332>
accessed 16 March 2026; Decision of the Prime Minister No 1591/QD-TTg ‘Approving the Program
on Mental Health Care for Children and Care for Orphaned Children for the period 2023-2030
(adopted 8 December 2023) <https://vanban.chinhphu.vn/?pageid=27160&docid=209145> accessed
16 March 2026.
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3.2.2. Children’s right to consent to personal data protection

The LPDP builds its consent rule on a sliding scale of age. Under Article 24(2),” a child
under seven has no voice at all, consent resting solely with the representative, while a child
aged seven to under sixteen must consent jointly with the representative for the publication
or disclosure of private matters. The structure already signals the tension this section
examines, since it grants the child a formal say at precisely the age range where, in the
Vietnamese context, that say is least likely to be freely exercised. This difficulty becomes
clearer when the dual consent model is read against the backdrop of Vietnamese culture,
shaped by Confucian philosophy and “Lang” culture.

The design of a dual consent mechanism for processing personal data under the LPDP does
not necessarily increase substantive protection; it may instead create practical difficulties.

First, in terms of its ideological foundation, Confucianism places the parent-child
relationship at the centre of the moral order, structured by the principle of hierarchy and
the duty of filial piety. Filial piety is not only an emotion but also a normative obligation
that requires children to respect, obey, and place family interests above their own will.*
In a vertically structured authority where the parental will plays a guiding role, and in
light of cross-cultural analyses of vertical collectivism in East Asian societies, acting
against parental wishes is regarded not merely as a personal choice but as a deviation from
moral norms.” This is reinforced in the context of Vietnam’s “Lang” culture, whose basic
social unit is the interwoven structure of “family-lineage-village,” where collective values
stand above individual ones, and the family’s honour remains subject to the observation
of the village community.® The conduct of each member is tied to the face of the entire
family and lineage, so the tendency to follow one's parents derives not only from family

authority but also from social pressure.

49 Law of Vietnam No 91/2025/QH15 (n 4) art 24(2).

50  Donghyun Kim, ‘The Concept of Filial Piety in East Asian Confucian Culture from the Perspectives
of Gadamer and Habermas’ (2019) 33-34 Kritika Kultura 36.

51  Olwen Bedford and Kuang-Hui Yeh, ‘The History and the Future of the Psychology of Filial Piety:
Chinese Norms to Contextualized Personality Construct’ (2019) 10 Frontiers in Psychology 100,
doi:10.3389/fpsyg.2019.00100; Bart Soenens and others, ‘The Moderating Role of Vertical
Collectivism in South-Korean Adolescents’ Perceptions of and Responses to Autonomy-Supportive
and Controlling Parenting’ (2018) 9 Frontiers in Psychology 1080, doi:10.3389/fpsyg.2018.01080;
Eunice Pui-Yu Yim, ‘Effects of Asian Cultural Values on Parenting Style and Young Children’s
Perceived Competence: A Cross-Sectional Study’ (2022) 13 Frontiers in Psychology 905093,
doi:10.3389/fpsyg.2022.905093.

52 Luong Ha Chuc Quynh, ‘The Influences of Collectivism on Vietnamese Communication Style’ (2021)
4(7) International Journal of Research in Engineering, Science and Management 10; Thi Kim Dung
Le, ‘Characteristics of Traditional Vietnamese Family and Its Influence on Communication Culture
in the Family’ (2021) 1(11) Anthropological Researches and Studies 49, doi:10.26758/11.1.4.
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The system of village conventions, customary rules, and traditional patriarchal order further
reinforces hierarchical family structures, with the principle that “Custom rules the law”
reflecting the strength of community norms governing father—child, siblings, and spousal
relationships.” Norms such as “Three Obediences and Four Virtues” and the preference for
sons in traditional society have contributed to maintaining a patriarchal family model, in
which the will of the head of the family is decisive.”* Children are thus influenced both by
their parents and by community opinion; the fear that “the whole village will know”
functions as an effective mechanism of social control. Filial piety in Vietnam extends
beyond the family to the honour of ancestors, lineage, and homeland so that obeying parents
is internalised as a responsibility toward the community.

From the perspective of developmental psychology, children aged seven to eleven are in the
concrete operational stage (Piaget), with thinking that remains highly dependent on rules and
authority; in terms of morality, they tend to evaluate behaviour based on adults' approval
rather than on principles of independent autonomy.* In the Confucian cultural context, this
natural developmental dependence is further reinforced by social and moral norms.
Therefore, although children from age seven may understand consent, their independence in
making legally significant decisions remains limited and is strongly influenced by their
parents. On that basis, under the LPDP in Vietnam, the requirement to obtain the
simultaneous consent of both parents and children aged seven and over is, in practice, neither
appropriate nor culturally grounded, and thus lacks substantive effectiveness.

In the educational environment, where personal data processing for enrolment, academic
records, health management, and teaching primarily serves the student’s own interests, a
scenario in which the child withholds consent while the legal representative grants it would,
under a strict reading of dual consent, produce conflicts that are difficult to resolve in
practice. Given that Vietnamese cultural and legal structures already vest parents with both
moral authority and representative capacity, the child’s consent is, in many cases,
consultative rather than dispositive; insisting on co-equal legal weight thus complicates
implementation without enhancing substantive protection. Accordingly, in cases of genuine
conflict, the decision of the legal representative, charged with safeguarding the best interests
of the child, should be regarded as final, while the views of the child are weighed in
accordance with age and maturity, rather than formalistically absolutised.

53  Pham Diem, ‘Relationships between Parents and Children under Vietnam’s Ancient Laws’ [2011]
Vietnam Law and Legal Forum <https://vietnamlawmagazine.vn/relationships-between-parents-
and-children-under-vietnams-ancient-laws-4343.html> accessed 27 March 2026.

54  Thi Bich Hang Nguyen, ‘The Concepts of Filial Piety and Factors Affecting Filial Piety of Vietnamese
People’ (2025) 67(2) VMOST Journal of Social Sciences and Humanities 117, doi:10.31276/
VMOSTJOSSH.2024.0064.

55  Martha Lally and Suzanne Valentine-French, ‘Kohlberg’s Stages of Moral Development’ in Martha
Lally and Suzanne Valentine-French, Lifespan Development: Psychological Perspective (College of Lake
County Foundation 2022) 373; Roger JR Levesque, Adolescence, Privacy, and the Law:
A Developmental ~ Science Perspective (OUP  2016) <https://doi.org/10.1093/acprof:oso/
9780190460792.001.0001>.
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3.2.3. Suspension of children’s personal data processing

Article 24(3) LPDP makes suspension turn on the withdrawal of consent or on
intervention by a competent authority where the child’s interests are at risk.® On its
face, this embodies the revocability of consent, treating control over a child’s data as
something that can always be reclaimed rather than permanently surrendered. Yet the
provision leaves unresolved the question that the dual structure makes unavoidable,
namely, whose withdrawal triggers suspension.

In the context of dual consent, a notable question arises: whether suspension is triggered by
the withdrawal of one party alone or requires the withdrawal of both parties. A maximum-
protection reading, under which withdrawal by either party would convert the mechanism
into a unilateral veto, disrupting essential sectors such as education and healthcare; the
converse reading, requiring both to withdraw, contradicts the revocability of consent and
weakens protection. The underlying problem is that the law does not clarify whether dual
consent comprises two independent expressions of will of equal value or whether the
children’s consent is consultative alongside that of the legal representative. In the absence of
detailed guidance, equating the legal weight of a child with that of a representative, without
a priority rule, risks creating practical conflicts, particularly in educational settings where
data processing is necessary to perform public functions.

Furthermore, the mechanism also empowers competent authorities to order the cessation
of processing where there are sufficient grounds to fear harm to the child's interests. This
confirms that valid consent does not legitimise every processing activity. The legislator thus
adopts a preventive stance, permitting intervention before actual harm occurs, in
recognition that children cannot protect themselves.” However, the effectiveness and
reasonableness of this provision depend on clearly defining the standard of “sufficient
grounds” to avoid abuse of administrative intervention powers, yet such criteria currently
lack specific guidance. This poses the risk that suspending processing may harm the best
interests of the subjects being protected.

56  The processing of children’s personal data shall be suspended when the person who has given consent
withdraws the consent permitting the processing of children’s personal data, except where otherwise
provided by law or at the request of a competent authority where there are sufficient grounds to
demonstrate that the processing of personal data may infringe upon the lawful rights and interests of
the child. See, Law of Vietnam No 91/2025/QH15 (n 4) art 24(3).

57  ibid, art 24(3)(b); European Commission, Guidelines on Data Protection Impact Assessment (DPIA)
and Determining Whether Processing Is “Likely to Result in a High Risk” for the Purposes of Regulation
2016/679 (Article 29 Data Protection Working Party, WP 248 rev.01, adopted 4 October 2017, last
revised 4 October 2017) <https://ec.europa.eu/newsroom/article29/items/611236/en> accessed
17 April 2026.
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3.2.4. Sanctions for Infringements of Children’s Personal Data

With respect to sanctions imposed for infringing on children’s personal data, these have
been relatively clearly provided for in the Vietnamese legal system. Accordingly,
violations involving the infringement of children’s personal information in cyberspace
may be subject to administrative sanctions or incur criminal liability, depending on the
severity of the violation.

1) Administrative sanctions.

Administrative sanctions are applied in a tiered manner between organisations and
individuals, and calibrated to the nature, severity, and economic impact of the violation. For
organisations, Article 8(5) of the LPDP sets a general maximum monetary fine of VND 3
billion for violations of personal data protection.”® However, for certain particularly serious
violations, this Law applies a mechanism for calculating fines based on a percentage or on
the unlawful gains. Accordingly, for unlawful cross-border transfer of personal data, the
maximum fine may reach up to 5% of the total revenue of the preceding financial year;” in
cases where the organisation has no revenue or where the fine calculated based on revenue
is lower than VND 3 billion, the maximum of 3 billion shall apply. For buying and selling
personal data, the maximum fine is set at ten times the amount of unlawful gains obtained
from the violation;% if such gains cannot be determined or if the calculated amount is lower
than VND 3 billion, the maximum of VND 3 billion shall also apply. This mechanism shows
that the legislator not only sanctions the violation itself but also deprives unlawful economic
beneficiaries,® thereby preventing situations in which violations are profitable. Individuals
committing the same violations face fines at half the organisations rate, reflecting
differentiated liability. Beyond administrative sanctions, criminal acts are subject to
prosecution under the Criminal Code, and damages are compensable. The design thus
combines strong deterrence of serious violations, such as illegal transfers or trading, with a
transparent ceiling under Article 8(5).

Currently, the Ministry of Public Security is in the final stages of drafting a Decree on
administrative penalties in the fields of cybersecurity and personal data protection.®
However, when assessing the consistency between the LPDP and the Draft Decree, there are
significant technical discrepancies regarding the determination of fine levels.

58 Law of Vietnam No 91/2025/QH15 (n 4) art 8(5).

59 ibid, art 8(4).

60 ibid, art 8(3).

61 See, by analogy, Regulation (EU) 2016/679 (n 72) art 83, which establishes a two-tier fine structure
reaching up to 4% of total worldwide annual turnover: Christopher Kuner and others (eds), The EU
General Data Protection Regulation (GDPR): A Commentary (OUP 2020) doi:10.1093/0so/
9780198826491.001.0001.

62  Thi Thuy Duong Phan, Thi Than Niem Tran and Duc Giang Pho, ‘Draft Decree Dealing with
Violations of Personal Data Protection Regulations’ (PwC Vietnam Legal NewsBrief, 10 May 2024)
<https://www.pwc.com/vn/en/publications/2024/240510-draft-pdpd.pdf> accessed 25 May 2026.
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The most significant question concerns fines for serious violations. Article 8 LPDP sets
the maximum fine, which may reach up to 5% of total revenue® of the preceding financial
year for unlawful cross-border transfers, up to ten times the unlawful gains for the trading
of personal data and VND 3 billion general ceiling otherwise, a design intended to
eliminate economic incentives for infringement and to deter large enterprises. The Draft
Decree, however, has progressed through two stages regarding this architecture. Earlier
drafts diverged sharply from the parent law, confining the revenue-based fine to narrow
conditions, omitting the multiplier mechanism for unlawful data trading, and retaining
low fixed brackets for breach-notification failures, a configuration that risked
diminishing deterrence and contravening the principle that subordinate legislation must
not weaken the effect of the parent law. The most recent draft has substantially closed this
gap, lowering the quantitative threshold for cross-border violations, restoring the
multiplier mechanism for unlawful data trading, and replacing the low fixed brackets with
a tiered scheme.%* The trajectory of the drafting process is itself revealing. The initial
divergence and its subsequent correction show that the deterrent architecture of Article
8 LPDP is not self-executing but depends on the political will sustained through the
subordinate legislation that operationalises it.

2) Criminal sanctions.

In Vietnam, the protection of personal data, including children’s data, is governed not only
by administrative measures but may also result in criminal sanctions for serious violations.

Criminal liability attaches under two provisions of the Criminal Code 2015. Article 159
reaches unauthorised access to or disclosure of private correspondence, and Article 288
reaches the unlawful provision or use of information on computer networks.” Neither
provision, however, was drafted with children in mind. Both treat the victim's age as
irrelevant to the offence and at most as a discretionary aggravating factor, so the criminal
regime offers no child-specific protection and reaches children’s data only incidentally,
through offences designed for the general population.

63 Law of Vietnam No 91/2025/QH15 (n 4) art 8.

64  Earlier drafts confined the revenue fine to cases involving more than 5,000,000 citizens and omitted
the multiplier mechanism. The latest draft applies the 3%-5% revenue fine to cases involving
1,000,000 citizens or more (Article 70(3)), restores fines of two to ten times the unlawful gains up to
VND 3 billion for unlawful data trading (Article 67), and establishes a tiered regime reaching VND
60 million for reporting delays beyond 72 hours and VND 80 million for failure to implement
remedial measures (Article 68).

65  Article 159 carries fines of VND 20-50 million, non-custodial reform of up to three years, or
imprisonment of six months to three years, rising to five years for serious consequences. Article 288
carries fines of VND 30-200 million or imprisonment of six months to three years, rising to seven
years for organised offences, dangerous recidivism, or the loss of critical data, with further aggravation
where national security, social order, or the victim’s life is affected. See, Law of Vietnam
No 100/2015/QH13 ‘Criminal Code’ (adopted 27 November 2015) <https://thuvienphapluat.vn/van-
ban/Trach-nhiem-hinh-su/Bo-luat-hinh-su-2015-296661.aspx> accessed 17 April 2026.
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Criminal sanctions, with severe penalties such as imprisonment and fines, play an
important role in deterring serious violations of the right to privacy and personal data,
including children’s data. Moreover, criminal sanctions ensure that grave violations of
victims’ rights, particularly children, are adjudicated with fairness and transparency. The
application of imprisonment and supplementary measures serves to prevent recidivism and
protect society from similar criminal conduct.

3.3. Children’s Data Protection Framework under the GDPR

In this section, the GDPR is utilised as a comparative framework to identify regulatory gaps
in Vietnamese law regarding the protection of children’s personal data. Rather than treating
the GDPR merely as an external legal model for benchmarking, this section focuses on
regulatory techniques that offer instructive insights for Vietnam, particularly in three
dimensions: (i) a progressive and revenue-linked sanctioning regime; (ii) an independent
supervisory authority model; and (iii) a specialised set of rules for children regarding
consent, transparency, and data protection by design. These three dimensions not only
reflect the GDPR's advanced development in safeguarding children in the digital
environment but also provide a basis for a systematic assessment of the gaps identified in
subsections 3.2.1-3.2.4, thereby informing recommendations for Vietnam.

These three areas should not be assessed in isolation. The strength of the European model
lies in the way its components reinforce one another. A strong sanctioning regime has
limited value without an independent authority capable of enforcing it, just as an age
threshold remains weak if it is not supported by meaningful consequences for non-
compliance. Examining Vietnam’s framework in separate fragments would therefore miss
precisely what makes the original model function as a coherent regulatory system.

First, the sanctioning of the GDPR under Article 83 is built upon two principles directly
relevant to the law reform discussion in Vietnam. The first principle is the graded severity
of penalties. Article 83(4) prescribes a lower maximum fine of up to 10 million EUR or
2% of the total worldwide annual turnover, whichever is higher, for violations concerning
procedural and technical security obligations, including data breach notification duties
under Articles 33-34 and data protection impact assessment requirements under Article
35. Conversely, Article 83(5) establishes a higher maximum fine of up to 20 million EUR
or 4% of the total worldwide annual turnover for infringements related to core data
processing principles, the lawfulness of processing, data subjects’ rights, and international
data transfer regulations.

The second principle is revenue sensitivity. By tethering the upper limit of penalties to a
percentage of global turnover rather than a fixed monetary amount, the GDPR ensures that
sanctions retain their deterrent effect even when the infringing entity is a multinational
company with revenue that far exceeds any fixed statutory ceiling.

© 2026 Thi Tuyet Dung Thai, Van Duong Nguyen and Van Lam Nguyen. This is an open-access article distributed under the terms of the Creative Commons
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Furthermore, Article 83(2) mandates supervisory authorities to determine the specific fine
amount based on eleven distinct criteria (points a to k), including the nature and gravity of
the infringement, the categories of personal data affected, the degree of cooperation
exhibited by the infringer, and any previous infringements. Crucially, through the open-
ended criterion of any other aggravating or mitigating factor under point k, infringements
affecting vulnerable subjects, such as childrens data, are treated as an aggravating
circumstance. This mechanism successfully reconciles the requirement of deterrence with
the principle of proportionality. The Vietnamese drafting process itself shows why this
element of the GDPR model is transferable. Article 8 LPDP incorporates a revenue-based
fine ceiling. While earlier versions of the Draft Decree risked undermining this mechanism
by confining it too narrowly, the latest revisions have largely realigned it with the LPDP,
thereby preserving the deterrent architecture of the sanctioning regime.

Second, the independent supervisory authority model under Articles 51-59 of the GDPR
establishes a reference benchmark for the structural separation between personal data
protection and general policing or security functions. Each Member State must designate
one or more public authorities responsible for monitoring the application of the GDPR
pursuant to Article 51. These authorities must operate with complete independence when
performing their tasks in accordance with Article 52. The members of these authorities
remain free from external influence, a status safeguarded through fixed tenures, professional
qualification requirements, and budgetary autonomy.

The tasks of supervisory authorities under Article 57 are broadly designed to encompass
issuing guidelines, handling complaints, conducting investigations, approving
certification mechanisms, and advising on legislative measures. The corrective powers
under Article 58 include issuing warnings and reprimands, imposing bans on data
processing, and imposing administrative fines. Notably, this model is further reinforced
at the constitutional level by Article 8(3) of the Charter of Fundamental Rights of the EU,
which explicitly mandates that compliance with data protection rules shall be subject to
control by an independent authority.

The cooperation and consistency mechanisms under Articles 60-67, together with the
EDPB under Articles 68-76, extend this institutional logic to cross-border cases. This is
particularly relevant for Vietnam, as the most significant violations involving children’s data
are often tied to foreign digital platforms. This is the dimension on which the gap is widest.
Vietnam’s supervisory function sits inside the Ministry of Public Security, the very type of
security-oriented body from which the GDPR model deliberately separates oversight, so the
problem for Vietnam is not the absence of an authority but the absence of independence
within the one it already has.

Third, the GDPR contains a specialised set of regulations concerning children. These
provisions constitute a relatively comprehensive regulatory technique for the processing of
children’s data. Recital 38 establishes the foundational principle that children merit specific
protection because they may be less aware of the risks and safeguards associated with the
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processing of their data. This Recital also highlights specific contexts of concern, such as
marketing, profiling, and services offered directly to children.

This principle is operationalised through five closely interrelated groups of regulations. The
conditions for lawfulness under Article 6 must be satisfied for all data processing activities.
When consent serves as the legal basis, the qualitative requirements of Article 7 apply:
consent must be freely given, specific, informed, and unambiguous; the data controller must
demonstrate that such consent was given; and the withdrawal of consent must be equally as
easy. Article 8 establishes a specialised consent for children regarding information society
services offered directly to them. Accordingly, if the child is below the applicable age
threshold, the processing of data requires authorisation from the holder of parental
responsibility. Concurrently, the data controller is obligated to make reasonable efforts to
verify such authorisation, taking into account available technology. The transparency
obligations under Articles 12-14 are heightened by Article 12(1). This provision stipulates
that any information addressed to children must be presented in a concise, transparent,
intelligible, and easily accessible form, using clear and plain language. This standard is
further developed in the EDPB’s Guidelines 03/2022 on Deceptive Design Patterns.* Article
25 imposes binding obligations regarding data protection by design and by default. The data
controller must implement appropriate technical and organisational measures to integrate
data protection principles into the processing operations. Simultaneously, they must ensure
that, by default, only personal data necessary for each specific purpose is processed. This
provision is crucial for default privacy settings, the data minimisation principle, and the
restriction of profiling targeting children. Article 35 requires a data protection impact
assessment for processing activities that are likely to pose a high-risk to data subjects' rights.
Under the EDPB's approach, this high risk threshold is generally met when children’s data
are processed on a large scale or for behavioural targeting.

The deterrent efficacy of these regulations is currently observable in practice. The decisions
of the Irish Data Protection Commission against TikTok in 2023% and Meta/Instagram in
2022%, both of which centred on the application of Articles 5, 12, 13, and 24-25 to children,

66  EDPB, Guidelines 03/2022 on Deceptive Design Patterns in Social Media Platform Interfaces: How to
Recognise and Avoid Them (version 2.0, adopted 14 February 2023) <https://www.edpb.europa.eu/
documents/guideline/guidelines-032022-on-deceptive-design-patterns-in-social-media-platform_en>
accessed 17 April 2026.

67  EDPB, Binding Decision 2/2023 on the Dispute Submitted by the Irish SA Regarding TikTok Technology
Limited (Art 65 GDPR) (adopted 2 August 2023) <https://www.edpb.europa.eu/documents/edpb-
binding-decisions/binding-decision-22023-on-the-dispute-submitted-by-the-irish-sa_en> accessed
17 April 2026.

68  Data Protection Commission, Decision in the Matter of Meta Platforms Ireland Limited, Formerly
Facebook Ireland Limited, and the “Instagram” Social Media Network (DPC Inquiry Reference:
IN-20-7-4, adopted 2 September 2022) <https://www.dataprotection.ie/en/dpc-guidance/decisions/
inquiry-concerning-processing-personal-data-relating-child-users-instagram-social-networking-
service> accessed 17 April 2026.
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demonstrate that the specialised obligations for children under the GDPR can compel major
digital entities to alter their design choices. Vietnam possesses none of this layer. It has no
child-specific transparency standard, no data protection by design obligation, and no DPIA
requirement for children’s data, so the protective burden falls entirely on a consent rule that,
as Section 3.2.2 showed, the cultural context already weakens.

Across these dimensions, Vietnam has borrowed substantive form but still lacks key
institutional and design conditions that make the European model effective. Although
recent revisions to the Draft Decree have successfully restored the sanctioning ceiling, the
supervisory authority exists but lacks independence, and the child-specific layer remains
absent altogether. These three modes of incomplete transfer, the half-adopted, the
misplaced, and the missing, define the reform agenda that Section 4 takes up in turn, in each
case calibrated to the constitutional and socio-cultural conditions analysed above.

4 RECOMMENDATIONS FOR IMPROVING VIETNAMESE LAW

The gaps identified in the preceding sections do not call for a wholesale importation of the
European model but for reforms calibrated to the conditions under which Vietnamese law
operates. Each of the four proposals below addresses one of those gaps, and each is governed
by the question that has run through this article: namely, how far a borrowed rule can be
made to work once it enters a different legal and cultural setting.

First, determining age and the consent mechanism for children in the processing of personal
data is a fundamental issue in children’s data protection law, as it concerns the balance
between two values: the protection of children and respect for children’s autonomy as data
subjects. Therefore, the design of the consent mechanism cannot be purely technical; it must
be grounded in the theoretical foundations of children’s developmental capacity, the best
interests of the child, and Vietnam's socio-cultural characteristics.

European experience is instructive here. Article 8 GDPR sets the default age of digital
consent at sixteen and permits Member States to derogate to a minimum age of thirteen,
resulting in a fragmented European landscape. This heterogeneity has been criticised by
the EDPB and the Fundamental Rights Agency as undermining the consistency of
children’s protection across the internal market. More importantly, treating children of
thirteen and above as fully capable of giving consent on their own creates a protection
gap for the thirteen to seventeen age group, who remain “children” under UNCRC and
are the cohort most exposed to risks in the digital environment. Simultaneously, this
model is inconsistent with the principle of evolving capacities, which posits that a child’s
maturity is not uniform and must be recognised in stages.”” Conversely, if all decision-

69 Convention on the Rights of the Child (n 14) art 5; UN CRC, General Comment No 25 (2021) (n 41)
para 19. See also, Lina Jasmontaite and Paul De Hert, “The EU, Children Under 13 Years, and Parental
Consent: A Human Rights Analysis of a New, Age-Based Bright-Line for the Protection of Children
on the Internet’ (2015) 5(1) International Data Privacy Law 20, doi:10.1093/idpl/ipu029.
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making power is assigned to the legal representative until close to the age of majority
without recognising the voice of the child, there is a risk of going against the modern
approach that considers children as rights-holders who have the right to participate in
decisions concerning them. Therefore, both extreme approaches, either premature
autonomy or absolute paternalism, fail to achieve the necessary balance.

In Vietnam, this issue must be viewed through a cultural lens influenced by Confucianism
and traditional village social structures. The philosophy of “filial piety” and hierarchical
order in the family reinforces the guiding role of parents over children, and village
culture, with the close linkage between family honour and community, resulting in
children having a higher degree of dependence on parental will, which can be compared
to many Western societies. However, Confucianism is not merely a system of authority; it
also emphasises the principle of harmony, advocating for the avoidance of extremes and
the pursuit of balance between values.”

On this basis, it is proposed that provisions on age and consent mechanisms be amended
toward a stratified approach as follows:

1 For children under seven years of age. All decisions relating to the processing of
personal data shall be made by the legal representative. This is a stage at which
children do not yet have the capacity to independently perceive digital risks;
assigning full decision-making authority to the representative is consistent with the
reality of psychological development.

2 For children aged from seven to under sixteen years. The position advanced here is
not the wholesale adoption or rejection of a dual consent mechanism, but rather its
risk stratification. The consent of the legal representative remains in every case a
mandatory legal condition for processing. What varies is whether the child’s own
consent is additionally required. For processing that poses heightened risks to the
child's legitimate rights and interests, the child is given not a co-equal role in
authorising the processing, but a limited negative control through which an
objection may halt it. For routine processing that directly serves the child’s
educational, health, or welfare interests, enrolment, academic records, school health
management, ordinary medical care, and comparable activities, the representative
may decide independently, provided the child is informed with age-appropriate
explanations and consulted in a manner commensurate with their cognitive level;
the child’s view operates here as a consultative input rather than as a co-equal legal
condition, reflecting the cultural and developmental realities analysed in
Section 3.2.2. For high-risk processing, by contrast, the representative’s consent
should be supplemented by a qualified right of the child to object, because the child’s
independent voice acquires genuine protective value where processing engages risks
of a different order.

70 Bedford and Yeh (n 51) 100.
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The differential treatment of these two categories of processing follows from a feature of the
cultural pressure analysed above. That pressure does not bear symmetrically on the two
directions in which a child may express their will. Norms of filial piety, hierarchical order
within the family, and community observation tend to place children in a position of
deference to parental will rather than encouraging them to voice opposition. This is not to
suggest that the family is the only source of such pressure. Children are also influenced by
peers, schools, digital platforms, and online communities. In decisions concerning data
processing, however, where the legal representative occupies the central legal role, the
dominant direction of pressure remains one of deference.

In such a context, a child’s consent and a child’s refusal should not be assumed to carry the
same epistemic value. When a child consents, genuine volition is difficult to distinguish
from conformity to social norms. This signal is therefore less reliable and, for that reason,
should not be granted coequal legal weight in routine processing. A child’s active refusal
does not always reflect an accurate perception of risk. A child may object out of fear,
misunderstanding, or a failure to appreciate longer-term benefits. Yet because such a refusal
must run against the prevailing tendency towards deference, it carries cautionary value. It
therefore warrants more serious consideration than consent alone.

On this basis, the mechanism proposed for high-risk processing is not dual consent in the
sense of treating the child’s consent as a constitutive condition equal to that of the legal
representative. The consent of the legal representative remains the principal legal
condition for processing. What is added is a qualified right of the child to object, carrying
suspensive effect and a duty of reassessment. This right is not conferred because the child
has attained full autonomy, a proposition already rejected in Section 3.2.2. It is conferred
because, where processing carries a serious risk of harm to a child’s privacy, honour,
psychological development, digital identity, or future opportunities, a signal of objection
from the very person affected should be capable of suspending the processing and
triggering an obligation to reassess it. The mechanism thus prevents processing from
continuing, even when the legal representative’s consent alone is sufficient, when it is the
child who bears its direct consequences.

Understood in this way, a child’s objection is neither a final and absolute legal decision nor
an unconditional veto. It operates as a risk-control mechanism, functioning as a safety valve.
It serves a preventive purpose while avoiding the risk that a child might permanently block
processing that genuinely serves their own interests.

The weight accorded to this signal of objection should be calibrated to the child’s age, maturity,
and cognitive capacity, in line with the stratified framework proposed above. For younger
children, an objection should be understood as an indication requiring the legal representative
and the data controller to reassess. For older children, particularly those approaching sixteen,
a refusal may carry greater legal weight. It then approaches the degree of self-determination
that the framework proposed in this study recognises for children in the field of personal data
processing. It does not amount to full civil-law capacity in the general sense.
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Confining this mechanism to high-risk processing is proportionate to its institutional
cost. In routine processing that directly serves a child’s educational, health, or welfare
interests, a right to object with suspensive effect, if applied indiscriminately, would
disrupt essential services while generally offering no commensurate protective benefit.
The boundary between the two categories is not fixed by the nominal label of an activity.
Where processing described as routine, such as Al-based monitoring of academic
performance, psychological profiling of students, location tracking, or the sharing of
health data with third parties, in fact gives rise to a high-risk by reason of the nature of
the data, the scale of processing, or its consequences for the child, it must be classified as
high-risk processing and attract the child’s right to object.

Drawing on Article 35(3) GDPR and EDPB Guidelines WP248 rev.01,” processing should
be classified as high-risk where it presents one or more of the following features: (a) public
disclosure or dissemination of the child’s data, including on social media platforms;
(b) cross-border transfers to jurisdictions without an adequate level of protection;
(c) processing of sensitive categories of data (health used beyond ordinary care,
biometrics, religious belief, sexual orientation); (d) processing for commercial-profiling,
behavioural advertising, or Al-training purposes; (e) systematic monitoring or large-scale
processing; or (f) deployment of innovative technologies whose risks to the child are not
yet well understood.

Second, children aged sixteen and above shall be entitled to decide independently whether
to consent to or refuse the processing of personal data.”” At this age, children possess the
capacity to understand and relatively fully evaluate the risks and consequences of data
sharing in the digital environment. The selection of the age of sixteen is consistent with
Article 8 of GDPR, according to which children’s personal data processing in relation to
information society services is lawful only where the child is at least 16 years old; below this
age, processing is lawful only with the consent of the holder of parental responsibility.

This tiered approach not only addresses the limitations of the thirteen-year-old model but
also mitigates the risk of absolutising the representative’s role. It recognises children as
evolving subjects of rights, while maintaining the necessary protective role of parents and
providing the State with a clear legal basis for intervention when data-processing risks
infringe upon children’ rights.”

In addition, it is necessary to supplement the mandatory data protection impact
assessment (DPIA) for all processing activities that target children aged sixteen and

71 European Commission, Guidelines (n 57).

72 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free
Movement of Such Data (General Data Protection Regulation, GDPR) [2016] OJ L 119/1, art 8; OECD,
How’s Life for Children in the Digital Age? (OECD Publishing 2025) doi:10.1787/0854b900-en.

73 Lievens and Verdoodt (n 31).
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over, particularly in high-risk sectors such as social networks, online games,
educational technology (EdTech), and AI systems for behavioural profiling. A DPIA
must specifically assess the impact on children’s rights, not merely conduct a general
assessment applied to adult users.”

Third, drawing on European two-tier sanctioning architecture and on the analysis of
Article 8 LPDP,” it can be affirmed that the orientation of strengthening sanctions under a
two-tier model, linked to revenue ratios and unlawful gains, is consistent with modern
legislative trends, but needs to be technically refined to ensure consistency and feasibility in
the Vietnamese context. Article 8 LPDP installs a total-revenue-based architecture
comparable in design to Article 83 GDPR, and although earlier drafts narrowed its
operation through high quantitative thresholds and low fixed fines, the latest draft has
largely realigned with the parent law. The remaining task is therefore not to restore
deterrence, which the latest revisions have substantially achieved, but to entrench it, so that
future amendments cannot quietly reopen the gap that the drafting process has just closed.

Consequently, the sanctioning mechanism should be enhanced to achieve a clear
stratification of violation groups, such as the European Union’s two-tiered ceiling model,
but adjusted to Vietnam’s socio-economic conditions. The group involving procedural,
administrative, or technical security obligations may be subject to a general ceiling;
whereas the group involving violations of fundamental data processing, processing
without a legal basis, data trading, illegal overseas transfers, or serious infringements of
children’s data should be categorised under the highest sanction tier, applying revenue-
based penalties or multiples of illicit turnover as stipulated in Article 8 of the LPDP.”
Simultaneously, to ensure feasibility and prevent discretionary application, a system of
guiding criteria should be added to determine specific fines within the brackets, including
the nature, duration, and scope of the violation, the degree of cooperation, recidivism,
and the financial scale of the enterprise.

In parallel with administrative sanctions, the refinement of criminal penalties should be
considered selectively, focusing on organised acts, those aimed at significant illicit profits,
or those causing severe consequences, rather than arbitrarily expanding criminalisation.
A sanctioning mechanism designed in a properly tiered manner, maintaining the economic
deterrence spirit of the LPDP, with clear technical guidance and consistency between the
LPDP and the Decree, will not only enhance enforcement effectiveness but also affirm the

74  Simone van der Hof and Eva Lievens, ‘The Importance of Privacy by Design and Data Protection
Impact Assessments in Strengthening Protection of Children’s Personal Data Under the GDPR’
(2018) 23(1) Communications Law 33; Regulation (EU) 2016/679 (n 72) art 35.

75 Law of Vietnam No 91/2025/QH15 (n 4) art 8; ‘Draft Decree on Administrative Sanctions in the Field
of Cybersecurity and Personal Data Protection’ (n 12).

76 See, Regulation (EU) 2016/679 (n 72) art 83(4)-(5), which imposes ceilings of EUR 10 million or 2%
of total worldwide annual turnover for procedural infringements, and EUR 20 million or 4% for
substantive violations of data subjects’ rights.
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position of personal data protection, particularly children’s data, as a legal value subject to
strict protection within the Vietnamese legal system.

Fourth, building on the analysis of Articles 51-59 of the GDPR and Article 8(3) of the EU
Charter, Vietnam should establish a specialised supervisory authority for personal data
protection, modelled after the Data Protection Authorities (DPAs) found in many
jurisdictions, particularly within the EU.”” Beyond sanctioning, such an authority would
issue guidance and interpretations, resolve complaints, conduct inspections, perform
DPIAs, and formulate policy recommendations. In the Vietnamese context, where children’s
personal data is increasingly exploited online, a specialised authority would enhance the
consistency of enforcement and enable early detection of infringements.

Currently, the competent authority for personal data protection is the Ministry of Public
Security, a model that offers centralisation and rapid investigative capacity, but one in which
placing management, inspection, and sanctioning within an authority whose primary
mandate is security and public order carries two risks. First, the independence and
objectivity of oversight may be subordinated to cybersecurity management priorities,
preventing privacy protection from being fully realised as an independent value.”® Second,
a security-oriented approach risks overshadowing the human rights dimension, whereas
personal data protection is, in essence, a fundamental personality right that requires a
balance between state administration and individual liberty.

The relevant question for Vietnam is therefore not whether the authority can be made
independent of the Government, which its constitutional structure does not readily allow,
but whether it can be made independent of the security apparatus, since it is the latter, not
the former, that compromises objective oversight. Vietnam should therefore consider
establishing a specialised supervisory authority with relative independence, potentially
placed under the Government, empowered to issue binding guidance, conduct independent
inspections, apply administrative sanctions under the LPDP, and prioritise the protection
of vulnerable groups such as children.

Implementation could proceed in two stages. In the first, a Personal Data Protection
Commission would be established under the Government, drawing part of its initial staff
from the Ministry of Public Security but governed by fixed-term appointments and a

77  Kuner and others (n 61) art 52, d0i:10.1093/0s0/9780198826491.003.0093; Thi Tuyet Dung Thai, Van
Duong Nguyen and Van Lam Nguyen, ‘A Comparative Study of Cross-Border Data Transfer
Regulations in Vietnam and Singapore: Ensuring the Protection of Privacy’ (2025) 26(2) Asia-Pacific
Journal on Human Rights and the Law 81, d0i:10.1163/15718158-26020001.

78 See, Regulation (EU) 2016/679 (n 72) art 52(1)-(2) requiring supervisory authorities to ‘act with
complete independence’ and remain ‘free from external influence’; Charter of Fundamental Rights of
the European Union [2012] O] C 326/391, art 8(3); Thi Thu Huynh, ‘Everyone Is Safe Now:
Constructing the Meaning of Data Privacy Regulation in Vietnam’ (2024) 11(4) Asian Journal of Law
and Society 530, doi:10.1017/als.2024.36.
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separate budget, with the Ministry retaining only the criminal-investigation function. This
separates administrative supervision from criminal enforcement without dismantling
existing capacity. In the second stage, once institutional competence is consolidated, the
Commission would assume independent sanctioning power and cross-border enforcement
competence. A domestic precedent exists in the National Competition Commission, which
operates within the Ministry of Industry and Trade, yet follows a distinct adjudicative
procedure, indicating that Vietnam has already accepted a semi-independent regulator
within a ministry. This would overcome the current fragmentation of competences and
affirm that personal data protection is not merely a matter of cybersecurity but a core
element of human rights protection in a rule-of-law state.”

Fifth, the Government of Vietnam should promote policies to develop and apply data
protection technologies for children’s personal data, imposing obligations on data
collectors and controllers to provide clear, age-appropriate transparency before children
aged sixteen and above make consent decisions. Studies show that children online are data
subjects whose information is shared, collected, and processed without their
understanding of the consequences.” Therefore, notices regarding processing purposes,
the scope of third-party sharing, retention periods, and the right to withdraw consent
must be presented in language tailored to the cognitive capacity of minors. Articles 12
and 25 GDPR, read with the EDPB’s Guidelines 03/2022 on dark patterns, require that
information directed to children be provided in clear and plain language and that privacy-
protective settings apply by default, standards that materially improve children’s capacity
to understand and control what they are consenting to. Building on principles of data
protection by design and privacy by default, Vietnam should adopt minimum technical
security standards for systems processing children’s data, including child-friendly
interface design, encryption in transit and at rest, access control and audit logging,
security monitoring, and periodic risk assessments, together with incentives and
technical support for online education platforms, games, and digital services targeting
children. Complementary measures should include child-specific privacy tools, content
filters, alert applications, and educational programmes on information security risks to
enhance children’s capacity for self-protection in cyberspace.

Sixth, it is necessary to enhance publicity and transparency in the enforcement of children’s
personal data protection regulations. Selective disclosure of information regarding serious
violations, accompanied by the resulting sanctions, will establish important legal precedents
and raise societal awareness of the dangers of infringing upon children’s data. However, such

79  Milkaite and Lievens (n 1) 1.

80  Cansu Caglar, ‘Children’s Right to Privacy and Data Protection: Does the Article on Conditions
Applicable to Child’s Consent under the GDPR Tackle the Challenges of the Digital Era or Create
Further Confusion? (2021) 12(2) European Journal of Law and Technology 1; Stoilova, Nandagiri
and Livingstone (n 26) 557.
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disclosure must adhere to the principle of victim protection, ensuring that no additional
information is disclosed that could lead to the child’s identification.®"

Furthermore, given the cross-border nature of personal data and digital services, Vietnam
must participate in and strengthen international cooperation regarding children’s personal
data. This includes learning from nations with advanced legal systems and oversight
mechanisms, while participating in and internalising international treaties and standards
on privacy and data protection. This approach will not only help Vietnam keep pace with
global trends but also provide the legal and systemic basis to coordinate the handling of
children’s data violations involving foreign elements.*

5 CONCLUSIONS

Children’s personal data protection has emerged as an imperative in Vietnam’s digital
transformation, serving not only to safeguard privacy but also to uphold human rights
and the holistic development of children. Although Vietnam’s current legal framework,
most notably the LPDP 2025, has established a relatively comprehensive foundation,
significant limitations persist in consent mechanisms, age thresholds, and sanctions for
protecting children’s privacy and personal data. This paper’s contribution to comparative
legal scholarship is a framework of culturally conditioned legal transfer: rather than
transplanting the GDPR wholesale or rejecting it as foreign, each borrowed element, age
thresholds, consent architecture, sanctioning tiers, supervisory design, is calibrated
against the receiving jurisdiction’s socio-cultural structure (Confucian filial hierarchy and
the “Lang” community order) and the child’s evolving capacities. This reframes the
transplant-versus-particularism debate into a graduated inquiry: which features of a
foreign regime are culturally portable, which require structural adaptation, and which
must be designed indigenously. The study is doctrinal and comparative; it does not
examine enforcement practice or how the proposed model would operate in Vietnamese
schools, clinics, or EdTech platforms.

81  Ingrida Milkaite and Eva Lievens, ‘Child-Friendly Transparency of Data Processing in the EU: From
Legal Requirements to Platform Policies’ (2020) 14(1) Journal of Children and Media 5,
doi:10.1080/17482798.2019.1701055.

82  OECD, Recommendation of the Council on Children in the Digital Environment (OECD Legal
Instruments, OECD Publishing 2021). See also, UN CRC, General Comment No 25 (2021) (n 41) paras
122-124, on international cooperation.
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AHOTALLIA YKPAIHCHKOK MOBOK)
JlocnigHuubKa cratTa

3AXUCT KOHOIAEHLINHOCTI TA MEPCOHANbHIX JAHUX AITEM:
MEPCITEKTBA B'€ETHAMCbKOIr0 3AKOHOZABCTBA

Txi Tyem fyne Taii, Ban flyonz Hayen® ma Ban Jlam Hzyen

AHOTALIIA

Bemyn. 3axucm nepconanvHux Oamux Odimeil crmae HazanvHum numannam y B'emnami ma
yevomy ceimi. Y uiil cmammi aHanizyemvcs npasoeéa 0CHOBA 3AXUCHY NePCOHATLHUX OAHUX
dimeti y B'emuami ma posenidaemvcs KOHKpemHe npasoée NUMAHHA NPO me, HACKITbKU
B'emuam moxne 6nposadumu npasosi enemeHmu, w0 HApa3di euxnadeHi 6 3azanvHomy
peenamenmi npo saxucm danux (GDPR). Y cmammi éusnaueno cmpykmypHi 06mesxeHHs w000
8iK0BUX NOPO2i8, MeXAHI3MI8 3200U, CAMKUILl ma opeany i3 3AXUCMy NEPCOHANLHUX OAHUX.
Y cmammi maxox nponoHyiomvcsa pexomenoauii ma npono3uuii y cepi OepicasHoi nomimuxu
4000 600CKOHANIEHHA 6 EMHAMCHK020 3AKOHO0A6CMBA NPO 3AXUCH OAHUX, 30Kpema MoOesb
BU3HAYUEHHS BIKY HAOAHHS 3200U, Oupeperyiiiosany 6i0noeioHo 00 PiBHA PO3BUMKY OUMUHU, A
Cneuianizoeanuli HaAA006Ull 0peaH, 3 ULUPUIOI0 Metnoto 3abe3neueHHs Ge3neuHozo UUPPo60zo
cepe00sULU4A, OPIEHMO08AH020 HA PO3BUMOK dimeii.

Memoou. Y yiii cmammi 3acmocosyiomvcst pisHOMAHIMHI Memoou npasoeozo 00CmiOHeHHS,
w0 noedHytomv mpu nioxoou: 1) 0OKMPUHANLHULL NPABOBUL AHANI3 ONA BUSHAUEHMS,
inmepnpemauii ma oyinku HopmamueHoi 6azu B'emnamy; 2) pynxyionanvruii nopieHAnvHul
ananis 075t NOPIBHAHHA 6 emHamcoKo20 3axonooascmea 3 GDPR, 0ns oyinku cmyneus ixuvoi
CYMICHOCMI Ma 8USHAYEHHS Pe2yNIIMOPHUX MEXAHI3MIB, SKi MONYMb Oymu iMnniemeHmosani
y 8'emHamcvke 3aKOH00a8CMB0; MA 3) MiNOUCUUNTTHAPHUTI KOHMEKCMYANvHUTI AHATI3, W0
CNUPAEMBCA  HA  NCUXONI0ZiI0  PO3BUMKY, MINKYIbMypHY NCUXO0702i0 ma npasosy
aumpononozito, 0N OUiHKU 30amuocmi dimetl yx8an6amu PilleHHs, CPYKmypu cimetinot
iepapxii ma ennusy KoH@yuiancvkoi emuxku ma Kymvmypu «Jlame» HA CMOCYHKU Mix
b6amvkamu ma Oimvmu, W0 0AE 3MO02Yy OMPUMAMU BUCHOBKU, HeOOXiOHi Ona adanmayii
MiXHHAPOOHUX Mmoldeneil 00 B'emmuamy. Bmopunmui Oxcepena, 6KAWOUHO 3 peueH308aHUMU
Haykosumu  pobomamu  ma  36imamu  MiHKHAPOOHUX  Opeani3auyiti,  003607AN0Mb
iHmepnpemysamu OmpuUMani pe3yavmamu y WUPpuiomy KoHmeKcmi.

Pesynomamu ma eucnosxu. Xoua B'emnam po3po6ué 0CHOBONONONHY CUCHEMY NPAB06020
pezynoeanHs, cymmesi HeOOMKU CMOCYIOmMbCs: 1) USHAMEHHA «OUMUHU» ma 6iK06i nopozu
3200U € Henocni0OBHUMYU MA HEOOCHMAMHLO Y3200ieHUMU 3 Po3eumkom 30i0Hocmeil dimeil;
2) mexauizmu noOsiliHoT 3200U MA NPUSYNUHEHHS He MAlomp 4imKocmi md no2aHo
Y32000CYI0MbCA 3 KyIbMYPHUMU HUHHUKAMU, W0 ACUMEMPUHHO NOCAAOMIOOMb 3200y OUMUHU
nopienAHo 3 il npasom 3anepeuumu; 3) pexcum camkuiii He 3abe3neuye HANEHHO20
npesenmueHo20 edekmy, He36aN AU HA Heuyo0aeHi 3akoHooasui sminu; ma 4) B'emnamy ne
Cminvku 6paxye HAnA006020 0peaHy, CKilbKi He3aseiH020: 11020 HANs006a PYHKUIS HAPA3i
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3HAX00UMvCA 6 anapami Oe3nexku, 800HOHAC 6iH He Mae 30006A3aHb UHO00 NPO3OPOCHI,
a0anmoseaxoi 00 nomped OUMUHU, 3aXUCTH OAHUX 30 3aMOBUYEAHHAM i HA eMani NPOEKMYEAHHS
abo oyinku ennusy Ha 3axucm oanux (DPIA). Ha yiii ocHosi y cmammi nponoHyemucs KOHUenyis
KYIbMypHO 3yMO67IEH020 Npas06020 mparchepy, axa knacugixye xoxen mexanism GDPR sk

makuii, wo Mmoxe Oymu 3AcMOCO8AHULI Y HE3MIHHOMY 6U2AA0i, nompebye cmpykmypHoi

adanmauii a6o eumazae Po3poOKU 61acHO20 (HAUIOHANLHO20) MEXAMI3MY, MA NPONOHYE:
(a) 6azamopistesy modenv 3200u 3 KéaniikosaHum npasom OUMUHY 3anepeuysamu npomu
06pobKu danux 3 eucokum pieHem pusuxy; (6) nposopicmo, opienmosany Ha Oimeil, 3axucm
oanux Ha emani npoexmyesanus (data protection by design) ma 0606'513K08y ouinKy 6nnauey Ha
saxucm Ooanux (DPIA); (8) oudepenuyiiiosany cucmemy camkuiil, w0 3anexmumov 6i0 pieHs
00x00i6; (2) cneyianizoeanuii opeaw i3 3axucmy O0aHux i3 6i0HOCHOIN He3azmexHicmio ma
Komnemenyielo y cepi mpanckopooHHO20 NPABO3ACMOCYBaHHs; (f) nposopicmv npouedypu
Hadanus 3200u, adanmosauy 00 6ikosux ocobnusocmeii; (0) noznubneHe MixHaAPoOHe
cnigpobimuuymeo. Lli nponozuuii pedopm epaxosyiomv KoHcmumyuitinuii a0 ma
coyiokynvmypHui konmexcm B'emnamy.

Kniouosi cnosa. 3axucm nepconanvHux oanux dimeii; ingpopmosana 3200a; GDPR; 6'emnamcoke
3aKOHO0ABCMB0 NPO 3aXUC OAHUX; KOHPYUIAHCOKA NPAB06A KYTbMypPa.

TOM TAT BANG TIENG VIET*
Bai bdo nghién ctiu

BAO VE QUYEN RIENG TU VA DU LIEU CA NHAN CUA TRE EM:
GOC NHIN TU PHAP LUAT VIET NAM

Thai Thi Tuyét Dung, Nguyén Van Duong, Nguyén Van Lam

TOM TAT

Bdi cdnh: Bdo vé dir liéu cd nhan clia tré em dang tré thanh mgt vdn dé cdp thiét tai Viét Nam
ciing nhw trén pham vi toan cdu. Bai viét nay phan tich khung phdp ly ctia Viét Nam vé bdo vé
dir liu cd nhan ctia tré em va gidi quyét cdu hdi phdp Iy cu thé la Viét Nam cé thé tiép nhdn
dén dau nhivng khia canh phdp ly dang dwoc quy dinh trong GDPR. Bdi viét chi ra nhitng han
ché mang tinh cdu triic bao gom: ngudng do tudi, co ché dong ¥, ché tai va co quan bdo vé dir
ligu cd nhan. Sau cimg, bai nghién ctru dé xudt cdc kién nghi, goi mé nhdm hoan thién phdp
ludt Viét Nam, bao gdm mé hinh d¢ tudi dong y phan tlng theo mirc d§ phdt trién va mot co
quan gidm sdt chuyén trdach, véi muc tiéu chung la bdo ddm mot moi trwong s6 an toan va dinh
huéng phdt trién cho tré em.

*The publication metadata in Vietnamese is presented as submitted by the author.
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Phworng phdp: Bai viét dwoc thwe hién trén co s& nghién ctru phdp ly dinh tinh v&i cdch ti€p cdn
da phwrong phép. (i) phwong phdp phan tich phdp ludt thue dinh duoc st dung nhdm nhdn dién,
gidi thich va ddnh gid hé thong phdp ludt hién hanh cia Viét Nam; (ii) phwong phdp so sénh chikc
ndng dworc vdn dung dé ddi chiéu phdp ludt Viét Nam véi GDPR, dé€ danh gid mukc d§ twong thich
va xdc dinh cdc ky thudt diéu chinh c6 thé tiép nhdn. (iii) bai viét str dung cdch tiép cdn lién nganh,
két hop cdc ludn diém ctia tdm Iy hoc phdt trién, tdm Iy hoc xuyén vin héa va nhan hoc phap ludt
dé ly gidi nang lyc ra quyét dinh cia tré em, cdu triic quyén uy trong gia dinh, ciing nhw dnh
hwdng ciia dao divc Nho gido va vin héa lang d6i véi quan hé cha me - con cdi. Nhikng yéu t6 nay
6 y nghia quan trong trong viéc ddnh gid khd ndng tiép nhdn va cdy ghép cdc moé hinh phdp ly
quéc t€ nhdm phit hop véi boi cdnh Vigt Nam. Nghién ctru ciing stv dung cdc ngudn tai liéu thir
cdp, bao gom cdc cong trinh khoa hoc da qua phdn bién va bdo cdo clia cdc t6 chifc qudc té, nhim
bé trg cho qud trinh phan tich.

Két qua va Két ludn: Mdc di Vigt Nam da thiét Idp mot khung phdp ly nén tdng, vdn ton tai
nhitng han ché ddng ké: (i) dinh nghia “tré em” va cdc ngwéng do tudi dong y con thi€u nhdt
qudn va chwa dwoc quy dinh phii hop véi ndng lwe phdt trién cta tré em; (ii) co' ché dong y kép
va dinh chi xt¢ Iy chwa 1o rang va chwa twong thich véi dp lyc van héa vén lam suy yéu mot cdch
bdt ddi xitrng gid tri ca sw dong ¥ so v&i sw phdn doi ctia tré; (iii) tinh rdn de cta ché tai con chwa
thwe sy hiéu qud mdc di da dwoc diéu chinh gin day; va (iv) Viét Nam khong thiéu mot co quan
gidm sdt ma thiéu mgt co quan doc ldp do chikc ning gidm sdt hién ddt trong by mdy an ninh,
ddng thoi chwa c6 cdc nghia vu vé minh bach danh riéng cho tré em, bdo vé dir liéu ngay tir khau
thiét ké, hay déanh gid tdc dong xtt Iy dir liéu.

Trén co s& do, bai viét dé xudt mot khung ly thuyét vé chuyén giao phdp ludt cé diéu kién vé vin
héa, phéan logi méi kjj thudt ciia GDPR thanh: c6 thé tiép nhdn nguyén trang, cin diéu chinh vé
cdu triic, hodc phdi thiét ké ndi sinh; va kién nghi: (a) mé hinh ddng y phan tdng kém theo quyén
phdn doi c6 diéu kién clla tré d6i véi hoat dong xit Iy cé ridi ro cao; (b) minh bach danh riéng cho
tré em, bdo vé dit liéu ngay tir khau thiét ké, va ddnh gid tdc dong di lidu bt budc; (c) co ché ché
tai phan tdng, gdn véi doanh thu; (d) co quan bdo vé diF liéu chuyén trdch cé tinh doc ldp twong
ddi va thdm quyén thuec thi xuyén bién gidi; (e) minh bach phii hop véi d@ tudi trong qud trinh
dong y; va (f) tang cuong hop tdc qudc té. Nhikng cdi cdch nay cdn dwoc ddt trong gi¢i han clia
nguyén tdc hién dinh va diéu kién vin héa - xa hdi ctia Viét Nam, thay vi chi tiép nhdn co hoc
cdc mo hinh phdp ly tir bén ngodi.

Tir khéa: Bdo vé dit liéu cd nhan ctia tré em; sy dbng ¥ trén co sé dworc cung cdp thong tin; GDPR;
phdp ludt Viét Nam; vin héa phdp ly Nho gido.



