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BIG DATA-DRIVEN PREDICTIVE POLICING:
GLOBAL PRACTICES AND LESSONS
FOR ASEAN COUNTRIES

Thu Huong Vu*, Thi Phuong Do and Viet Khanh Hoa Nguyen

ABSTRACT

Background: The use of big data and algorithmic tools has
become increasingly common in law enforcement. One
notable development is Big Data-Driven Predictive
Policing (BDPP), which seeks to predict where crime may
occur or who may be involved by analysing large datasets.
Although prediction has long been part of policing, BDPP
differs in scale and automation, relying on advanced analytics
and machine learning. While many police agencies view
BDPP as a way to improve efficiency and move towards
preventive policing, its use has raised important legal and
social concerns. Issues such as transparency, data bias,
accountability, and the protection of fundamental rights
remain unresolved, particularly in ASEAN countries, where

legal frameworks for algorithmic policing are still developing.

Method: This article is based on a qualitative literature review
of academic studies, criminological research, and policy
documents on predictive policing. It examines how BDPP
operates in practice, with attention to both place-based and
person-based models. Selected experiences from the United
States, the Netherlands, and the United Kingdom are reviewed
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to assess the reported effectiveness of predictive policing, as well as its practical limitations and
associated problems. Drawing on these findings, the article identifies lessons relevant to
ASEAN countries considering adopting similar approaches.

Results and Conclusions: The article shows that while BDPP offers potential to enhance law
enforcement efficiency and proactive resource allocation, global evidence from the US and
Europe indicates mixed effectiveness and substantial risks related to algorithmic bias,
transparency, and fundamental rights. For ASEAN countries, where institutional capacity and
data protection regimes differ significantly, cautious and phased adoption is advisable. Priority
should be given to controlled, place-based pilot projects, supported by clear legal mandates,
data governance standards, independent review, and sustained human oversight.

1 INTRODUCTION

The rapid growth of big data technologies has transformed multiple fields, including the
criminal justice system.' Across the world, law enforcement agencies are moving towards
the use of data analysis to anticipate and prevent crime. Among these innovations, Big Data-
Driven Predictive Policing (BDPP) has gained significant attention. Although predictive
techniques such as crime mapping’ and offender profiling® have existed for decades,
predictive policing represents a new generation of crime prevention, one shaped by the
technological capabilities of the Big Data era. BDPP combines large-scale data analytics with
algorithmic tools. These systems identify crime patterns and estimate the locations and time
periods in which offences are more likely to occur and, in some cases, assess individuals
who may be linked to future criminal activity.* From the United States to the European
Union, BDPP has become a central element in modern policing strategies, reflecting the
global trend towards evidence-based, technology-supported public security management.

1 Elizabeth E Joh, ‘Policing by Numbers: Big Data and the Fourth Amendment’ (2014) 89(1) Washington
Law Review 35; Samuel Fosso Wamba and others, ‘How “Big Data” Can Make Big Impact: Findings from
a Systematic Review and a Longitudinal Case Study’ (2015) 165 International Journal of Production
Economics 234, doi:10.1016/j.ijpe.2014.12.031; Greg Ridgeway, ‘Policing in the Era of Big Data’ (2018) 1
Annual Reviews of Criminology 401, doi:10.1146/annurev-criminol-062217-114209.

2 Jerry Ratcliffe, ‘Crime Mapping: Spatial and Temporal Challenges’ in Alex R Piquero and David
Weisburd (eds), Handbook of Quantitative Criminology (Springer 2010) 5, doi:10.1007/978-0-387-
77650-7_2; Spencer Chainey and Jerry Ratcliffe, GIS and Crime Mapping (John Wiley & Sons 2013);
Rachel Boba Santos, Crime Analysis with Crime Mapping (SAGE Publications 2016).

3 Peter B Ainsworth, Offender Profiling and Crime Analysis (Willan 2001) doi:10.4324/9781843924630;
Brent E Turvey, Criminal Profiling: An Introduction to Behavioral Evidence Analysis (Academic Press 2011).

4 Craig D Uchida, ‘A National Discussion on Predictive Policing: Defining Our Terms and Mapping
Successful Implementation Strategies’ (National Institute of Justice, 1 November 2009) NCJ 230404
<https://nij.ojp.gov/library/publications/national-discussion-predictive-policing-defining-our-terms-
and-mapping> accessed 2 October 2025; Walt L Perry and others, Predictive Policing: The Role of
Crime Forecasting in Law Enforcement Operations (Rand Corporation 2013).
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In the ASEAN region, interest in predictive analytics for policing and public safety is
growing,’ although levels of technological readiness and regulatory development differ
significantly among Member States. Some countries possess advanced digital infrastructure
and established data protection regimes, while others are still consolidating basic data
governance systems. At the same time, predictive policing remains a contested innovation.
While it offers the potential to enhance efficiency, optimise resource allocation, and enable
more proactive intervention, it also introduces complex challenges. Concerns about
transparency, fairness, accountability, and the protection of fundamental rights underscore
the need for cautious and context-sensitive adoption. This article addresses two specific
research questions: (1) What are the practical effectiveness, limitations, and risks of BDPP
systems as evidenced by global experience? (2) How can ASEAN countries adopt BDPP in
ways that align with regional institutional capacities, legal traditions, and human rights
standards, while avoiding the pitfalls observed elsewhere? This article seeks to inform
policymakers and legislators by synthesising global evidence and proposing context-
sensitive pathways for ASEAN adoption.

2 METHODOLOGY

This article adopts a qualitative legal-criminological approach, combining doctrinal legal
analysis with a comparative and policy-oriented review. It examines relevant legislation,
policy documents, judicial decisions, and academic literature on big-data-driven predictive
policing to clarify key concepts, operational models, and their legal implications. The
analysis covers both place-based and person-based predictive policing systems, drawing on
illustrative examples from the United States, the Netherlands, and the United Kingdom,

5 Jonard Asor and others, ‘Building Model for Crime Pattern Analysis Through Machine Learning
Using Predictive Analytics’ (2022) 2(1) International Journal of Science, Technology, Engineering and
Mathematics 61; Hind Rashed Saleh Al Shamsi and Su’aidi Safei, ‘Artificial Intelligence Adoption in
Predictive Policing to Predict Crime Mitigation Performance’ (2023) 14(3) International Journal of
Sustainable Construction Engineering and Technology 289; Novia Sucita, Surya Nita and Chairul
Muriman, ‘Predictive Policing by Bhabinkamtibmas as a Solution to Address Criminality in
Cilempung Village, Pasirjaya, Karawang’ (2024) 4(10) International Journal of Social Service and
Research 1, d0i:10.46799/ijssr.v4i10.1048; Rere Cika Ihza Pamesti and Hsu Min Hsi, ‘Applicability of
Predictive Policing in Indonesia Police Agency’ (2024) 27(1) Jurnal Litbang Polri 1,
doi:10.46976/litbangpolri.v27i1.234; Ng Zhi Yong, Kua Choon Jin and Rozita Anwar, ‘Renewing a
Criminal Intelligence Analyst’s Value Proposition in the Digital Age - the Singapore Experience’
(2025) 2(1) International Journal of Contemporary 60, doi:10.3316/informit.T20250206
00018190413636180; Phirapat Mangkhalasiri and Krisanaphong Poothakool, ‘Data Science in
Policing in Thailand: Challenges and Future Directions — A Review From International Perspectives’
(2025) 12(2) Rangsit Journal of Social Sciences and Humanities 18, doi:10.59796/jcsh.v12i2.18-34;
Thanh Ha, ‘Research on the Application of Al in Preventing and Responding to Non-Traditional
Security Threats’ Bdo dién tir Tién Phong (Ha NOi, 19 September 2025) [in Vietnamese]
<https://tienphong.vn/nghien-cuu-ung-dung-ai-trong-phong-ngua-ung-pho-voi-cac-de-doa-an-
ninh-phi-truyen-thong-post1779329.tpo> accessed 16 October 2025.

©2026 Thu Huong Vu, Thi Phuong Do and Viet Khanh Hoa Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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chosen for their early adoption of predictive policing and the availability of documented
legal and policy responses. Existing evaluations, research studies, and official reports are
also reviewed to assess the claimed effectiveness of BDPP and identify recurring concerns
regarding data quality, algorithmic bias, transparency, and fundamental rights. On this
basis, the article develops normative and policy-oriented conclusions, with particular
attention to the conditions under which BDPP may be cautiously considered in ASEAN
countries, emphasising the need for legal safeguards, sound data governance, and
meaningful human oversight.

3 AN OVERVIEW OF BIG DATA-DRIVEN PREDICTIVE POLICING

3.1. Definition and Conceptual Foundations

Police have traditionally identified high-risk places and individuals to disrupt recurring
patterns of crime. Predictive policing thus represents a change in the means of prediction
rather than the underlying policing logic.®

In technological terms, big data refers to “massive, complex datasets’, characterised by high
volume, variety, and velocity.” Simply put, they comprise extensive observations and
multiple data variables, the overall scope differing across specific uses. From a legal
perspective, however, the concept extends beyond those technical features to emphasise how
this “vast, fast, disparate, and digital” information is collected, processed by algorithms, and
used within the legal system.®

Although the size and complexity of big data make analysis challenging and time-
consuming, it can offer further understanding of future trends and recurring patterns.” The
use of advanced statistical and computational methods to generate such understanding is
commonly described as predictive analysis."* When these analytical techniques are applied
to historical crime data to forecast future offences, they give rise to what is now termed

6 Andrew G Ferguson, ‘Policing Predictive Policing’ (2017) 94(5) Washington University Law Review 1109.

7 Seref Sagiroglu and Duygu Sinanc, ‘Big Data: A Review’ (2013 International Conference on
Collaboration Technologies and Systems (CTS), 20-24 May 2013) doi:10.1109/CTS.2013.6567202;
Din ] Wasem, Mining of Massive Datasets (CreateSpace Independent Publishing 2014); Andrea De
Mauro, Marco Greco and Michele Grimaldi, ‘A Formal Definition of Big Data Based on Its Essential
Features’ (2016) 65(3) Library Review 122, doi:10.1108/LR-06-2015-0061.

8 Sarah Brayne, ‘Big Data Surveillance: The Case of Policing’ (2017) 82(5) American Sociological
Review 977, doi:10.1177/0003122417725865; Ridgeway (n 1).

9 Wim Hardyns and Anneleen Rummens, ‘Predictive Policing as a New Tool for Law Enforcement?
Recent Developments and Challenges’ (2018) 24 European Journal on Criminal Policy and Research 201,
d0i:10.1007/s10610-017-9361-2.

10 Colleen McCue, Data Mining and Predictive Analysis: Intelligence Gathering and Crime Analysis
(2nd edn, Elsevier 2015) doi:10.1016/C2013-0-00434-3; John D Kelleher, Brian Mac Namee and Aoife
D’Arcy, Fundamentals of Machine Learning for Predictive Data Analytics, Second Edition: Algorithms,
Worked Examples, and Case Studies (2nd edn, MIT Press 2020).
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“predictive policing” Craig Uchida provides one of the earliest and widely cited definitions
of predictive policing, describing it as a policing approach that relies on information and
advanced analytical techniques to support anticipatory crime prevention and proactive
decision-making." Walt Perry provides a broader, person-based definition of predictive
policing, describing it as the use of analytical, especially quantitative, methods to generate
statistical forecasts that guide police intervention aimed at preventing crime or supporting
the investigation of offences.'> Based on these different but complementary notions of BDPP,
we propose the following definition: Big data-driven predictive policing is the collection and
algorithmic analysis of multiple, large datasets on crimes and related factors to identify and
statistically predict individuals or geospatial areas with a higher probability of criminal
activity, thereby informing policing strategies and prevention tactics.

Three core features characterise BDPP in theory and practice. Firstly, it utilises data from
multiple large datasets. As a “creature of the world of Big Data”"?, BDPP depends on the
collection and ingestion of information from multiple and continuously updated datasets to
enhance predictive accuracy. These typically include crime history variables, time-
dependent variables, opportunity and precursor crimes."* Much of this information is
derived from official repositories, including police databases and census records, but
increasingly it is also supplemented by mass surveillance technologies such as automatic
licence plate readers, facial recognition systems, and closed-circuit television." Secondly, it
is based on, or initiated by, predictive algorithmic analysis. Central to BDPP is the use of
intelligence models, geospatial analysis tools, data analysis tools, and advanced techniques
such as machine learning and deep learning, which identify patterns and correlations across
vast and massive datasets.' Lastly, the results are used to guide responses to anticipated
criminal behaviour. Predictive policing mainly aims to produce forecasts about crime trends
and recurring patterns, which can then be used to inform planning, resource allocation, and
preventive interventions."” Over time, the broader aim is to support crime prevention by
helping police identify risks earlier and to respond more effectively."®

11 Uchida (n 4).

12 Perry and others (n 4).

13 Andrew D Selbst, ‘Disparate Impact in Big Data Policing’ (2018) 52 Georgia Law Review 109,
doi:10.2139/ssrn.2819182.

14 Hardyns and Rummens (n 9).

15 Jiang Su, “The Use of Big Data in Criminal Justice and Its Challenges’ (2023) 11(1) Peking University
Law Journal 105, doi:10.1080/20517483.2023.2223851.

16 ~ Amar Shukla et al., ‘Criminal Combat: Crime Analysis and Prediction Using Machine Learning’ (2021
International Conference on Intelligent Technologies (CONIT), 25-27 June 2021) doi:10.1109/
CONIT51480.2021.9498397; Paria Sarzaeim and others, ‘A Systematic Review of Using Machine
Learning and Natural Language Processing in Smart Policing’ (2023) 12 Computers 255,
doi:10.3390/computers12120255; Hardyns and Rummens (n 9).

17 Jennifer Bachner, ‘Predictive Policing: Preventing Crime with Data and Analytics’ (Improving
Performance Series, IBM Center for The Business of Government 2013); Lyria Bennett Moses and
Janet Chan, ‘Algorithmic Prediction in Policing: Assumptions, Evaluation, and Accountability’ (2018)
28(7) Policing and Society 806, doi:10.1080/10439463.2016.1253695; McCue (n 10); Perry and others (n 4).

18 Hardyns and Rummens (n 9).

©2026 Thu Huong Vu, Thi Phuong Do and Viet Khanh Hoa Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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3.2. Classification of BDPP Models

Scholars have proposed several ways to classify BDPP. These include: (i) classifications based
on analytic techniques, such as hot-spot mapping, data mining, and social network
analysis;'® (ii) classifications by methodology, including spatial (place-focused), spatio-
temporal (analysing patterns across space and time), and social network (to detect persons
of interest);* (iii) from an evolutionary perspective, predictive policing can be divided into
three stages: early models aimed at forecasting property crime hotspots, later models
designed to address violent crime locations, and more recent models that shift attention

toward individuals connected with criminal activity.”!

The most widely discussed
classification, however, distinguishes BDPP according to the prediction target: place-based
models, which aim to forecast the future occurrence of crime in particular areas, and

person-based models, which focus on predicting an individual’s future behaviour.”

Place-based BDPP aim to forecast high-risk locations and times for criminal activity. They
typically analyse historical incident data to identify emerging hot spots or patterns.” Many
early BDPP implementations were place-based; indeed, Predictive Policing 1.0 and 2.0 were
designed to target locations (initially property crime areas, later violent crime areas).”
Operationally, location-based predictions allow police to optimise patrol deployment and
preventive presence in vulnerable areas.

Person-based BDPP, in contrast, attempts to identify individuals (or groups) at high
risk of future criminal involvement using diverse datasets (e.g., prior arrests, social
associations, social media activity, etc.). Person-based prediction has been extensively
studied in related fields, such as recidivism research and terrorism studies. These
models are often subdivided into (a) suspect-based and (b) threat-assessment-based
systems,” or into (a) offender-focused, (b) perpetrator-identification, and (c) victim-
prediction models.® In practice, the police may deter offending through direct

19 Uchida (n 4).

20 Bachner (n 17).

21 Ferguson (n 6).

22 Dylan J Fitzpatrick, Wilpen L Gorr, and Daniel B Neill, ‘Keeping Score: Predictive Analytics in
Policing’ (2019) 2 Annual Review of Criminology 473, doi:10.1146/annurev-criminol-011518-024534;
Ferguson (n 6); Youngsub Lee, Ben Bradford and Krisztian Posch, ‘The Effectiveness of Big Data-
Driven Predictive Policing: Systematic Review’ (2024) 7(2) Justice Evaluation Journal 127,
d0i:10.1080/24751979.2024.237178]1.

23 Mareile Kaufmann, Simon Egbert, and Matthias Leese, ‘Predictive Policing and the Politics of
Patterns’ (2019) 59(3) The British Journal of Criminology 674, doi:10.1093/bjc/azy060; GO Mohler
and others, ‘Randomized Controlled Field Trials of Predictive Policing’ (2015) 110(512) Journal of
the American Statistical Association 1399, do0i:10.1080/01621459.2015.1077710.

24  Ferguson (n 6).

25 Selbst (n 13).

26  Perry and others (n 4).
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engagement, prioritise arrest to prevent further offences, and adopt public health
approaches that address underlying needs through social services.”

4 GLOBAL PRACTICES OF BIG DATA-DRIVEN PREDICTIVE POLICING

4.1. Implementation of Big Data-Driven Predictive Policing in Practice

The core idea behind BDPP is that law enforcement agencies can use large-scale data
analytics to guide resource allocation and use in day-to-day operations. By transforming
raw information into practical insights, BDPP helps improve both the accuracy and
timing of police decision-making. The potential benefits of BDPP can be viewed from
two main perspectives:

a) Place-Based Predictive Policing

Building on the near-repeat crime assumption, the theory that offences tend to recur within
a short period and nearby area after a recent incident®, many BDPP models, such as
advanced hot-spot mapping and risk terrain analysis, allow police to plan and deploy
resources with greater precision. By using predictive algorithms and data integration,
officers can identify “hot spots” where crimes are statistically more likely to occur and
forecast when such events are most probable.” This data-driven approach enables more
efficient use of limited patrol forces by focusing attention on areas and times of higher risk.
By shifting policing strategies from reactive responses to proactive prevention, targeted
deployment not only strengthens deterrence but also improves response times, enabling the
prevention or quick interruption of criminal activity. Ultimately, BDPP moves policing away
from responding to crime after it occurs and towards earlier, preventive intervention.

One illustration of this model is the Crime Anticipation System (CAS), a predictive policing
initiative developed in the Netherlands to identify likely crime locations. After its
nationwide introduction in 2019, the Netherlands became the first country to implement
predictive policing on a countrywide basis.” CAS draws on historical data covering around
200 variables related to demographics, socio-economic conditions, and crime
opportunities, obtained from the Central Crime Database, the Municipal Administration,

27  Daniel Marciniak, ‘Algorithmic Policing: An Exploratory Study of the Algorithmically Mediated
Construction of Individual Risk in a UK Police Force’ (2023) 33(4) Policing and Society 449,
doi:10.1080/10439463.2022.2144305.

28 Perry and others (n 4).

29  Albert Meijer and Martijn Wessels, ‘Predictive Policing: Review of Benefits and Drawbacks’ (2019)
42(12) International Journal of Public Administration 1031, doi:10.1080/01900692.2019.1575664;
Perry and others (n 4).

30 Litska Strikwerda, ‘Predictive Policing: The Risks Associated with Risk Assessment’ (2021) 94(3) The
Police Journal: Theory, Practice and Principles 422, doi:10.1177/0032258X20947749.

©2026 Thu Huong Vu, Thi Phuong Do and Viet Khanh Hoa Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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and Statistics Netherlands.” It generates forecasts through a “heat map” divided into
125-by-125-meter grid squares, assigning each a risk score for the upcoming two weeks.
Between October 2013 and July 2014, CAS correctly predicted 15% of residential burglaries
in Amsterdam and nearly predicted another 36% (where the predicted location was adjacent
to the actual crime site). For muggings, CAS predicted 33% of incidents correctly and nearly
57% accurately.”> However, CAS’s actual impact on reducing crime rates remains unclear.
Because CAS focuses on locations, it is best suited to predicting crimes that occur in specific
physical spaces, such as burglary, pickpocketing, and mugging, etc. and not for offences such
as fraud. Another limitation involves crimes that are rare (e.g., murder) or underreported
(e.g., sexual assault or drug-related offences), which cannot be predicted accurately by a
spatio-temporal model.”

The United States was an early adopter of predictive policing technologies. Geolitica, known
as PredPol until its 2021 rebrand, was developed in 2011 for the Los Angeles Police
Department in collaboration with the University of California, Los Angeles. As a commercial
product, the system is promoted as a ready-to-use solution that allows law enforcement
agencies to deploy predictive tools with minimal additional technological or training
requirements. PredPol’s mathematical model, adapted from earthquake aftershock prediction,
relies on three variables: time, location, and crime type. Its predictions are displayed on a map
divided into 500 ft. by 500 ft. grid cells.* Following earlier experiences with hotspot models,
HunchLab was developed for the Philadelphia Police Department and the U.S. Attorney’s
Office in cooperation with Temple University and Rutgers University.”® Unlike PredPol,
HunchLab analyses hundreds of variables through machine learning, training and testing, and
the data to produce forecasts that help plan police patrols more effectively. Early testing in
Chicago and Philadelphia showed promising results in reducing crime, although findings have
not yet been published in peer-reviewed journals.* In recent years, SoundThinking (formerly
ShotSpotter), a leader in gunshot detection technology, acquired parts of Geolitica (formerly
PredPol) and HunchLab, merging them into a new product called ResourceRouter.
ResourceRouter integrates location-based crime data with external risk-terrain data to

31  Serena Oosterloo and Gerwin van Schie, ‘The Politics and Biases of the “Crime Anticipation System”
of the Dutch Police’ (BIAS 2018 Bias in Information, Algorithms, and Systems, Sheffield, UK,
25 March 2018) vol 2103, 30 <https://ceur-ws.org/Vol-2103/> accessed 9 October 2025.

32 Jitske Sanne De Graauw, ‘Tijdruimtelijk Voorspellen van Criminele Incidenten’ (Master thesis, Vrije
Universiteit Amsterdam 2014).

33 Oosterloo and van Schie (n 31).

34  Bachner (n 17); GO Mohler and others, ‘Self-Exciting Point Process Modeling of Crime’ (2011)
106(493) Journal of the American Statistical Association 100, doi:10.1198/jasa.2011.ap09546; Perry
and others (n 4).

35  Azavea, ‘HunchLab: Under the Hood (HunchLab, 2015) <https://blog.pilpul.me/files/2015/09/
HunchLab-Under-the-Hood.pdf> accessed 23 October 2025.

36 Andrew Guthrie Ferguson, ‘Predictive Policing Theory’ in Tamara Rice Lave and Eric ] Miller (eds),
The Cambridge Handbook of Policing in the United States (CUP 2019) 491, doi:10.1017/
9781108354721.025.
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generate patrol plans targeting areas of highest risk and need.”” Currently, no peer-reviewed,
evidence-based studies confirm its effectiveness. In a 2024 report from the Worcester Police
Department, Interim Police Chief Paul B. Saucier stated that “ResourceRouter is not expected
to result in arrests or major changes to our emergency response. Instead, it enhances our
community policing foot beat efforts by directing officers to areas of their route where their
presence is most likely to reassure residents and deter crime”*®

b) Person-Based Predictive Policing

Another important application of BDPP is identifying individuals assessed as at risk of
future involvement in criminal activity, whether as potential offenders or victims. These
person-based systems, which focus on individual-level data, have been developed in several
countries, although they vary considerably in purpose, methodology, and legal acceptance.

In the Netherlands, the System Risk Indication (SyRI) was a notable example of person-
based predictive policing designed to identify potential offenders. The Dutch authorities
introduced the system as a tool to prevent and detect fraud in areas such as welfare
benefits, income-based schemes, taxation, and compliance with labour law. The system
integrated data from multiple sources, including employment records, debt information,
civic integration data, health insurance status, and standard personal information such as
name, residential address, and date of birth. However, in early 2020, the District Court of
The Hague ruled that SyRI violated Article 8 of the European Convention on Human
Rights (ECHR), which protects the right to privacy. Consequently, the system was
suspended and is no longer in use.”

One of the earliest person-focused predictive policing initiatives in the United States was
the Party to Violence (PTV) program, launched in 2012 by the Chicago Police Department
together with the Illinois Institute of Technology. The initiative consisted of a series of risk
assessment models, beginning with five versions of the Strategic Subject List (SSL) and later
extended by the Crime and Victimization Risk Model (CVRM). The SSL generated
numerical risk scores for individuals, whereas the CVRM classified individuals into ordered
risk tiers, indicating a higher probability of involvement in a shooting, either as a victim or
as an offender, within eighteen months.* These models analysed demographic information,
arrest histories, and social network data, including co-arrest patterns with previous victims,

37 ‘ResourceRouter’  (SoundThinking, 2025) <https://www.soundthinking.com/law-enforcement/
resource-deployment-resourcerouter/> accessed 9 October 2025.

38  Paul B Saucier, Report Concerning the ShotSpotter and ResourceRouter Programs (City of Worcester
Police Department 2024).

39  Case C-09-550982-HA ZA 18-388 (Rechtbank Den Haag, 5 February 2020) ECLI:NL:RBDHA:
2020:865.

40  Joseph M Ferguson, Advisory Concerning the Chicago Police Department’s Predictive Risk Models:
Report of the Public Safety Section of the Office of Inspector General (City of Chicago, Office of
Inspector General 2020); Stella Cheng, ‘Predictive Policing in Practice: A Case Study of Chicago’s
Strategic Subject List’ (Senior Thesis, Claremont McKenna College 2025) 2.

©2026 Thu Huong Vu, Thi Phuong Do and Viet Khanh Hoa Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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to predict potential offenders and victims. Each individual identified on the SSL received a
personalised “custom notification” letter delivered by police officers, explaining the factors
contributing to their inclusion on the list. The letter also served as a formal warning that
continued involvement in gun violence would attract heightened law enforcement attention
and potential legal consequences.*

Across Europe, person-based predictive policing most commonly takes the form of risk
modelling, in which individuals are assessed and prioritised based on their estimated
probability of future criminal or violent behaviour.” In the United Kingdom, several police
forces have implemented predictive policing initiatives, including those in Durham,
London, Avon and Somerset, and the West Midlands.* One of the most notable examples
is the Harm Assessment Risk Tool (HART), developed jointly by the Durham Constabulary
and researchers from the University of Cambridge. Using machine-learning techniques,
HART estimates an individual’s likelihood of reoffending over two years. The system
categorises individuals as high-, medium-, or low-risk. * Those identified as moderate risk
may be directed to the Checkpoint Programme,” a diversion initiative aimed at
rehabilitation and the reduction of reoffending rates. Another program is the National Data
Analytics Solution (NDAS), led by the West Midlands Police in collaboration with eight
other police forces.” NDAS combines artificial intelligence and statistical modelling to
evaluate the probability that an individual may either commit or experience gun- or knife-
related crime, as well as the potential for victimisation related to modern slavery.”

Existing evaluation and assessment studies provide only limited and mixed evidence
regarding the effectiveness of BDPP. Among the available studies, only a few have tested
predictive algorithms in real-world policing settings; most have been retrospective analyses

41  Kelly Koss, ‘Leveraging Predictive Policing Algorithms to Restore Fourth Amendment Protections in
High-Crime Areas in a Post-Wardlow World’ (2015) 90(1) Chic-Kent Law Review 301.

42 Fieke Jansen, Data Driven Policing in the Context of Europe (ERC-funded project Data Justice
Working Paper, Data Justice Lab 2018).

43 Hannah Couchman, ‘Policing by Machine: Predictive Policing and the Threats to Our Rights Liberty’
(Liberty, 1 February 2019) <https://www.libertyhumanrights.org.uk/issue/policing-by-machine/>
accessed 10 October 2025; ‘Trapped in the Matrix: Secrecy, Stigma, and Bias in the Met’s Gangs
Database’ (Amnesty International, 23 May 2018) <https://www.amnesty.org.uk/knowledge-hub/all-
resources/london-trident-gangs-matrix-metropolitan-police/> accessed 10 October 2025.

44  Marion Oswald and others, ‘Algorithmic Risk Assessment Policing Models: Lessons from the Durham
HART Model and “Experimental” Proportionality’ (2018) 27(2) Information & Communications
Technology Law 223, doi:10.1080/13600834.2018.1458455.

45 ibid; Couchman (n 43).

46 ‘National Data Analytics Solution — Violent Crime’ (West Midlands Police ¢ Crime Commissioner,
3 November 2021) <https://www.westmidlands-pcc.gov.uk/wp-content/uploads/2022/01/2021-11-03-
EC-Agenda-Item-2.1-NDAS-VC-National-Data-Analytics-Solution.pdf> accessed 10 October 2025.

47  Chris Baraniuk, ‘Exclusive: UK Police Wants Al to Stop Violent Crime before It Happens’ (New
Scientist, 26 November 2018) <https://www.newscientist.com/article/2186512-exclusive-uk-police-
wants-ai-to-stop-violent-crime-before-it-happens/> accessed 11 October 2025; Jansen (n 42).
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conducted after the fact.*® While several studies show a significant positive effect for place-
based predictive models, * others show no significant results.” Moreover, in most cases, the
effectiveness of BDPP appears to depend on specific conditions, such as particular
combinations of crime types, police strategies, and contextual factors. Only one study has
examined profiling (person-based predictive policing) with ambiguous outcomes.’* These
mixed findings may be explained by variations in evaluation design, differences in the type
of predictive policing model, and the analytical methods used to generate predictions.”
Overall, the current body of research suggests that while BDPP shows potential under
certain conditions, its broader reliability and general effectiveness remain uncertain.

4.2. Problems and Limitations

a) Transparency and Accountability

One of the most common criticisms of BDPP is the lack of transparency surrounding the
algorithms that power predictive models, particularly those based on machine learning.
This issue is often described as the “black box” problem, where the decision-making process
of an algorithm is either proprietary or too complex to comprehend.”

Compared with traditional statistical methods, machine-learning models tend to show
stronger predictive performance when applied to complex and high-dimensional datasets.*
The best-known example is the neural network, which learns patterns from data and adjusts
itself through repeated training cycles.”® However, its internal workings are often opaque,
making it difficult to understand how input variables lead to specific predictions or

48 Lee, Bradford and Posch (n 22).

49  Anthony A Braga and Brenda J Bond, ‘Policing Crime and Disorder Hot Spots: A Randomized
Controlled Trial’ (2008) 46(3) Criminology 577, doi:10.1111/j.1745-9125.2008.00124.x; Curtis
Florence and others, ‘Effectiveness of Anonymised Information Sharing and Use in Health Service,
Police, and Local Government Partnership for Preventing Violence Related Injury: Experimental
Study and Time Series Analysis’ (2011) 342 BMJ d3313, doi:10.1136/bm;j.d3313; Jeremy G Carter and
others, “The Indianapolis Harmspot Policing Experiment’ (2021) 74 Journal of Criminal Justice
101814, d0i:10.1016/j.jcrimjus.2021.101814; Jerry H Ratcliffe and others, ‘The Philadelphia Predictive
Policing Experiment’ (2021) 17 Journal of Experimental Criminology 15, doi:10.1007/s11292-019-
09400-2; Ferguson JM (n 40); Mohler and others, ‘Randomized (n 23).

50  Priscillia Hunt, Jessica Saunders and John S Hollywood, Evaluation of the Shreveport Predictive
Policing Experiment (Safety and Justice Program, RAND Corporation, 2014).

51 Jessica Saunders, Priscillia Hunt, and John S Hollywood, ‘Predictions Put into Practice: A Quasi-
Experimental Evaluation of Chicago’s Predictive Policing Pilot’ (2016) 12 Journal of Experimental
Criminology 347, doi:10.1007/s11292-016-9272-0.

52 Lee, Bradford and Posch (n 22).

53  Cynthia Rudin, ‘Stop Explaining Black Box Machine Learning Models for High Stakes Decisions and
Use Interpretable Models Instead’ (2019) 1(5) Nature Machine Intelligence 206, doi:10.1038/s42256-
019-0048-x.

54 Simon Haykin, Neural Networks and Learning Machines (3rd edn, Prentice-Hall 2009).
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outcomes.® As a result, unlike more conventional statistical approaches such as logistic
regression, these models provide limited explanatory insight.”” The problem is further
complicated by the fact that many predictive policing models, particularly those developed
by private technology companies, are proprietary.® Their algorithms and training data are
protected as commercial secrets, preventing external examination or independent
validation. Consequently, the public, and sometimes even police agencies themselves,
cannot fully access or understand how predictions are generated.

When a predictive model labels a person or area as “high risk’, it may be unclear which
specific factors led to that conclusion. This opacity makes it difficult to evaluate whether the
predictions are fair, accurate, or lawful. It also raises problems of accountability, as neither
developers, law enforcement officers, nor policymakers can clearly explain or defend how a
given decision was reached.”

b) Data Quality and Bias

Another major limitation of BDPP concerns the quality of data used to train and operate
predictive systems. Because predictive technologies depend on large volumes of data, their
performance is closely tied to how usable, accurate, and well-structured that data is. In
practice, however, obtaining data that meets these standards is difficult, which exposes a key
weakness in BDPP. These models typically rely on existing sources such as crime records,
personal data, and pattern-matching outputs.® In policing contexts, the problem is further
compounded by the fact that such datasets are often incomplete, outdated, or inaccurate -

an issue commonly described as “dirty data”®

Within data science, dirty data is typically understood as data that is incomplete,
inaccurate, or inconsistently formatted.” In policing, however, the concept has a broader

56  Vikas Hassija and others, ‘Interpreting Black-Box Models: A Review on Explainable Artificial
Intelligence’ (2024) 16 Cognitive Computation 45, doi:10.1007/s12559-023-10179-8.

57 Hardyns and Rummens (n 9).

58  Louise Amoore and V Piotukh, ‘Life beyond Big Data : Governing with Little Analytics’ (2015) 44(3)
Economy and Society 341, doi:10.1080/03085147.2015.1043793; Julia Angwin and others, ‘Machine
Bias’ (ProPublica, 23, May 2016) <https://www.propublica.org/article/machine-bias-risk-assessments-
in-criminal-sentencing> accessed 13 October 2025; Rudin (n 53).

59 Moses and Chan (n 17).

60 Ferguson (n 6).

61 ibid; Harry Surden, ‘Machine Learning and Law’ (2014) 89(1) Washington Law Review 88.

62 Ferguson (n 6); Rashida Richardson, Jason M Schultz and Kate Crawford, ‘Dirty Data, Bad
Predictions: How Civil Rights Violations Impact Police Data, Predictive Policing Systems, and Justice’
(2019) 94 New York University Law Review Online 15 <https://nyulawreview.org/online-features/
dirty-data-bad-predictions-how-civil-rights-violations-impact-police-data-predictive-policing-systems-
and-justice/> accessed 12 October 2025.
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meaning, as it may also reflect data produced through biased, corrupt, or unlawful
practices. This may include records that have been intentionally manipulated, influenced
by systemic or individual bias, or generated through false arrests, fabricated evidence, or
misleading reports of criminal activity.* Because BDPP systems are built upon historical
data, they inevitably reflect the patterns and biases of prior policing practices, often
reinforcing pre-existing inequities.” When such biased or unreliable data are used as
inputs, predictive algorithms tend to reproduce and amplify these distortions, leading to
inaccurate or unfair outcomes. In practice, this can lead to increased surveillance and
police contact with those scored as “high-risk”, potentially creating feedback loops of
over-policing in marginalised communities.*

Person-based models, such as Operation LASER used by the Los Angeles Police
Department, create similar feedback loops in which police contact increases an individual's
threat score, which, in turn, predicts future police contact. The program was discontinued
in 2019, following findings that officers frequently failed to follow established procedures
and disproportionately affected certain community members, including individuals with no
prior arrest history.” Similarly, a related program in Pittsburgh was suspended in 2020
following concerns that it may have generated racially biased outcomes.®®

¢) Societal Impacts

Although predictive policing is often presented as a tool to support crime prevention, its
use can also raise serious societal concerns, particularly regarding civil liberties and
privacy. Academic discussion frequently points to its implications for fundamental rights
such as human dignity, the presumption of innocence, and the right to privacy.”
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j.1740-9713.2016.00960.x; Ferguson (n 6); Richardson, Schultz and Crawford (n 62).
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In person-based systems, individuals may be identified as “high risk” based on statistical
correlations rather than concrete evidence. This can result in increased police attention
simply because someone fits certain profiles, for example, being unemployed or living in
an area classified as “high risk”, even when the criteria used are not clearly defined.”
Labelling individuals in this way risks undermining the presumption of innocence, which
is a central principle of criminal justice.

These concerns are closely linked to the way predictive policing systems use data. Such
systems often combine large amounts of personal information, surveillance footage, and
social media activity. When combined, these data sources can create detailed profiles of
individuals and communities. This raises concerns about whether individuals’ privacy is
adequately protected and whether such extensive data use is permissible for law
enforcement purposes. More broadly, the growing use of big data in policing has fuelled
debates about the development of a “surveillance society” and about how data are collected,
stored, and monitored by police and other state authorities.”

5 RECOMMENDATIONS FOR ASEAN COUNTRIES

5.1. ASEAN’S Institutional and Regulatory Landscape

The ten ASEAN Member States operate under different economic systems, legal
frameworks, and institutional arrangements. The region includes highly digitalised
jurisdictions with advanced technological infrastructure, such as Singapore, alongside
lower- and middle-income countries where the digitisation of law enforcement remains
uneven. Since the accession of Cambodia, Laos, Myanmar, and Vietnam in the late 1990s,
ASEAN has recognised what is commonly described as the “developmental divide” between
the more economically advanced members and the newer entrants.”” The Member States
also follow different legal traditions, although in practice many systems are shaped by
multiple historical influences. Cambodia, Indonesia, Laos, Thailand, and Vietnam are
predominantly civil law jurisdictions; the common law tradition largely influences Brunei

70  Eva Schlehahn and others, ‘Benefits and Pitfalls of Predictive Policing’ 2015 European Intelligence
and Security Informatics Conference (2015 European Intelligence and Security Informatics Conference,
7-9 September 2015) <https://ieeexplore.ieee.org/document/7379738> accessed 13 October 2025.

71  Brayne (n 8); MR McGuire, ‘The Laughing Policebot: Automation and the End of Policing’ (2021)
31(1) Policing and Society 20, doi:10.1080/10439463.2020.1810249; Shoshana Zuboff, The Age of
Surveillance Capitalism’ in Wesley Longhofer and Daniel Winchester (eds), Social Theory Re-Wired
(3rd edn, Routledge 2023) 11.
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Darussalam, Malaysia, Myanmar, and Singapore; The Philippines maintains a mixed system
drawing from both civil and common law sources.”

Regulation of artificial intelligence, data protection, and cybersecurity is uneven across
ASEAN. Vietnam, Indonesia, Singapore, Malaysia, and Thailand have enacted data
protection legislation and adopted national Al policies™, while other Member States are still
developing comprehensive data governance frameworks. Supervisory capacity also differs.
Singapore, Malaysia, and Thailand have established data protection authorities with
technical expertise. The Indonesian government has announced plans to finalise the
establishment of a dedicated state agency for personal data protection this year”. In
Vietnam, data protection oversight is primarily exercised by the Cybersecurity and High-
Tech Crime Prevention Department under the Ministry of Public Security, rather than by
an independent data protection authority. Cambodia, Laos, and Myanmar do not currently
maintain dedicated data protection institutions.

For these reasons, any approach to predictive policing in ASEAN must take account of
national institutional capacity. Uniform regulatory standards across the region would not
correspond to existing legal and administrative conditions.

5.2. Policy Framework for ASEAN BDPP Adoption

Drawing on global experience, ASEAN countries can benefit from adopting BDPP as part
of their broader efforts to modernise law enforcement. However, its introduction must be
guided by sound governance, legal safeguards, and contextual awareness to ensure that
technological innovation supports justice, fairness, and public trust.

First, ASEAN countries should adopt a comprehensive and well-regulated approach to
predictive policing. Predictive analytics should not be treated as a standalone solution but
as one component of a broader, integrated crime prevention strategy’® that complements

73 Joshua Kow, ‘On Legal Harmonisation Within ASEAN’ [2012] The Singapore Law Review
<http://www.singaporelawreview.com/juris-illuminae-entries/2015/on-legal-harmonisation-within-
asean> accessed 5 February 2026; Jason Odering, ‘Southeast Asian Region Countries Law: Regional
and Comparative Resources’ (University of Melbourne, Library, 2020) <https://unimelb.libguides.com/
c.php?g=930183&p=6721948> accessed 5 February 2026.
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National Strategy for Artificial Intelligence 2020-2045; Malaysia Personal Data Protection Act 2010;
Malaysia National Artificial Intelligence Roadmap 2021-2025; Thailand Personal Data Protection
Act BE 2562 2019; Thailand's draft AI law 2025; Singapore Personal Data Protection Act 2012;
Singapore National AI Strategy 2019.
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traditional approaches such as hotspot policing, problem-oriented policing and
community-oriented policing”. Before implementation, each country should establish a
clear legal and ethical framework that defines the permissible scope of data collection,
processing, and use. International experience, such as the suspension of the Dutch SyRI
system, ’® shows that the absence of a defined legal foundation can lead to breaches of
human rights. If SyRI violated human rights in a well-regulated European context, the
risk in ASEAN jurisdictions with weaker safeguards is substantially greater. Therefore,
ASEAN jurisdictions must establish detailed regulations governing data collection,
processing, and sharing, particularly concerning personal information. These rules
should comply with principles on privacy, human dignity, and the presumption of
innocence, ensuring that predictive policing operates within clear ethical and legal
boundaries. Given varying institutional capacity, ASEAN Member States may initially
prioritise place-based predictive models, which generally pose lower risks to individual
rights. Person-based models should only be considered where strong procedural

safeguards and review mechanisms are in place.

Second, improving data governance and data quality while balancing technology with
human oversight. The accuracy of predictive models depends on the quality and
authenticity of their data inputs. Although artificial intelligence can process vast datasets
and detect hidden patterns, it cannot understand social, economic, and cultural contexts
that shape criminal behaviour. Across ASEAN, law enforcement data systems, such as
national population registries, police databases, and immigration records, are still being
standardised and interconnected and may contain inconsistencies or outdated records. As
seen in the United States, “dirty data” and biased datasets can create feedback loops of over-
policing, particularly in disadvantaged communities.”” To mitigate such risks, human
supervision is essential to review and question algorithmic outputs. Establishing clear
standards for data validation and independent oversight mechanisms would help ensure
that predictive models are built on fair, accurate data.

Third, the introduction of predictive policing should follow a gradual, pilot-based
approach rather than a large-scale deployment. These pilot programs should include
independent evaluations by academic institutions and civil society organisations to assess
not only predictive accuracy but also the social and ethical implications. Promising
examples are already evident across the region. In Singapore, the GRAND-VISION
project, a research collaboration between the Singapore Police Force, Fujitsu, and
Singapore Management University, applies deep learning to historical crime data (such as
location, time of day, season, and weather conditions) to generate heat maps indicating
where and when crimes are more likely to be committed. The system is designed to

77 Ferguson JM (n 40).
78 Case C-09-550982-HA ZA 18-388 (n 39).
79 Lum and Isaac (n 64); Martin and others (n 68).
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support the targeted deployment of patrols and crime prevention resources.* In Vietnam,
the project “AI-powered solution targeting social security risks among young citizens
aged 13 to 25”7, which won second prize at the 2024 Data for Life competition, is being
supported by the National Population Data Center’s incubation program to refine its
predictive model. Similarly, in Indonesia, the “Predictive Policing by Bhabinkamtibmas”
initiative in Cilempung Village uses a predictive policing model adapted to local
community conditions to enhance public safety.* Such pilot initiatives could serve as
controlled environments to improve algorithmic precision, verify data quality, and
identify potential unintended consequences before wider implementation.

Finally, training and capacity building are essential. Police officers and policymakers must
understand how predictive policing systems function, including advanced techniques such
as machine learning and data analytics, and how to interpret algorithmic results critically.
Training programs should include modules on data ethics, algorithmic literacy, and human
rights, ensuring that technology is applied in a way that respects due process and public
accountability. Regional cooperation through ASEAN mechanisms, such as the
ASEANAPOL framework, can support the exchange of expertise, the development of shared
ethical standards, and mutual learning among participating states.

6 CONCLUSIONS

Big data-driven predictive policing represents both a technological opportunity and a
governance challenge for modern law enforcement. International experiences from the
United States, the United Kingdom, and the Netherlands demonstrate that while BDPP can
enhance efficiency and support proactive crime prevention, it also raises serious ethical,
legal, and social concerns. For ASEAN countries, the responsible adoption of predictive
policing requires a balanced approach, grounded in strong legal safeguards, reliable data
governance, and human oversight. By learning from global practices and adapting them to
national conditions, ASEAN countries can harness the benefits of BDPP while safeguarding
human rights and public trust in its digital transformation of policing.
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AHOTALIIA YKPATHCbKOIO MOBOIO
[locnigHuubKa cTaTTa

MPOTHO3HA NOMILENCbKA LIANBHICTb HA OCHOBI BENMKMX JAHVX:
[NOBANbHA MPAKTUKA TA YPOKM 18 KPAIH ACEAH

T. XooHe By*, T. ®yone [lo ma B. K. Xoa Heyen

AHOTALIIA

Bemyn. Buxkopucmants éenukux 0aHux ma anzopummivHux incmpymenmieé cmae éce Ginvi
NOUUPEHUM Yy NPAasooxoponHux opeanax. OOHUM i3 NOMIMHUX HO6066e0eHb € NPOZHO3HA
noniyeticoka OisinvHicmv Ha 0cHO8i senukux danux (BDPP), sixa npazre nepedbauumu, e modxce
CAmMucs 3704uH abo Xmo mosxe Oymu npuvemHuii, 3a 00NOMO02010 AHANIZY eNUKUX HAOODI6
Oanux. Xoua NPOZHO3YEAHHS 6ie O0ABHO € UACMUMOI homiyelicokoi OisnvHocmi, BDPP
6I0PI3HAEMbCA MACUMAOOM Ma A6MOMAMUSAUIEI, CHUPAIOYUCH HA Neped0sy aHATIMUKY ma
mawunHe Haeuauns. Xoua 6azamo noniyelicokux opeamié posensoaromv BDPP sk cnoci6
nidsutenHs eexmuenocmi ma nepexody 00 npeseHmMueHoi noniyeiicokoi OisnvbHOCMI, 1020
BUKOPUCIAHHA CNPUMUHUIO 8aAXUSI NPpasosi ma couianvhi npobnemu. Taki numanus, Ak
npo3opicmo, ynepeosxeHicmo 0aHux, nid3eimHicmo ma 3axucm 0CHOBHUX NPAes, 3aNUAIOMbCA
Hesupiwenumu, ocobnueo 6 kpainax ACEAH, 0e npaeosi medxici 018 aneopummiunoi noniyesicoxoi
OifAbHOCMI 6Ce uie PO3POONAIOMbCAL

Memoou. Lz cmamms 6asyemvcs Ha AKiCHOMY 02ns10i 7nimepamypu axademiuHux ma
KPUMIHOZOZIUHUX ~ OCTIiONEHD, NONIMUYHUX OOKYMEHMI8 U000 NPOZHO3HOI nomniueticokol
disgnvrocmi. Y Hiii posensoaemocs, sk BDPP npauyioe Ha npakmuuyi, 3 HA2010COM K HA MiCUEBUX,
max i Ha ocobucmux modensax. Y cmammi posenanymo eubpanuti doceio Cnonyuenux Illmamie,
Hioepnandie ma Benuxoi Bpumanii 0ns ouiHku edexmueHocmi npozHo3HOi nomiyeticokoi
OiANLHOCI, 4 MAKON iT NPAKMUYHUX 00MeNeHb MA N8 A3AHUX 3 UuM npobniem. 3 0ensg0y HA yi
BUCHOBKU, Y CIAMmMi 8USHAYEHO YPOKU, AKI MOxymb Oymu akmyanvHumu 0ns kpain ACEAH, wo
D03271510a10Mb MOKUBICY 8NPOBAOKHEHHS NOJIOHUX NiX00i6.

Pesynomamu ma eucnosxu. Y cmammi nokasano, uwo xoua BDPP npononye nomenyian onst
nidsuLeHHs eeKmueHoCMi NPABOOXOPOHHUX OPeaHié ma NPoaKMueHozo Ppo3nodimy pecypcis,
enobanvhi dani 3i CLIIA ma €eponu 6xasyony HA HEOOHO3HAUHY eheKMUBHICIND MA CYMMEBT PUSUKU
000 aneopummiuHol ynepeoxenocmi, nposopocmi ma ocHosHux npas. Ilna xpain ACEAH, de
IHCIMUMYUITIHUTE NOMEHUIAN Ma PeXUMU 3axXUcmy 0aHux Cymmeso i0PisHTIOMbCs, JOUiNbHUM €
obepesice ma noemante enposadxceHus. IIpiopumem cnid HA0A6aMYU KOHIMPONILOBAHUM NiZIOMHUM
npoekmam, AKi 6A3yIOMbCA HA MICUAX, W0 NIOMPUMYIOMbC HIMKUMU NPABOBUMU MAHOAMAMU,
CMAHOAPMAamy yNpasiHHIg OGHUMY, HE3ATIEHHUM 027ISI00M Ma NOCITIHUM TIH00COKUM HALTIIOOM.

Kniouosi cnosa. Benuxi Oami, npoznoste noniyeticoke YNpasuiHHs, Ane0pUmMiMHULl aHanis,
AHATIMUKA OGHUX.
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TOM TAT BANG TIENG VIET*
Bai bdo nghién ctiu

DU BAO CANH SAT VG DU LIEU LGN: THUC TIEN THE GIGI
VA BAI HQC CHO CAC QUOC GIA ASEAN

Vii Thu Huong*, D Thi Phugng, Nguyén Viét Khanh Hoa

TOM TAT

Boi cdnh: Trong nhitng ndm gin day, div liéu I6n va cdc cong cu phan tich thudt todn ngay cang
dwoc ittng dung rong rai trong hoat déng diéu tra, truy t6 va xét xiv. Trong dé, dw bdo cdnh sdt
bang div liéu 1on dwoc coi la mot trong nhikng hwdng di trién vong nhdt, giup dw dodn nhiing
khu ve c6 nguy cBl cao hodc nhitng ngudi c6 khd ning lién quan dén t9i pham thong qua hoat
dong xit Iy va phan tich cdc tdp dir liéu quy mé Ién. Mdc div dw béo t§i pham tir lau da la mot
phdn quan trong ctia hoat dong cdnh sdt nhwng dw bdo cdnh sdt st dung cdc phuBng phdp phén
tich ndng cao va hoc mdy dé nang cao quy mé va mirc dp tw dong héa. Nhiéu luc lwgng cdnh sdt
trén thé gidi nhin nhdn déy la budc chuyén minh tich cwe, hwéng t6i mot mé hinh dy bdo mang
tinh chti dpng, phong ngiva hBn. Tuy nhién, ciing cé khong it nhitng lo ngai vé tinh minh bach ctia
thudt todn, nguy cl sai léch dib liéu, trach nhiém gidi trinh va viéc bdo ddm cdc quyén va tw do
cB bdn ctia cong dan. Nhitng vdn dé nay cing ddc biét nan gidi & khu viee ASEAN, nlli hanh lang
phdp ly diéu chinh hoat dong dw bdo cdnh sdt néi riéng va thudt todn, tri tué nhdn tao néi chung
van dang trong giai doan hinh thanh va chwa thuc sy hoan thién.

Phwong phdp: Bai viét dwoc thuec hién theo phuBng phdp tOng quan tai lidu dinh tinh, trén cB
s& nghién ctru va d6i chiéu cdc cong trinh hoc thudt, tai liéu t9i pham hoc va van bdn chinh sdch
lién quan dén linh vwe dy bdo cdnh sdt. Tir d6, nghién ctru lam r6 cB ché vin hanh trén thyc té
ctia hai mé hinh chinh: mé hinh dwa trén dia diém va mo hinh dya trén cd nhan, thong qua cdc
trwong hop dién hinh tai Hoa Ky, Ha Lan va VuBng quéc Anh. Trén cB sé dé, bai viét phan tich,
ddnh gid hiéu qud, han ché clia dw bdo cdnh sdt, dong thoi rit ra nhitng bai hoc thuc tién ma cdc
quéc gia ASEAN c6 thé tham khdo khi can nhdc dp dung trong tuBng lai.

Két qua va két ludin: Két qud nghién citu chi ra rang dw bdo cdnh sat mang lai trién vong nhdt dinh
trong viéc nang cao hiéu qud va t6i wu héa viéc phan bd ngudn luc, tuy nhién cdc bing chirng thuc
nghiém tir Hoa Ky va chau Au lgi cho thdy két qud chwa dong déu va tiém dn khong it rii ro, ddc
bigt vé sai léch thudt todn, mikc dp minh bach va nguy cB xam pham quyén cB bdn cia céng dan.
DEi vdi cdc nwde ASEAN - nBli ning lyrc thé ché ciing nhw mike d@ hoan thién clia cB ché bdo vé di
liéu con cé sw chénh 1éch Ion gitka cdc quic gia, mot 1§ trinh tiép cdn thdn trong, ¢6 kiém sodt va
trién khai theo tirng budc la hét sirc cdn thiét. Uu tién trudc mdt nén tdp trung vao cdc du dn thi
diém khoanh viing dia ban cu thé, dwoc ddt trong mdt khung phdp 1y minh bach va ré rang, di kém
vGi cdc tiéu chudn qudn tri dir liéu chdt ché, ¢ ché ddnh gid djc Idp, va quan trong hBn hét la sy
gidm sdt thwong xuyén, lién tuc ctia con nguoi trong toan b qud trinh vdn hanh.

Tir khéa: dir liéu 16n, dw bdo cdnh sdt, thudt todn, phdn tich di liéu.

* The publication metadata in Vietnamese is presented as submitted by the authors.
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