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ABSTRACT

Background: Covert operations have become indispensable
in the fight against financial and cybercrimes, specifically
money laundering and the exploitation of digital financial
platforms. In the United Arab Emirates (UAE), judicial police
officers are legally empowered to utilize undercover
techniques, including disguise, impersonation, confidential
informants, and transaction surveillance, to detect illicit
activities while ostensibly respecting the autonomy of
suspects. Despite these provisions, significant ambiguities
persist in distinguishing lawful detection from unlawful
instigation, posing a risk to due process and the admissibility
of evidence. Comparative jurisprudence, particularly from
the European Court of Human Rights (ECtHR), emphasizes
the necessity of judicial oversight, proportionality, and robust
anti-entrapment mechanisms, offering a vital framework for
modernizing UAE legal practices.
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Method: The study employed a descriptive-analytical research design, integrating
quantitative and qualitative methodologies. A structured questionnaire was distributed to a
sample of 321 specialists spanning the legal, financial, and cyber sectors in the UAE to
evaluate expert perceptions regarding the operational effectiveness and ethical implications
of undercover agents. Concurrently, a doctrinal analysis of the UAE Federal Decree-Law on
Anti-Money Laundering was conducted. This included a rigorous examination of statutory
provisions and judicial precedents, and a comparative evaluation against ECtHR standards
and European Union (EU) directives, to identify operational, ethical, and legal gaps within
the current UAE framework.

Results and Conclusions: The study demonstrates that the strategic use of undercover agents
significantly enhances the detection and prevention of money laundering within the UAE.
Quantitative results confirm strong expert consensus: 76.5% of specialists identify confidential
agents as vital for reducing financial crime, and 81% associate their deployment with increased
anti-money laundering (AML) effectiveness. However, the research also exposes critical legal
and ethical vulnerabilities, particularly when investigative tactics risk overriding a suspect’s
free will or manufacturing criminal opportunities. Comparative analysis reveals that
ECtHR jurisprudence provides a more robust framework for safeguarding due process,
emphasizing mandatory judicial pre-authorization, proportionality, and the categorical
exclusion of evidence obtained through entrapment. Although 73.2% of respondents
indicated that increasing the effectiveness of local legislation is currently unnecessary, the
doctrinal analysis suggests a normative gap that must be addressed to ensure procedural
fairness. Consequently, the study recommends revising UAE legislation to clearly define the
permissible scope of undercover activity, mandate prosecutorial or judicial oversight, and
codify the exclusionary rule. Furthermore, implementing comprehensive training programs
focused on legal ethics and human rights is essential to maintain public confidence in the
justice system while preserving operational efficacy.

1 INTRODUCTION

In contemporary criminal justice systems, undercover operations have emerged as one of
the most sophisticated and indispensable investigative tools, particularly in the escalating
realm of cybercrime.' This form of criminality is defined by its transnational reach, reliance
on advanced technologies, and the pervasive anonymity it affords perpetrators. Within this
landscape, electronic communication serves as the primary medium for organizing and
executing illicit activities. To counter these challenges, undercover agents are deployed to
engage suspects via encrypted emails, text messages, and specialized online platforms. These

1 See more in Almudena Valifio Ces, ‘The Importance of the Computer Undercover Agent as an
Investigative Measure Against Cybercrime: A Special Reference to Child Pornography Crimes’ in
Francisco Antonio Carneiro Pacheco de Andrade, Pedro Miguel Fernandes Freitas and Joana Rita de
Sousa Covelo de Abreu (eds), Legal Developments on Cybersecurity and Related Fields (Springer 2024) 145.
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agents frequently adopt fictitious identities, ranging from minors in exploitation cases to
cybercriminals infiltrating hacker syndicates, to penetrate criminal networks from within.
While operations often begin in the virtual sphere, they frequently transition into physical
encounters, significantly increasing the complexity of the investigative process.

A landmark illustration of an effective undercover cyber investigation occurred in 1999,
involving the Seattle-based Internet Service Provider, Speakeasy Network.” Targeted by
hackers using Russian IP addresses, the company faced extortion after perpetrators
threatened to expose thousands of stolen customer credit card details and passwords. In
response, the Federal Bureau of Investigation (FBI) launched a multifaceted operation
utilizing audio and video surveillance, keystroke monitoring, sniffing devices, and the
creation of "front" companies and fake networks. This strategy led to the successful
conviction of the suspects on federal charges of computer fraud, mail fraud, and conspiracy,
demonstrating the power of covert tactics in dismantling sophisticated criminal schemes.

Yet, despite these successes, undercover operations precipitate profound legal and ethical
dilemmas. The core challenge lies in balancing legitimate law enforcement objectives,
namely, the detection and prevention of crime, with the preservation of fundamental human
rights. Central to this tension are the right to due process and protection against
entrapment. A critical question persists: do covert tactics risk crossing the boundary into
unlawful inducement or the fabrication of criminal conduct? Such practices threaten to
compromise judicial fairness, undermine constitutional guarantees, and erode the integrity
of the justice system. These concerns are amplified in cyber and financial crime
investigations, where the intangible nature of digital evidence increases the risk of
procedural irregularities and abuses of power.’

The significance of this research lies in the urgent need to clarify the legal and procedural
limits of undercover operations, with a specific focus on agents’ liability and the
safeguards needed to regulate their conduct. Because these operations are inherently
shrouded in secrecy, they risk unintentionally compromising individual security and the
broader public interest.*

Consequently, a precise delineation of permissible conduct, paired with robust judicial
oversight, is essential to prevent abuses such as fabricated evidence or malicious accusations.
By addressing these complexities, this study aims to analyze the legal standards that define
the legitimacy of undercover practices while ensuring that public trust in judicial and law
enforcement institutions is maintained.

2 United States v Gorshkov No CR00-550C (WD Wash, 23 May 2001) [2001] WL 1024026; Dorothy E
Denning, ‘Obstacles and Options for Cyber Arms Controls’ (Arms Control in Cyberspace Conference,
Heinrich Boll Foundation, Berlin, 29-30 June 2001) <https://faculty.nps.edu/dedennin/publications/
Berlin.pdf> accessed 10 December 2025.

3 David S Wall, Cybercrime: The Transformation of Crime in the Information Age (2nd ed, Polity 2024).

4 Ishan Atrey, ‘Cybercrime and its Legal Implications: Analysing the Challenges and Legal Frameworks
Surrounding Cybercrime, Including Issues Related to Jurisdiction, Privacy, and Digital Evidence’
(2023) 10(1) International Journal of Research and Analytical Reviews 183.
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2 RESEARCH METHODOLOGY

The questionnaire was distributed to 321 specialists in the United Arab Emirates across
the legal, financial, and cyber sectors. The sample consisted of 176 males (55 percent)
and 145 females (45 percent), with a significant majority being non-Emirati
professionals (71 percent).

The instrument's validity was confirmed by a panel of six experts in law, finance, and
information technology, achieving an inter-rater agreement rate of 92 percent via the
Cooper formula. Internal consistency was verified using a pilot sample forty-one of fifty-
nine individuals, with correlation coeflicients ranging from 0.647 to 0.773 with a
significance level of p < 0.01.

Reliability was further established using the split-half method, Pearson’s correlation, and the
Spearman-Brown formula, yielding coefficients between 0.791 and 0.832. Data was analyzed
using chi-squared tests to determine the statistical significance of expert responses.

3 THE DIFFERENCE BETWEEN AN UNDERCOVER AGENT
AND AN INSTIGATOR

In legal literature and across national legislations, various terms are used to refer to
individuals involved in covert law enforcement operations, including ‘covert investigator,
‘undercover agent, ‘secret police, and ‘undercover officer’’ This terminological diversity
reflects differing legal frameworks across jurisdictions, each prescribing unique
conditions for the deployment and conduct of such individuals. As a result, practices in
combating organized crime vary significantly, influencing both policing strategies and
judicial approaches.®

From a criminal law standpoint, there is a crucial distinction between an undercover agent
and an instigator (also known as an agent provocateur), primarily concerning their role in
the commission of an offense.”

An undercover agent is a person authorized by law enforcement or judicial authorities to
engage in secret surveillance or interaction with suspects, to detect crimes and collect
evidence. These agents may utilize techniques such as impersonation or simulated
transactions (for example, controlled delivery). However, their role is limited to observation;
they must not incite, provoke, or cause criminal behavior. If the undercover agent does not

5 Stefan Kocan, ‘The Agent in the Slovak Criminal Law’ (2012) 12(12) Kultura Bezpieczeristwa 16.

6 Clive Harfield and Simon Bronitt, ‘Undercover Investigation’, Elgar Encyclopedia of Crime and
Criminal Justice (2024) 714, doi:10.4337/9781789902990.

7 Joseph Jaconelli, ‘Incitement: A Study in Language Crime’ (2018) 12 Criminal Law and Philosophy
245, doi:10.1007/s11572-017-9427-8.
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interfere with the suspect’s free will, they bear no criminal responsibility for the offense that
is eventually committed.?

In contrast, an instigator or agent provocateur takes an active role in inducing, encouraging,
or facilitating the commission of a crime. This form of participation transforms the
instigator into a criminal accomplice, as they contribute directly to the formation of
criminal intent or provide the means for executing the offense.’

This distinction becomes even more important in the context of incitement, a legally
recognized inchoate offense. Incitement involves a person persuading or encouraging another
person to commit a crime, regardless of whether the crime is ultimately committed. The
essential element that differentiates incitement from mere preparation is a communicative act
directed at provoking unlawful conduct.”® In many jurisdictions, such behavior is criminalized
to prevent the creation of criminality through external provocation.

According to the majority of criminal law scholars, inciting an individual to commit a
crime violates fundamental principles of justice and the ethical conduct expected of law
enforcement officers. The state’s role is to prevent crime and prosecute offenders, not to
provoke criminal behavior. Consequently, when entrapment methods are used, they risk
nullifying criminal proceedings for infringing on individual liberties protected by law and
the Constitution."

Punishable entrapment occurs when an undercover officer originates the idea of the offense
and deliberately implements it in the suspect’s mind solely to catch them committing, or
attempting to commit, the crime. Suppose the officer, through deception, offers to trade
illicit goods (for example, narcotics or laundered money),"> which directly leads to the
commission of the crime. In that case, the officer may be deemed a participant if a causal
link exists between their conduct and the offense."

This legal principle extends to undercover agents, whose actions are legally attributed to law
enforcement and may thus trigger the same consequences as entrapment conducted by
officers." While these theoretical distinctions between detection and instigation are
foundational to criminal law, their application is particularly challenging in the context of

8 David Ormerod, Karl Laird and Matthew Gibson, Criminal Law (17th edn, OUP 2024).

9 Jeremy Horder, Ashworth's Principles of Criminal Law (10th edn, OUP 2022).

10 Ormerod, Laird and Gibson (n 8).

11 Bruce Hay, ‘Sting Operations, Undercover Agents, and Entrapment’ (2005) 70(2) Missouri Law
Review 22, d0i:10.2139/ssrn.469960.

12 Eldad Bar Lev, ‘Money Laundering — White Collar Crimes in Israel’ (2022) 5(2) Israel Journal of
Financial and Monetary Economics 125, doi:10.33545/26175754.2022.v5.i2b.158. Recent case-focused
empirical research relevant for comparative analysis.

13 Elizabeth Boison and Peter D Hardy (eds), Anti-Money Laundering 2024: Risks, Due Diligence, and
Compliance in an Evolving Legal World (Practising Law Institute 2024). Current practice guide on
compliance and AML risk management.

14  RE Bell, ‘Undercover Sting Operations in Money Laundering Cases’ (2001) 4(4) Journal of Money
Laundering Control 333, doi:10.1108/eb027283.
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money laundering, where the inherent secrecy and structural complexity of financial
transactions often necessitate a more proactive investigative approach.

Consequently, the use of undercover agents in money laundering investigations raises key
legal and doctrinal concerns:"

To what extent does the undercover agent influence the actual commission of the crime?

Can the agent be legally considered a participant and, thus, held liable alongside the
principal perpetrators?

Proponents of undercover operations argue that economic crimes, such as money
laundering, warrant the same investigative rigor as violent or political offenses. Modern
money laundering schemes are extremely secretive; conventional methods often fall short
in penetrating these networks. Undercover agents, by posing as investment facilitators or
brokers of illicit funds, can gain the suspect's trust and execute arrests in flagrante delicto,
thereby preserving the integrity of the evidence and preventing harm.'

Advocates assert that individual liberties must be balanced against society’s right to security,
especially in the financial domain. Undercover work remains indispensable to uncovering
hidden illicit activity and building legally sound prosecutions."”

Critics argue that such undercover methods are inherently problematic: they may unduly
influence the suspect’s free will, manufacturing criminal intent that would not otherwise
exist. This diminishes the credibility of evidence, especially if the agent is motivated by
ulterior motives, such as financial gain or personal vendetta.'®

Furthermore, this practice may distort the principle of flagrante delicto, particularly if the
arrest is deliberately orchestrated, thus questioning legal and procedural legitimacy.
Opponents contend that the agent becomes an active accomplice and, under certain statutes,
is criminally liable. There is also an elevated risk of entrapping innocent individuals,
undermining due process, and fostering distrust in the system."

Given that that such practices may prioritize individual interests at the expense of personal
freedoms, the supportive view remains, in our opinion, the more convincing. However, this
approach must be refined by implementing strict legal safeguards to ensure that
fundamental rights and individual liberties are not infringed.

15 Hay (n 11).

16 Bell (n 14).

17 B Grant Stitt and Gene G James, ‘Entrapment and the Entrapment Defense: Dilemmas for a
Democratic Society’ (1984) 3(1) Law and Philosophy 111, doi:10.1007/bf00211226.

18 Doron Goldbarsht, Louis de Koker and Jamie Ferrill (eds), The Financial War on Crime and
Terrorism: Opportunities and Challenges (Springer Cham 2025) doi:10.1007/978-3-032-06360-1.
Latest interdisciplinary examination of global financial crimes, AML policy, and enforcement
challenges.

19 Daniel J Hill, Stephen K McLeod and Attila Tanyi, “The Concept of Entrapment’ (2018) 12(4)
Criminal Law and Philosophy 539, d0i:10.1007/s11572-017-9436-7.
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4 LEGAL FRAMEWORK IN THE EUROPEAN UNION AND THE UAE

The United Arab Emirates legislator provides foundational definitions for covert operations
in Article 1 of the Federal Decree-Law on Anti-Money Laundering, establishing a clear
distinction between the movement of illicit assets and the role of the investigator:

Controlled Delivery - a way in which the competent authority allows under its
control the entrance of illegal or suspicious funds or proceeds of crimes to the lands
of the State, their passage, transit, or exiting the State to investigate a crime and
determine the identity of the perpetrators.”

Secret Operation - a way of investigation and examination by which a judicial officer
assumes an identity other than his real one or performs a hidden or false role to
obtain evidence or information relevant to the crime.

European legislation does not provide a single unified definition of the undercover agent,
but through various directives and jurisprudence, particularly under the European
Convention on Human Rights and Directive 2014/41/EU on the European Investigation
Order (EIO), a clear legal understanding has developed.”» An undercover agent in the
European legal context is generally defined as:*

An individual acting on behalf of law enforcement authorities, who assumes a false
identity or performs a concealed or fictitious role to obtain evidence or information
relevant to a suspected crime, without disclosing their real identity.”

The UAE judiciary distinguishes between the creation of criminal intent in the accused’s
mind (i.e., entrapment), and merely detecting or observing a crime already intended or
committed by the suspect.

In one landmark judgment, the Court held:

According to Article 30 of the UAE Code of Criminal Procedure, the mission of a
judicial police officer is to uncover crimes and ensure the punishment of their

20  Federal Decree by Law No (10) of 2025 ‘Regarding Anti-Money Laundering, and Combating the
Financing of Terrorism and Proliferation Financing’ [2025] Official Gazette 808.

21  Council of the EU, ‘Evaluation Report on the 10th Round of Mutual Evaluations on the
Implementation of the European Investigation Order (EIO): Report on the Netherlands’ (15 February
2024) <https://www.parlament.gv.at/gegenstand/XXVII/EU/171172> accessed 10 December 2025.

22 Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 Regarding the
European Investigation Order in Criminal Matters [2014] O] L 130/1.

23 "Journal of Money Laundering Control" issue 5 for 2024 includes multiple research articles on money
laundering patterns and AML, including UAE-related analysis. See, for example: Sadia Nazar, Abdul
Raheman and Muhammad Anwar ul Haq, “The Magnitude and Consequences of Money Laundering’
(2024) 27(5) Journal of Money Laundering Control 808, doi:10.1108/JMLC-09-2022-0139; Mariam
Aljassmi and others, ‘An Analysis of the Determinants of Money Laundering in the United Arab
Emirates (UAE)” (2024) 27(5) Journal of Money Laundering Control 858, doi:10.1108/JMLC-09-
2023-0150.
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perpetrators. Therefore, any act carried out in pursuit of this objective is deemed
valid and legally effective, provided that the officer does not play a role in creating
the crime or inciting its commission, and as long as the suspect's will remains free
and uncoerced. There is no fault in the judicial officer resorting, within these
bounds, to sophisticated methods that facilitate the detection of crime, so long as
they do not conflict with public morals.**

In another notable ruling, the Court clarified:

"It is well-established that judicial police officers and their assistants cannot be
faulted for the investigative tactics they employ, including the use of deception or
impersonation, if such methods are necessary to earn the trust of suspects and
expose ongoing criminal conduct. The officers' passive acquiescence or
cooperation with criminals, gathering evidence, or making arrests, is not
considered entrapment as long as the suspect's will remains free and manipulated,
and no active incitement occurred.”

In contrast, if the police actively instigate or fabricate a criminal scenario, as occurred in the
case where the Dubai International Narcotics Control Department induced the accused to
commit a crime in Pakistan by promising him a monetary reward to be collected from an
anonymous person in Abu Dhabi, then such actions fall outside the scope of legitimate
investigation. In this case, the accused was merely a tool in an operation orchestrated
entirely by law enforcement.

Furthermore, the arrest and search procedures carried out based on a circular issued by the
Dubai International Narcotics Control Department were declared invalid. Neither the
Dubai nor Abu Dhabi Anti-Narcotics Departments had obtained judicial authorization, and
the arrest was triggered solely by a customs officer’s suspicion. This procedural breach
rendered the search and arrest unlawful.

The challenges observed in these domestic cases resonate in sophisticated ways with
international standards. Undercover operations within the European Union are primarily
governed by national laws but must comply with overarching directives and obligations
under the European Convention on Human Rights. The European Investigation Order
provides that covert investigations may be authorized by a competent authority, provided
they are permitted under the executing state’s national law.

Undercover operations within the European Union are primarily governed by national laws
but must comply with overarching directives and obligations under the European
Convention on Human Rights. Article 29 of Directive 2014/41/EU provides: 'An EIO may
be issued to carry out covert investigations, including surveillance and undercover

24 Case 562/2019 (Abu Dhabi Court of Cassation (Criminal Chamber), 30 June 2019).
25 Case 343/2013 (Abu Dhabi Court of Cassation (Criminal Chamber), 28 May 2013).
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activities, provided such activities are permitted under the national law of the executing

State and authorized by a competent authority'.*

The European Court of Human Rights has consistently held that the use of undercover
agents must not cross the line from legitimate investigation into impermissible entrapment.
While landmark cases such as Teixeira de Castro v. Portugal, Ramanauskas v. Lithuania, and
Khudobin v. Russia are frequently cited, their true significance lies not merely in their
outcomes but in the standard they establish for assessing state responsibility under Article
6 of the European Convention on Human Rights.”

The Court has developed a two-tiered analytical framework to determine whether
entrapment has occurred: a substantive test and a procedural test.

Under the substantive approach, the Court examines whether the criminal activity was
predominantly the result of state intervention. In Teixeira de Castro v. Portugal,’® the absence
of prior suspicion or criminal record was decisive; the undercover officers did not uncover
an existing criminal enterprise but instead created the offense themselves. The Court
emphasized that law enforcement must limit its role to detecting ongoing criminal conduct
rather than generating criminal intent.

In Ramanauskas v. Lithuania,” the Court refined this standard by stressing that, even
where a public official occupies a position vulnerable to corruption, the initiative must
originate with the suspect. The mere offer of an opportunity by an undercover agent,
particularly where no prior intent is demonstrated, was deemed sufficient to
undermine the fairness of the proceedings.

Applied to money laundering® investigations, this principle has profound implications.
Because money laundering frequently operates through lawful financial transactions, an
undercover agent who proposes laundering mechanisms, structures transactions, or
introduces illicit funds may effectively implant the criminal intent, rather than reveal it. In
such cases, the agent ceases to be an investigative tool and becomes a catalyst for criminality.

Beyond the suspect’s intent, the ECtHR places equal weight on procedural safeguards.
In Khudobin v. Russia,”’ the Court reaffirmed that where authorities initiate or

26 Directive 2014/41/EU (n 22).

27  Council of Europe, European Convention on Human Rights: as amended by Protocols Nos 11, 14 and
15; supplemented by Protocols Nos 1, 4, 6, 7, 12, 13 and 16 (ECHR 2013) <https://www.echr.coe.int/
documents/d/echr/convention_eng> accessed 10 December 2025.

28  Teixeira de Castro v Portugal App no 25829/94 (ECtHR, 9 June 1998) <https://hudoc.echr.coe.int/
2i=001-58193> accessed 10 December 2025.

29  Ramanauskas v Lithuania App no 74420/01 (ECtHR, 5 February 2008) <https://hudoc.echr.coe.int/
?i=001-84935> accessed 10 December 2025.

30  AnnaPopik-Mazur, ‘A Systematic Literature Review of Illicit Financial Flows and Money Laundering:
Current State of Research and Estimation Methods’ (2025) 47(1) Journal of Economics and
Management 257, doi:10.22367/jem.2025.47.11.

31  Khudobin v Russia App no 59696/00 (ECtHR, 26 October 2006) <https://hudoc.echr.coe.int/?i=001-
77692> accessed 10 December 2025.
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manipulate criminal conduct, the absence of effective judicial supervision renders the
trial fundamentally unfair.

Article 6 is violated not simply because entrapment occurs, but because domestic courts fail
to scrutinize the legality and necessity of undercover operations. The Court requires:

1) Prior judicial authorization,

2) Clear operational limits on agents’ conduct,

3) Effective judicial review of allegations of entrapment,
4) The possibility of excluding tainted evidence.

Without these safeguards, the imbalance between the prosecution and the defense becomes
structural, undermining the equality of arms and the integrity of the trial process.

The distinction between lawful infiltration and unlawful instigation constitutes the core
analytical challenge in undercover operations.

Legitimate infiltration involves passive participation in an existing criminal scheme,
allowing authorities to observe and document illicit conduct. Instigation, by contrast,
entails influencing the suspect’s free will, escalating criminal behavior, or fabricating
opportunities that would not otherwise exist.*?

In money laundering cases, this line is particularly fragile. Financial expertise, regulatory
complexity, and asymmetrical knowledge enable undercover agents to shape transactions in
ways the suspect may not have independently conceived. ECtHR jurisprudence makes clear
that when the state engineers such conduct, it cannot subsequently rely on it to secure a
conviction without violating Article 6.

The ECtHR’s approach frames entrapment not merely as a matter of investigative
misconduct but as a structural violation of the right to a fair trial. The state cannot
simultaneously act as the architect of the offense and the arbiter of guilt. Evidence obtained
through entrapment is incompatible with the principles of adversarial proceedings and
procedural fairness.

Accordingly, the liability of undercover agents is not confined to disciplinary or internal
accountability; it extends to the admissibility of evidence and the legitimacy of the
prosecution as a whole.

In contrast to the European model, UAE legislation and jurisprudence have yet to develop
a comprehensive doctrinal framework distinguishing infiltration from entrapment. While
undercover techniques are implicitly tolerated in financial crime investigations, the absence

32 Wall (n 3). Comprehensive criminology text on cybercrime and emerging digital financial offenses.
33 Lukanovv Bulgaria App no 21915/93 (ECtHR, 20 March 1997) <https://hudoc.echr.coe.int/eng?i=001-
58022> accessed 10 December 2025.
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of explicit standards concerning prior suspicion, proportionality, and judicial oversight
raises concerns regarding procedural fairness.

Unlike ECtHR jurisprudence, UAE courts do not systematically examine whether the
criminal intent originated with the suspect or was induced by state agents. This divergence
underscores a normative gap between European human rights standards and the current
Emirati approach, particularly in complex financial crimes such as money laundering.

The jurisprudence of the European Court of Human Rights, particularly in the case of
Teixeira de Castro v. Portugal,* provides practical standards for addressing key legal gaps in
the UAE’s law on covert operations. It requires prior, objective suspicion, thus limiting the
arbitrary use of covert methods in the UAE. It also explicitly prohibits the entrapment of
suspects, helping to define the line between legitimate investigation and unlawful
incitement.

Furthermore, the European Court of Human Rights emphasizes judicial oversight, places
the burden of proof on the public prosecutor, and underscores the need for a clear and
preventable legal framework.” These principles can strengthen UAE law by clarifying
licensing criteria, limiting discretionary power, and improving procedural fairness in anti-
money laundering investigations.

5 RESEARCH RESULTS AND DISCUSSION

The study employed a comprehensive survey design to collect data from a diverse
professional landscape in the United Arab Emirates.

The research sample comprised 321 individuals from the local community, specifically
targeting professionals in the legal, financial, and information technology sectors. The
demographic and professional distribution is detailed in the table below.

Table 1. Distribution of Study Sample Characteristics

Study Sample Number Percentage
Male 176 55%
Female 145 45%
Emirati 93 29%
Non-Emirati 228 71%

34  Teixeira de Castro v Portugal (n 28).
35  ECtHR, Guide on Article 6 of the European Convention on Human Rights: Right to a Fair Trial
(Criminal Limb) (Council of Europe 2022).
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Study Sample Number Percentage
Legal Sector 176 55%
Financial Sector 132 45%
Information Sector 13 4%
Total 321 100%

The results indicate a balanced gender distribution, while participation by non-Emirati
professionals is notably higher, reflecting the international nature of the state’s financial and
legal workforce.

To ensure high academic standards, the questionnaire underwent rigorous validation:

1) Content Validity: The criteria list was developed based on existing literature and
approved by six reviewers specializing in law, finance, and information. Feedback
regarding wording and dialogue formats was integrated into the final version.

2) Inter-rater Agreement: Using the Cooper formula, the instrument achieved an
agreement rate of 92 percent among experts and arbitrators.

3) Internal Consistency: A pilot study of 59 individuals was conducted. As shown in
Table 2, correlation coefficients ranged from 0.647 to 0.763, all significant at the 0.01
level, confirming strong internal consistency.

4) Reliability: Reliability was established using the split-half method, Pearson’s
correlation, and the Spearman-Brown formula. Reliability coefficients for the three
main topics ranged from 0.791 to 0.832, indicating high stability.

To achieve the study's objectives, the researchers relied on numerous relevant studies and
prior research and consulted a diverse group of specialists and reviewers to develop the
criteria list. The criteria list was approved by six reviewers specializing in law, finance, and
information. The reviewers suggested several necessary modifications, including rewording,
adding, and modifying dialogue formats, and revising other criteria. The researchers
carefully incorporated all feedback to arrive at the final version of the study's criteria.

The researchers carefully prepared the questionnaire according to several stages, as follows:
1) Defining the questionnaire's objective
2) Calculating the questionnaire's validity: The following procedures were considered:
3) The suitability of the instrument's (questionnaire's) measurement criteria.

4) The feasibility of preparing and publishing the questionnaire electronically via
Google Drive and analyzing it statistically.
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5) Assessing the validity of the questionnaire: To ensure the validity of the
measurement instrument (questionnaire), the researchers administered the
questionnaire to six experts and arbitrators specializing in law, finance, and
information technology. Cooper's formula was applied to calculate the inter-rater
agreement rate, which reached 92 %, a high percentage indicating the suitability of
the measurement instrument (questionnaire).

The researchers verified the instrument’s (questionnaire) internal consistency using a
preliminary pilot sample of fifty-nine individuals outside the main study sample. This was
done by calculating the overall correlation coefficients between each questionnaire item and
the overall score for its associated dimension, as illustrated in Table 2 below.

Table 2. Correlation Coefficients Between Questionnaire Criteria
Statement

Correlation Coefficient Between Statements and Axis

1 .685**
2 .647**
3 763**

(**) Significant at the (0.01) level

Table 2 shows that the correlation coefficients between all questionnaire statements and the
total score for each domain, which ranged from 0.647 to 0.773 and were all statistically
significant at the 0.01 level. Therefore, it is clear that the correlation coefficients between the
questionnaire statements and the total score are significant at the 0.01 level. This confirms
the strong correlation between all questionnaire statements and criteria, and that they
possess a high degree of internal consistency.

Reliability of the measurement instrument (questionnaire) is one of the most important
factors contributing to dependability and trust. The reliability of the measurement
instrument (questionnaire) was calculated using the split-half method, in addition to
determining the simple correlation coefficient using Pearson's correlation coefficient. This
correlation was consistently corrected using the Spearman-Brown formula, and then
further corrected using the Guttman formula, as shown in Table 3.
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Table 3. Values of the Questionnaire Reliability Coefficient Using the Split-Half Method

Questionnaire Topic

Number Pearson's Reliability Coefficient
1 0.791
2 0.817
3 0.832

The values shown in Table 3 indicate that the measurement instrument (questionnaire)
demonstrates statistically significant reliability. High stability among the study sample,
which means that all values are appropriate, and therefore reliable and indicative of the

validity of the measurement tool (questionnaire) for application.

Table 4. The Importance of Using a Secret Agent Leads to a Reduction
in Financial Crimes in the UAE

The Importance of Using a Secret Agent Leads to a Reduction in Financial Crimes in the UAE:

Frequency Percentage
Degree Number Percent
Very Widely 97 30,2%
Very Widely 149 46.4%
Somewhat 51 15.9%
Lowly 18 5,6%
Very Low 6 1,9%
Total 321 100%

The responses of the study sample regarding the importance of using a secret agent to reduce
in financial crimes in the UAE indicate a high level of importance, approximately 76.5%. A
chi-squared test on the study sample yielded a p-value of 0.043, which is less than the 0.05
threshold. This indicates that the differences in percentages are statistically significant,
suggesting that the study sample variable affects the importance of using a secret agent to

reduce financial crimes in the UAE.
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Table 5. The Importance of Using a Secret Agent Leads to a Higher Level
of Anti-Money Laundering in the UAE

The Importance of Using a Secret Agent Leads to a Higher Level of Anti-Money Laundering in
the UAE: Frequency Percentage

Degree Number Percent
Very Widely 107 33.3%
Very Widely 153 47.6%
Somewhat 47 14.6%
Lowly 11 3.4%
Very Low 3 93 %
Total 321 100%

The responses of the study sample regarding the importance of using a secret agent to achieve
a higher level of anti-money laundering in the UAE indicate that its use is highly important, at
approximately 81%. A chi-squared test on the study sample yielded a p-value of 0.047, which
is less than the 0.05 threshold. This indicates that the differences in percentages are statistically
significant, suggesting that the study sample variable affects the importance of using a secret
agent, leading to a higher level of anti-money laundering in the UAE.

Table 6.1s there a need to increase the effectiveness of local legislation
in the UAE to combat financial and cybercrimes?

Is there a need to increase the effectiveness of local legislation in the UAE to combat financial
and cybercrimes? Frequency Percentage

Degree Number Percent
Very Widely 27 8,4%
Very Widely 43 13.4%
Somewhat 16 4,9%
Lowly 175 54.5%
Very Low 60 18.7%
Total 321 100%

The responses of the study sample regarding the need to increase the effectiveness of local
legislation to combat financial and cybercrimes in the UAE indicate that this is unnecessary
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for approximately 73.2% due to insufficient development. A chi-squared test on the study
sample yielded a p-value of 0.39, which is less than the 0.05 threshold. This indicates that
the differences in percentages are statistically significant, suggesting that the study sample
variable affects the perceived need to increase the effectiveness of local legislation to combat
financial and cybercrimes in the UAE.

The study results can be divided into three levels:

1. The responses of the study sample regarding the importance of using confidential agents
in reducing the rate of financial crimes within the UAE show a high level of importance,
approximately 76.5%.

2. The responses of the study sample regarding the importance of using confidential agents
in increasing the effectiveness of anti-money laundering efforts within the UAE show a high
level of importance, approximately 81%.

3. The responses of the study sample regarding the need to increase the effectiveness of local
legislation to combat financial and information crimes within the UAE show that increasing
effectiveness is unnecessary, approximately 73.2%, due to a lack of development.

The study reveals a significant professional consensus regarding the operational utility of
undercover tactics, with 81 percent of specialists affirming their importance for anti-money
laundering effectiveness. However, the finding that 73.2 percent of respondents view the
expansion of local legislation as unnecessary suggests a complex professional stance. This
skepticism likely stems from a perceived "lack of development” or a preference for the
stability of current legal structures over the introduction of new, potentially complex
regulations. While the chi-squared test for this legislative variable yielded a p-value of 0.39,
indicating that these specific percentages are not as statistically significant as the operational
findings, the high frequency of "low" responses highlights a cautious attitude among
practitioners toward rapid legislative evolution.

This tension underscores the research’s central theme: while undercover agents are
indispensable for combating sophisticated financial crimes, their "responsibility" must be
managed within a framework that practitioners can trust and understand. The challenge for
the United Arab Emirates is to bridge this gap by refining existing laws, rather than merely
expanding them, to incorporate the robust oversight and human rights protections found
in international standards.

6 CONCLUSIONS

The analysis of the legal framework surrounding the role of undercover agents in the UAE
Federal Decree-Law on Anti-Money Laundering reveals that undercover operations are
legally permissible provided the suspect’s free will is preserved and the agent does not
induce, provoke, or fabricate criminal behavior. Judicial precedents confirm that
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investigative techniques such as controlled deliveries, impersonation, and covert
surveillance are lawful when employed to uncover pre-existing criminal intent.
Nevertheless, ambiguities remain in distinguishing legitimate detection from unlawful
instigation, and case law reveals inconsistencies in its application, creating potential legal
uncertainty, particularly when an agent’s conduct appears to contribute directly to the
commission of the offense.

Despite adherence to the principle that investigative methods should not compromise a
suspect’s autonomy, in practice, the threshold of "free will" is often breached. Even in the
absence of explicit threats or coercion, an undercover agent who actively proposes,
facilitates, or simulates a criminal act risks becoming an instigator rather than a passive
observer, with ethical and legal implications. This doctrinal inconsistency is compounded
by the lack of comprehensive legislative or procedural safeguards comparable to European
standards. The European Court of Human Rights, through cases such as Teixeira de Castro
v. Portugal and Ramanauskas v. Lithuania, emphasizes judicial oversight, proportionality,
and the exclusion of evidence obtained through entrapment, offering a more robust
framework than currently available under UAE law.

To address these challenges, it is recommended that UAE legislation be revised to clearly
define the permissible scope of undercover operations and to distinguish lawful
investigative activity from unlawful instigation. Judicial or prosecutorial pre-authorization
should be made mandatory before initiating any covert operation. An independent
oversight mechanism should be established to monitor undercover agents’ conduct and
ensure compliance with principles of legality, proportionality, and due process. The
exclusionary rule should also be codified to prevent the use of evidence obtained through
entrapment or undue influence over a suspect’s autonomy.

Furthermore, law enforcement agencies should implement comprehensive training
programs for officers authorized to conduct undercover investigations, with a strong focus
on legal ethics, human rights, and operational restraint. Encouraging the Emirati judiciary
to incorporate comparative international jurisprudence, particularly regarding human
rights standards, can enhance the protection of individual liberties and strengthen public
confidence in the criminal justice system.

By implementing these measures, the UAE can ensure that undercover operations remain
effective in combating money laundering while upholding legal, ethical, and constitutional
standards, balancing operational effectiveness with the protection of fundamental rights.
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AHOTALLIA YKPATHCHKOK MOBOK)
JlocnigHnubKa cratTa

MPABOBI OBMEXXEHHSA TA MPOLIEAYPHI TAPAHTII TAEMHUX OMEPAL|IA
Y PO3CNIAYBAHHAX LOAO OPOTbBU 3 BIAMUBAHHAM KOLLTIB:
MEPCIEKTBA OAE

Aiiman Anvxasaswe?, ficep Moxamad Anv, Jlyma Ani Ano Jazepi, Kycaii Canman Anopanaxi,
A6dynaani K.M. Taxep ma Xaned P.A. Conman

AHOTAIIA

Bemyn. Taemni onepayii cmanu He3amiHHumu 6 60pomuv0i 3 pinancosumu ma Kibep3nouuHamu,
30KpeMa BIOMUBAHHAM 2powieii ma ekchayamauiero uudposux dinancosux nnamgpopm.
B O6'ednanux Apabcvkux Emipamax (OAE) cnigpobimnuxu cy0o6oi nomiyii ynoeHosaxemi
3GKOHOM BUKOPUCINOBYSAMU Memodu pobomu nid NPUKPUMMAM, 30KpeMa MACKYBAHHS,
6U0ABaHHA cebe 3a iHuLy 0co0y, KoHiOeHuitiHux iHgopmamopie ma cnocmepesreHHs 3a
MPAn3aKyiamu, O BUAB/IEHHS He3AKOHHOI OifnbHOCMI, HIOUMO N08ANAIUU ABIMOHOMIID
nidosprosanux. Heseaxcawouu Ha ui NonoxeHns, 30epizalomvCs cymmesi HemouHocmi y
DO3MEINYEAHHI 3AKOHHO020 BUABTIEHHS 6i0 HE3AKOHH020 NiOOYPIOBAHHS, ULO CIBOPIOE PUSUK 0N
HanexHoT npasoeoi npoyedypu ma donycmumocmi doxasie. IlopieHanvra cydosa npaxmuxa,
30kpema €eponeiicvkozo cydy 3 npas moounu (ECIII), nidkpecmoe HeoOxiOHicmb cy006020
HaenA0y, nponopyiiHocmi ma HAdiliHUx MexaHizsmie 60pomvOU 3 NPOBOKAUIEN, U0 NPONOHYE
HUMIMEBO BANCTUBY OCHOBY OIS MOOepHizauii npasoeoi npaxmuxu OAE.
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Memoodu. Y Oocnidxienni 6yn10 8UKOPUCMAHO ONUCOB0-AHANIMUMHUL OU3ATIH OOCTIIONEHHS, W40
noeouye Kinvxicni ma sixicni memooonoeii. Cmpykmyposana ankema 6yna po3nosciooieHa ceped
321 cneyianicma, w0 0XONAWWMY WOPUOUUHUL, Pinancosuii ma xibepcexmopu OAE, uy06
OUIHUMU CHPUTIHAMMS eKcnepmie w000 onepayitiHoi edpeKMUHOCMI Ma emuuHUx HACTiOKie
diAnvHocmi  maemnux azenmis. OOHOuAcHO 6yn0 nposedeHo OOKMPUHANLHULL AHATI3
Dedepanvrozo Oexpemy-3axony OAE npo GopomvOy 3 6i0mMueanHsam cpouieii. Bin micmue
pemenvHe 8UBUEHHS 3AKOHO0AHUX NOTIONEHD, CYO0BUX NpeedeHMis Ma NOPIBHANLHY OUIHKY 3i
cmandapmamu €sponeiicokozo cydy 3 npasé moounu ma oupexmusamu €C 0na useneHHA
onepauitinux, emuuHux ma npaseosux npozanur y yunnit cucmemi OAE.

Pesynomamu ma 6ucHosku. JJocnioxenns 0eMOHCIPYE, w0 cmpameziune BUKOPUCMAHHS
azeHmie ni0 NPUKPUMMAM 3HAYHO NOKPAULYE BUABNIEHHSA MA 3anobicanHs 6i0MUEAHHIO
epoweii 6 OAE. Kinvkicui pesynomamu niomeepoxcyomv 6UCOKUll KOHCEHCYC eKcnepmie:
76,5% dpaxieuie 66aianmv KOHPIOEHUIHUX a2eHMI8 HUMIMEBD BANAUBUMU OIS
3MeHUeHHA Pinancosux 3104unie, a 81% nos'sasyiomv IXHE 3anyueHHS 3 NiOBUULEHHAM
edpexmusnocmi 6opomvou 3 iomusanuam epoweii (AML). Oonak y docnioienHi maxox
6yno euseneHO KPUMuUuHi npasosi ma emuuni npobremu, 0co61U60 KOAU CI0HA MAKMUKA
PUBUKYE CKACOBY8AMU BiNlbHY 607110 Ni003PIO6AH020 460 CMEOPIOBAMU MOMIUBOCHI OIS
snouuny. IopieHsanvHuil anania nokasye, wo cyoosa npakmuxa €eponeiicokozo cyoy 3 npas
Mo0uHYy 3abesneuye Oinvul HAOIiHY OCHO8Y O 3a0e3neueHHs HANEHHOT NPABOBOT
npouedypu, HAOnOWYHUU HA 0008'I3K080My  nonepeOHvomy Ccy0080my 003807,
nponopyitinocmi ma KamezopuuHii He0ONyCMUMOocmi 00Ka3is, OMPUMAHUX 3d 00NOMO2010
nposoxauyii. Xoua 73,2% pecnonoenmie 6xa3anu, wio nidsUweHHs eeKmusHoCmi Micl4e6020
3aK0H00a6cMEa HAPA3i He € HeoOXiOHUM, OOKMPUHANLHULL AHATI3 C6i0YUMb NPO
HOPMAMUBHY NPO2ANUHY, AKY He00XiOHO yCyHymu Ons 3abe3nedeHHS NPoOuecyanvHoi
cnpasednusocmi.  Omoe, asmopu  O0OCHIONEHHA  PeKOMEHOYIOMb  NepeaHymu
sakonooaécmeo OAE, w06 uimko eusHauumu oonycmumuii o0cse OismvHocmi nid
npukpummasm, 3abesneuumu npokypopcokuil abo cydoeuti Haensd ma Kooudikysamu
npaeuno Hedonycmumocmi doxasie. Kpim mozo, 6nposadsenns KoMnaeKCHUX HABUANLHUX
npoepam, 30cepedieHuUx Ha WPUOUUHIl emuyi ma npasax nWOUHU, € BANNUSUM O
niompumku  008ipu  2pomadcokocmi 00 cucmemu npasocyodds, 00HOHACHO 30epizarouu
onepauyitiny epexmusHicmo.

Kntouosi cnosa. Bopomvba 3 iomusanHam epoudeil; azenmu ni0 npukpummsm; nposoxkauis;
3axoHooascmeo O6'eoHanux Apabcokux Emipamis; azeHm-npoeokamop; HANeHHA Npasosa
npouedypa; po3cnioyeanHs Kibep3nouunis; cy0oeuti Hazino; KPUMiHAILHA 6i0N06i0aNbHICTb.
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