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EDITORIAL

Editorial

FROM EDITORS:
ARTIFICIAL INTELLIGENCE AND LAW
IN A WORLD OF ACCELERATING CHANGE

Goda Strikaite-Latusinskaja and Yuliia Hartman

ABSTRACT

This editorial introduction to the AJEE Special Issue on
Artificial Intelligence and Law situates current technological
developments within a rapidly evolving global environment
where the growing use of digital and algorithmic tools intersects
with fundamental rights, public governance, and the core
functions of justice systems. The text highlights how artificial
intelligence (AI) challenges long-standing legal assumptions
(about accountability, procedural fairness, and institutional
design), while simultaneously offering new opportunities for
efficiency, innovation, and access to justice. The contributions
to this Special Issue examine these questions across diverse
jurisdictions: from Kazakhstan’s emerging AI regulatory
framework and the complexities of Al-assisted adjudication to
civil-law challenges in Arab legal systems, criminal justice
developments in Germany and Ukraine, and evolving digital
rights governance in Saudi Arabia. Together, these works
underscore that the legal and institutional questions raised by
AI cannot be confined to any single discipline or national
setting; instead, they require an interdisciplinary, comparative,
and human-rights-centred approach attuned to local realities
and global standards. This Introduction invites scholars and
practitioners to reflect on the conditions under which Al can
strengthen, rather than erode, the rule of law and public trust.



Strikaité-Latusinskaja G and Hartman Yu, ‘From Editors: Artificial Intelligence and Law in a World of Accelerating Change’ (2025) 8(Spec)
Access to Justice in Eastern Europe 6-14 <https://doi.org/10.33327/AJEE-18-8.5-ed000164>

1 FROM THE GUEST EDITOR: GODA STRIKAITE-LATUSINSKAJA

ear readers,

We stand at a moment when technological innovation is reshaping the structure

and operation of legal systems with unprecedented speed. Artificial intelligence,
now recognised as a key enabling technology’, has moved from the periphery of innovation
debates to the centre of legal and policy agenda. Artificial intelligence has increasingly
become embedded in public administration and justice systems, reflecting broader EU
efforts to digitalise public services,” streamline administrative and judicial processes,’ and
promote the responsible use of emerging technologies across legal institutions.* The
question is no longer whether AI will transform law, but how deeply and under what
safeguards it will influence rights, duties, and institutional legitimacy across jurisdictions.

The adoption of the EU Artificial Intelligence Act,’ the world’s first binding legal
framework for AI, marks a milestone in steering these developments. Yet many of its
obligations will apply only gradually. This transitional landscape reinforces the growing
reliance on soft-law instruments, such as ethical guidelines, recommendations, and
institutional policies that increasingly guide technological practice while binding rules
continue to evolve.® In modern technology governance, such soft-law sources have

1 The 2018-dated report of the High Level Group on Industrial Technologies recognised Al as a ‘key
enabling technology’ highlighting the transformative role of AI and the necessity for the industry to
use Al to maintain its leadership, see European Commission, Re-finding Industry - Defining
Innovation: Report of the independent High Level Group on industrial technologies (Publications Office
of the EU 2018) 20. doi:10.2777/927953.

2 European Commission, A Digital Single Market Strategy for Europe COM(2015) 192 final; European
Commission, Shaping Europe’s Digital Future COM(2020) 67 final; European Commission, EU
eGovernment Action Plan 2016-2020: Accelerating the digital transformation of government
COM(2016) 179 final.

3 CEPEJ, The Use of Information Technologies in European Courts (2008; 2018); CEPE], European
Judicial Systems - Efficiency and Quality of Justice (2006-2020 series).

4 European Parliament Resolution of 20 October 2020 with Recommendations to the Commission on
a Framework of Ethical Aspects of Artificial Intelligence, Robotics and Related Technologies [2021]
OJ C 404/63; European Commission, Proposal for a Regulation of the European Parliament and of the
Council Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and
Amending Certain Union Legislative Acts COM(2021) 206 final.

5 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
down Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024]
OJ L 2024/1689.

6 See for example, High-Level Expert Group on Al, Ethics Guidelines for Trustworthy AI (European
Commission 2019); CEPE], The European Ethical Charter on the Use of Artificial Intelligence in
Judicial Systems and Their Environment (adopted 3-4 December 2018); CEPE], European Judicial
Systems: CEPE] Evaluation report, 2024 Evaluation cycle (2022 data) (European Commission 2024).

© 2025 Goda Strikaité-Latusinskaja and Yuliia Hartman. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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become an essential complement to legislation, shaping expectations and safeguards well
before formal obligations take effect.”

This Special Issue of Access to Justice in Eastern Europe brings together research from
diverse jurisdictions united by a shared concern: reconciling technological innovation with
justice, accountability, and human dignity. The contributions collectively illuminate how
different legal systems are responding to the opportunities and risks posed by Al in public
governance, adjudication, and private law.

The article “AI and Law: Procedural Safeguards and Regulatory Challenges in
Kazakhstan” examines the emerging regulatory framework in Kazakhstan and reveals
significant gaps in the governance of high-risk systems. Drawing on EU and OECD
models, the authors propose a phased reform strategy: targeted legislative amendments
in the short term, followed by a dedicated AI law to strengthen transparency, oversight,
and accountability.

The article “Artificial Intelligence in Courts and Dispute Resolution: Challenges and
Opportunities” turns to the sensitive domain of adjudication. Through doctrinal and
comparative analysis, it distinguishes between assistive AI tools and fully autonomous
decision-making, concluding that only the former can be reconciled with fair trial
guarantees. The authors highlight the need for human oversight, transparency, and
safeguards against bias to preserve judicial independence and public trust.

The article “Legal Challenges Related to Contractual Negotiations via Al
Technologies” explores the civil-law implications of AI systems used in contractual
negotiations within Arab jurisdictions. Identifying a regulatory vacuum in Egypt and the
UAE, it contrasts these frameworks with emerging EU liability models and proposes
clearer definitions, evidentiary rules, and supervisory mechanisms to address complex
issues of fault and causation.

Together, these articles demonstrate how Al is testing and, in some cases, reshaping legal
doctrine and institutional design. Their insights underscore the need for coherent, rights-
centred regulatory approaches that can accommodate technological complexity while
safeguarding accountability and public trust.

7 European Commission, Building Trust in Human-Centric Artificial Intelligence COM/2019/168 final.
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2 FROM MANAGING EDITOR: Yuliia Hartman

ear readers,

Interdisciplinarity has become a defining trend in contemporary research. It

marks a shift in traditional disciplines as they adapt to remain relevant and
deliver a tangible impact on today’s complex societal challenges. By integrating
knowledge across fields, interdisciplinary research enables scholars to revisit rigid or
traditional concepts from new perspectives, often leading to groundbreaking insights and
transformative developments.

Law, as one of the oldest pillars of the classical sciences, is often perceived as rigid,
formalistic, and resistant to change. Its methods and language seem firmly standardised,
and its application appears constrained within established doctrinal boundaries. This
Special Issue aims to challenge that stereotype by demonstrating how legal scholarship
increasingly intersects with other rapidly developing scientific domains.

Today’s realities offer numerous opportunities to combine legal studies with other
disciplines. One of the most promising intersections is the relationship between law and
artificial intelligence, a field that draws substantial academic interest from researchers in
mathematics and information technologies. The symbiosis between law and AT offers a new
paradigm for legal research, particularly in processing and analysing massive datasets
accumulated over long periods.

The intersection of law and technology is no longer a theoretical pursuit but a practical
necessity, accelerated by global crises. A pivotal turning point was the COVID-19
pandemic, which forced judiciaries worldwide to digitalise rapidly, effectively opening the
door to broader technological innovations. This era proved that legal systems could adapt
to digital environments, setting the stage for more advanced integration of Al

Today, AT’s potential in legal research is most evident when addressing the challenge of
systematising massive datasets shaped by extraordinary societal events. For instance, the
ongoing war in Ukraine has generated a vast but fragmented body of case law regarding
war-related damages. With over 120 million decisions in the national archive and no
dedicated filters for such unique categories, traditional manual analysis reaches its limits.
Similarly, in the realm of international human rights, AI tools are increasingly being tested
to predict judicial outcomes or identify patterns in the European Court of Human Rights'
extensive jurisprudence.

In these contexts, Al offers a transformative solution. While machine-learning algorithms
require expert tuning by scientists, they can process data at a scale unimaginable for
humans. However, this remains a collaborative effort: legal scholars must provide the
essential normative criteria and contextual datasets to ensure Al training remains grounded
in the rule of law.

© 2025 Goda Strikaité-Latusinskaja and Yuliia Hartman. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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A compelling example of AD’s potential in legal research is the challenge of systematising
and correctly analysing court decisions.® This challenge becomes especially urgent in areas
of law shaped by extraordinary societal events, such as the ongoing war in Ukraine. With
more than 120 million decisions in the archive, finding relevant cases, identifying patterns,
and tracing the development of this category is exceedingly difficult. AI technologies can
offer a solution.” While AI cannot independently perform analytical work without prior
training, machine-learning algorithms, developed and tuned by experts in exact sciences,
can process data at a scale unimaginable for humans. Legal scholars, in turn, must provide
the criteria, datasets, and contextual understanding necessary for Al training."’

The prospects of integrating Al into legal scholarship are substantial:
e more efficient processing of court decisions;
e improved search accuracy across massive datasets;
e the ability to extract unique cases from thousands of similar decisions;
e simplified and accelerated systematisation of judicial practice;
e timely identification of inconsistencies or gaps;
e opportunities to isolate stable judicial approaches and identify exceptional trends.

These advances can also stimulate the development of legislation grounded in real-world
challenges. For example, a comprehensive analysis of case law on compensation for war-
related damage may inform future compensation mechanisms and help prevent “double
recovery” in judicial and extrajudicial procedures."

The formation of this Special Issue is driven by the growing integration of AI tools into
legal institutions and processes. Thanks to the contributions gathered here, this Special
Issue brings together diverse and timely perspectives on the evolving relationship
between artificial intelligence, technological development, and the law. The
contributions reflect a wide geographical and thematic scope, from Eastern Europe and
Vietnam to the Middle East and beyond.

8 Nikolaos Aletras and others, ‘Predicting Judicial Decisions of the European Court of Human Rights: A
Natural Language Processing Perspective’ (2016) 2 Peer] Computer Science €93. doi:10.7717/peerj-cs.93.

9 Vitaliy Golomozyi and others, ‘Processing Big Data of Court Decisions’ (2023) 11(4) Baltic Journal of
Modern Computing 580. doi:10.22364/bjmc.2023.11.4.04.

10 Joe Collenette, Katie Atkinson, and Trevor Bench-Capon, ‘Explainable AI Tools for Legal Reasoning
about Cases: A Study on the European Court of Human Rights’ (2023) 317(c) Artificial Intelligence
103861. doi:10.1016/j.artint.2023.103861.

11 Yuliia Hartman, ‘International Experience of Damages Compensation in Armed Conflicts: Lessons
for Ukraine’ (2025) 14 F1000Research 1247. doi:10.12688/f1000research.171894.1.
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The contributions gathered in this Special Issue reflect a broad and diverse spectrum of
inquiry, united by a strong comparative dimension and an emphasis on European legal
standards as a benchmark for global reform. The article from Vietnam sets this tone by
offering a rigorous comparative study between the European Union and Vietnam,
examining how criminal justice systems can integrate Al-driven innovations without
compromising personal data protection or fundamental fair-trial rights. This theme of
balancing technology with procedural integrity is further expanded in the analysis by UAE-
based researchers, who investigate the growing impact of social media on criminal
proceedings. By identifying legislative gaps in Jordan and proposing safeguards to protect
the presumption of innocence and judicial impartiality, their work underscores the global
need to adapt traditional legal principles to the digital sphere.

The European experience remains a central point of reference throughout the issue. The
study from Lithuania provides a timely doctrinal analysis of the new EU Product Liability
Directive, unpacking its updated framework and the critical shift toward stricter liability
regimes for harm caused by AI systems. Complementing this, the contribution from
Ukrainian scholars addresses the pervasive challenge of algorithmic bias. By defining the
limits of technological neutrality and proposing a pragmatic governance blueprint for the
rights-compliant use of large language models (LLMs) in courts, with a specific focus on
the Ukrainian context, the authors bridge the gap between European theoretical standards
and practical judicial application. Together, these studies illustrate the rapidly expanding
intersections between AI and law, highlighting how comparative insights can help navigate
the systemic challenges of digital transformation. We invite our readers to explore these
timely contributions and engage with the vital questions they raise.

I would also like to express my sincere gratitude to our guest editors, Dr. Goda Strikaité-
Latu$inskaja and Dr. Costas Popotas, for their exceptional dedication, meticulous work,
and professionalism. Their commitment, expertise in law and AI, and thoughtful
contributions to the preparation and evaluation of the manuscripts have been invaluable.

Their support greatly assisted the AJEE’s editorial team throughout the development of this
Special Issue, and it is no exaggeration to say that this publication would not have been
possible without their efforts.

We hope that this Special Issue will contribute meaningfully to the ongoing global
discussion on the expanding integration of Al into the legal sphere and the complex
challenges arising from this transformation. We warmly encourage our readers to engage
in post-publication dialogue and continue this increasingly important conversation.

© 2025 Goda Strikaité-Latusinskaja and Yuliia Hartman. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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niOKPeCcTOEMbCS, W0 WMYHHULL iHmeneKm cmasums ni0 CymHié ycmaneHi npaeosi yseneHHs
(30kpema w4000 8i0N0GIdANLHOCMI, NPOUECYanbHOI CNPasednUBOCMi ma iHCMUMYYiiHOT
CpyKmypu), 600HO4AC BiOKPUBAIOUU HOBI MOMMUBOCMI OIS NiOBUUWEHHA edexmueHocmi,
iHHoBauyilinocmi ma docmyny 00 npasocyoos.

© 2025 Goda Strikaité-Latusinskaja and Yuliia Hartman. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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Mamepianu up0o2o CcneuianvHo20 BUNYCKY DO32AA0AMb 3A3HAYEHI NUMAHHA 6 Pi3HUX
HOPUCOUKYIAX: 8i0 POPMYBAHHS pe2yNIAMOPHOT pamku wimyuHozo inmenexmy 6 Kasaxcmani ma
cknaoHowsie 3acmocysanus LI y cydouuncmei, 00 8UKIUKIE UUBITLHO-NPABOBO2O XAPAKMeEPY 6
apabCcoKux NPasosuUx CUCMeMax, po3sUmKy KpuminanvHozo npasocyods 6 Himewuuni ma Yxpaini,
a maxoxc esomouii ynpasninua yugdposumu npasamu 6 Caydiscvkiti Apasii. Y cykynnocmi ui
00CTi0HCEHHS 0eMOHCIPYIOMb, W40 NPAB06] T IHCMUMYUITiHI NUMAHHS, NOPOOXHeHT 3ACMOCYBAHHAM
WMy4HOo20 iHmMeneKmy, He MONYymMb Oymu ob6MexeHi PAMKAMU OOHIEl OUCUUNTIHU 4U
HAYIOHATIHO20 — KOMIMEKCIY; — HAMOMICMb — 80HU — NOMpe6yIomv  MiHOUCUUNTIHAPHORZO,
NOPIBHANILHO20 A 0PIEHMO6aH020 HA NPABA THOOUHU NI0X00Y, UYMAUE020 AK 00 TOKATILHUX peanit,
max i 00 enobanvHux cmandapmie. Y ecmyni 3anponoHo6aHo 3anpouieHHs O HAYKOBUIE i
NPAKMUKI6 3AMUCTUMUCA HAO YMOBAMU, 3 AKUX WMYHHULI iHMeNeKm MOJHe NOCUNI8AmY, a He
niopusamu, 6epxo6eHCIME0 NPasa ma cycninvHy 006ipy.
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AI'SYSTEMS IN JUDICIAL DECISION-MAKING:
SUPPORT VS. SUPERSEDE —
THE EUROPEAN PERSPECTIVE

Goda Strikaité-Latusinskaja

ABSTRACT

Background: As technological progress accelerates within the
judiciary, debate is intensifying over whether artificial
intelligence (AI) could, or should, replace human judges in the
decision-making process. Increasing attention is being paid to
the possibility that Al systems may, over time, equal or surpass
human judges in efficiency, consistency, and the delivery of
reasoned decisions. At the same time, current developments in
legal technology primarily point toward the use of Al as a tool
designed to assist judicial decision-making rather than to
exercise autonomous adjudicatory authority. This tension
between supportive and substitutive uses of Al highlights the
need for a nuanced analysis of the permissible and appropriate
role of Al in adjudication.

The debate becomes even more complex in the European
context, where the intersection of technology and law is guided
by a commitment to upholding fundamental rights and ethical
principles. The adoption of various soft law instruments, such
as ethical guidelines and recommendations on Al, alongside
the binding provisions of the Regulation (EU) 2024/1689
of the European Parliament and of the Council laying down
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harmonised rules on artificial intelligence (the AI Act), underscores the EUs proactive
approach to regulating Al in high-risk and sensitive domains, including the administration of
justice. This dual emphasis on ethical standards and legal safeguards makes it essential to
examine the European approach to Al in adjudication.

Methods: This article employs a qualitative legal methodology, drawing primarily on
doctrinal, analytical, and teleological methods. The doctrinal method serves as the foundation,
involving a systematic analysis of EU and Council of Europe instruments, including the
European Ethical Charter on the Use of Al in Judicial Systems, the Ethics Guidelines for
Trustworthy Al and the Al Act, to identify how European law conceptualises Al in
adjudication and safeguards human oversight. The teleological method is applied to interpret
these instruments in light of their broader objectives, uncovering how human-centric principles
and fundamental rights guide the permissible use of Al in courts. Finally, the analytical method
integrates insights from these sources to develop a conceptual framework distinguishing
between supportive and substitutive models of Al adjudication, thereby clarifying the
normative boundaries of the European approach.

Results and conclusions: The paper concludes that the European approach to Al in adjudication
is defined by a human-centric and rights-based paradigm, developed through the combined
efforts of the European Union and the Council of Europe. The results show that this framework
consistently positions Al as a supportive tool that enhances judicial efficiency and consistency,
while ensuring that final decision-making authority remains with human judges. At the same
time, the analysis recognises that this approach, though coherent and well-suited to current
technological realities, may increasingly be tested as Al systems become more advanced,
challenging the assumptions that underpin the current European model, built on human
oversight and control. While the framework firmly excludes autonomous Al judges, future
developments may prompt renewed consideration of whether its existing boundaries remain
adequate to govern increasingly sophisticated technological involvement in adjudication.

1 INTRODUCTION

The extent and intensity of technology use in courts vary significantly across regions and
countries. Undoubtedly, one of the main factors behind such uneven an distribution of
technology is legal regulation. The United States, China, and the European Union are
competing to become the global leader in finding the right balance between effective
regulation and the widespread application of digital technologies. In general, there are three
different competing regulatory approaches: the American market-driven model, the
Chinese state-driven model, and the European rights-driven regulatory model.'

1 See more about the three digital empires and their competing models in Anu Bradford, Digital
Empires: The Global Battle to Regulate Technology (OUP 2023).
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Artificial Intelligence (AI) is deemed the key enabling technology,* and with the European
Union's ambition to position itself as a global leader in developing cutting-edge,
trustworthy AI,’ it raises important questions: What types of Al tools are suitable for
adoption in European countries? Specifically, in the context of courts, to what extent can Al
be integrated into judicial processes? Critically, can Al be applied to the core of judges' work,
decision-making? Could it fully take over the adjudication role?

In this context, two distinct models of applying Al in courts can be observed. The first model
uses Al as a decision-support tool to enhance judicial efficiency, accuracy, and consistency
while retaining final authority in human judges. The second model envisages Al as an
autonomous decision-maker, or so-called robot judge, capable of conducting proceedings
and issuing binding decisions with minimal or no human involvement. These contrasting
approaches, supportive versus substitutive, form the analytical framework of this article.

Accordingly, the article explores the role of Al in judicial decision-making, focusing on
identifying the distinctive European approach to this issue. To do that, the article is
structured as follows. Section 2 examines the core aspects of the European approach to Al
in adjudication, emphasising the balance between AI support and human oversight,
adherence to ethical principles, implementation of safeguards, and analysis of key policy
documents. Section 3 analyses the potential for Al to assist judges in the decision-making
process while preserving human oversight, whereas Section 4 delves into the prospects of
Al replacing judges in decision-making altogether. Finally, Section 5 concludes by
summarising the article’s main findings.

2 EUROPEAN APPROACH TO Al IN ADJUDICATION

The European approach to Al in adjudication has developed through the combined efforts
of both the Council of Europe and the institutions of the European Union, united by a
commitment to ensure that technology serves rather than supplants human judgment. In
2018, the Council of Europe’s European Commission for the Efficiency of Justice (CEPE])
recognised Al as one of the technologies with the greatest potential to enhance the efficiency
and quality of justice, while warning against its uncritical use for predicting or automating
judicial decisions.* That same year, the CEPEJ adopted the European Ethical Charter on the

2 The 2018 report of the High Level Group on Industrial Technologies recognised Al as a "key enabling
technology", highlighting the transformative role of Al and the necessity for the industry to use Al to
maintain its leadership, see: European Commission, Re-finding Industry — Defining Innovation: Report
of the independent High Level Group on industrial technologies (Publications Office of the EU 2018)
20. doi:10.2777/927953.

3 See, for example, High-Level Expert Group on Al, Ethics Guidelines for Trustworthy AI (European
Commission 2019).

4 CEPEJ, European Judicial Systems: Efficiency and Quality of Justice (CEPE] studies no 26, edn 2018:
data 2016) <https://book.coe.int/en/international-law/7698-european-judicial-systems-2018-edition-
2016-data-efficiency-and-quality-of-justice.html> accessed 30 September 2025.

© 2025 Goda Strikaité-Latusinskaja. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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Use of Al in Judicial Systems, which affirmed that the deployment of AI in courts should
improve efficiency and consistency but must always respect fundamental rights, judicial
independence, and the right to a fair trial.” Parallel discussions were unfolding within the
European Union: following a 2017 request by the European Council to develop a
coordinated European approach to ALS® the European Commission’s 2018 Communication
Al for Europe identified justice as a key application area and introduced a dual approach,
promoting innovation while ensuring adherence to the Unions values and ethical
principles of accountability and transparency.” Subsequent EU policy documents,
including the 2019-2023 European e-Justice Strategy and Action Plan,® further
distinguished AI as a promising but high-risk technology, whose development must be
accompanied by safeguards in data protection, ethics, and fundamental-rights
compliance. Collectively, these initiatives reflect a distinctly European approach to Al in
adjudication, one that encourages technological innovation while maintaining the
primacy of human oversight, judicial independence, and fundamental rights.

Building on these initiatives, European institutions articulated a more detailed ethical and
governance framework for the use of Al in the justice system. Between 2019 and 2021, a
series of soft-law instruments were adopted by the European Commission, the European
Parliament, the Council of the European Union, and the Council of Europe, each
reinforcing the principle that AI technologies should support judicial activity without
undermining human oversight or judicial independence.

In 2019, the High-Level Expert Group on Al, established by the European Commission,
presented the Ethics Guidelines for Trustworthy AI, marking a key step in shaping the
European vision of human-centric AI. Among the seven requirements for trustworthy Al
identified in the guidelines, particular importance is placed on human agency, oversight,
and respect for human dignity. In the context of adjudication, these principles mean that
AT systems should act as tools serving and protecting human autonomy rather than
replacing it, and that final decisions must remain under meaningful human control
through mechanisms such as human-in-the-loop or human-in-command oversight.” The
same year, the European Commission issued the Communication Building Trust in

5 CEPE]J European Ethical Charter on the Use of Artificial Intelligence (AI) in Judicial Systems and
their Environment (adopted 3-4 December 2018) <https://www.coe.int/en/web/cepej/cepej-
european-ethical-charter-on-the-use-of-artificial-intelligence-ai-in-judicial-systems-and-their-
environment> accessed 30 September 2025.

6 Laura Delponte, European Artificial Intelligence (AI) Leadership, the Path for an Integrated Vision
(European Parliament 2018) <https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2018)
626074> accessed 30 September 2025.

7 European Commission, Communication from the Commission to the European Parliament, the European
Council, the Council, the European Economic and Social Committee and the Committee of the Regions
Artificial Intelligence for Europe (COM/2018/237 final, 25 April 2018) <https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex:52018DC0237> accessed 30 September 2025.

8 Council of the EU, 2019-2023 Action Plan European e-Justice ST/5140/2019/INIT [2019] OJ C 96/9.

9 High-Level Expert Group on Al (n 3).
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Human-Centric Al, reaffirming that AI systems should support individuals in making
better, more informed choices in accordance with their goals. They should function as
enablers of a flourishing and equitable society by strengthening human agency and
fundamental rights, and should not decrease, limit, or misguide human autonomy. The
Communication further stressed that human oversight helps ensure that an Al system
does not undermine human autonomy or cause other adverse effects.'” In the White Paper
on AI (2020), the Commission noted that the appropriate type and degree of human
oversight may vary from one case to another, depending on the intended use of the
systems and the effects that the use could have for affected citizens and legal entities."
This reflects the flexible yet indispensable role of human supervision, which is
particularly relevant in the context of adjudication. Building on this understanding, the
Commission’s 2020 Communication Digitalisation of Justice in the European Union:
A Toolbox of Opportunities applied these principles directly to the justice sector. The
document emphasised that final decision-making must remain a human-driven process.
Only a judge can guarantee genuine respect for fundamental rights, balance conflicting
interests and reflect the constant changes in society in the analysis of a case.”?

The European Parliament also echoed this human-centric approach in its Resolution on a
Framework of Ethical Aspects of AI, Robotics and Related Technologies, adopted in
October 2020. The Resolution emphasised that technologies capable of making automated
decisions and thereby altering the determinations of public authorities should be
approached with great caution, particularly in the field of justice. It further underlined that
member states should use such technologies only if there is detailed evidence of their
reliability and if a meaningful human review is possible.” Through this, the Parliament
reaffirmed that technological innovation must not come at the expense of fundamental
rights or human autonomy. The Council of the European Union adopted a similar position
in its Conclusions of 8 October 2020, titled “Access to Justice — Seizing the Opportunities of

10  European Commission, Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions Building Trust in
Human-Centric Artificial Intelligence (COM/2019/168 final, 8 April 2018) <https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex:52019DC0168> accessed 30 September 2025.

11  European Commission, White Paper: On Artificial Intelligence - A European Approach to Excellence
and Trust (COM(2020) 65 final, 19 February 2020) <https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=celex:52020DC0065> accessed 30 September 2025.

12 European Commission, Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and The Committee of the Regions:
Digitalisation of Justice in the European Union A Toolbox of Opportunities (COM/2020/710 final,
2 December 2020) <https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=COM:2020:710:FIN>
accessed 30 September 2025.

13 European Parliament, Report with Recommendations to the Commission on a Framework of Ethical
Aspects of Artificial Intelligence, Robotics and Related Technologies (A9-0186/2020, 2020/2012(INL),
8 October 2020) <https://www.europarl.europa.eu/doceo/document/A-9-2020-0186_EN.html>
accessed 30 September 2025.

© 2025 Goda Strikaité-Latusinskaja. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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Digitalisation”. The Council stressed that the use of AI tools must not interfere with judges’
decision-making power or judicial independence. A court decision must always be made by
a human being and cannot be delegated to an Al tool."*

Recent developments at the Council of Europe level further reinforce this human-centred
approach. In September 2024, the Council of Europe adopted the Framework Convention
on Artificial Intelligence and Human Rights, Democracy and the Rule of Law," the first
binding international instrument addressing the lifecycle of artificial intelligence systems
used by public authorities. The Convention establishes horizontal obligations requiring that
activities involving AI remain fully consistent with human rights, democracy, and the rule
of law, and explicitly calls on member states to ensure that Al systems are not used in a
manner that undermines judicial independence, the separation of powers or access to
justice. It further requires the adoption of measures ensuring transparency, oversight,
accountability and responsibility for adverse impacts on fundamental rights, as well as
context and risk-based safeguards, documentation of AI systems capable of significantly
affecting human rights, and the availability of effective remedies, including the ability to
contest decisions substantially informed by AI use. While not regulating adjudication as
such, these requirements situate the use of artificial intelligence in the justice domain
within a governance framework that presupposes human authority, responsibility and
procedural fairness in the exercise of judicial power, thereby limiting Al to a supportive
role rather than an autonomous one.

These soft-law instruments paved the way for the European Union’s next step: the
adoption of the AI Act,' the world’s first binding legal framework on AI, which anchors
Europe’s human-centric approach and emphasises that AI should support rather than
replace human judgement.

By classifying as high-risk those AI systems intended to be used by a judicial authority or
on their behalf to assist a judicial authority in researching and interpreting facts and the
law and in applying the law to a concrete set of facts,” the EU recognises both the
potential and the sensitivity of such tools. Given that high-risk AI systems must comply
with the additional safeguards set out in Section 2 of the AI Act, including, inter alia, the
requirement of effective human oversight under Article 14. The AI Act envisages only

14 Council of the EU, Council Conclusions ‘Access to Justice - Seizing the Opportunities of Digitalisation’
2020/C 342 [2020] O] C 342 I/1.

15  Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy
and the Rule of Law (5 September 2024) [2024] CETS 225.

16  Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
down Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act — Al Act)
[2024] OJ L 2024/1689 <http://data.europa.eu/eli/reg/2024/1689/0j> accessed 30 September 2025.

17 ibid, annex III, para 8(a).
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supportive, not autonomous, uses of Al in adjudication. Human oversight must be
designed into every high-risk system to ensure that natural persons can properly
understand the system’s capacities and limitations, monitor its functioning, and intervene
where necessary, including by overriding or reversing the system’s output. The AI Act
further warns against automation bias and explicitly requires that no decision be made
solely on the basis of Al-generated output without separate human verification. Taken
together, these safeguards affirm that AT may support judicial reasoning, but adjudication
itself remains an inherently human prerogative.

This position is explicitly reinforced in Recital 61 of the AI Act, which classifies as high-risk
those AI systems intended to be used by or on behalf of a judicial authority to assist in
researching and interpreting facts and the law and in applying the law to a concrete set of
facts. The Recital states that such systems should be treated as high-risk given their
potentially significant impact on democracy, the rule of law, individual freedoms, and the
right to an effective remedy and to a fair trial. It makes clear that while AI tools can support
judges’ decision-making power or judicial independence, they should not replace it: the
final decision-making must remain a human-driven activity.

Taken together, these instruments articulate a coherent European vision of AI in
adjudication, one that welcomes technological progress while safeguarding the primacy
of human judgement. The European framework views AI as a means to enhance the
efficiency, consistency, and accessibility of justice, yet insists that the authority to decide
must remain with human judges.

This approach is consistent with the European e-Justice Strategy 2024-2028,'® adopted in
January 2025, which situates artificial intelligence within the broader digital transformation
of justice, and identifies AI as a technology capable of supporting the work of courts and
justice professionals, while repeatedly emphasising the need to respect judicial
independence, the rule of law, and fair trial guarantees. Notably, the Strategy refers to Al
only in relation to clearly supportive functions, such as data analysis, transcription,
anonymisation of judicial decisions and legal research, without envisaging its use as an
autonomous decision-maker. This sets the stage for the following analysis, which examines
how AI systems can, in practice, support judicial decision-making without compromising
independence or accountability.

18 Council of the EU, European e-Justice Strategy 2024-2028 ST/15509/2023/INIT [2025] O] C 2025/437
<http://data.europa.eu/eli/C/2025/437/0j> accessed 30 September 2025.

© 2025 Goda Strikaité-Latusinskaja. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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3 Al'AS JUDICIAL ASSISTANTS: SUPPORTING HUMAN DECISION-MAKING

In the European Commission’s study on the use of innovative technologies in the justice
field, it is indicated that, among the good practices currently in place in member states, there
are already those that concern areas such as, inter alia, anonymisation of documents (for
example, court decisions); speech-to-text and transcription; introduction of chatbots for
strengthening the access to justice and public services, and Robot Process Automation for
increasing efficiency and minimizing errors in repetitive tasks."

In addition, the European Council notes that AI systems in the justice sector may, in the
future, be capable of performing increasingly complex tasks, such as analysing,
structuring, and preparing information on the subject matter of cases, automatically
transcribing records of oral hearings, offering machine translation, supporting the
analysis and evaluation of legal documents and court/tribunal judgements, estimating the
chances of success of a lawsuit, automatically anonymising case law, and providing
information via legal chatbots.? This raises the question: Could AI systems one day replace
judges in their core function, i.e., decision-making? Under the current European legal
framework, the answer is no. The EU law explicitly classifies AI systems intended to
support judges as high-risk, thereby ensuring that AI may only operate in an assistive
capacity. In Sourdin’s words, assistant ‘co-bots’ rather than replacement robot judges
could play a more important role in the future.”’ Furthermore, Zeleznikow noted that
while robots are unlikely to replace judges, automated tools are being developed to
support legal decision- making.”> Even considering that AI has the potential to surpass
judges in adjudication, AI systems complementing judicial work, including in the
decision-making process, are more feasible in the near future.

Al systems can support judges by making predictions about how a case should be decided,
as well as by generating a draft judgment based on those predictions. Accordingly, a
human judge retains the discretion to make on the final decision and bears responsibility
for that judgment. For example, Harvey, a generative Al platform developed for legal
professionals and used primarily in legal practice rather than in courts, offers an
illustrative account of how Al systems could, in principle, support legal reasoning without

19  Miglena Vucheva, Margarida Rocha and Robrecht Renard, Study on the Use of Innovative
Technologies in the Justice Field: Final Report (Publications Office of EU 2020). doi:10.2838/585101.

20  Council of the EU, Council Conclusions ‘Access to Justice - Seizing the Opportunities of
Digitalisation’ 2020/C 342 1/01 [2020] O C 342 I/1.

21  Tania Sourdin and Richard Cornes, ‘Do Judges Need to Be Human? The Implications of Technology
for Responsive Judging’ in Tania Sourdin and Archie Zariski (eds), The Responsive Judge: International
Perspectives (Ius Gentium: Comparative Perspectives on Law and Justice, Springer 2018) 87.
doi:10.1007/978-981-13-1023-2_4.

22 John Zeleznikow, ‘Can Artificial Intelligence and Online Dispute Resolution Enhance Efficiency and
Effectiveness in Courts’ (2017) 8(2) International Journal for Court Administration 30. doi:10.18352/
ijca.223.



Strikaité-Latusinskaja G, ‘Al Systems in Judicial Decision-Making: Support vs Supersede — The European Perspective’ (2025) 8(Spec)
Access to Justice in Eastern Europe 15-31 <https://doi.org/10.33327/AJEE-18-8.5-c000163>

displacing human decision-making. There are databases that use natural language
processing to assist with sourcing relevant material based on search terms. The system
would need to go beyond these databases by reducing the returned sources to a
manageable, relevant sample, then deploying tools to compare these sources of law with
a present case and engaging in analysis to decide the outcome. Harvey explains that this
final step requires “the development of the necessary algorithms that could undertake the
comparative and predictive analysis, together with a form of probability analysis to
generate an outcome that would be useful and informative.”” However, Harvey’s model
retains the principle of human judge decision-making.*

By combining the ability of predictive systems to identify patterns that influence
projections, and the ability to generate a decision on top of the predictions, in accordance
with a specific case and based on the information input, Al assistants can serve judges in
adjudication. A human judge could then use this draft (since many judges, especially in
appellate courts, already use drafts prepared by their legal assistants) to draft their own
reasons for judgment. This use of AI would allow human oversight of the computer
program and enable a human judge to take into account discretionary or social
considerations that may be beyond computer program’s capacity or authority.® Much like
legal clerks, Al systems can assist in preparing drafts, leaving the judge to exercise
judgement, incorporate social and moral considerations, and ensure the final decision
aligns with legal and constitutional principles.

The rationale for adopting such supportive systems in Europe is clear: it reflects the EU’s
consistent policy that AI should assist, not replace, human judges. The European approach
provides clear normative boundaries for such supportive uses. As established in the
preceding section, the principle of human oversight, embedded in multiple EU instruments
and codified in the Artificial Intelligence Act, requires that judicial decision-making remain
under human control. By classifying as high-risk those AI systems intended to assist judges
in interpreting facts and law, the EU recognises their potential value while drawing a firm
line against their autonomous use in adjudication.

Critically, the principle of human oversight ensures that judges retain responsibility for the
final decision, preventing accountability gaps and reinforcing public trust in the judiciary.
This approach also aligns with the constitutional principle of judicial prerogative. For
instance, under Article 109 of the Constitution of the Republic of Lithuania, justice is
administered exclusively by judges,*® a mandate that underscores why human responsibility
cannot be outsourced to machines.

23 David Harvey, From Susskind to Briggs: Online Court Approaches’ (2016) 5 Journal of Civil
Litigation and Practice 94.

24  Tania Sourdin, Judge v Robot? Artificial Intelligence and Judicial Decision-Making’ (2018) 41(4)
University of New South Wales Law Journal 1114. doi:10.3316/agis.20190207006418.

25  Sourdin and Cornes (n 21).

26  Constitution of the Republic of Lithuania (adopted 25 October 1992) <https://www.e-tar.lt/portal/
tt/legalAct/TAR.47BB952431DA/ZQmhQugYfg> accessed 30 September 2025.
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Recent European judicial practice illustrates both the possibilities and the risks associated
with judges’ use of generative Al as a supportive tool. In a judgment of 7 June 2024, the
Dutch Rechtbank Gelderland openly acknowledged its use of ChatGPT to obtain
information relevant for the assessment of damages, including estimates concerning the
lifespan of solar panels and electricity prices.”” While the court treated ChatGPT as a source
of background information rather than a decision-maker, subsequent scholarly
commentary has critically highlighted the dangers of relying on generative AI without
sufficient transparency, verifiability, and methodological clarity, particularly given the risk
of hallucinations and the absence of identifiable sources.”® This example demonstrates that
even limited, supportive uses of Al by judges raise serious concerns about accountability,
contestability, and the right to a fair trial, underscoring the importance of the safeguards
discussed in Section 2, including effective human oversight and transparency requirements.

To sum up, the use of Al systems to assist judges in preparing judgements is in line with the
current European approach to preserve the human oversight in the adjudication process,
which would contribute to avoiding accountability gaps and preserving public trust, as well
as being consistent with the courts’ fundamental role in administering justice, preserving
judicial authority, and maintaining public trust, as exemplified by the constitutional
principles and the importance of human responsibility in decision-making.

It should be noted that, given the state-of-the-art level of technology, examples from outside
the European Union show that the implementation of AI (understood in a broad sense to
include algorithmic and data-driven systems supporting judicial decision-making) already
raises serious concerns about access to justice. In the United States, the COMPAS algorithm,
used to assess the likelihood of recidivism, has been criticised for racial bias and a lack of
transparency,” undermining the fairness and contestability of judicial decisions. In China,
the Smart Courts system goes further by issuing “abnormal judgment warnings” when
rulings deviate from prior cases, thereby pressuring judges to conform to algorithmic
patterns rather than exercising independent judicial reasoning. These experiences
demonstrate that even supportive, non-autonomous systems, designed to aid rather than
replace judges, may inadvertently compromise fundamental guarantees of access to justice
if their operation is opaque, biased, or insufficiently overseen by humans.

27 ECLLI:NL:RBGEL:2024:3636 (Gelderland District Court, 7 June 2024) <https://www.recht.nl/
rechtspraak/?ecli=ECLI:NL:RBGEL:2024:3636> accessed 30 September 2025.

28  André Janssen, ‘Editorial: The Use of ChatGPT by the Judge: What Can Go Wrong, Goes Wrong’
(2024) 32(5) European Review of Private Law 741.

29  Julia Angwin and others, ‘Machine Bias’ (ProPublica, 23 May 2016) <https://www.propublica.org/
article/machine-bias-risk-assessments-in-criminal-sentencing> accessed 30 September 2025.

30  Brian M Barry, How Judges Judge: Empirical Insights into Judicial Decision-Making (Routledge 2023).
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4 Al'AS AUTONOMOUS ADJUDICATORS:
THE PROSPECT OF REPLACING JUDGES

What concerns the use of Al to replace judges in adjudication, according to Volokh, is that
if an AI program someday passes a Turing test, and its developers can then teach it to
converse, and even present an extended persuasive argument. Moreover, if the software can
create persuasive opinions, capable of regularly winning opinion-writing competitions
against human judges, we should, in principle, accept it as a judge.”’ Agreeing with Mizaras,
and in light of the European Court of Human Rights interpretation of the Convention as a
‘living instrument’ that evolves alongside societal developments, we cannot entirely rule out
the possibility of an autonomous E-Judge in the future. While still a work in progress, such
a judge could potentially be tasked with resolving smaller, repetitive cases of a non-complex
nature, i.e., cases characterised by clear outcomes and minimal evidentiary or interpretive
challenges. Realising this vision, however, would require society to approach AI with an
open mind, while upholding rigorous legal and ethical standards.”

Even though the current state-of-the-art Al, and the discussed European approach in
terms of using this technology in courts, suggest that we should still be reserved in talking
about autonomous application of AI in adjudication, in R. Susskind’s words, lawyers,
judges, and policy- makers should be both humbled and open-minded about as-yet-
uninvented technologies.” A few considerations to bear in mind, supporting the idea that
in the not-so-near future, the question may not be whether AI will be capable of replacing
judges, but whether societies outside the European model will be willing to accept such a
transformation, and what implications this might have for global standards of justice, will
be discussed below.

Firstly, when considering the limits of the application of AI in courts, what is often
underestimated is the so-called Al fallacy;, i.e., the view that systems cannot replicate human
lawyers and their judgement because they cannot, inter alia, exercise judgement or be
empathetic. However, the problem with this point of view is thinking that the only way to
get machines to outperform humans is to mimic human reasoning and the way humans
work. However, the present-day Al systems operate do not by copying human beings, they
take on the work in ways that are best suited to their unique capabilities, not ours.** The
second wave of artificial intelligence has provided an answer to sceptical arguments, after
maintaining for a long time that AI could never replace a human, because it does not have
and will never have the human qualities. However, the new approach to reach the aimed

31 Eugene Volokh, ‘Chief Justice Robots’ (2019) 68(6) Duke Law Journal 1135.

32 Vytautas Mizaras, ‘Artificial Intelligence and the Right to a Fair Trial’ (Opening of the Judicial Year
2025: Judicial Seminar, ECHR, 31 January 2025) <https://www.echr.coe.int/documents/d/echr/
speech-20250131-mizaras-jy-eng> accessed 30 September 2025.

33 Richard Susskind, Online Courts and the Future of Justice (OUP 2019).

34  ibid, see more on Al fallacy.
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result in the most feasible way, rather than to mimic human-beings, opened new
possibilities in terms of the ways AI could be used. It is not to mention that there will be a
third, as well as a fourth, wave of artificial intelligence, promising even more sophisticated
results, thus suggesting that AI could excel in judicial decision-making. As Susskind

famously remarked, “patients do not want neurosurgeons; they want health”*

Secondly, as systems are improving and taking-over more and more tasks, which had
previously been exclusively attributed to human abilities, also, as they, inter alia, are
making more accurate predictions® and more proficient at playing chess,” it is likely
that technological intrusion we are comfortable with delegating tasks will change to a
great extent. In this era of increasingly capable machines, then, it is not outrageous to
expect at some stage, whether twenty or one hundred years from now, that systems will
outperform judges at their own game, by delivering reasoned judgements with
explanations that will look and feel like the finest of human judgements but sourced
through AI rather than the judicial ‘wetware’®® As technology progresses, society’s
comfort with delegating tasks to AI will grow, and it is plausible that AI could deliver
judgements even surpassing those of human judges.

From a European regulatory perspective, however, the prospect of autonomous Al
adjudication remains incompatible with the existing legal framework. As discussed in
Section 2, the AT Act classifies Al systems used to assist judicial authorities as high-risk and
subjects them to strict human oversight obligations, while Recital 61 explicitly presupposes
that adjudication remains a human-driven activity. Together with the Council of Europe’s
insistence on judicial independence, accountability and effective remedies, this framework
leaves little room for the lawful deployment of fully autonomous adjudicators in Europe
under current conditions. Any move towards replacing judges with AI would require not
only technological advances but also a fundamental reconfiguration of Europe’s
constitutional and human rights-based understanding of adjudication.

To conclude, this evolution, i.e., Al systems analysing facts, applying the law more
effectively than humans, and even delivering reasoned judgements that would rival or
surpass those written by flesh-and-blood judges, would challenge the foundations of the
European model of adjudication, which rests on human oversight as an indispensable
precondition for the proper upholding of the principle of access to justice. Decision-
makers and stakeholders would need to reconsider the current boundaries of Al

35 ibid, 286.

36 Forexample, Lex Machina is deemed to make better predictions than lawyers, see more: ‘Lex Machina®
Actionable Intelligence: Now empowered by LexisNexis Protégé™ (LexisNexis, 2025)
<https://lexmachina.com/legal-analytics/> accessed 30 September 2025.

37  For example, as early as 1997, the incumbent world chess champion, Garry Kasparov, was beaten by
IBM’s Deep Blue chess-playing expert system: Feng-Hsiung Hsu, Behind Deep Blue: Building the
Computer That Defeated the World Chess Champion (Princeton UP 2002).

38 Susskind (n 33).
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applications in justice systems and potentially modify the existing legal framework to
meet the demands of emerging realities while safeguarding enduring values and
fundamental principles. While these claims remain speculative, they highlight that, in the
long term, society may face not only the question of AT’s capabilities but also the question
of whether we are comfortable delegating adjudication to a non-human system.

5 CONCLUSIONS

The analysis demonstrates that the European approach to Al in adjudication is firmly
grounded in a human-centric, rights-based framework. The Council of Europe and the
European Union both view AI as a tool to enhance the efficiency, consistency, and
accessibility of justice, not as a substitute for judicial reasoning or human judgment. The AI
Act and accompanying soft-law instruments establish a clear normative boundary: AI may
assist judges in interpreting facts and law, yet the final decision must remain human-driven
and subject to meaningful oversight.

For now, to ensure procedural fairness, judicial accountability, and public confidence, the
role of Al in adjudication must remain limited to a supportive function, with judges
retaining full authority and responsibility for their decisions. Properly implemented, Al
systems can improve efficiency and consistency without undermining judicial
independence or the constitutional mandate to administer justice.

At the same time, continued technological development may prompt a careful reassessment
of how these safeguards operate in practice. The current European framework, developed
through sustained collaboration between EU institutions and the Council of Europe,
remains appropriate for present capabilities. Yet future advancements could necessitate a
nuanced recalibration of the existing approach to ensure that its commitment to human
oversight remains both principled and effective. The central issue will not be AI's technical
sophistication, but how far societies are prepared to rely on non-human systems without
compromising the foundations of justice.
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AHOTALLIA YKPAIHCBKOK MOBOK)
JlocnigHuubKa cratTa

CACTEMI LU A YACYXBANEHHA CYIOBUX PILLIEHD:
MIATPUMKA MTPOTY 3AMILLEHHA — €BPOMENCHKA NEPCMEKTVBA

Toda Cmpikaime-lamywiuncoka

AHOTAILIIA

Bemyn: 3 npuckopenHam mexHonoziuHoz0 npozpecy, 30kpema 6 Cy008ill cuctmemi,
3a20cmprOOMest QUCKYCIT w4000 mMozo, uu moxe abo uu nosuxen wmyunuti inmenexm (L)
saminumu  cy00ié-niodeti y npoueci yxeaneHus piutenv. [Jexmo niompumye uio idero,
3a3HA4AYU, W0, Hanpuknao, cyodi-1II 6yoymv ne menw Hadiiinumu (i epexmuenimumu), Hixk
cy00i-moou. I axuyo npoepama III xonuce npoiide mecm Tiopinea, mu, 8 npuHyuni, NOBUHHI
nputinamu it Ax cy00w, abo w0 6 Y10 enoxy HOBIMHIX MeXHON02ill He € HeNnpUNnyCmumum
ouiKkysamu HA Ne6HOMY emani, 4u Mo 4epe3 08a0yAMb, YU Hepe3 CMO POKi6, UL CUCHeMU
nepesepuiamo cy00ie y ixuiii énacuiii cnpaei. Kpim mozo, 6 enoxy 0edani nomyscHiviux Mawium
yinkom moxnueo, wo cucmemu I 3pewsmoro moxymo nepesepuiurmu cyoodié 6 yxeaneHHi
00s5pyHMOBAHUX MA NOCTIO06HUX PideHb. 3 iHUI020 OOKY, KPUMUKU 66aMAIOMb, U0 X04A
pobomu HABPAO uu 3aminAmy cy00is, Po3poONAIOMbCA ABMOMAMUI0BAHT THCIPYMEHMU O
NIOMPUMKU YX6ATIEHHS OPUOUUHUX DilleHb, | U40 NOMIYHUKU-«K0OOMU», a He pobomu, w0
3aminAme cy0ois, eidiepasamumymo Oibui 3HAUHY POAb ¥ MatubymHuvomy. [Ins eueuenHs
MONTUBOCEL] BUKOPUCIAHHS UIMYYHO20 iHMeneKmy 05 niOMpumMKy a6o 3amiujeHHs cy00ie
y npoueci yxeaneHHsa piuieHb He0OXiOHULL HIOAHCOBAHULL AHATI3.

Hebamu cmaromo wie CKIAOHIMUMU 8 EBPONETICOKOMY KOHMeEKCMI, 0e nepemut mexHonozit ma
npaea Kepyemvcs 30608 A3AHHAM 00MPUMYBAMUCT OCHOBHUX NPAS MA eMUYHUX NPUHIUNIE.
IIputingmms pi3HUx iHCMPYMEHMIB «M'IK020» NPpasd, Makux AK emuuHi pexomeHoauii ma
pexomeHOayii w000 wmyuHo2o iHmesnexmy, nopsao i3 06008 T3KOBUMU NOONEHHAMU AKMY NPO
IIII, niokpecnioe npoaxmuenuil nioxio €C do pezymosanns Il y chepax ucoxozo pusuxy ma
wymaueocmi, 30Kkpema w000 30iticHeHHs npasocy0os. Lleti nodsitinuil akuenm Ha emMUUHUX
cmaHdapmax ma nPasosux 2aparmisx pooums HeoOXiOHUM 8UBUEHHS €BPONETICHK020 NidX00Y
0o I y cyoouuncmei.
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Memoou: Y yiii cmammi 6UKOPUCMOBYEMbCS AKICHA NPABOBA MEMOOOTIO2Is, W0 CHUPAEMbCS
nepesascHo Ha OOKMPUHATIbHI, AHATIIMUYHI A meneonoziuni memoou. JJokmpunanvHuii memoo
CTIy2Y€ OCHOB010, W40 MICIMUMb cucmemMamuyHuti ananis incmpymenmie €C ma Paou €eponu,
30Kpema €6poneticokoi emuuHOl Xapmii w000 UKOPUCAHHS ULMYUHO20 iHMENEKMY 6 CYO08UX
cucmemax, Emuunux pexomendayiii u4000 HaoditiHozo wmyunozo inmenexmy ma Axmy npo III,
W00 BUsHAMUMU, K EBPONeEliCbKe 3aKOHOOABCMB0 KOHUENMYANI3ye WmyuHUll iHmenekm y
cy0oeomy po3ensdi ma eapanmye moocvkuii Haenso. Teneonoziunuii Memoo 3acmocosyemvcs Ons
inmepnpemauii yux iHCMpymenmis y Ceimi IXHIX WUPWUX uinet, Po3Kpuearouu, AK
THOOUHOUEHMPUYHI NPUHUUNLU MA OCHOBHI NPA6A Kepywomv OONYCIUMUM BUKOPUCIIAHHAM
wmy4nozo inmenexmy 6 cyoax. Hapewimi, ananimuunuti memood inmezpye 3HaHHs 3 Yux Odiceperst
077 pO3pO6KU KOHUENMyanvHoi OCHOBU, AKA PO3PI3HAE MOOei NIOMPUMKU Ma 3AMIULEHHS Y
cy0080My pO3271si0i HA OCHOBI WIMYYHO20 HIMENEKMY, MUM CAMUM YMOUHIOIOUU HOPMAMUBHI
Medxci €8poneticvk02o nidxo0y.

Pesynomamu ma eucHosxu: Y cmammi 6yno 3po6neHo 6UCHOB0K, W40 €6poneiicokuti nioxio 00
WmMy4Ho20 iHmenexmy 6 cy0080My Ppo3enA0i BUSHAMAEMBCA THOOUHOUEHINPUUHOW Ma
NpAsooPiEHM0B8AHO0 NAPAOUIMOI0, PO3POONIEH0I0 3a680sKU CHibHUM Zycunnam €6poneiicoKozo
Coto3y ma Padu €eponu. Pesynomamu noxkasyiomv, w0 4s 0CHO84 NOCTIO06HO NO3UUIOHYE
wmyuHuti  inmenexm AK OONOMINHULL THCIMPYMeHM, W0 nidsuwsye edexmusHicmo ma
nocnidosHicmy cy0080i 671A0U, 600HOUAC 2aPAHMYIOUU, ULO OCINAMOYHI NOBHOBANEHHS U000
YXBANIeHHS PilieHb 3aNUUAI0MbCSA 3 CY00AMU-00bMmuU. BoOHouac, ananis 6usnae, wio yetl nioxio,
xoua 1i € y3e00xeHum ma 0o6pe 8i0N06idae CyHaCHUM MEXHONOZIMHUM Deaniam, moxce 0edani
wacmiwie NepeipAMUCS, OCKIIbKU CUCHeMU WIMY4HO20 iHmenexkmy cmawmo Oinvud
00CKOHANUMU, W0 CMABUMb Ni0 CYMHIB NPUNYULEHHS, U0 € OCHOBOH CY4ACHOT €6PONelicoKol
Mmoderni, no6y008aHoi HA N0OCOKOMY HAAA0I ma KoHmporni. Xoua us cucmema He nepedbauae
asmonomuux cyooie-III, matibymuiti po3sumox mosxe CHOHYKAMuU 00 NOBMOPHO20 PO32NA0Y
NUMAHHA NPO e, 4l 3ATUUAIMbCA 1T HAA6HI Mexi adeKsamHumuy 0N pezynosanHs O0edai
CKNIAOHIWOT MexHON02iuHOT yudcmi y cy008omy po3ensdi cnpas.

Kniouosi cnosea: cyou; cyoosuti po3enso; wimyuHuti inmesnexm; po6om-cy00s; esponeiicvke
Dpe2yniosants; asmomMamu3o6ame yxeaneHHs piuleHv; cucmemu niOMpPUMKY yxXeaneHHs piuleHs
Ha ocrosi 1I11.
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Research Article

EUROPEAN APPROACHES TO DIGITAL JUSTICE
IN CENTRAL AND EASTERN EUROPE

AND THE BALTIC STATES,

WITH PERSPECTIVES FOR UKRAINE

Oleh Syniehubov, Oksana Bortnik and Olena Chernenko*

ABSTRACT

Background: This article examines European approaches to
digital justice, focusing on how supranational regulatory
models—ranging from digital rights principles to operational
e-justice instruments—shape national practices across
Central and Eastern Europe and the Baltic States. The study
conceptualises  digital justice as a multidimensional
phenomenon that integrates technological tools, institutional
design, data governance, and human-centred values.
Particular attention is given to how these European
developments may inform Ukraine’s justice sector reforms as

the country progresses toward alignment with the EU acquis.

Methods: The research employs a doctrinal legal methodology
combined with comparative analysis. It systematically
examines EU regulatory frameworks, CEPE] instruments,
and the Digital Decade monitoring architecture alongside
civil procedure legislation and e-justice platforms in eleven EU
Member States. Empirical insights are drawn from the EU
Justice Scoreboard 2024-2025 and Digital Decade Country
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Reports. This methodological approach enables the identification of patterns, divergences, and
implementation models, forming a basis for assessing Ukraine’s digital justice trajectory.

Results and Conclusions: The findings demonstrate that the European Union has developed
a coherent, value-oriented architecture of digital justice that unites legally binding
standards, interoperable technological solutions, and principles of inclusiveness,
transparency, and human oversight—particularly in the context of high-risk AI. The Baltic
States provide the most integrated and technologically advanced model, whereas Central
and Eastern European jurisdictions exhibit more gradual or fragmented pathways. Systemic
integration—characterised by mandatory electronic filing, unified data-exchange
infrastructures, and machine-readable judicial data— correlates with stronger performance
across EU indicators. Conversely, fragmented or parallel systems constrain accessibility,
interoperability, and data-driven justice. Ukraine has achieved notable progress through
UJITS, automated case management, and electronic document flow; however, substantial
gaps persist in interoperability, machine-readability, user-centred design, and Al
governance. Structural fragmentation and the absence of a comprehensive digital justice
strategy limit its convergence with EU standards. Drawing on comparative insights, priority
directions for Ukraine include full implementation of machine-readable formats
(XML/JSON and ECLI), consolidation of fragmented subsystems into a unified ecosystem,
mandatory digital procedures for professional participants, and the development of a rights-
based Al governance framework aligned with the EU Al Act. Ensuring that digitalisation
enhances-rather than restricts —access to justice requires balancing technological
innovation with procedural safeguards, institutional resilience, and user inclusion.

1 INTRODUCTION

Digitalisation and digital transformation are fundamental EU development areas that affect
all spheres of public life, including justice. Within the framework of European integration
and the implementation of strategic digital priorities, digital justice (e-justice) is not only a
means of modernising judicial proceedings but also a means of ensuring effective access to
justice, upholding human rights, and strengthening trust in legal institutions.

A clear conceptual foundation is essential for analysing the digital transformation of justice
systems. In this manuscript, the terms digitisation, digitalisation, and digital transformation
are used in accordance with contemporary scholarly systematisations. Following
Derhachova and Koleshnia (2020),' and Saprykin (2024),” digitisation refers to the technical

1 Hanna Derhachova and Yana Koleshnia, ‘Digital Business Transformation: Essence, Signs,
Requirements and Technologies’ (2020) 17 Economic Bulletin of National Technical University of
Ukraine “Kyiv Polytechnical Institute” 283-4. doi:10.20535/2307-5651.17.2020.216367.

2 Viacheslav Saprykin, ‘Digitization, Digitalization and Digital Transformation of Public
Administration in Ukraine’ (2024) 19(1) Bulletin of Taras Shevchenko National University of Kyiv:
Public Administration 118-9. d0i:10.17721/2616-9193.2024/19-19/22.
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conversion of analogue information into digital formats, while digitalisation denotes the
redesign of judicial procedures and workflows through the integration of digital
technologies. In contrast, digital transformation is understood, in line with Elia et al. (2024)°
and Nadkarni and Priigl (2021),* as a systemic and strategic reconfiguration of institutional
structures, data governance models, and user experience, extending beyond technological
upgrades to encompass organisational and cultural change. Within this broader framework,
e-justice refers to the deployment of electronic tools and platforms to support judicial
processes. In contrast, digital justice reflects a more comprehensive paradigm that integrates
technological innovation with principles of fairness, transparency, accessibility, and
accountability. The concepts of justice platforms and data-driven justice describe,
respectively, integrated digital ecosystems that support procedural actions and
interoperability, and the use of structured, machine-readable legal data to enhance decision-
making, monitoring, and institutional performance. Establishing these distinctions ensures
terminological precision and clarifies the analytical lens through which the subsequent
comparative assessment of European jurisdictions is conducted.

EU legislation demonstrates a marked interconnection between digitalisation and the
efficiency, transparency, and accessibility of justice.” The digitalisation of judicial processes,
the development of data infrastructure, and the implementation of innovative technologies,
including artificial intelligence (AI), serve as instruments to improve access to justice and
strengthen the rule of law. At the same time, the EU delineates the permissible limits by
classifying AI systems in judicial proceedings as high-risk. Such technologies operate
exclusively under human control, in compliance with ethics, legal certainty, and
accountability. The EU establishes clear boundaries for Al in judicial proceedings through
risk-based classification. Under the EU AI Act, systems assisting judicial authorities in

3 Gianluca Elia and others, ‘The Digital Transformation Canvas: A Conceptual Framework for Leading
the Digital Transformation Process’ (2024) 67(4) Business Horizons 381. doi:10.1016/
j.bushor.2024.03.007.

4 Swen Nadkarni and Reinhard Priigl, ‘Digital Transformation: A Review, Synthesis and Opportunities
for Future Research’ (2021) 71 Management Review Quarterly 233. doi:10.1007/s11301-020-00185-7.

5 European Commission, A Digital Single Market Strategy for Europe: Communication from the
Commission to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of the Regions (COM(2015) 192 final, 6 May 2015) <https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex:52015DC0192> accessed 25 September 2025; European
Commission, A European Strategy for Data: Communication from the Commission to the European
Parliament, the Council, the European Economic and Social Committee and the Committee of the
Regions (COM(2020) 66 final, 19 February 2020) <https://eur-lex.europa.cu/legal-content/
EN/TXT/?uri=CELEX:52020DC0066> accessed 25 September 2025; European Commission,
2030 Digital Compass: the European way for the Digital Decade: Communication from the Commission
to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions (COM(2021) 118 final, 9 March 2021) <https://eur-lex.europa.eu/legal-
content/en/TXT/?uri=CELEX:52021DC0118> accessed 25 September 2025; Regulation (EU)
2023/2854 of the European Parliament and of the Council of 13 December 2023 on Harmonised Rules
on Fair Access to and Use of Data and Amending Regulation (EU) 2017/2394 and Directive (EU)
2020/1828 (Data Act) [2023] OJ L 2854/1.
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interpreting facts and law or applying law to specific cases constitute high-risk AL.° However,
Regulation (EU) 2024/1689 (Article 6(3) and Recital 61) exempts ancillary administrative
functions like scheduling or transcription from this classification, as they do not materially
affect legal outcomes. While UNESCO's Guidelines provide an ethical framework,” the EU’s
approach creates legally binding obligations for high-risk system providers and users. This
transition from ethical guidelines to mandatory compliance ensures more effective risk
management and the protection of fundamental rights in judicial AI deployment.

To identify systemic challenges and best practices for Ukraine, it is essential to analyse
and characterise the experience of the EU Member States, particularly those in Central
and Eastern Europe and the Baltic region, which have undergone transformations of their
legal systems and recent judicial reforms. This will help to determine the ways to avoid
the fragmented and inconsistent approach that is sometimes characteristic of the digital
transformation of public services, and to ensure the coherent implementation of
European standards, which are determinative for Ukraine, given the continued
digitalisation of its judicial system.

2 METHODOLOGY

The study employs a legal methodology combined with comparative analysis to explore the
normative foundations and practical implementation of European standards for digital
justice, with particular emphasis on their relevance for Ukraine. The methodology
integrates various analytical approaches to systematically evaluate the principles and
objectives of digital transformation of justice, identifying its dynamics and structural-
functional interrelations.

The study adopts a legal-analytical focus, prioritising analysis of legal acts, official
monitoring instruments, and operational e-justice systems over theoretical e-justice
scholarship. This methodological choice reflects the research objective: to identify
normative and technical benchmarks relevant to Ukraine’s legislative alignment with the
EU acquis, rather than to develop conceptual frameworks of digital justice theory. EU
regulatory and legal documents, as well as the national legislation of the EU Member
States, serve as the primary data sources. At the same time, scientific publications,
technical documentation, e-justice platforms, the EU Justice Scoreboard 2024-2025, and
Digital Decade Country Reports 2024 are treated as sources that provide evidence

6 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
Down Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024]
OJ L 1689/1.

7 UNESCO, Guidelines for the Use of AI Systems in Courts and Tribunals (UNESCO 2025).
doi:10.58338/LIEY8089.

© 2025 Oleh Syniehubov, Oksana Bortnik and Olena Chernenko. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

35



36

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

regarding the state of implementation. Scientific publications are employed to
contextualise regulatory developments and provide critical interpretations where official
sources require academic elaboration. For instance, analysis of European court
automation trajectories (2024) informs the classification of implementation models,
while CEPE] guidelines on e-filing and digitalisation (2021) provide normative
benchmarks for assessing procedural standards. This approach ensures that findings
remain grounded in enforceable legal standards and replicable institutional practices,
which are essential for a candidate country's accession process.

The comparative analysis of digital justice includes: current legal regulation through civil
procedural legislation governing electronic filing, remote participation, and digital
signatures; technical infrastructure of national platforms (E-lietas, e-Toimik, LITEKO,
eZaloby, e-Sodstvo), including e-ID authentication, registry interoperability, and machine-
readability standards; and monitoring via EU Justice Scoreboard 2024-2025 and Digital
Decade Country Reports indicators. Based on these criteria, national approaches are
distinguished by mandatory e-filing scope (universal for all participants vs. mandatory for
professionals only vs. voluntary); platform integration level (unified system vs. multiple
interconnected platforms vs. fragmented portals); machine-readability standards for court
decisions, including structured formats with semantic markup and ECLI identifiers; and
user-centric design. This framework enables the identification of national approaches
through systemic integration, gradual transformation, and fragmented adoption, and
facilitates their comparative evaluation in achieving data-driven justice, accessibility,
effectiveness, and digital inclusion.

The comparative study covers Central and Eastern Europe and the Baltic region: Poland,
Czechia, Hungary, Slovakia, Slovenia, Croatia, Romania, Bulgaria, Estonia, Latvia, and
Lithuania. Country selection is justified by four criteria: post-socialist transformation
experience and European integration (EU accession 2004-2013), relevant to Ukraine’s
candidate country trajectory; continental legal tradition comparable to Ukraine’s civil
procedure framework, using which the digitalisation of justice systems is examined;
diversity in digital maturity (Estonia: 95.8% digital service coverage) to fragmented
implementers (Romania: 52.2%, Croatia) enabling identification of alternative
development pathways and the tracking of implementation challenges; systematic data
availability through EU Justice Scoreboard and Digital Decade Country Reports, ensuring
methodological rigor. Primary sources were selected based on legal validity, relevance
(adopted between 2020 and 2025), and applicability to justice sector regulation.

During the study, several limitations were acknowledged. Temporal constraints arise
from the recent adoption of key regulatory instruments (the European e-Justice Strategy
2024-2028, the EU AI Act 2024), which limit long-term impact assessment. data
availability varies across Member States, particularly regarding technical specifications
of national platforms and usage statistics beyond EU Justice Scoreboard indicators. The
dynamic nature of digital transformation is evident within the boundaries of the most
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recent monitoring period (2024-2025). The comparative analysis is limited to civil
procedure regulation and does not extend to criminal or administrative proceedings,
although digitalisation patterns often converge. These limitations justify the study's focus
on regulatory frameworks, official monitoring data, and operational e-justice systems
rather than experimental initiatives or conceptual reforms.

The chosen methodology has enabled the formulation of well-founded conclusions: the
analysis of regulatory frameworks confirms the EU’s human-centric and rights-based
paradigm; the comparative study identifies implementation models; and the assessment of
Ukraine highlights specific directions for adapting European approaches.

The applied methodology enables a systematic examination of three core dimensions: the
European regulatory framework and standards for digital justice (Section 3.1), the national
practices of implementation across Central and Eastern Europe and the Baltic States
(Sections 3.2-3.3), and Ukraine’s challenges, gaps, and alignment prospects with EU
requirements (Section 3.4). This progression from pan-European regulatory frameworks to
concrete national practices and monitoring data ensures that recommendations for
Ukraine are grounded in comparative evidence rather than abstract principles. The
normative regulation, technical infrastructure, and practical implementation as analytical
frameworks facilitate the identification of causal relationships between legal approaches,
technological solutions, and measurable outcomes, as reflected in EU Justice Scoreboard
indicators and Digital Decade Country Reports data.

3 RESULTS AND DISCUSSION

3.1. European Standards and Requlatory Architecture
of the Digital Justice in the European Union

The approaches to digitalisation of justice in the EU are implemented directly through
digital solutions within a shared politico-legal framework for EU Member States. Strategic
priorities, institutional instruments, and mechanisms of the digital transformation of justice
at both supranational and national levels are presented as follows.

One of the key acts that form the foundation for digital justice tools is the European
Commission’s 2020 Communication, Digitalisation of Justice in the European Union:
A Toolbox.? Access to justice and the promotion of cooperation among Member States are
central elements of the EU’s area of freedom, security, and justice, as established by

8 European Commission, Digitalisation of Justice in the European Union: Communication from the
Commission to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of the Regions (COM(2020) 710 final, 2 December 2020) <https://eur-
lex.europa.eu/legal-content/EN/ALL/?uri=COM:2020:710:FIN> accessed 25 September 2025.
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Article 67 of the Treaty on the Functioning of the European Union (TFEU).” Article 47 of
the Charter of Fundamental Rights of the EU guarantees the right to an effective remedy
and to a fair trial.’® Efficient judicial systems are essential to economic growth, and
digitalisation is a key element of justice modernisation. The Communication aims to
support Member States in digitalising national justice systems and to enhance cross-
border judicial cooperation across the EU. Its measures include online services, video
conferencing, registry interconnectivity, and secure data exchange. The overarching goal
is to strengthen judicial resilience through digital tools, promoting sustainable economic
development, and upholding European values. The comprehensive “toolbox” of legal,
financial, and IT instruments enables tailored implementation across justice systems.
Digitalisation must safeguard fundamental rights, ensure accessibility for vulnerable
groups, and maintain security and user trust. Ultimately, it serves to reinforce the rule of
law within the European Union."

The Communication identifies persistent fragmentation in the digitalisation of justice
across EU Member States. Despite individual progress, disparities remain in access to
electronic case files and digital evidence. Many essential services and registries are still not
digitalised, with paper-based processes causing delays, higher costs, and inefficiencies.
Additionally, uncoordinated national IT systems result in digital incompatibility. Voluntary
initiatives like e-CODEX lacked consistency, while EU justice and security bodies faced
insufficient digital infrastructure for secure evidence exchange. These shortcomings hinder
cross-border cooperation and must be overcome to ensure access to justice both at the
national and cross-border levels within the EU’s Digital Decade framework."

When discussing the challenges to the further development of digital justice, the key issues
identified in the context of e-justice include technical imperfections, cybersecurity risks,
dependency on digital infrastructure, limited accessibility, excessive formalisation, the
erosion of the human factor, and the need for sustainable funding.”® As Fabri (2024) notes,
complex digital solutions can hinder access to justice and compromise procedural equality.
The key challenge lies not in technological progress but in institutional adaptation and the
need for technological simplicity.**

To address current challenges and enhance justice in the EU, digitalisation must follow the
principles of subsidiarity and proportionality, reduce the digital divide, and respect national
contexts. The EU toolkit includes funding, legislation, interoperable and accessible IT

9 Treaty on the Functioning of the European Union (consolidated version) [2012] OJ C 326/47.

10 Charter of Fundamental Rights of the European Union [2012] O] C 326/391.

11 European Commission, Digitalisation of Justice in the European Union (n 8).

12 ibid

13 Vira Pyrohovska and others, ‘E-Justice and the Development of Justice: Strengths, Challenges and
Prospects’ (2024) 16(1) Lex Humana 426.

14  Marco Fabri, From Court Automation to e-Justice and Beyond in Europe’ (2024) 15(3) International
Journal for Court Administration 7. doi:10.36745/ijca.640.
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solutions, and monitoring mechanisms. Tools may be mandatory or voluntary, with a focus
on accessibility for vulnerable groups, safeguarding defence rights in criminal cases, and
promoting party equality in civil proceedings."

As Fierbinteanu and Nemes (2022) note, EU digital tools such as e-CODEX, the European
Case Law Identifier and secure electronic communication operate not merely as technical
solutions but as structural guarantees of mutual trust and procedural efficiency in cross-
border cooperation. Their analysis underscores that the effectiveness of digital justice
depends on the seamless interoperability of national systems and the capacity to exchange
information securely, promptly, and in a user-centred manner.'s

If the Communication Digitalisation of justice in the European Union: A toolbox of
opportunities (2020) outlines a strategic policy approach and proposes tools for the
digitalisation of justice, the Working Document provides a solid empirical foundation, a
methodologically grounded study, statistical context, mapping, and a dataset on the state of
digitalisation in the Member States, based on which recommendations and proposals for
the digitalisation of justice were formulated."”

The European Declaration on Digital Rights and Principles for the Digital Decade (2023)
defines a set of values-oriented benchmarks relevant to the digitalisation of justice.'® It
affirms that technological innovation must be guided by democratic principles, the rule of
law, and fundamental rights. The principle of “Putting people at the centre of the digital
transformation” establishes that technology in justice must enhance legal certainty and
individual rights, with AI tools remaining subordinate to human control. “Solidarity and
inclusion” requires that digital justice systems ensure equal access for all, particularly for
disadvantaged or marginalised groups, through inclusive design and alternative formats.
“Connectivity” highlights the need for high-quality internet access to support fair and
effective participation in judicial processes, both nationally and across borders. “Digital
education, training and skills” stresses the importance of digital literacy for users and legal
professionals to ensure full and equal engagement with e-justice services. “Fair and just
working conditions” addresses the impact of digitalisation on legal practitioners, calling for
ethical safeguards, transparency, and protection of professional autonomy. “Digital public
services online” promotes the integration of justice into broader e-government systems,
supporting remote access, interoperability, and secure communication. “Interactions with
algorithms and artificial intelligence systems” demand transparency, explainability, and
human oversight in AI use to avoid bias and safeguard due process. “A fair digital
environment” calls for transparency and openness in legal technologies, ensuring user

15  European Commission, Digitalisation of Justice in the European Union (n 8).

16  Gabriela Fierbinteanu and Vasile Nemes, ‘Digital Tools for Judicial Cooperation across the EU - The
Benefits of Digital Technologies in Judicial Proceedings’ (2022) 15(1) Challenges of the Knowledge
Society 136.

17 European Commission, Digitalisation of Justice in the European Union (n 8).

18  European Declaration on Digital Rights and Principles for the Digital Decade [2023] OJ C 23/1.
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choice and preventing monopolistic dominance in the justice sector. “Participation in the
digital public space” ensures access to legal information and safeguards users from digital
harms, reinforcing freedom of expression and informational inclusion. “A protected, safe
and secure digital environment” emphasises cybersecurity and data protection as
essential for procedural integrity and public confidence in justice. “Privacy and individual
control over data” ensures that individuals retain control over their personal information,
with legal protections against surveillance and unauthorised use. “Protection and
empowerment of children and young people in the digital environment” affirms the need
for child-sensitive justice services, focusing on clear communication, confidentiality, and
digital awareness. “Sustainability” links digitalisation for justice to environmental
objectives, encouraging energy-efficient infrastructure and the responsible use of digital
technologies. Together, these principles articulate a rights-based, ethically grounded, and
human-centred vision of digital justice that ensures both technological effectiveness and
the protection of individual dignity.

An important, valid document for advancing the digital transformation of justice is the
European e-Justice Strategy 2024-2028, which continues the technically oriented e-Justice
strategies of previous periods (2014-2018, 2019-2023)." European e-Justice Strategy 2024
2028, building upon the overarching framework of the European Declaration on Digital
Rights and Principles for the Digital Decade (2023), articulates a coherent set of principles
guiding the digital transformation of justice in the European Union, which are categorised
into substantive (“Respect for fundamental rights and principles”, “Access to justice”, “People
centricity”, “Bridging the digital divide”, “Digital empowerment of users”, “Sustainability”)
and operational (“Once-only principle”, “Digital by default”, “Interoperability and
cybersecurity”, “Dynamic justice’, “Data-driven justice”, “Open-source”) and jointly
promote a cohesive, rights-based, and future-oriented approach of digital justice, rooted in
legality, inclusiveness, and sustainability.”® In addition, the act outlines key challenges and
sets strategic and operational goals for digital justice, supported by an action plan and
monitoring mechanisms at both EU and national levels. These goals include expanding
access through universal digital services and bridging the digital divide; enhancing cross-
border cooperation via interoperability and real-time services; improving efficiency
through data-driven solutions and digitalisation of in-person processes; and fostering
innovation by implementing advanced technologies and sharing best practices.”'

As Makauskaite-Samuolé (2025) observes, the EU AI Act forms part of a broader
transparency architecture aimed at preventing opaque algorithmic practices in judicial
systems. Its requirements on documentation, traceability and explicability function as
structural safeguards of judicial accountability, reinforcing the principle that AI must

19 Council of the European Union, Draft Strategy on European e-Justice 2014-2018 [2013] OJ C 376/6;
Council of the European Union, 2019-2023 Strategy on e-Justice [2019] OJ C 96/3.

20  Council of the European Union, European e-Justice Strategy 2024-2028 [2025] O] C 437/1.

21 ibid
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remain fully subordinate to human oversight and embedded within rights-protecting
institutional frameworks.?

The digitalisation of justice is also specifically addressed by the European Commission
for the Efficiency of Justice (CEPE]). In its Action Plan “Digitalisation for Better Justice”
2022-2025, CEPE] identifies as a priority the support of states and courts in successfully
transitioning to the digitalisation of justice in accordance with European standards.”
CEPE] promotes humane, effective, and high-quality justice through the following
principles: efficiency (digitalisation of judicial management), transparency (greater
public awareness of justice), shared justice (digital interconnection of participants),
humane and human-centred justice (support and training for legal professionals),
informed justice (use of evaluation results), and responsible and responsive CEPE]
(accessible tools and demonstrated expertise).**

Regulation (EU) 2022/850 positions e-CODEX as a central instrument for cross-border
judicial cooperation in civil and criminal matters. This decentralised system enables the
secure, scalable, and interoperable exchange of electronic documents, evidence, and
metadata between national judicial authorities. Aimed at enhancing access to justice for
individuals and businesses, e-CODEX operates in accordance with the highest EU standards
on cybersecurity and data protection, including the GDPR* and eIDAS*. Although its use
in civil matters remains voluntary, participating Member States must ensure technical
compliance and regularly monitor system performance through non-personal data
reporting, thereby reinforcing efficiency and institutional transparency.”

22 Gintare Makauskaite-Samuole, ‘Transparency in the Labyrinths of the EU AI Act: Smart or
Disbalanced?’ (2025) 8(2) Access to Justice in Eastern Europe 38. doi:10.33327/ajee-18-8.2-a000105.

23 CEPEJ, 2022-2025 CEPE] Action Plan: “Digitalisation for a Better Justice” (CEPE](2021)12Final,
9 December 2021 <https://rm.coe.int/cepej-2021-12-en-cepej-action-plan-2022-2025-digitalisation-
justice/1680a4cf2c> accessed 25 September 2025; Council of Europe, European Convention on Human
Rights: as amended by Protocols Nos 11, 14 and 15, supplemented by Protocols Nos 1, 4, 6, 7, 12, 13 and
16 (ECHR 2013).

24 CEPEJ, 2022-2025 CEPE]J Action Plan (n 23).

25  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free
Movement of Such Data (General Data Protection Regulation - GDPR) [2016] OJ L 119/1.

26 Regulation (EU) 910/2014 of the European Parliament and of the Council of 23 July 2014 on Electronic
Identification and Trust Services for Electronic Transactions in the Internal Market [2014]
OJ L 257/73; Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April
2024 Amending Regulation (EU) No 910/2014 as Regards Establishing the European Digital Identity
Framework [2024] OJ L 1183/1.

27  Regulation (EU) 2022/850 of the European Parliament and of the Council of 30 May 2022 on a
Computerised System for the Cross-Border Electronic Exchange of Data in the Area of Judicial
Cooperation in Civil and Criminal Matters (e-CODEX system), and Amending Regulation (EU)
2018/1726 [2022] OJ L 150/1.
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Regulation (EU) 2023/2844 provides a unified legal framework for the digitalisation of
judicial cooperation procedures in civil, commercial, and criminal matters with a cross-
border element. It harmonises the use of electronic communication between judicial
authorities and parties, establishes legal standards for videoconferencing, electronic
signatures and seals, and defines the legal effects of electronic documents. The Regulation
also introduces mechanisms for electronic payment of court fees. Its implementation is
phased, beginning in 2025 with provisions on remote communication, and extending
further in 2028 and 2031.® As noted in legal scholarship, the Regulation’s reference to
“access to justice” reflects its broader scope, which extends beyond the digitalisation of
cross-border judicial cooperation. It also covers procedural mechanisms in European civil
and criminal justice designed to facilitate access to justice in transnational disputes, even
without the direct involvement of international cooperation mechanisms.”

It should also be noted that in 2013, the EU Justice Scoreboard was initiated as a tool for
comparative analysis of the efficiency, quality, and independence of judicial systems, with a
particular focus on recovery following the 2008 financial crisis.*® The EU Justice Scoreboard
serves as an instrument to support the rule of law within the EU, providing a comparative
basis for assessing judicial reforms, enhancing institutional transparency, integrating
market indicators into justice analysis, and fostering coordination within the European
Semester and the Rule of Law Mechanism.”

The 2025 edition of the EU Justice Scoreboard functions as a comparative monitoring tool
for Member States’ judicial systems, structured around three core dimensions: efficiency,
quality, and independence. Efficiency is assessed through indicators such as caseloads,
disposition time, and clearance rates. Quality is measured by the digitalisation of judicial
services, accessibility for citizens and professionals, and support for vulnerable groups.
Independence is evaluated through public perception and the governance of judicial
appointments, while new indicators in 2025 extend to oversight bodies and market-related

28 Regulation (EU) 2023/2844 of the European Parliament and of the Council of 13 December 2023
on the Digitalisation of Judicial Cooperation and Access to Justice in Cross-Border Civil,
Commercial and Criminal Matters, and Amending Certain Acts in the Field of Judicial
Cooperation [2023] OJ L 2844/1.

29  Fernando Gascén Inchausti, “The New Regulation on the Digitalisation of Judicial Cooperation in the
European Union: Something Old, Something New, Something Borrowed and Something Blue’ (2023)
24 ERA Forum 535._d0i:10.1007/512027-024-00782-z.

30  European Commission, ‘EU Justice Scoreboard: European Commission Broadens the Scope of its
Analysis of Member States’ justice systems: Press release’ (European Commission, 27 March 2013)
<https://ec.europa.eu/commission/presscorner/detail/en/ip_13_285> accessed 25 September 2025.

31 ‘EU Justice Scoreboard’ (European Commission, July 2025) <https://commission.europa.eu/strategy-
and-policy/policies/justice-and-fundamental-rights/upholding-rule-law/eu-justice-scoreboard_en>
accessed 25 September 2025; Jenny Gesley, FALQs: The Rule of Law in the European Union’ (Library
of Congress blogs, 12 August 2022) <https://blogs.loc.gov/law/2022/08/falqs-the-rule-of-law-in-the-
european-union/> accessed 25 September 2025.
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institutions. A distinct focus in the 2025 EU Justice Scoreboard is placed on the
digitalisation of justice, which is viewed as a key driver of institutional modernisation. The
data indicate a rise in Member States allowing digital evidence (from 6 to 9) and enabling
fully online initiation of judicial proceedings (in 26 countries). The EU Justice Scoreboard
2025 confirms steady progress in justice digitalisation, improved service quality,
strengthened judicial independence, and greater legal harmonisation across the EU. Its
findings provide an essential evidence base for assessing legal reforms and guiding strategic
planning within the EU’s rule of law framework.”

The analysis of EU legal acts on the digitalisation of justice demonstrates a consistent
development of a unified regulatory and instrumental framework for the digital
transformation of national judicial systems within the EU’s legal space. The key
dimensions of this process include: value-based orientation (the European Declaration
on Digital Rights and Principles for the Digital Decade (2023), strategic planning (the
European e-Justice Strategy 2024-2028), operationalisation of digital tools (the 2020
Communication “Digitalisation of Justice in the European Union: A Toolbox” and e-
CODEX), methodological support (the CEPE]J Action Plan), and progress monitoring
(the EU Justice Scoreboard). Digitalisation is recognised as an instrument of
modernisation aimed at ensuring equal access to justice, enhancing the efficiency of
cross-border cooperation, strengthening the resilience of judicial systems, and upholding
fundamental rights. At the same time, emphasis is placed on bridging the digital divide,
ensuring the interoperability of technical solutions, securing data exchange, and
preserving the human dimension of justice. The digital transformation of the judiciary in
the EU is multidimensional, encompassing legal, organisational, technological, and social
aspects, and is aimed at the long-term consolidation of the rule of law within Europe’s
Digital Decade. Similarly, Razmetaeva and Razmetaev (2021) contend that digital justice
must be assessed beyond technological efficiency, with attention to risks such as expanded
surveillance, reduced procedural fairness, and weakened individual autonomy. They
emphasise that digitalisation can enhance rights only where institutional safeguards
preserve the human-centred nature of adjudication.”

32 European Commission, The 2025 EU Justice Scoreboard: Communication from the Commission to the
European Parliament, the Council, the European Central Bank, the European Economic and Social
Committee and the Committee of the Regions (COM (2025) 375, Publications Office of the EU 2025).

33 Yulia Razmetaeva and Sergiy Razmetaev, Justice in the Digital Age: Technological Solutions, Hidden
Threats and Enticing Opportunities’ (2021) 4(2) Access to Justice in Eastern Europe 104.
doi:10.33327/AJEE-18-4.2-a000061.
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3.2. National Practices of Digital Justice
in the Countries of Central and Eastern Europe

The effectiveness of European standards depends on their practical implementation at the
national level. The realisation of the European paradigm of digital justice demonstrates
significant variability in approaches among the EU Member States. The study, alongside
digital platforms that mediate the possibilities of judicial proceedings and the
implementation of the principles and objectives of digital justice, encompasses civil
litigation due to the following factors: the significant share of judicial workload and the
involvement of the broadest range of individuals, the fullest manifestation of the challenges
of ensuring equal access to justice, the greatest diversity of technological solutions, and the
variety of approaches to safeguarding procedural guarantees among the EU Member States.
For comparative analysis, the Member States of Central and Eastern Europe and the Baltic
region have been selected, as they have undergone transitions to democratic legal states and
EU membership over recent decades. Their experience in implementing European
principles of digital justice within the context of relatively recent judicial modernisation
offers an opportunity to assess the challenges of adapting European standards during
European integration, providing valuable insights for Ukraine as a candidate country.

Comparative scholarship likewise highlights the regional relevance of this analysis.
Piatyhora (2024) observes that, although EU-aligned standards offer a coherent normative
model, e-justice implementation in Central and Eastern Europe remains uneven due to
infrastructural, organisational, and regulatory fragmentation.* This underscores the value
of examining Central and Eastern Europe jurisdictions as a testing ground for post-
transition digital justice reform.

Poland. The 2024 EU Justice Scoreboard indicates that Poland meets 8 of 12 indicators for
online judicial information, though chatbots, online legal aid, citizens’ rights resources, and
online training are lacking. The legal framework for digital technologies is moderately
developed, but blockchain and Al are not applied. Judicial decisions lack machine-readable
modelling, metadata, ECLI support, and automated downloads. Digital support for
initiating and tracking civil cases remains weaker than in administrative proceedings.” As
of 2025, the majority of these indicators remain unchanged.*

34  Kristina V Piatyhora, ‘International Experience of Implementing E-Justice: Best Practices and
Challenges’ (2024) 1(25) Theory and Practice of Jurisprudence 107. doi:10.21564/2225-
6555.2024.1(25).305796; Kristina V Piatyhora, ‘E-justice in Administrative Process: European
Standards and Foreign Experience’ (2024) 2(24) Theory and Practice of Jurisprudence 39.
doi:10.21564/2225-6555.2023.2.293064.

35 European Commission, The 2024 EU Justice Scoreboard: Communication from the Commission to
the European Parliament, the Council, the European Central Bank, the European Economic and Social
Committee and the Committee of the Regions (COM (2024) 388, Publications Office of the EU 2024)
35-7, 40.

36 European Commission, The 2025 EU Justice Scoreboard (n 32) 33-40.
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Based on the Digital Decade Country Report 2024, Poland’s digitalisation indicators
for public services are at a moderate level, scoring 63.7 for citizens and 72.9 for
businesses, compared to the EU averages of 79.4 and 85.4 respectively, with only
moderate growth observed.”

According to the Polish Code of Civil Procedure, electronic access to case materials is
available, including the ability to review documents, obtain copies, duplicates, or extracts
(Article 9), and to track the progress of case proceedings. Interoperability, along with
inclusion, empowerment, and adherence to the “once-only” principle, is facilitated by the
rule that professional representatives, authorities, and individuals specified in Article 67 are
not required to confirm their authorisations if this information is already available to the
court through official registers (Article 68). In cases defined by law or where chosen by a
party, procedural documents must be submitted exclusively via the Electronic Information
System (EIS) (Information Portal®) (Article 125), with electronically certified copies of
attachments (Article 128). Court hearings may be conducted remotely, either at the
initiative of the presiding judge or upon request by a participant (submitted within seven
days of the summons’ delivery date). Persons deprived of liberty are obliged to participate
remotely. The judge may require physical presence in another court building to ensure the
necessary technical conditions (Article 151). Within EIS proceedings, judgments are
recorded using the judge’s QES (§ 4, Article 324).%

According to Wrzaszcz (2023), Poland’s e-justice trajectory reveals a tension between formal
regulatory preparedness and practical implementation. Despite detailed rules for electronic
communication, progress is constrained by uneven institutional capacity, limited user
readiness, and the lack of a unified digital justice ecosystem.”

Electronic delivery of documents is carried out in accordance with the Polish Code of
Civil Procedure and the special act issued by the Minister of Justice.” Starting on 1
January 2025, electronic communication with a public authority, by default, will take

37  European Commission, Digital Decade Country Report 2024: Poland (Publications Office of the EU 2024)
<https://ec.europa.eu/newsroom/dae/redirection/document/106821> accessed 28 September 2025.

38  Code of Civil Procedure of the Republic of Poland of 17 November 1964 ‘Kodeks postepowania
cywilnego’ (amended 1 January 2025) <https://sip.lex.pl/akty-prawne/dzu-dziennik-ustaw/kodeks-
postepowania-cywilnego-16786199> accessed 28 September 2025.

39  Ministerstwo Sprawiedliwosci, Podrecznik Uzytkownika: Portalu Informacyjnego Sgdéw Powszechnych
2.5 (Portal Informacyjny Sqdow Powszechnych, 17 June 2025) <https://portal.wroclaw.sa.gov.pl>
accessed 28 September 2025.

40 Code of Civil Procedure of the Republic of Poland (n 38).

41  Pawel Wrzaszcz, ‘E-justice in Poland - Polish Experiences’ (2023) 16(1) Teka Komisji Prawniczej PAN
Oddzial w Lublinie 381. doi:10.32084/tkp.5288.

42 Regulation of the Minister of Justice of the Republic of Poland ‘On the Procedure and Method of
Electronic Service’ (20 October 2015) <https://sip.lex.pl/akty-prawne/dzu-dziennik-ustaw/tryb-i-
sposob-dokonywania-doreczen-elektronicznych-18235252> accessed 28 September 2025.
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place via the state-registered electronic delivery service.* This method constitutes the
general mechanism for electronic delivery, either at the recipient’s choice or by initiating
proceedings in electronic form (Article 131-1).*

For electronic simplified proceedings, under the pan-European procedure,* the E-Court
System (EPU) for simplified proceedings (Articles 505.28-505.39) provides for the
creation of a user account via a registration form, accompanied by detailed instructions
for various categories of users: computer setup, registration, login, profiles for judicial
staff, bailiffs, professional lawyers, basic users, and mass claimants. The guides embody
the principles of inclusion, accessibility, and security by explaining authentication
procedures. Claims are signed either with a QES or a simple electronic signature, allowing
automatic, free signing with an active account. The Minister of Justice determines the
formats of documents, taking into account the minimum requirements for public
registers (§ 5, Article 129). Within the EPU, documents submitted by any other means
have no legal effect, which is consistently indicated on the website.*

Romania. The 2024 EU Justice Scoreboard notes Romania’s progress in online information
access and case management but highlights persistent gaps, including incomplete
integration of judicial actors, limited digital access for defendants, and insufficient use of
advanced technologies. To align with EU standards, Romania should adopt chatbots for
information services, apply Al in judicial processes, implement machine-readable judgment
models, include metadata in decisions, and enable automatic publication of judicial
information.”” Procedural rules defining the use of digital technologies in courts are at the
stage of development and improvement, particularly regarding the electronic submission of
documents and confirmation of receipt. The 2025 EU Justice Scoreboard predicts progress
in ICT regulation; however, chatbots, online legal aid assessment, case outcome evaluation
tools, and interactive learning platforms are still absent.*

Indicators of digitalisation of public services in Romania remain low (52.2 for citizens and
50 for businesses, compared to 79.4 and 85.4, respectively, in the EU); however, there is a
positive upward trend. Romanian citizens attach significant importance to digitalisation for
accessing public services (64%). In 2023, only 1.6% of Romanians used the ROeID electronic
identification scheme with a high level of assurance to access public services, compared to
35.8% across the EU. In January 2024, a law was adopted obliging public authorities to

43 Rafal Bulach, ‘E-doreczenia w administracji publicznej (Wolters Kluwer, 13 August 2024)
<https://www.wolterskluwer.com/pl-pl/expert-insights/e-doreczenia-w-administracji-publicznej>
accessed 28 September 2025.

44 Code of Civil Procedure of the Republic of Poland (n 38).

45  Elektroniczne Postgpowanie Upominawcze (Rzeczpospolita Polska) <https://www.e-sad.gov.pl>
accessed 28 September 2025.

46 Code of Civil Procedure of the Republic of Poland (n 38).

47 European Commission, The 2024 EU Justice Scoreboard (n 35) 40.

48 European Commission, The 2025 EU Justice Scoreboard (n 32) 33-5.
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publish information and application forms in electronic format, to accept electronic copies
of identity documents, and to refrain from requiring paper-based documentation.*’

The digitalisation of civil proceedings in Romania includes electronic communication as
the preferred method of delivery, while maintaining traditional methods (paper, fax) if
such details have been provided by a party (Article 154 of the Civil Procedure Code of
Romana)® Electronic notifications are accompanied by a QES or an advanced electronic
signature, which substitutes the court’s stamp (Article 154(6)). Decisions are delivered by
email, signed electronically, provided the party’s electronic contact details are available
(Article 154-1(1)). Documents are deemed received when the system notifies the sender
of the recipient’s receipt (Articles 154(6-1) and 154-1). Where electronic delivery is not
possible, alternative methods are applied (Article 154-1(3)). Courts have direct access to
electronic databases of public authorities to retrieve necessary data (Article 154(8)).
Digital technologies accelerate court proceedings and enable prompt summonses
(Article 241). Electronic documents are admissible provided they meet the same
requirements as written documents and comply with the provisions of a special law that
also regulates the application of electronic signatures (Articles 266-268).

In Romania, the National Electronic File has been introduced.” This IT platform, provided
by the Ministry of Justice, is designed to facilitate online access for parties and participants,
or, where applicable, their legal representatives, to procedural documents and case-related
information pending before the courts.”® For authentication and access to judicial data—
such as requests, summonses, and court documents—users must provide an email address
and mobile phone number. Requests are completed and submitted online through a

personal user account. Additionally, separate portals for individual appellate courts and

153 154

tribunals—such as the Craiova Court of Appeal® and the Bucharest Tribunal* - have
implemented their own “Electronic File” systems. The portal of the High Court of Cassation
and Justice of Romania® also provides access to case files. The National Electronic File

guidelines govern user registration, interface use, password recovery, data protection, and

49  European Commission, Digital Decade Country Report 2024: Romania (Publications Office of
the EU 2024) 4-5, 22 <https://ec.europa.eu/newsroom/dae/redirection/document/106692>
accessed 28 September 2025.

50 Civil Procedure Code of Romania No 134/2010 of 1 July 2010 ‘Codul De Proceduri Civild (amended
10 April 2015) <https://legislatie.just.ro/public/detaliidocument/140271> accessed 28 September 2025.

51  Dosarul Electronic National (DEN): Serviciul electronic de acces la justitia Romaniei <https://den.just.ro>
accessed 28 September 2025.

52 ‘Informatii utile’ (Dosarul Electronic National (DEN), 2025) <https://den.just.ro/informatii> accessed
28 September 2025.

53  ‘Dosar Electronic’ (Curtea de Apel Craiova, 2025) <https://www.curteadeapelcraiova.eu/dosar-
electronic> accessed 28 September 2025.

54  ‘Dosar Electronic’ (Tribunalul Bucuresti, 2025) <https://tribunalulbucuresti.ro/index.php/informatii/
anunturi/anunt-dosar-electron> accessed 28 September 2025.

55  ‘Dosar Electronic’ (Inalta Curte de Casatie si Justitie, 2025) <https://www.iccj.ro/acasa/dosar-
electronic/> accessed 28 September 2025.
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cookie policies. Access, however, requires an active court case, registration data, and two-
factor authentication via a mobile app. Transitional challenges persist, including parallel use
of outdated applications, restricted online access to archived files, and difficulties for legal
entities with shared contact data.

Czechia. The 2024 EU Justice Scoreboard shows that Czechias judicial digitalisation
remains moderate, with electronic case management still developing. Digital limitations
persist in criminal and civil proceedings, particularly regarding procedural actions, fee
payments, and access to closed cases. Blockchain and AI are not applied, court decisions
lack machine-readable formats, and anonymisation is only partially automated. Although
all decisions are available online, they remain unsuitable for automated data processing.
According to 2025 data, progress has been made in anonymisation and pseudonymisation,
as well as in tracking the progress of criminal cases. However, court decisions still fail to
comply with machine-readable modelling standards.”

According to the Digital Decade Country Report 2024, significant efforts are being made in
Czechia to digitalise key public services. A total of 78% of the Czech population believes
that the digitalisation of everyday public and private services facilitates their lives. The
indicators of digitalisation of public services for citizens (76.3) and businesses (83.8) in
Czechia lag behind the EU averages (79.4 and 85.4, respectively). There is widespread use of
e-ID, with ten banking institutions providing related services. To enhance the security of IT
tools in public administration, information systems considered critical were updated in
2023, and solutions for threat detection were implemented (for example, within the police
system). Czechia has been advised to provide more information regarding the
implementation of digital rights and principles.*®

Digital facilities for filing applications and accessing case information are provided via
email, the data mailbox, the ePodatelna web application, or an electronic form. The
website of the Ministry of Justice of Czechia contains a link to the Citizen Identification

Portal®

, where a Czech data mailbox can be set up.” This mailbox serves as a key tool for
electronic interaction with public authorities in Czechia. The Information System of Data
Mailboxes (ISDS) has been operational since 1 July 2009. The Czech Code of Civil
Procedure provides for delivery via the Datova schranka (§ 45-47, § 49): if a document is

not delivered during the hearing, the court sends it through the data mailbox, which is

56 European Commission, The 2024 EU Justice Scoreboard (n 35) 36-40.

57 European Commission, The 2025 EU Justice Scoreboard (n 32) 38-40.

58  European Commission, Digital Decade Country Report 2024: Czechia (Publications Office of the EU
2024) 3, 5, 17, 23 <https://ec.europa.eu/newsroom/dae/redirection/document/106708> accessed
28 September 2025.

59  Portdl Identity obéana (Ceskd Republika) <https://www.identita.gov.cz/> accessed 28 September 2025.

60  Datovd schranka (Ceskd Republika) <https://info.mojedatovaschranka.cz/info/cs/> accessed
28 September 2025.
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considered equivalent to personal delivery. When using email, a signed confirmation
from the recipient is required (S 50f(2)). If delivery via the data mailbox is not possible,
email may be used with the recipient's prior consent, provided receipt is confirmed within
three days; otherwise, the delivery is invalid (§ 47(2-3)). In urgent cases, telephone or fax
may be used (§ 51(1)). Where a party is represented, documents are sent to the
representative, including electronically (§ 50b(2))*". The ePodatelna web application,
operational since 2007, enables the submission of electronic applications and
attachments, provided they bear a QES. The document web wizard allows users to fill in
an electronic form and generate a PDF file.”* Exclusively in electronic form and using
established templates, it is possible to submit proposals for the issuance of an electronic
payment order (§ 174a-175)%, certain documents required for initiating insolvency
proceedings, requests for specific information to public registers, and particular
documents intended for catchpoles and notaries.** Instructions for the relevant public
templates are provided to facilitate their use.

Croatia. The 2024 EU Justice Scoreboard indicates a low level of digital implementation,
with limited secure communication between courts and detention facilities, no use of
blockchain, and no confidential remote contact between suspects and attorneys. Electronic
document service, online legal aid assessment, and remote court participation are
unavailable. Automated uploading with metadata, algorithmic anonymisation, and Al tools
are absent, while the machine-readability of decisions remains below the EU average®,
although seminars on automatic anonymisation are being conducted to support default
digitalisation.®® The 2025 EU Justice Scoreboard reports progress in civil, commercial, and
particularly administrative proceedings, marked by the introduction of online legal aid,
digital evidence formats, fully remote hearings, and the deployment of chatbots.””

The submission of claims in civil proceedings is carried out via the “e-Komunikacija” system
(Article 106a of the Civil Procedure Act of Croatia),”® integrated into the e-Gradanin

61  Civil Procedure Code of the Czech Republic No 99/1963 Coll of 4 December 1963 ‘Obcansky soudni
tad’ (amended 1 July 2025) <https://www.zakonyprolidi.cz/cs/1963-99> 28 September 2025.

62 ‘Informace - ptijem podéni v elektronické podobé soudy’ (Ministerstvo spravedinosti Ceské republiky,
2025) <https://epodatelna.justice.cz/ePodatelna/info-el-podani> accessed 28 September 2025.

63  Civil Procedure Code of the Czech Republic (n 61).

64  ‘Formulite ke stazenf (Ministerstvo spravedinosti Ceské republiky, 2025) <https://epodatelna.justice.cz/
ePodatelna/form> accessed 28 September 2025.

65 European Commission, The 2024 EU Justice Scoreboard (n 35) 37-40.

66  ‘Croatia to use Al for Greater Transparency and Efficiency in Judiciary’ (Council of Europe:
Implementation of standards - Human Rights, Justice and Legal Co-Operation, 6 March 2024)
<https://www.coe.int/en/web/implementation/-/croatia-to-use-ai-for-greater-transparency-and-
efficiency-in-judiciary> accessed 28 September 2025.

67 European Commission, The 2025 EU Justice Scoreboard (n 32) 33-4, 37.

68  Civil Procedure Act of the Republic of Croatia “Zakon o parni¢nom postupku’ (amended 30 December 2023)
<https://www.zakon.hr/z/134/zakon-o-parni%C4%8Dnom-postupku> accessed 28 September 2025.
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portal,” provided they are signed with a QES in accordance with the special law. Access to
the system requires identification through the National Identification System. State
authorities, the prosecution service, attorneys, notaries, court experts, and other legal
professionals are obliged to submit documents electronically. In cases where a submission
is inadmissible, the applicant is notified of the possibility of making corrections. Electronic
delivery is carried out via the portal, either with the party's consent or automatically upon
electronic submission of a claim (Article 133d). Documents are sent to a secure inbox with
a 15-day confirmation period, after which delivery is deemed completed. Both electronic
and scanned documents bearing a qualified seal may be delivered (Article 143). If electronic
delivery is not possible, written form is used instead. Forms for claims under the European
Small Claims Procedure may be submitted either by fax or electronically (Article 507).”

The “e-Komunikacija” system serves judicial professionals and private users but faces
significant access challenges. These include mandatory use of QES, strict security
standards, automatic deletion of unverified addresses, and user liability for technical
failures. The system remains fragmented: land cases use a separate ZIS/OSS platform, and
major municipal courts are unconnected. Managed via eSpis, from which data are
transferred, errors require direct court contact, and unavailable eSpis decisions cannot be
accessed. Additional complexity arises from the separate “e-Ovlastenja” system for
employee authorisation. Only QES-signed PDF documents up to 20 MB are accepted;
scanned signatures are rejected.”

Bulgaria. The 2024 EU Justice Scoreboard shows that Bulgaria offers chatbots for judicial
information but lacks online case assessment and legal aid eligibility checks. While most
indicators exceed the EU average, electronic communication and advanced digital
technologies remain poorly implemented. In criminal proceedings, victims and defendants
can access case files and apply for legal aid online. Bulgaria nonetheless achieves the highest
machine-readability of court decisions in the EU.”> The 2025 EU Justice Scoreboard notes
major progress in civil proceedings, especially in electronic case initiation and tracking,
while other indicators show little change.”

According to the Digital Decade Country Report 2024, Bulgaria recorded an increase in
the digitalisation of public services for citizens (13.4% between 2022 and 2023). However,
the absolute value (67.5) remains below the EU average (79.4), while the score for
businesses is 91.9, which is above the EU average (85.4). Legislative amendments in 2023
introduced the “Once-Only Principle”. At the time of the report, the National Electronic

69  e-Komunikacija: Elektroni¢tke komunikacije sudionika sudskih postupaka sa sudovima’ (e-Gradani:
Informacije i usluge, 2025) <https://e-komunikacija.pravosudje.hr/> accessed 28 September 2025.

70 Civil Procedure Act of the Republic of Croatia (n 68).

71  Ministarstvo Pravosuda i Uprave Republike Hrvatske, E-Komunikacija: Prirucnik za koristenje (verzija
0.9, listopad 2025) 74-5, 83 <https://e-komunikacija.pravosudje.hr/> accessed 28 September 2025.

72 European Commission, The 2024 EU Justice Scoreboard (n 35) 35-6, 38, 40.

73 European Commission, The 2025 EU Justice Scoreboard (n 32) 37.
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Identification System was still under development. In 2023, 6.09% of Bulgaria’s
population used existing e-ID solutions, while 35.5% of the population possessed basic
digital skills (compared to 55.6% in the EU).”* There is an underdeveloped culture of data
sharing within public administrations, high cybersecurity risks, and a low proportion of
public services provided entirely online.

Starting on 1 July 2025, the judicial process in Bulgaria should undergo significant changes:
more than half of civil cases in local courts will transition to a fully electronic format with
centralised allocation, allowing cases to be adjudicated by a judge in any region, regardless
of traditional rules of territorial jurisdiction.”” These changes affect all participants in
judicial proceedings, including legal entities, individuals, attorneys, and other participants
with professional roles. Borgesano et al. (2025), in their systematic review of Justice 5.0
frameworks, argue that large-scale transitions towards fully digital judicial ecosystems
require robust governance mechanisms to prevent institutional overload and ensure users’
ability to adapt.”® Bulgaria’s ambitious reforms must therefore be evaluated not only through
the lens of efficiency but also in light of their capacity to sustain human-centred
adjudication and avoid creating new forms of procedural vulnerability.

The Bulgarian Code of Civil Procedure provides for electronic delivery through the Unified
Portal of Electronic Justice, qualified electronic mail in accordance with Regulation (EU)
No 910/2014, or a secure delivery system, with the possibility of withdrawing consent and
reverting to traditional methods if electronic service is not feasible (Art. 38). If an address is
changed without prior notification, documents are considered delivered once attached to the
case file, and confirmation is recorded in the system or provided by a qualified service provider
(Art. 44). Procedural actions are carried out electronically in accordance with Regulation (EU)
No 910/2014 and require a qualified electronic signature, with automatic verification of
standards, formats, and identification (Arts. 102g, 183). Information on electronic
functionalities is provided on court websites and the justice portal (Art. 102v). Electronic
payment of court fees is enabled, with a 15% discount applied (Arts. 71, 73), while submission
of certified paper copies is also permitted (Art. 184). Since 1 July 2025, writ proceedings should
be conducted electronically, unless otherwise provided (Article 409a). The writ contains the
judge’s electronic signature (Article 412), and enforcement officers gain access through the

74  European Commission, Digital Decade Country Report 2024: Bulgaria (Publications Office of
the EU 2024) 4, 28-30 <https://ec.europa.eu/newsroom/dae/redirection/document/106715>
accessed 2 October 2025.

75  ‘Information Service: User Guide’ (Electronic Court Cases: A Single Portal for Electronic Justice
in the Republic of Bulgaria, 2023) <https://ecase.justice.bg/help/epep-manual-public.pdf>
accessed 2 October 2025.

76  Francesco Borgesano and others, ‘Artificial intelligence and justice: a systematic literature review and
future research perspectives on Justice 5.0° (2025) 28(11) European Journal of Innovation
Management 349. doi:10.1108/EJIM-01-2025-0117.
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Unified Portal (Article 418). Public auctions in enforcement proceedings are also conducted
via the Ministry of Justice’s online platform (Article 501a).””

Hungary. The 2024 EU Justice Scoreboard indicates that Hungary performs well in judicial
digitalisation overall. However, there is no online data on interactive training, legal aid
simulations, or chatbots. Judicial decisions remain non-machine-readable, lacking
automatic downloads, metadata integration, algorithmic anonymisation, and standardised
modelling.”® The 2025 EU Justice Scoreboard reports on the recognition of the admissibility
of fully digital evidence, with other indicators remaining unchanged.”

Hungary demonstrates significant progress in the digitalisation of public services. Over 70%
of the Hungarian population possesses a national e-ID, although its use remains largely
limited within the country. The Digital Citizenship Mobile App is intended to enable cross-
border use of digital identification and related services. However, a key limiting factor for
unlocking the full digital potential of public services, including judicial processes, lies in the
existing legal framework. Current regulations require personal presence for certain
procedural actions, which restricts the seamless implementation of fully digital solutions.*

The Hungarian Act of Civil Procedure provides detailed regulation of electronic
communication, the submission of documents, delivery, and remote participation in
court hearings. Electronic service constitutes the primary method for parties engaged in
electronic communication, with mandatory electronic filing required for professional
representatives (§ 608(1)). For other participants, electronic communication remains
voluntary at any stage of the proceedings (§ 605(1)). Documents are digitised and retained
in paper form (§ 613(1)). A “fiction of delivery” is established in cases of refusal to accept
delivery or failed delivery attempts, with explicit legal consequences for non-compliance
with electronic formats (§§ 137, 618). The evidential value of both public and private
electronic documents bearing an electronic signature is formally recognised (§ 323(3a)).
Electronic means are also employed for court hearings, witness examinations, and the
inspection of evidence, with participants permitted to use their own devices for these
purposes (§$ 622-627)%.

Slovakia. The 2024 EU Justice Scoreboard shows that Slovakia achieves high levels of
judicial digitalisation. It provides comprehensive online access to information and
procedural ICT rules across all proceedings, with strong electronic communication within

77  Civil Procedure Code of the Republic of Bulgaria No 59/2007 (effective 1 March 2008, amended 8 July
2025) <https://lex.bg/laws/ldoc/2135558368> accessed 2 October 2025.

78 European Commission, The 2024 EU Justice Scoreboard (n 35) 35, 40.

79 European Commission, The 2025 EU Justice Scoreboard (n 32) 33-40.

80  European Commission, Digital Decade Country Report 2024: Hungary (Publications Office of
the EU 2024) 6, 21-2 <https://ec.europa.eu/newsroom/dae/redirection/document/106697>
accessed 2 October 2025.

81  Civil Procedure Code of Hungary No CXXX/2016 ‘A polgdri perrendtartasrol’ (amended 19 August
2025) <https://net.jogtar.hu/jogszabaly?docid=A1600130.TV> accessed 2 October 2025.
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courts. Advanced digital tools for case initiation, management, and support exceed EU
benchmarks, and machine-readability standards are fully met.* In 2025, Slovakia improved
access to closed civil cases and introduced fully remote hearings in criminal proceedings.*’

Electronic filing of claims is facilitated via the Slovak Ministry of Justice portal® or directly
through the designated platform.*® Particular emphasis is placed on inclusivity and the
accessibility of information regarding electronic public services. Thus, the authorisation
process and related procedures are designed to ensure user-friendly access, offering the
option to engage with information through video tutorials* and PDF-based instructions®
to accommodate diverse user needs.

The Slovak Code of Civil Procedure stipulates that unauthorised electronic submissions
must be additionally filed in paper form or in an authorised electronic form within ten days
(§ 125(2)). Priority is given to electronic delivery via an authorised electronic mailbox or to
an electronic address; this service is deemed completed after three days, even if the
document has not been read (§ 105). When a decision is made without a hearing, the court
informs the parties of the place and time of its publication on the official notice board and
the court’s website (§ 219(3))®. Simplified proceedings for monetary disputes are conducted
exclusively in electronic form before the District Court of Banské Bystrica.”

Assessment of the “eZaloby” system against the 2023 Declaration on Digital Rights and
Principles highlights its accessibility, inclusiveness, and transparency, allowing users to
track submissions and receive status updates via the slovensko.sk portal and email.
Privacy and data protection comply with Act No. 122/2013 through QES and secure eID
mailboxes. Security and reliability are ensured by qualified signatures, document

82 European Commission, The 2024 EU Justice Scoreboard (n 35) 35-8, 40.

83 European Commission, The 2025 EU Justice Scoreboard (n 32) 34, 37.

84  ‘Ezaloby’ (Ministerstvo Spravodlivosti Slovenskej republiky, 2025) <https://obcan.justice.sk/ezaloby>
accessed 2 October 2025.

85  ‘Elektronické podanie zaloby’ (Slovensko.sk: Ustredny portdl verejnej sprdavy (UPVS), 14 September
2018)  <https://www.slovensko.sk/sk/zivotne-situacie/zivotna-situacia/_elektronicke-podanie-zaloby1>
accessed 2 October 2025.

86  ‘Fyzické osoby, fyzické osoby — podnikatelia, pravnické osoby: Videonévody’ (Slovensko.sk: Ustredny
portdl verejnej sprdvy (UPVS), 25 February 2025) <https://www.slovensko.sk/sk/navody/
videonavody> accessed 2 October 2025.

87  ‘Navody pre fyzické osoby’ (Slovensko.sk: Ustredny portdl verejnej spravy (UPVS), 2025)
<https://www.slovensko.sk/sk/navody/navody-pre-fyzicke-osoby> accessed 2 October 2025.

88  Civil Procedure Code of the Slovak Republic No 160/2015 Coll ‘Civilny sporovy poriadok’ (amended
1 July 2024) <https://www.epi.sk/zz/2015-160> accessed 2 October 2025.

89  Law of the Slovak Republic No 307 on Reminder Proceedings and on Amendments to Certain Acts
‘O upominacom konani a o doplneni niektorych zdkonov’ (25 October 2016) <https://www.slov-
lex.sk/ezbierky/pravne-predpisy/SK/ZZ/2016/307/> accessed 2 October 2025; Ministerstvo
spravodlivosti Slovenskej republiky, Pouzivatelskd prirucka oblasti eZaloby (Rozvoj elektronickych
sluzieb sudnictva, Informacny systém elektronickych sluzieb sudnictva 2018) 9, 19, 22
<https://obcan.justice.sk/documents/20229/0/EZA+Pr%C3%ADru%C4%8Dka+v14.5/77d634a7-
4£29-4aa2-b8f7-7b315bd33f13> accessed 2 October 2025.
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validation, and error warnings, with a total of 50 MB and an 8 MB per-file limit. Efficiency
is supported by electronic forms, reusable templates, and integration with the Bar
Association’s information system.”

Slovenia. In 2024, Slovenia demonstrated strong ICT-based communication among courts,
prosecutors, and legal professionals, but lacked chatbots and information on alternative
legal aid providers. While procedural ICT use is established, blockchain and AI remain
unimplemented. Case initiation and management - especially in administrative and
criminal matters — rank among the lowest in the EU. Machine-readability standards are
supported, though algorithmic anonymisation and pseudonymisation are absent.” In 2025,
indicators remain almost unchanged.””

In 2023, Slovenia launched a national electronic identification scheme (e-ID) and an electronic
signature system, forming the basis for e-justice through secure authentication and legally
valid digital documents. Digital public service indicators rose from 71,4% to 77.0% for citizens
and from 82,7% to 84.0% for businesses, yet a digital divide and low usage persist due to
limited digital literacy.”® The Unified Justice Portal (Portal e-Sodstvo) has simplified the
procedure for submitting documents by ensuring their legal validity through a digital
signature and enhancing transparency.”* The overall accessibility of the system confirms an
adequate level of development of digital governance in the field of justice in Slovenia.

The Slovenian Civil Procedure Act establishes equal legal force for electronic and written
procedural documents, including their evidentiary value (Article 16a), and, in particular,
for electronic public documents (Article 224). Applications are submitted electronically
through the Portal e-Sodstvo information system, which provides automatic
confirmation of receipt; the court generates either electronic or paper copies for delivery
to the other party (Articles 105.b, 106). Applying electronically automatically implies
consent to electronic delivery via the information system unless the party explicitly states
otherwise. For state authorities, attorneys, and other individuals defined by law,
documents are always delivered electronically (Article 132). Access to case materials for
parties and case tracking is also provided via e-Sodstvo (Article 150). Remote hearings
are permitted with the parties’ consent (Article 114.a), during which the court may record
the minutes using technical means, including audio or video recording (Articles 125,
125.a). Court decisions are produced electronically and signed with the electronic
signature of the presiding judge (Article 323) and delivered electronically to the parties.

90 Ministerstvo spravodlivosti Slovenskej republik (n 89) 5, 7, 9, 13, 19, 30 56, 63, 92-3, 95.

91 European Commission, The 2024 EU Justice Scoreboard (n 35) 35-8.

92 European Commission, The 2025 EU Justice Scoreboard (n 32) 33-40.

93 European Commission, Digital Decade Country Report 2024: Slovenia (Publications Office of the
EU 2024) 4, 7, 25 <https://ec.europa.eu/newsroom/dae/redirection/document/106696> accessed
2 October 2025.

94  Portal e-Sodstvo (Republike Slovenija) <https://evlozisce.sodisce.si/esodstvo/index.html>
accessed 2 October 2025.
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Court orders that are automatically processed within the information system are certified
with an electronic seal (Article 329). Case transfers between instances (appeal, cassation,
remand) are carried out electronically (Articles 345, 361, 375).” Thus, the Portal e-
Sodstvo® functions as a centralised gateway for interaction with the judicial system.
Access requires registration using an email address and password, while advanced
services require “qualified user” status.” The system mandates digital signing of documents
in PDF/A format using Adobe Acrobat Reader or LibreOffice to ensure integrity and legal
validity.”® The portal is available daily from 08:00 to 20:00 and supports compatibility with
multiple operating systems (Windows, macOS, Linux).” The user guides provide detailed
instructions on registration, password recovery, data modification, and account deletion,
making the system accessible to a wide range of users.'”

Central and Eastern European countries demonstrate a differentiated implementation of
European standards, with a gradual transformation of justice systems. Thus, Poland
achieves a balanced application of human-centricity, inclusivity, transparency, and security
through multi-level authentication but faces gaps in informational accessibility and
technological innovation. The Czech Republic and Slovakia implement access principles
through ISDS/eZaloby platforms with QES and promote human-centricity via inclusive
instructions; however, their realisation of data-driven justice remains limited. Slovenia
develops a human-centred e-Sodstvo Portal with multi-level support and effectively
implements transparency and security principles. Bulgaria demonstrates the most
ambitious implementation of the “digital by default” approach and achieves the highest
indicators of data-driven justice, but faces challenges related to the digital divide. Hungary
achieves high technical performance while facing systemic challenges to the principle of
respect for fundamental rights. Croatia and Romania ensure human-centricity,
transparency, and security through QES and GDPR compliance, but exhibit fragmented
implementation. Common challenges across the region include the implementation of
bridging the digital divide due to uneven complexity of access; limited enhancement of

95  Civil Procedure Act of the Republic of Slovenia of 25 March 1999 “Zakon o pravdnem postopku (ZPP)’
(amended 25 October 2024) <https://pisrs.si/pregledPredpisa?id=ZAKO1212> accessed 2 October 2025.

96  Portal e-Sodstvo (n 94)

97  Vrhovno sodis¢e Republike Slovenija, ‘Uporabniska navodila: E-Vloga V Civilnih Postopkih -
Navodila za uporabo (Portal E-Sodstvo, 12 February 2021) <https://evlozisce.sodisce.si/
esodstvo/index.html> accessed 2 October 2025.

98  Vrhovno sodi$¢e Republike Slovenija, ‘Uporabniska navodila za registrirane uporabnike portala e-
Sodstvo’ (Portal E-Sodstvo, 29 March 2011) <https://evlozisce.sodisce.si/esodstvo/index.html>
accessed 2 October 2025.

99  ‘Vrhovno sodi$¢e Republike Slovenija, ‘Uporabniska navodila: Navodila za namestitev podpisne
komponente ProXSign’ (Portal E-Sodstvo, 1 December 2022) <https://evlozisce.sodisce.si/
esodstvo/index.html> accessed 2 October 2025.

100 Vrhovno sodis¢e Republike Slovenija, ‘Uporabniska navodila: Navodila Podpisovanje PDF
Dokumentov: Navodila za digitalno podpisovanje’ (Portal E-Sodstvo, 2024) <https://evlozisce.sodisce.si/
esodstvo/index.html> accessed 2 October 2025.
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digital capabilities caused by the lack of innovative technologies and interactive tools for
assessing legal aid; insufficient implementation of data-driven justice due to gaps in
machine-readability; disruption of interoperability caused by fragmented systems;
constraints on dynamic justice in criminal proceedings; and an ongoing imbalance between
security and accessibility.

3.3. National Practices of Digital Justice in the Countries of the Baltic Region

Latvia. Latvia demonstrates a comprehensive and well-regulated digital judiciary, ranking
among Europe’s leaders. Electronic communication across judicial actors and robust ICT
regulation in all types of proceedings ensure high system performance. However, digital
tools for criminal cases remain limited, blockchain and AI are unused, and the machine-
readability of court decisions is hindered by missing metadata and ECLI integration.'”!
According to 2025 data, the availability of online legal aid has increased.'”

Latvia exceeds the EU average in both public services for citizens (88.2% compared to
79.4% in the EU) and for businesses (87.2% compared to 85.4% in the EU). 78.4% of
Latvians use e-government services, which is above the EU average. However, limited use
of centralised applications and the once-only principle contribute to fragmented digital
governance, affecting justice administration. Electronic document submission, party
identification, and authentication are supported through e-ID, e-signature, and
eSignature mobile systems.'” The online platform E-lietas'™ provides electronic services
in pre-trial and judicial proceedings as well as in the enforcement of decisions.'” The
platform operates exclusively with documents certified by a qualified electronic stamp,
signature, and time label in accordance with EU Regulation No. 910/2014 (eIDAS)." The
Court Administration controls personal data to organise access (Art. 9(1)).'”
Enforcement applications are submitted exclusively electronically ($ 149, § 150). Since 1
December 2021, an electronic signature has been mandatory for documents within the
online system and for court decisions (§ 170, § 171). Electronic copies of paper documents
have the same legal force as originals if standards are met, and courts have begun

101  European Commission, The 2024 EU Justice Scoreboard (n 35) 36-40.

102 European Commission, The 2025 EU Justice Scoreboard (n 32) 37.

103  European Commission, Digital Decade Country Report 2024: Latvia (Publications Office of the EU 2024)
22-4 <https://ec.europa.eu/newsroom/dae/redirection/document/106714> accessed 4 October 2025.

104  E-lietas portals (Latvijas Republika) <https://elieta.lv> accessed 4 October 2025.

105 Law of the Republic of Latvia on the State Platform for Electronic Proceedings ‘Procesu norises
elektroniska videé valsts platformas likums’ (10 March 2022) <https://likumi.lv/ta/id/330962-procesu-
norises-elektroniska-vide-valsts-platformas-likums> accessed 4 October 2025.

106  Civil Procedure Law of the Republic of Latvia of 14 October 1998 ‘Civilprocesa likums’ (amended
1 April 2025) <https://likumi.lv/ta/id/50500-civilprocesa-likums> accessed 4 October 2025.

107  Regulations of the Cabinet of Ministers of the Republic of Latvia No 217 ‘E-case Platform Data
Processing Regulations’ (5 April 2022) <https://likumi.lv/ta/id/331413-e-lietas-platformas-datu-
apstrades-noteikumi0> accessed 4 October 2025.
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converting paper-based records into electronic form (§ 172, § 167). For electronic
communication, the claimant provides consent and an electronic address or indicates
registration in the online system (§ 128(2)). Representatives outside Latvia may only
provide an email address or indicate registration (§ 128(2)).'%

Estonia. Estonia, according to the 2024 EU Justice Scoreboard, demonstrates the highest
indicators of digitalisation in justice across the EU. Areas identified for improvement
include enhancing the machine-readability of court decisions, in particular by
implementing decision modelling in accordance with relevant standards.'” The 2025 EU
Justice Scoreboard highlights the absence of interactive rights training, online legal aid
eligibility assessment, and informational chatbots in Estonia. Nonetheless, Estonia leads the
EU in producing machine-readable court decisions."

Estonia leads the EU in digital public services, with 95.8% coverage for citizens and 98.8%
for businesses. Over 80% of the population holds an e-ID, and 89% use it for online services,
far exceeding EU averages. National law requires all citizens over 15 years old to possess an
EU-recognised e-ID, ensuring secure identification and data protection. Estonia also
outperforms the EU in digital skills and cybersecurity, reinforcing digital inclusion and a
human-centred digital transformation.'"'

The e-Toimik portal'?

serves as Estonia’s central electronic justice system for managing
procedural data, handling electronic case files, and facilitating interaction with the courts
($ 60" (1) of the Estonian Code of Civil Procedure). The e-Toimik portal ensures a full
cycle of digital justice, including case review, court workflow organisation, statistical
reporting, and electronic document transmission (§ 60'). The Ministry determines the
procedures for transitioning to mandatory digital case management and establishes the
relevant technical requirements (§ 61). Digital case files are handled with chronological
storage of documents from all court instances. Paper documents are automatically
scanned and substituted by their digital versions, with the originals kept temporarily until
the decision becomes final (§ 56). In cases of technical malfunctions, paper case files may
be temporarily handled and subsequently converted into digital form (§ 57*). Participants
have full access to their case files, with the option to obtain electronic copies or printed
versions (§ 59). Electronic delivery of documents is carried out via the information
system, with notifications sent to email addresses, mobile numbers, and social media
accounts. A document is considered delivered upon opening or confirmation, with
automatic registration (§ 311'). For legal professionals (including attorneys, notaries,
bailiffs, and government bodies), electronic delivery is mandatory; failure to comply may

108  Civil Procedure Law of the Republic of Latvia (n 106).

109 European Commission, The 2024 EU Justice Scoreboard (n 35) 36-40.

110  European Commission, The 2025 EU Justice Scoreboard (n 32) 33.

111 European Commission, Digital Decade Country Report 2024: Estonia (Publications Office of the EU 2024)
20-1 <https://ec.europa.eu/newsroom/dae/redirection/document/106705> accessed 4 October 2025.

112 E-toimik (Eesti Vabariik) <https://www.e-toimik.ee> accessed 4 October 2025.
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result in temporary restrictions on access to integrated systems (§ 311'). Electronic
documents are submitted with a digital signature or another sender authentication
method. However, the court may accept unsigned documents if there is no doubt about
their authenticity and digital copies are generated automatically (§ 336, § 340).'"

Lithuania. The 2025 EU Justice Scoreboard shows that Lithuania performs strongly in
judicial digitalisation and offers extensive online information on the justice system.
However, chatbots, AI, and blockchain remain unimplemented, and defendants in
criminal cases cannot apply for legal aid online."* Compared to the 2024 Scoreboard,
there are no significant dynamics, which is generally explained by Lithuania’s already high
performance indicators.'”

The digitalisation of public services in Lithuania exceeds the EU average, both for citizens
(86.7% compared to 79.4% in the EU) and for businesses (95.9% compared to 85.4% in the
EU), with an ambition to reach 100% by 2030. Lithuania is a leader in the use of e-ID. An
updated version of the Law on the Management of State Information Resources has been
adopted to enhance governance and interoperability of digital systems. At the same time,
the use of Al remains limited, and 88% of Lithuanians believe that public authorities should
provide better support to help citizens adapt to digital technologies. "¢

In Lithuania, the Lithuanian Court E-Services Portal (LITEKO) serves as the central
platform for judicial digitalisation."” Electronic technologies are extensively integrated into
civil proceedings, including the automated allocation of cases without altering jurisdiction
(Articles 622, 622-3 of the Code of Civil Procedure), the conduct of court hearings, the
exchange of documents, and the remote participation of parties via video or
teleconferencing, either using court-provided tools or personal devices, except in written
procedures (Article 175-2). Upon a reasoned request or when necessary, the court may
schedule an in-person hearing. An electronic signature is mandatory for all electronic
documents. The exchange, delivery of documents, and summons are carried out through
LITEKO, with mandatory notifications sent to the participants’ email addresses, phone
numbers, and fax numbers. For legal professionals, including attorneys, assistants, bailiffs,
and notaries, delivery is conducted exclusively electronically (Articles 175-1, 113, 122), with
the date of delivery deemed to be the following working day. In cases involving a court order,

113 Code of Civil Procedure of the Republic of Estonia of 20 April 2005 ‘Tsiviilkohtumenetluse seadustik’
(amended 13 April 2025) <https://www.riigiteataja.ee/akt/104072012019?]eiaKehtiv> accessed
4 October 2025.

114 European Commission, The 2025 EU Justice Scoreboard (n 32) 34, 37-8.

115 European Commission, The 2024 EU Justice Scoreboard (n 35) 33-40.

116 European Commission, Digital Decade Country Report 2024: Lithuania (Publications Office of
the EU 2024) 4, 18, 22 <https://ec.europa.eu/newsroom/dae/redirection/document/106704>
accessed 4 October 2025.

117  Lietuvos teismy elektroniniy paslaugy portalas <https://e.teismas.lt/en/public/home/> accessed
4 October 2025.
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the applicant must receive the documents electronically (Article 432-1).""® An order of the
Ministry of Justice regulates the digital procedures.'”

The Baltic countries most comprehensively implement the European paradigm through the
integrated application of the principles of the Declaration of Digital Rights and Principles
for the Digital Decade (2023) and the European e-Justice Strategy 2024-2028. Estonia
demonstrates exemplary implementation of human-centricity through universal e-ID,
inclusivity through widespread digital literacy, “digital by default” with mandatory
electronic procedures for professionals, and a “fair digital environment” through open
technologies. Security and privacy principles are ensured by reliable authentication within
the e-Toimik system, interoperability is achieved through the full integration of judicial
systems, and access to justice is facilitated by the 95.8% digitalisation of public services.
Latvia effectively realises the principles of “once-only” and dynamic justice through the E-
lietas platform with automated case distribution, exceeding EU average performance
indicators. Lithuania implements efficiency principles through the LITEKO system with
automated routing. Shared challenges include the incomplete implementation of data-
driven justice due to gaps in machine-readability; constraints on dynamic justice in criminal
proceedings; the need to strengthen inclusivity due to the lack of chatbots and online
training; and the limited implementation of innovative digital justice resulting from the lack
of AT and blockchain technologies in core activities, which remains acceptable at the current
stage considering the gradual introduction of the AT Act.

The analysis of the digitalisation of justice in the selected countries enables us to identify the
approaches that meet the stated criteria. Systemic integration (Estonia, Latvia, Lithuania)
combines universal mandatory electronic filing with unified interoperable platforms,
achieving stronger performance across the evaluation indicators. Gradual transformation
(Poland, Czechia, Slovakia) mandates electronic filing for legal professionals while retaining
traditional channels, supported by partially integrated systems with moderate levels of
machine-readability and human-centred design. Implementation, notably characteristic of
Croatia, Romania, and Bulgaria, is technologically advanced; however, the portals are not
integrated, voluntary electronic filing is inconsistent, and gaps persist in platform
integration and the quality of user guidance, despite certain advantages (for example,
machine-readable decisions in Bulgaria). The comparative analysis of the criteria for digital
justice quality reveals divergences among countries. Estonia and Bulgaria employ
XML/JSON formats with ECLI identifiers, whereas Poland, Czechia, and Croatia rely on

118  Civil Procedure Code of the Republic of Lithuania No IX-743 of 28 February 2002 ‘Civilinio proceso
kodeksas’ (amended 31 August 2025) <https://e-seimas.lrs.lt/portal/legal Act/It/TAD/TAIS.162435/
asr> accessed 4 October 2025.

119 Order of the Minister of Justice of the Republic of Lithuania No 1R-332 ‘On Approval of the Procedure
for Submission of Procedural Documents to the Court and Their Service to Persons by Electronic
Means’ (13 December 2012) <https://www.e-tar.It/portal/lt/legalAct/TAR.A527F4DF2B60/asr>
accessed 4 October 2025.
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PDF formats. Slovakia’s eZaloby, Czechia’s ePodatelna, and Slovenia’s e-Sodstvo exhibit a
human-centred design through the provision of video instructions and reusable templates,
in contrast to Croatia’s user manual and Romania’s access limitations. Platform integration
is most advanced in Estonia and Lithuania due to universal digital case processing and
automated routing. By contrast, Croatia and Romania exhibit fragmented architectures and
multiple parallel portals. A clearer distinction emerges between jurisdictions with universal
mandatory electronic filing, exemplified by Estonia and Latvia, and those that rely on
voluntary systems. Common elements include the universal adoption of qualified electronic
signatures (in line with the eIDAS Regulation 910/2014), the use of videoconferencing, and
mandatory electronic service for legal professionals. The corresponding data provide
evaluation criteria for Ukraine, which is pursuing systemic reforms of its justice system.

3.4. Ukraine’s Digital Justice Landscape:
Challenges, Gaps and Alignment with EU Standards

Legal literature emphasises that the judiciary's efficiency constitutes the foundation of the
contemporary rule of law, compelling Ukraine to comply with its international obligations
under the Association Agreement between Ukraine and the EU (2014)." Thus, within the
framework of fulfilling obligations under the Association Agreement, Ukraine is carrying
out a phased adaptation of national legislation to the EU acquis in the field of digital
transformation, including the digitalisation of justice.”' According to the results of the first
stage of the legislative screening (2023), Ukraine identified the need to bring some
regulatory acts into compliance with European standards in the areas of electronic
identification, cross-border data exchange, digital public services, and e-governance, which

are directly related to the development of e-justice,'?

while the inclusion of these priorities
in the Rule of Law Roadmap (2025) became an important step towards the implementation
of the acquis EU, particularly in terms of personal data protection and the resilience of
judicial infrastructure.'” Tsuvina (2025) notes that Ukraine’s integration of Al into the

judiciary lacks the conceptual and regulatory maturity required under the emerging EU

120 Iryna Izarova and others, ‘Advancing Sustainable Justice through AI-Based Case-Law Analysis:
Ukrainian experience’ (2024) 7(1) Access to Justice in Eastern Europe 127. d0i:10.33327/AJEE-18-7.1-
a000123.

121  Association Agreement between the European Union and the European Atomic Energy Community
and their Member States, of the one part, and Ukraine, of the other part (signed 27 June 2014, effective
1 September 2017) <https://www.consilium.europa.eu/en/documents/treaties-agreements/agreement/
?21d=2014045> accessed 8 October 2025.

122 Cabinet of Ministers of Ukraine, Report on the Initial Assessment of the Progress in the Implementation
of the European Union Legal Acts (EU Acquis) (European Union 2023) <https://eu-ua.kmu.gov.ua/wp-
content/uploads/Zvit_EN.pdf?> accessed 8 October 2025.

123 Cabinet of Ministers of Ukraine, Roadmap on the Rule of Law’ (Ministry of Justice of Ukraine, 14 May
2025)  <https://minjust.gov.ua/news/ministry/ukraina-zatverdila-dorojni-karti-v-mejah-vstupu-do-
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Syniehubov 0, Bortnik 0 and Chernenko 0, ‘European Approaches to Digital Justice in Central and Eastern Europe and the Baltic States, with
Perspectives for Ukraine” (2025) 8(Spec) Access to Justice in Eastern Europe 32-73 <https://doi.org/10.33327/AJEE-18-8.5-c000162>

acquis. Although pilot initiatives exist, the absence of clear safeguards, risk classification,
and accountability mechanisms places Ukraine in an early pre-compliance stage with
respect to EU Al governance.'”

Digital transformation of judicial proceedings in Ukraine can be characterised by the
implementation of the Law of Ukraine “On Access to Court Decisions”'* and the “Procedure
for Maintaining the Unified State Register of Court Decisions”'”® The Unified Judicial
Information and Telecommunication System (UJITS)" in Ukraine has been officially

128 Access to information

functioning since 5 October 2021 and was introduced gradually
about the judiciary in Ukraine, including its components,'* the procedure for using the UJITS,
the submission of procedural documents through the “Electronic Court” subsystem for

citizens and organisations, and user instructions, is provided in an accessible form."

Ukraine, like other European states, accelerated the implementation of the electronic court
system during the COVID-19 pandemic. The concept was formulated as early as 2012 and
was legally established in 2018 through the creation of UJITS. Relevant amendments were
introduced into all procedural codes. In 2021, the full functioning of the subsystems
“Electronic Court,” “Electronic Cabinet,” and videoconferencing was officially announced,
along with the presentation of the mobile application “Court in a Smartphone,” designed to
ensure full access to e-court services via mobile devices.”” Although users consistently

reported instability in its operation.'

124 Tetiana Tsuvina, ‘Artificial Intelligence Technologies in the Judiciary: European Standards and
Ukrainian Practice’ (2025) 139(2) Foreign Trade: Economics, Finance, Law 4. doi:10.31617/
3.2025(139)03.

125 Law of Ukraine No 3262-1V of 22 December 2005 ‘On Access to Court Decisions’ (amended 25 March
2025) <https://zakon.rada.gov.ua/laws/show/3262-15#Text> accessed 8 October 2025.

126  Decision of the High Council of Justice No 1200/0/15-18 ‘On Approval of the Procedure for
Maintaining the Unified State Register of Court Decisions’ (19 April 2018) <https://zakon.rada.gov.ua/
£0/v1200910-18> accessed 8 October 2025.

127  Law of Ukraine No 1416-IX of 27 April 2021 ‘On Amendments to Certain Legislative Acts of Ukraine
Regarding Ensuring the Phased Implementation of the Unified Judicial Information and
Telecommunication Systen’ [2021] Official Gazette of Ukraine 42/2502.

128 Law of Ukraine No 3200-IX of 29 June 2023 ‘On Amendments to Certain Legislative Acts of Ukraine
Regarding Mandatory Registration and Use of Electronic Cabinets in the Unified Judicial Information
and Telecommunication System or its Separate Subsystem (Module) that Ensures Document
Exchange’ [2023] Official Gazette of Ukraine 70/4041.

129 Website of the Supreme Court of Ukraine <https://court.gov.ua> accessed 8 October 2025.

130  ‘Functioning of the Unified Judicial Information and Communication System’ (State Judicial
Administration of Ukraine, 2025) <https://dsa.court.gov.ua/dsa/inshe/func_ecits/> accessed 8 October 2025.

131  Olexander P Svitlychnyy and others, ‘Electronic Justice as a Mechanism for Ensuring the Right of
Access to Justice in a Pandemic: The Experience of Ukraine and the EU” (2023) 37(3) International
Review of Law, Computers & Technology 325. doi:10.1080/13600869.2023.2221820.

132 ‘eCourt Mobile Application’ (Google Play Store, 24 May 2023) <https://play.google.com/store/apps/
details?id=com.floor12apps.ecourt&hl=uk> accessed 8 October 2025.
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Kaniuka (2023) similarly observes that Ukraine’s e-justice ecosystem, while normatively
ambitious, remains technologically inconsistent and structurally under-integrated. She
identifies recurring problems, including uneven digital readiness across courts, limited
interoperability between registries, and insufficient user support, all of which hinder the
realisation of EU-level standards of accessibility and transparency.'”

It is also worth supporting the position of Maika (2022), who argues that electronic access
to justice is an urgent need that requires improving regulatory frameworks and ensuring
adequate technical and organisational preconditions: establishing procedures for
submitting and evaluating electronic evidence; standardising and certifying IT
infrastructure within the e-justice system; developing legal education in the field of
e-governance; and enhancing the digital literacy of citizens and public officials.”**

At present, Ukraine has a solid foundation and an ambitious concept for improving its e-
justice, but the existing infrastructure still requires significant modernisation to meet
European standards. According to the Rule of Law Roadmap (2025), during 2026-2027,
several key initiatives are planned to enhance access to justice, transparency, and the
efficiency of courts through digital transformation. These include the development and
approval of a comprehensive Concept and Roadmap for the creation of IT solutions within
the judicial system, the adoption of a financing plan with clearly defined funding sources
and institutional responsibilities, and the establishment of an effective management
framework to oversee IT reforms and support within the justice (p. 18). Moreover, Ukraine
intends to adopt new legislation to harmonise national regulations with the EU acquis
regarding the digitalisation of justice within the European Union and to implement the
necessary IT solutions in line with the European e-Justice Strategy for 2024-2028."

The Civil Procedure Code of Ukraine regulates the use of digital tools for accessing and
conducting civil proceedings via the UJITS. It establishes mandatory automated
registration of documents (Art. 14(2)) and automated case distribution (Art. 14(3)),
ensuring full electronic document flow between courts and participants (Art. 14(4)),
including video conferencing and recording of court hearings. A differentiated approach
to registering electronic accounts is provided: mandatory for professional participants in
judicial proceedings and state authorities (Art. 14(6)), with procedural sanctions for non-
compliance (Arts. 117(4), 153(10)), and voluntary for other individuals. Electronic
documentation is carried out through UJITS, which requires a mandatory qualified
electronic signature (QES) (Art. 43(8)) and requires proof that copies of documents were
sent to other participants (Art. 43(7)), thereby safeguarding the principle of adversarial

133 Natalia Kaniuka, “Trends and Problems of e-Justice Enforcement in Ukraine’ (2023) 1 Visegrad
Journal on Human Rights 95. doi:10.61345/1339-7915.2023.1.13.

134 Maika Maksym, “The Implementation of E-Justice within the Framework of the Right to a Fair Trial in
Ukraine: Problems and Prospects’ (2022) 5(3) Access to Justice in Eastern Europe 249. doi:10.33327/
AJEE-18-5.2-n000320.

135  Cabinet of Ministers of Ukraine, Roadmap on the Rule of Law’ (n 123).
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proceedings in a digital environment. The legislator maintains a transitional approach,
allowing mixed document management (Art. 14(8)). Remote participation in court
hearings is regulated concerning the specifics of the parties: general opportunity for
parties and their representatives to participate via video conference outside the
courtroom (Art. 212(1)) and limited participation for procedural assistants, who may
participate exclusively within court premises (Art. 212(6)). Court decisions and
procedural documents are created in electronic form and signed with a qualified
electronic signature (Art. 259(8)), ensuring the legal validity of digital acts. The UJITS
security system provides protection for information and establishes legal liability for
unauthorised interference (Arts. 14(11-12)), thereby meeting the minimum
requirements for digital security in judicial proceedings."

In Ukraine, a clear strategy or conceptual framework for justice sector reform in the
context of digitalisation has not yet been articulated, and the criteria for implementation
and their evaluation remain undefined and, overall, not institutionalised. Consistent and
transparent monitoring has not been a firmly established element of Ukraine’s legal
tradition. Considering this, the vectors of Ukrainian justice reforms and the assessment
of the state of digitalisation of justice may be presented—and, in the future, conducted—
using the indicators proposed by the EU Justice Scoreboard. Ukraine demonstrates strong
progress in several areas: the extensive use of automated document management systems
across all courts, electronic court decisions, a centralised automatic case allocation
system, integration with state registers, widespread use of electronic signatures, and the
provision of electronic offices for all professional participants. The system also offers
automatic notifications about procedural actions, integration with the Automated
Enforcement Proceedings System, and basic-level video conferencing, including
dedicated functionality for courtrooms, detention centres, correctional facilities, and
medical institutions. Additionally, remote participation is enabled for various types of
proceedings. However, significant challenges remain. The lack of structured metadata
and machine-readable standards (e.g. XML/JSON formats, semantic tagging of elements,
ECLI identifiers, automated extraction of legal norms from texts, linking cases to
decisions, multilingualism, automated translation, and open APIs for developers and
researchers) limits efficiency and transparency. Other shortcomings include outdated
interface design, confusing navigation, and the necessity to work simultaneously with
several disparate systems (Unified State Register of Court Decisions (USRCD), electronic
offices, video conferencing tools, and registers). There is also a lack of user guidance,
lengthy registration and authorisation procedures, and service fragmentation across
multiple subsystems. Moreover, Blockchain/DLT technologies are neither implemented
nor foreseen in current strategic planning. Effective implementation of EU e-justice
standards in Ukraine requires the consistent integration of innovative technologies and
the establishment of a secure electronic communication system. A key determinant of this

136  Civil Procedure Code of Ukraine No 1618-IV of 18 March 2004 (amended 17 July 2025)
<https://zakon.rada.gov.ua/laws/show/1618-15> accessed 8 October 2025.
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process’s effectiveness is maintaining a balance between digital innovation, the protection
of fundamental rights and personal data, and the resilience of the electronic judicial
infrastructure.'”” However, achieving interoperability with EU systems remains a
significant challenge. Ukraine lacks standardised APIs and shared data protocols
necessary for intersystem integration. Court decisions are not presented in machine-
readable XML/JSON formats, which limits automated processing. The absence of ECLI
identifiers further impedes integration with EU judicial networks.

The challenges faced by Ukraine mirror those identified by Ramos Maqueda and Chen
(2025) in jurisdictions that have not transitioned to data-driven justice. In the absence of
structured datasets, stable identifiers, and interoperable information architectures,
digitalisation remains superficial and cannot support advanced analytics, automation, or
evidence-based judicial governance."”® Razmetaeva and Razmetaev (2021) warn that such
infrastructural fragmentation poses bigger constitutional risks, as digital uncertainty and
opacity may undermine legal certainty and equality of arms. They emphasise that
Ukraine’s digitalisation must advance through both technological consolidation and
robust protection of procedural rights."*

The absence of a comprehensive digital justice strategy and action plan, alongside the
ambitious UJITS concept, creates a paradoxical situation: while funding for UJITS reform
(which encompasses more than ten subsystems and modules) has been suspended,
professional discussions increasingly focus on Al implementation'* without an appropriate
legal framework or strategic vision. This reflects Ukraine's fragmented approach to e-justice
development, where advanced technologies are discussed without addressing fundamental
infrastructure gaps. There is a discrepancy between European standards on the use of Al in
justice and the current understanding of the application of such technologies in professional
activities,'*' without taking into account the EU AI Act."” The Code of Judicial Ethics only
provides that the use of Al by a judge is permissible, provided that judicial independence

137 Oleh Syniehubov, Oksana Bortnik and Olena Chernenko, ‘Strategic Goals and Principles of
Digitalisation of Justice in the EU in the Context of European Integration Challenges for Ukraine’
(2024) 5 Law Herald 184. doi:10.32782/yuv.v5.2024.21.

138 Manuel Ramos-Maqueda and Daniel L Chen, ‘The Data Revolution in Justice’ (2025) 186 World
Development 106834. doi:10.1016/j.worlddev.2024.106834.

139 Razmetaeva and Razmetaev (n 33).

140  Order of the Cabinet of Ministers of Ukraine No 1556-p ‘On the Approval of the Concept for the
Development of Artificial Intelligence in Ukraine’ (2 December 2020) <https://zakon.rada.gov.ua/
laws/show/1556-2020-%D1%80#n8> accessed 8 October 2025; Order of the Cabinet of Ministers of
Ukraine No 457-p ‘On the Approval of the Action Plan for the Implementation of the Concept for the
Development of Artificial Intelligence in Ukraine for 2025-2026 (9 May 2025) [2025] Official Gazette
of Ukraine 45/3085.

141  Yan Bernaziuk, ‘Artificial Intelligence and Ukraine's Justice System: Results of Cooperation Over the
Past Year’ (Supreme Observer, 7 January 2025) <https://so.supreme.court.gov.ua/authors/934/
shtuchnyi-intelekt-ta-systema-pravosuddia-ukrainy-rezultaty-spivpratsi-u-rotsi-sh%D1%81ho-mynuv>
accessed 8 October 2025.

142 Regulation (EU) 2024/1689 (n 6).
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and impartiality are maintained, that it does not relate to the assessment of evidence or the
decision-making process, and that it does not violate legislative requirements (Art. 16).'*
The concept of the UJICS indicates the lack of details on AI control mechanisms and lacks
a clear list of prohibitions; nevertheless, the approach remains responsible and considers Al
solely in an assistive role within judicial systems. Limited functions and specificity
characterise the concept through a precise list of permitted uses, including OCR, speech-
to-text and text-to-speech technologies, translation, grammar checking, case law search,
generation of draft documents, and virtual assistant avatars. Quality control functions
include identifying deviations during court proceedings or inconsistencies with general
judicial practice, as well as providing basic legal assistance to users. Transparency in
accordance with the concept that reflects European standards must be ensured through
mandatory system self-learning and the preservation of human control over all decisions.'*

Further implementation of EU e-justice standards requires a comprehensive approach.
Technical modernisation must include not only the transition to machine-readable formats
but also the creation of unified data-exchange protocols. Ensuring full interoperability
requires integrating fragmented systems into a single ecosystem using semantic
technologies. It is critically important to enhance the user experience by simplifying
procedures and developing an inclusive design for vulnerable groups. Regulatory
harmonisation should encompass the full spectrum of EU requirements—from eIDAS to
cross-border data exchange. Successful transformation is possible only if technological
innovation is balanced with the protection of human rights and the resilience of judicial
infrastructure, while learning from both successful implementations (Estonia, Latvia) and
the fragmentation challenges (Romania, Croatia) observed across EU Member States.

4 CONCLUSIONS

The European approach to digital justice demonstrates a systemic shift in the understanding
of technology's role, from tools aimed at increasing efficiency to instruments for
strengthening fundamental rights. Unlike approaches to technological determinism, the EU
establishes a value-oriented digitalisation process in which each technical solution is
subordinated to legal principles and guarantees. EU’s normative basis ensures the protection
of procedural rights in digital environments, while value-oriented instruments reinforce
legitimacy by framing digital justice as inclusive, human-centred, and rights-compliant.
Strategic frameworks outline long-term priorities, supported by operational tools for
implementation and secure cross-border cooperation. Institutional coherence is achieved

143  Decision of the Congress of Judges of Ukraine ‘On the Approval of the Code of Judicial Ethics’
(18 September 2024) <https://zakon.rada.gov.ua/go/n0001415-24> accessed 8 October 2025.

144 Order of the State Judicial Administration of Ukraine No 178 ‘Concept of the Unified Judicial
Information and Telecommunication System’ (30 April 2025) <https://court.gov.ua/storage/
portal/dsa/normatyvno-pravova%20baza/N_178_2025_dodatok.pdf> accessed 8 October 2025.
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through methodological recommendations focused on efficiency, transparency, and
inclusiveness, while progress is monitored via performance assessments and comparative
indicators. Together, these instruments establish a structured and layered governance model
that integrates soft and hard law, ethical values, and technical standards, and enables both
EU-wide coordination and national adaptation in the field of digital justice. An analysis of
the European legal acts underpinning digital transformation and national practices reveals
the distinctive nature of this approach: digital rights are directly integrated into the
architecture of judicial systems through specific technical standards, procedural
requirements, and prohibitions on fully automated decision-making.

A study of civil procedural legislation and e-justice platforms in Central and Eastern Europe
and the Baltic states reveals consistent patterns in the implementation of European
standards, confirming the European paradigm's flexibility while maintaining shared value-
based foundations. The Baltic states are developing a regional strategy for systemic
integration with high levels of automation and mandatory electronic document
management, with Estonia achieving the best results. The approach of Central and Eastern
European countries is more differentiated. The experiences of Poland, the Czech Republic,
and Slovakia illustrate a gradual e-transformation that balances digital and traditional
access channels. The Polish practice of mandatory electronic delivery for professional
participants, while retaining alternative channels for citizens, demonstrates the possibilities
of a phased transition to digital procedures. The Bulgarian approach represents a radical
transformation: the shift of many civil cases to an electronic format with centralised
allocation from July 2025 contrasts sharply with evolutionary approaches. The Hungarian
case highlights the complexity of the interaction between technological and institutional
contexts: high levels of digitalisation coexist with systemic challenges to democratic
principles. The Croatian and Romanian experiences reveal fragmentation issues, where
technologically advanced solutions fail to integrate into a unified judicial ecosystem.

The analysis identifies an important trend: machine-readable standards for court decisions
are a critical prerequisite for achieving data-driven justice. Structured metadata, semantic
markup, and API compatibility create a technological foundation for judicial analytics,
predictive modelling, and legal assistance. Machine-readability is not merely a technical
characteristic but forms the basis of the justice of the future. Data from the EU Justice
Scoreboard 2024-2025 and national e-platform analyses confirm steady progress in digital
transformation. At the same time, an examination of user instructions highlights significant
differences in accessibility, ranging from user-friendly interfaces to multi-step
authentication procedures, which pose risks to equitable access to justice.

Ukraine finds itself in a unique position on the path to European integration and the
digitalisation of justice. Despite an ambitious UJITS concept and wartime experience that
accelerated digitalisation, the country still lags behind European standards of inclusivity
and system integration. While Ukraine has adopted certain digital mechanisms—such as
electronic court services and remote hearings—these remain fragmented and unevenly



Syniehubov 0, Bortnik 0 and Chernenko 0, ‘European Approaches to Digital Justice in Central and Eastern Europe and the Baltic States, with
Perspectives for Ukraine” (2025) 8(Spec) Access to Justice in Eastern Europe 32-73 <https://doi.org/10.33327/AJEE-18-8.5-c000162>

applied. Gaps persist in institutional interoperability, legal certainty, digital accessibility, and
the protection of vulnerable groups. Challenges remain in implementing the “digital by
default” principle due to process duplication. The primary risk lies in focusing on technical
excellence while neglecting real user needs. The European approach of e-justice illustrates
the evolution of access to justice from merely removing barriers to actively enabling
opportunities through digital education, technical support, and intuitive interfaces. The
principle of technological subsidiarity becomes a critical element of judicial systems:
technologies perform an assistive role rather than replacing human judgment, ensuring
transparency in automated processes. Estonia’s experience offers an alternative strategy,
emphasising simplified interaction with the system and creating positive incentives for a
voluntary transition to digital procedures.

The findings suggest that Ukraine’s digital justice agenda must adopt a systemic and
standards-based approach. The comparative analysis of the selected jurisdictions reveals
important lessons and data-driven priorities for the development of digital justice in
Ukraine. Drawing on the state of normative regulation, technical infrastructure, and the
assessment of the functioning of digital justice, the following directions may be identified
which, within the framework of European integration processes, require particular
attention beyond technical enhancement: the introduction of machine-readable formats for
court decisions (XML/JSON and, in the longer term, with ECLI identifiers), since structured
data enable more effective and automated legal analysis; the prioritisation of user-centred
design through video tutorials, reusable templates, and intuitive interfaces, as successfully
implemented in Slovakia and Czechia, which significantly reduces user barriers; the
establishment of mandatory electronic filing for justice sector professionals, public
authorities, and legal entities, while maintaining alternative channels for citizens in line
with a balanced approach, such as that applied in Poland, which achieves digitalisation
without exclusion; the consolidation of fragmented subsystems (USRCD, Electronic
Court, videoconferencing, and others) into a unified API-compatible ecosystem, as the
contrast between the integrated system in Estonia and the fragmentation in Croatia and
Romania demonstrates that isolated technological sophistication without integration
does not ensure comprehensive quality and efficiency; and the development of a legal
framework for transparent Al governance in accordance with the requirements of the EU
Artificial Intelligence Act, with a clear distinction between assistive systems and high-risk
decision-support tools, particularly in view of the regulatory gap in Ukraine. These
priorities, derived from comparative findings in Central European and Baltic countries,
should be implemented through a unified governance structure that avoids ministerial
fragmentation and is supported by institutionalised monitoring mechanisms and
participatory policy-making. Success requires balancing institutional efficiency with
citizen accessibility, ensuring a digital transformation that enhances rather than restricts
access to justice for all population groups.
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The research demonstrates that successful e-justice transformation requires balancing
institutional efficiency with citizen accessibility. For Ukrainian citizens, this means ensuring
that digital services do not exclude vulnerable populations while improving access to justice.
For institutions, it necessitates comprehensive staff training, adequate funding, and
sustained political commitment to avoid fragmentation, inconsistency, lack of transparency,
and lack of accountability.
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AHOTALLIA YKPAIHCBKOK MOBOK)
JlocnigHuubKa cratTs

€BPOMENCHKI MIAXOAM A0 LIMOPOBOr0 NMPABOCYLAA
B KPAIHAX LIEEHTPANIBHOI TA CXIIHOT €BPOMM TA BANTICHKOTO PETIOHY
3 0rNA4Y HA MEPCMEKTUBM ANA YKPATHU

Onez Cunezy6oe, Okcana bopmuix ma Onera YepHeHko*

AHOTAIIA

Bemyn: Y cmammi 0ocniOxcyromocs esponeiicoki nioxoou 00 yugdposozo npasocyoos 3
AKUEHMOM HA MOMY, K HAOHAYIOHATIbHI Pe2yNAMOPHi MOOeni — 6i0 NPUHUUNIE YUPPOBUX NPAas
00 onepayitinux iHCMpymeHmie e-npasocydost — Popmyms HAUIOHATbHI NPAKMUKY 6 KPATHAX
Lenmpanvroi ma Cxionoi €eéponu ma banmiticokoeo peziony. Y docniowenni uyugdpose
npasocy00s KOHUeNmyanizyemocsa Ak 6azamosumipHe A6uUl4e, W0 NOEOHYE MEXHONO02IUHI
iHcmpymenmu, IHCMumyyiiHuil Ou3atin, yNpasniHHA OAHUMU A AWOUHOUEHMPUUHI
yinnocmi. Oxpema yeaza npudineHa mMomy, AKUM HUHOM Ui €BPONeELiCbKi HANPAUIOBAHHSA
MONYMb CNPUSMuU pedopMy8aHHIo ceKmopy npasocyoos Ykpainu 6 ymosax HaOnuiceHHs it
3akoHodascmea 00 acquis EC.

Memoou: [ocnionenns spyHmyemvcs Ha 0OKMPUHATILHOMY NPAB0BOMY AHAMI3I Y NOEOHAHHI 3
Komnapamuerum nioxooom. Cucmemno posensoaromocs Hopmamueni axmu €C, iHcmpymenmu
CEPE], monimopuneosa apximexmypa «Lugposozo decssmunimms», a maxox 3aKoH00a6cmeo
3 YUBINLHO20 Npoyecy ma naam@opmu e-npasocyods 6 oounaousmu Oepicasax-unenax €C.
Emnipuuny 6a3y donosniotomv 0ani EU Justice Scoreboard 2024-2025 ma Digital Decade Country
Reports. Taxuii memoodonoeiunuti nioxi0 00360715€ BUABUMU CHiZlbHI  3AKOHOMIPHOCMI,
8iOMiHHOCMI ma moOleni imniemenmayii, w0 @dopmyoms 0cHO8Y ONA OUiHKU mpaexmopii
yugposozo npasocydos 6 Ykpaini.
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Pesynomamu ma eucnosxu: [ocnioxenns noxasye, wo €sponeiicokuti Corw3 cgopmysas
YinicHY, WIHHICHO OPIEHMOBAHY ApXimeKmypy uu@dpoeozo npasocyoos, AKa NOEOHYE W0PUOUUHO
0006’3K06i  cmanoapmu,  iHmeponepabenvHi  MeXHONOIMHI  PileHHA mMa  NPUHUUNU
iHKTII03UBHOC, HPO30POCI 1] IH00CHK020 KOHMPOTIO — 0COONIUE0 Yy KOHMEKCII BUCOKOPUSUKOBUX
cucmem IIII. Haiibinvw iHmezposamy ma mexHONO02iMHO PO36UHEHY MOOeNb 0eMOHCHPYIOMb
Banmiticvoki depicasu, modi six kpainu Llenmpanvroi ma Cxionoi €8ponu xapaxmepusyomocs
nocmynosumu abo @pasmenmosanumu nioxooamu. Cucmemua inmezpauis - 0006’13K06e
eneKmpoHHe NoOaHHs, yHiikosawi indpacmpykmypu oOMiHy OaHumMu ma MAMUHOHUMAHI
cy0osi 0awi - KOpemwe 3 GUWUMU NOKA3HUKAMU 34 inoukamopamu €C. Hamomicmo
ppazmenmosani abo napanenvri cucmemu 00MeHyOmMs 00CMYNHICMb, iHmeponepabenvHicmy i
MONUBOCMI NPABOCYOOs, 3ACHOBAH020 HA OAHUX. YKpaiHa OeMOHCHMpPYe cymmesuil nocmyn
uepes €CITC, asmomamusosare ynpasuiHHsA cNpasamu ma enaeKmpoHHUuil 00Kymenmoooic;
00HaK 30epi2alomvCs cymmesi npoeanuu y cepi inmeponepabenvHocmi, MAUMUHOHUMAHOC,
JoOuHOUenmpu4noeo Ousativy ma epsoyeanus III. Cmpykmypna $pasmenmayis ma
sidcymuicmo KomnexkcHoi cmpamezii yugpoeozo nNpasocy0ds cmpumyomv HAOIUNEHHS 00
cmandapmie €C. Ha ocHosi KoMnapamuenozo ananizy eusHaueHo npiopumemu 0ns Ykpainu:
no8HOYiHHA iMneMenmayis mawunouumanux popmamie (XML/JSON ma ECLI), koconioauis
pospisnenux nidcucmem 6 €OUHY eKOCUCHeMY, 3anpoaodiceHHsT 00608’A3K08UX UUPPOBUX
npouedyp 0ns npogecitiHux yuacHuKie npouecy, a Maxox po3pooneHHs nPaso3axucHoi mooesni
epsioyeanns III, y3zoomenoi 3 Esponeticokum axmom npo III. Kniouosum 3asdanHam €
3abesneuenHss mozo0, w06 yudposizayis poswuprosana - a He obmexcysana — docmyn 00
npasocyoos, eumazaruu 30anaAHCYBAHHA MEXHONOZMHUX (HHOBAUl i3 nNpouecyanvHumu
2apanmiamu, IHCIMUumyyitino cmitikicmo ma iHKII03i€10 KOPUCIY8aUis.

Kniouosi cnosa: yugpose npasocyoos, e-npasocy0os, uueinvHe cy0OHUHCINEO, PieHHS cY0Y,
3axucm npas, MOOUHOUEHMPUUHA yudposa mpanchopmauis, yudposi npunyunu, yudposi npasa,
Esponeiicokuti Cotos, Ypaina, Llenmpanvna ma Cxiona €epona, banmiticoki depicasu, III1.
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Research Article

THE NEW EU PRODUCT LIABILITY DIRECTIVE:
DOCTRINAL ANALYSIS

Deimanté Rimkuteé

ABSTRACT

Background: The question of who bears liability when an Al
system causes harm has long been debated in the field of AI
and law. When the EU proposed the Product Liability
Directive and the Al Liability Directive in 2022, many
expected the two instruments to jointly determine how such
cases would be handled. This picture changed once the Al
Liability Directive was withdrawn in February 2025 and the
revised Product Liability Directive was adopted in October
2024. The result is that the EU now provides harmonised
liability rules only for situations in which AI products injure
consumers or other natural persons. With this shift, current
discussions on Al liability can either examine the
consequences of withdrawing the AI Liability Directive or look
closely at how the updated Product Liability Directive (EU)
2024/2853 (“Directive”) allocates responsibility. This article
takes the latter approach. For the consumer and natural-
person contexts to which the Directive applies, it argues that
the debate should turn to analysing the specific liability
structure the Directive sets out.
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Methods: The revised Directive is not an easy instrument to interpret, given its distinctive
terminology, high level of detail, and extensive lex specialis provisions when compared to the
general rule of fault-based liability. Although it replaces the 1985 Directive-and thus builds on
an existing body of scholarship-the 2024 revision introduces changes that necessitate renewed
analysis. The most suitable method for understanding this revised liability regime, clarifying
its ambiguities, novelties, and problematic aspects, is the doctrinal legal approach. Accordingly,
this article employs doctrinal analysis to examine and systematise the revised Directive.

Results and conclusions: The article organises the Directive’s provisions into four categories:
first, the scope of application, defining when product liability applies; second, the elements of
liability, specifying what the claimant must prove; third, the defences, indicating the
exemptions from liability on which the defendant may rely; and finally, the procedural rules,
governing disclosure of evidence, relevant to both parties, and the conditions under which the
burden of proof, resting on the claimant, may shift to address evidentiary challenges.

On the basis of this fourth feature—procedural rules that ease the claimants evidentiary
burden—the article argues that the Directive alters how EU product liability should be
conceptually defined. Under the 1985 Directive, the framework rested on two conceptual axes
defining strict product liability: first, replacing fault with product defectiveness; and second,
limiting defences, both of which made product liability “strict”. Since the new procedural rules
further strengthen the claimant’s position, the article concludes that the revised Directive adds
a third axis to the concept of strict product liability, thereby making the regime even stricter
through burden-alleviation rules.

1 INTRODUCTION

If an AI system causes damage, who is legally responsible for compensating the victim?
This has been one of the central questions in contemporary debates in the field commonly
referred to as “Al and law”! Since October 2024, however, the answer has become
clearer—at least with respect to consumers and other natural persons. That date marks
the adoption of the revised Product Liability Directive (EU) 2024/2853 (“Directive”) .?
This Directive now covers situations where damage is caused by AL’ meaning the debate

1 The author has explored this issue in a blog post, see: Deimante Rimkute, ‘AI Liability After the AILD
Withdrawal: Why EU Law Still Matters?” (Oxford Business Law Blog, 1 April 2025)
<https://blogs.law.ox.ac.uk/oblb/blog-post/2025/04/ai-liability-after-aild-withdrawal-why-eu-law-
still-matters> accessed 30 May 2025.

2 Full title: Directive (EU) 2024/2853 of the European Parliament and of the Council of 23 October 2024
On Liability for Defective Products and Repealing Council Directive 85/374/EEC [2024] OJ L 2853/1.

3 See information, for example, in ‘Liability for Defective Products’ (European Commission: Internal
Market, Industry, Entrepreneurship and SMEs, 8 December 2024) <https://single-market-
economy.ec.europa.eu/single-market/goods/free-movement-sectors/liability-defective-products_en>
accessed 30 May 2025.

© 2025 Deimanté Rimkuté. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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should shift from identifying who bears responsibility to investigating how that
responsibility is structured and applied in practice.

This question, however, is not straightforward. The Directive is a complex instrument,
characterised by distinctive terminology, a high level of regulatory detail, and extensive lex
specialis provisions. Although it replaces the 1985 Directive-and thus its commentary rests
on an existing body of scholarship—the 2024 revision introduces changes that necessitate
additional doctrinal work. This is where the present article makes its contribution: it offers
a doctrinal analysis* of the revised Directive, aiming to provide a coherent and systematic
understanding of its structure, key features, and novelties.

This article pursues this aim by grouping the Directive’s provisions into four categories. The
first concerns the starting point in the Directive’s applicability—the scope of application,
which defines whether disputes fall under the product liability regime (Section 2). The
second category addresses matters forming the evidentiary burden of the claimant—namely,
the elements of liability that must be proven to obtain compensation (Section 3). The third
examines the defendant’s escape routes from liability. That is, the exemptions from liability,
invoked by the defendant to avoid responsibility (Section 4). Finally, the fourth category
concerns the procedural rules, proposing remedies to evidentiary difficulties (Section 5).

By organising the Directive’s provisions in this manner, the article also advances a broader
conclusion about how product liability should be defined as a legal concept (Section 1). It
argues that the 2024 Directive requires a reconsideration of this concept: product liability
should no longer be understood solely as faultless liability—defined by product
defectiveness and by narrowly circumscribed defences—but also as a regime that includes a
third, procedural element, namely the alleviation of the claimant’s burden of proof. The
discussion begins with this revised definition of the concept of product liability.

2 DEFINING PRODUCT LIABILITY

Product liability is commonly defined as “no-fault” liability for a particular factual
situation—damage caused by defective products. This standard definition, however, is not
particularly helpful, as it merely explains what this type of liability is not (i.e., not fault-
based) or limits itself to describing the circumstances in which it applies. The aim of this
section, therefore, is to propose a more precise conception of product liability in 2024.

The starting point of this inquiry is the observation that, in the EU—unlike in the common
law tradition—product liability is a regime established by legislation. Any conception of it
must therefore begin with what the law itself provides, rather than how courts have defined

4 More about the methodology here: Jan M Smits, ‘What is Legal Doctrine?: On the Aims and Methods
of Legal-Dogmatic Research’ in Rob van Gestel, Hans-W Micklitz and Edward L Rubin (eds),
Rethinking Legal Scholarship: A Transatlantic Dialogue (CUP 2017) 210. d0i:10.2139/ssrn.2644088.
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it over time. In the EU, the law itself shows that the development of product liability has
unfolded in two distinct phases. The first phase refers to EU product liability between 1985
and 2024.° This phase began in 1985, when the Product Liability Directive was adopted in
response to a series of major industrial disasters that exposed the inadequacy of fault-based
liability in addressing such cases.® The second phase begins in 2024, when the 1985 Directive
was replaced by the 2024 Directive in response to different concerns—namely, growing
criticism that the 1985 Directive was no longer adequate to address the challenges posed by
new types of goods, particularly those involving digital technologies.” This brief overview
matters for our task of defining the concept of product liability for one simple reason. If
such a definition of the concept must be grounded in the law, and the law has developed in
two distinct phases, then we must also consider whether there are two corresponding
conceptions of product liability. In other words, while the classic understanding of product
liability derived from the 1985 Directive, we should not assume that this definition still fully
applies today. To assess whether the concept has changed, the understanding of product
liability implied in the 1985 Directive must be clarified.

Under the 1985 Directive, the features that defined product liability as a lex specialis, strict,
or, in other words, a victim-friendly liability regime were twofold. The first was that, under
this regime, fault was replaced by another, so-called “strict” element—product
defectiveness. This framed the regime as an obligation de résultat: the manufacturer had to
ensure that the product was safe and did not cause harm, rather than merely exercising due
care to make it safe (obligation de moyens).® This made product liability stricter because it
was easier to prove the strict element of product defectiveness than to establish fault. That
assessment was outcome-based—the product had to be made in a way that avoided
defectiveness. The second axis was that the product liability regime limited and
predetermined the defences available to the defendant, so that liability could be avoided
only in clearly defined and exceptional circumstances,’ for example, by showing that the

5 We do not consider period before 1985 because then product liability claims were largely governed by
fault-based rules applied to a specific factual matrix — damage caused by a product. Read about it here:
Duncan Fairgrieve and others, ‘Product Liability Directive’ in Piotr Machnikowski (ed), European
Product Liability: An Analysis of the State of the Art in the Era of New Technologies (Intersentia 2016) 17.

6 ibid 20.

7 Read about the debate here: Sebastian Lohsse and others, ‘Liability for Artificial Intelligence’ in
Sebastian Lohsse, Reiner Schulze and Dirk Staudenmayer (eds), Liability for Artificial Intelligence and
the Internet of Things (Nomos 2019) 9. doi:10.5771/9783845294797-9; K Alheit, “The Applicability of
the EU Product Liability Directive to Software’ (2001) 34 Comparative and International Law Journal
of Southern Africa 188; Daily Wuyts, “The Product Liability Directive - More than Two Decades of
Defective Products in Europe’ (2014) 5(1) Journal of European Tort Law 1. doi:10.1515/jetl-2014-0001;
Gerhard Wagner, ‘Software as a Product’ in Sebastian Lohsse, Reiner Schulze and Dirk Staudenmayer
(eds), Smart Products (Nomos 2022) 164. doi:10.5771/9783748929772-157.

8 Thomas Verheyen, ‘Modern Theories of Product Warnings and European Product Liability Law’
(2019) 15(3) Utrecht Law Review 44. doi:10.36633/ulr.541.

9 Cees van Dam, European Tort Law (3rd edn, OUP 2013) para 1003-3, 301.

© 2025 Deimanté Rimkuté. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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defect could not have been detected given the state of scientific and technical knowledge at
the time. This approach contrasted with fault-based liability, where the range of possible
defences was much broader and less favourable to victims.

Turning now to the concept of product liability under the 2024 Directive, it becomes
apparent that the regime maintains the two original axes. Product liability can still be
defined as a form of no-fault, or strict, liability in which (1) fault is replaced by another
element (product defectiveness) and (2) the available defences are narrowly limited.
However, the initial doubt as to whether the concept remains truly the same reveals that the
Directive introduces an additional structural feature. This third axis is the use of
presumptions—mechanisms capable of shifting the burden of proof in establishing
defectiveness and causation from the claimant to the defendant (discussed in Section 5).

The article argues that this new feature should be recognised as a third axis that further
defines product liability alongside the two already described. This third feature renders
product liability under the 2024 Directive even more “strict” and more favourable to
claimants. The idea that presumptions make a liability regime stricter is not entirely new.
Similar arguments have been made in discussions of fault-based liability, where regimes in
which fault is presumed were described as de jure fault-based but de facto strict (or semi-
strict), since their practical outcomes closely resemble those of strict liability.’ Accordingly,
to understand what constitutes “strict product liability,;” we must consider all the structural
elements that contribute to its strictness.

3 SCOPE OF APPLICATION

The scope of application is always the starting point, because when damage occurs, the first
question is which liability regime applies—product liability or another. At first glance, the
question of the scope of application may seem relatively innocuous and academic attention
often focuses on matters such as the elements of liability or defences. In practice, however,
the scope of application is anything but innocuous. Because the Directive establishes a
regime that is generally more favourable to claimants, defendants have strong incentives to
argue that a given case falls outside its scope, while claimants will argue the opposite.

These disputes usually focus on three key concepts. The first is what qualifies as a product,
since the Directive only applies if the damage was caused by something that meets the
Directive’s definition of a “product.” The second concerns who can be held liable, as a claim
cannot be brought against just anyone involved with the product. The third concerns who
is entitled to claim damages, because the Directive does not confer standing to all persons

10 See the overview of the debate on the use of presumptions to establish fault in this article: Francesco
Parisi and Giampaolo Frezza, ‘Burdens of Proof in Establishing Negligence: A Comparative Law and
Economics Analysis’ (2023) 9 Italian Law Journal 77.
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without distinction. The following paragraphs examine each of these concepts in more
detail, beginning with the definition of a “product”

Product. The provision, which defines which goods fall under the Directive, is Article 4(1).
It defines products as “all movables, even if integrated into, or interconnected with, another
movable or an immovable; it [also] includes electricity, digital manufacturing files, raw
materials, and software” This definition entails several notable changes. The first notable
change is that the Directive is no longer limited to tangible goods. It now explicitly includes
certain non-tangible items—digital manufacturing files and software (including AI)." This
expansion, however, is not without limits. While software is generally covered, free and
open-source software' is not (Article 2(2), Recital 14). The same applies to digital files: when
such files are manufacturing files—for example, those used in advanced production
processes such as CAD, CAM, or IoT-based systems, they are included, whereas generic
digital files such as text documents, images, or videos are not."

Another notable change in the Directive definition of a product is that it now also covers
raw materials.' More revolutionary, it extends its scope to certain product-related services,"
but only where two conditions are met: (1) the service is embedded in, or essential to, the
product’s functionality (Article 4(3)); and (2) it has a direct impact on the product’s safety.'
This means that services such as traffic data for vehicle navigation, health-monitoring
functionalities, smart-home safety systems, and software updates, upgrades, or machine-

11 Directive (EU) 2024/2853 (n 2) recital 13. Although the core text does not define software, the Recitals
of the Directive offer a non-exhaustive list, including operating systems, firmware, computer
programs, applications, and Al systems. They also clarify that software is covered regardless of mode
of supply, whether it is a standalone product, integrated component, stored on a device, accessed via
cloud or network, or provided as software-as-a-service (SaaS)..

12 Free and open source software is typically governed by licenses that permit anyone to run, copy,
distribute, study, and improve it; and must not be provided during commercial activity, for example,
“in exchange for a price, or for personal data used other than exclusively for improving the security,
compatibility, or interoperability of the software.” See, Directive (EU) 2024/2853 (n 2) recital 14.

13 ibid, recital 16.

14  Importantly, the revised definition now encompasses materials that are not manufactured but are
extracted or harvested, including raw materials and primary agricultural products, such as gas, water,
farm goods, fishery products, and game, which were previously excluded under the 1985 Directive.
See, Council Directive 85/374/EEC of 25 July 1985 On the Approximation of the Laws, Regulations
and Administrative Provisions of the Member States Concerning Liability for Defective Products
[1985] O] L 210/29, art 2. For the context see, for example, Duncan Fairgrieve and Richard Goldberg,
Product Liability (3rd edn, OUP 2020) 221. doi:10.1093/0s0/9780199679232.001.0001.

15  See, for example, Directorate-General for Communication, ‘EU Adapts Product Liability Rules to
Digital Age and Circular Economy’ (European Commission, 9 December 2024)
<https://commission.europa.eu/news/eu-adapts-product-liability-rules-digital-age-and-circular-
economy-2024-12-09_en> accessed 7 November 2025.

16  See, Directive (EU) 2024/2853 (n 2) recital 17. Also, Gerhard Wagner, ‘Next Generation EU Product
Liability — For Digital and Other Products’ (2024) 15(2) Journal of European Tort Law 185-6.
doi:10.1515/jetl-2024-0011.
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learning processes may now fall within the Directive’s scope."” The Directive, therefore,

applies “well beyond the realm of both pure manufacturing and products sensu stricto™'®

Caution is nevertheless required when applying the Directive to services. The inclusion
of related services should not lead to the misunderstanding that the Directive applies to
services in general. Pure information content—such as media files, e-books, source code,
or other forms of data that merely constitute “information”— remains outside the
Directive’s scope.” In this regard, the clarification given by the CJEU in Krone-Verlag
(Case C-65/20) outlives the Directive’s revision: harm caused solely by incorrect
information contained in a medium such as a newspaper does not make that medium a
defective product under the PLD.*

Persons entitled to claim damage. A second gatekeeper from the application of the Directive
concerns who is permitted to bring a product liability claim. The Directive does not grant
standing to any person in general. It grants standing only to natural persons who have
suffered harm as a result of a defective product (Article 5(1)).*' This, however, raises a
question: does the Directive apply in the same way to all natural persons? That would seem
counterintuitive, as product liability has traditionally been understood as a consumer-
oriented regime. To answer this, Article 5 must be read together with Article 6, which
defines “damage” Article 6 makes it clear that certain categories of compensable harm
remain limited to non-professional or not exclusively professional use. Accordingly, while
the Directive extends protection to all natural persons, particularly in relation to damage to
health, it provides a narrower protection for those acting in a professional capacity, where
the damage concerns property or data. In that sense, the Directive formally protects all
natural persons but, in practice, offers stronger protection to consumers.

Liable parties. The last gatekeeper from the application of the directive concerns liable
parties. A claimant seeking compensation under the Directive cannot sue just anyone
involved with the product. Only certain parties—those explicitly listed in the Directive—
can be held liable. Importantly, this may not always be the company that actually
manufactured the defective product. Liability can extend further down the supply chain to
others who played a role in bringing the product to the market. To capture this broader
scope, the Directive uses the term “economic operators” This includes not only the
manufacturer (of the product or one of its components) but also the provider of a related
service, the authorised representative, the importer, the fulfilment service provider, and, in
some cases, the distributor (Article 4(15)).

17 Directive (EU) 2024/2853 (n 2) recitals 17, 19, 35.

18  Jan De Bruyne, Orian Dheu and Charlotte Ducuing, ‘The European Commission’s Approach to Extra-
Contractual Liability and AI: An Evaluation of the AI Liability Directive and the Revised Product
Liability Directive’ (2023) 51 Computer Law & Security Review 105894. doi:10.1016/j.clsr.2023.105894.

19 See, Directive (EU) 2024/2853 (n 2) recital 13.

20  Case C-65/20 VI v KRONE-Verlag Gesellschaft mbH ¢ Co KG [2021] ECLI:EU:C:2021:471, para 42.

21 It shall be noted that the revised Directive also includes persons who have inherited this right or to
whom it has been subrogated, as well as persons acting on behalf of one or more injured persons. See,
Directive (EU) 2024/2853 (n 2) art 5(2).
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In assigning the responsible party, the Directive follows a “chain of liability” principle: there
is a set order in which potential defendants are approached. If the first entity in the chain
(e.g., the manufacturer) cannot be held liable, the claim moves to the next party (e.g.,
importer). In total, there are four tiers in this chain of liability. The first tier consists of
manufacturers, a term that the Directive defines broadly. It includes two groups. First are
the “real manufacturers”—those who actually produce the product, including when they
make it for their own use? (Article 4(10)(a), (c)). Second are “manufacturers by labelling”—
parties that have a product made by someone else but place it on the market under their
own name, trademark, or another identifying sign (Article 4(10)(b)). Although these two
categories involve different levels of control over design and production, the Directive does
not require the claimant to track down the “real manufacturer” before suing a
“manufacturer by labelling” This approach was confirmed by the CJEU in Fennia
(Case C-264/21) and remains relevant even after the Directive’s revision.?

When the manufacturer is not established or cannot be identified within the EU
(Article 8(3)), the Directive allows the claimant to pursue other economic operators in the
supply chain. Before listing which operators may be held liable, it is necessary to explain
why this expansion exists and what purpose it serves. The underlying rationale reflects the
Directive’s victim-protection logic: its objective is to ensure that those harmed by defective
products have a realistic chance of obtaining compensation when the manufacturer (the
primary responsible party) cannot be reached.

The criteria that bound these other liability parties—namely, importers, authorised
representatives, fulfilment service providers, and distributors—is that they are not random
third parties. In factual terms, each operator can contribute to the process by which unsafe
products reach consumers through import, handling, storage, or sale. At the same time,
these economic operators profit from the activity that results in the unsafe product being
placed on the market.* If they take part in an activity that generates risk and derive
economic benefit from it,” it is reasonable that they also bear part of that risk and be held
liable when the manufacturer is unavailable, and the product causes harm.

22 It appears that with this addition to include into manufacturers notion also the manufactures that
manufacture for their own use codifies the CJEU’s judgment in Veedfald (Case C-203/99). In that case,
the Court held that a service provider may be liable under the Directive where it uses a self-
manufactured product in the course of providing a service and the defect lies in that product, rather
than in the service itself. See, Case C-203/99 Veedfald v Arhus Amtskommune [2001] ECR 1-3569,
ECLI:EU:C:2001:258, para 12.

23 Case C-264/21 Keskindinen Vakuutusyhtio Fennia v Koninklijke Philips NV [2022]
ECLI:EU:C:2022:536, para 35.

24  Marco Cappelletti, Justifying Strict Liability: A Comparative Analysis in Legal Reasoning (OUP 2022)
73-4. doi:10.1093/0s0/9780192859860.001.0001.

25  Read about risk creation as justification for strict liability in Guido Calabresi, The Costs of Accidents:
A Legal and Economic Analysis (Yale UP 1970) 50-4.
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However, not all operators contribute equally to this process. The Directive recognises this,
giving some operators higher priority than others. This further hierarchy appears to rest on
two main factors: the operator’s role in placing the product on the market or making it
available to users, and their degree of proximity to the manufacturer. Based on these criteria,
the second possible defendants, if the manufacturer is not established in the EU, are the
importers and authorised representatives (Article 8(1)(c)). These actors have the closest
connection to both the manufacturer and the product’s entry into the EU market, which
explains why they are second. The importer places the product on the EU market and bears
compliance responsibility (Article 4(12)), while the authorised representative acts as the
manufacturer’s proxy, carrying out specific duties related to product compliance and
communication with authorities under a defined mandate.”

The third-tier operators are fulfilment service providers”’—those who handle key
logistics tasks such as warehousing, packaging, shipping products (Article 8(1)(c)). The
claimant may turn to them only if no importer or authorised representative is established
within the Union. Their inclusion recognises their practical role in enabling products,
particularly from outside the EU, to reach consumers, bypassing standard product
placement procedures designed to ensure safety.” This is especially relevant in the context
of cross-border e-commerce, where fulfilment service providers often act as de facto
importers.” At the bottom of the hierarchy are the fourth-tier operators—distributors and
online platforms (Article 8(3)-(4)).”° They serve as “last-resort” defendants, liable only

26  See, for example, Netherlands Enterprise Agency and Netherlands Food and Consumer Product Safety
Authority, ‘Product Safety and the Role of the Authorised Representative’ (Business.gov.nl, 2024)
<https://business.gov.nl/regulation/product-safety-and-role-of-authorised-representative/> accessed
7 June 2025. Importantly, authorised representatives can be assigned additional administrative tasks
(e.g., drafting the EU declaration of conformity or affixing CE marking) may be delegated by the
manufacturer when permitted by law and the mandate.

27  Directive (EU) 2024/2853 (n 2) art 4(13). The Directive defines fulfilment service provider as “any
natural or legal person offering, in the course of a commercial activity, at least two of the following
services: warehousing, packaging, addressing and dispatching of a product, without having ownership
of that product”. This definition excludes postal services (art. 2(1) of Directive 97/67/EC), parcel
delivery services (art. 2(2) of Regulation (EU) 2018/644), and other postal or freight transport services.

28 Read about it, for example, here: ‘What Does It Mean “Placing a Product on the Union Market”?’
(European Commission: Energy Efficient Products, 2024) <https://energy-efficient-products.ec.europa.eu/
faqs-0/what-does-it-mean-placing-product-union-market_en> accessed 7 June 2025.

29 See, Directive (EU) 2024/2853 (n 2) recital 37.

30 It isimportant to note, however, that the inclusion of online platforms in this tier is conditional: they
can be held liable only if the criteria in Article 6(3) of the Digital Services Act are met — that is, where
the platform actively presents the product or otherwise enables the specific transaction (Article 8(4)).
See, Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022
on a Single Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act)
[2022] OJ L 277/1. On the other hand, if online platforms function as a manufacturer, importer,
authorized representative, fulfilment service provider, or distributor, then they take on the same
liabilities as those operators, i.e. Article 8(4) is not applied. See, Directive (EU) 2024/2853 (n 2) recital 38.
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when the claimant cannot identify a higher-tier operator. Their inclusion can be justified
by the “soft power” they have, i.e. they decide which products to distribute or host on
their platforms and can therefore influence whether unsafe products reach consumers
while benefiting from this activity. However, since they do not control a product’s initial
entry into the market, they are placed at the bottom.

4 ELEMENTS OF LIABILITY

To obtain compensation, the claimant must prove that the damage was caused by a
defective product. In other words, defectiveness and damage must be shown to stem from
the same event, with the damage occurring as a result of the defect. This assessment is
structured around three elements: product defectiveness, damage, and causation. Under
the general rule, it is the claimant’s responsibility to establish all three. This section,
however, will address only two elements: product defectiveness and damage. Causation is
regulated by the Directive only to the extent that it is presumed and will therefore be
examined separately in Section 5.

Damage. The starting point of any delict claim is actual damage—without it, there is no
basis for compensation. The claimant must therefore show that a product defect caused
real harm, both factually and in monetary terms. Damages are generally classified as
economic (quantifiable financial losses such as medical or funeral expenses, property
damage, and lost income)® and non-economic (intangible harm such as pain and
suffering, emotional distress, loss of enjoyment of life, or loss of companionship).”
However, many legal systems restrict recovery for certain types of harm—typically pure
economic loss or emotional distress.

The Product Liability Directive adopts a similar approach by limiting compensable damage
to three categories: (1) damage to health, including medically recognised psychological
harm; (2) damage to property; and (3) damage to data. This means that infringements of
personality rights, privacy breaches, acts of discrimination, and pure economic loss (e.g.
loss of salary) fall outside its scope.” The Directive then narrows these categories further
through specific exclusions. It does not cover damage to the defective product itself; damage
to another product caused by a defective component where both are made or controlled by
the same manufacturer; property used exclusively for professional purposes; or destruction
or corruption of data used for professional purposes (Article 6(1)(b)-(c)).

On the other hand, while Directive does not cover every type of damage, that does not stop
Member States from allowing those excluded types of damage to be compensated under

31  David A Fischer and others, Products Liability: Cases and Materials (West Academic Publishing 2022) 673.
32 ibid
33 See, Directive (EU) 2024/2853 (n 2) recital 24.
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their own national law.** They can do this in two ways: through another national liability
regime, such as fault-based liability, or by extending the product liability regime to
additional types of damage. If they choose the latter option, they may replicate the same
rules set out in the Directive. But in that case, the legal basis is national law, not EU law. The
Member State is essentially creating a parallel national regime inspired by the Directive
rather than implementing the Directive itself. CJEU case law confirms this approach. In
Moteurs Leroy Somer v Dalkia France (Case C-285/08), the CJEU held that damage to
exclusively professional property falls outside the scope of the PLD, but Member States are
free to adopt equivalent national regimes.*

Product defectiveness. The concept of “defect” is considered to be the core concept, upon
which product liability turns,” and is widely regarded as the most complex element of the
product liability.”” The Directive addresses it through two main tests: the classic “consumer
expectations test”, and a second - newly introduced - test that can be called “safety required
by law test” (Article 7(1)). To assist in the process, the Directive also introduces a list of
circumstances that must or must not be (solely) considered when assessing whether a
product is defective, outlined in Article 7(2) and (3). The main uncertainty, however,
concerns the new test — introduced late in the trilogue negotiations — whose meaning sparks
the debate.” This article, therefore, begins with that second test.

At first glance, the “safety required by law” test might suggest that any failure to meet legal
safety standards automatically makes a product defective. However, when the Directive is
read in full, this conclusion proves too broad. References to what is “required”, whether
by law or by other relevant requirements, appear in different provisions and lead to
different legal consequences. For instance, Article 10(2)(b) establishes a presumption of
defectiveness where a product breaches mandatory Union or national safety rules
specifically aimed at preventing the kind of harm that occurred. By contrast, Article
7(2)(f) treats “relevant product safety requirements, including safety-relevant
cybersecurity requirements” as merely one factor among several in the overall assessment
of defectiveness. The question, then, is how these provisions relate to one another. This
article takes the view that not every regulatory breach renders a product unsafe, and
therefore not every breach renders it defective. As Table 1 shows, the legal consequences
depend on the nature of the breach and its impact on the product’s safety. If the breached
rule directly renders the product unsafe, Article 7(1) applies, and the product is defective.
If the breach raises a legitimate safety concern but does not in itself demonstrate unsafety,

34 ibid, recitals 23, 24.

35  Case C-285/08 Moteurs Leroy Somer v Dalkia France and Ace Europe [2009] ECR I-4733,
ECLI:EU:C:2009:351, paras 28, 31.

36  Fischer and others (n 31) 115.

37  Fairgrieve and Goldberg (n 14) 324.

38  For example, considering remarks by, Piotr Machnikowski, ‘Defectiveness’ (The New Product Liability
Directive: Doctrinal, Comparative and Interdisciplinary Approaches: Conference, Maastricht
University, 17-18 October 2024).
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Article 10(2)(b) creates a rebuttable presumption of defectiveness. If the relevant
requirement is not established in law, or is not breached but still relevant in context, it
serves only as a factor in the assessment under Article 7(2)(f).

Table 1.
Article / Purpose Meaning
Concept
Art. 7(1) Establishing an | A breach of a legal rule establishes defectiveness only if

actual defect

(1) the rule is established in law (EU / national), and (2)
the breach actually makes the product unsafe.

Art. 10(2)(b)

Presumption of
defect

A presumption of defectiveness arises if (1) mandatory
product safety requirements laid down in law (EU /

(evidentiary national) are breached, and (2) those requirements are
facilitation) intended to protect against the relevant risk of damage.
This presumption does not require proof that the breach
made the product unsafe, but if it did, then Art. 7(1)
applies.
Art. 7Q2)(f) Assessment Product safety requirements shall be assessed when
factor investigating defectiveness. They do not need to be

established in law (national / EU) or breached. However,
if they are established in law (national / EU) and
breached, then Art. 7(1) or Art. 10(2)(b) may become
applicable.

Source: Author

Next, the classic consumer expectations test is broader and more open-ended than the
“safety required by law” test. While the factors listed in Article 7(2) are technically
relevant to both, in practice, they offer greater guidance when applying the consumer
expectations test. A useful starting point in discussing consumer expectations is to
identify the type of defect that caused the damage. Doctrine distinguishes three
categories: manufacturing defects (the design is sound, but production errors make the
product unsafe),” design defects (the design itself fails to provide adequate safety),” and
information defects (insufficient instructions or warnings).* These categories shape what
a reasonable consumer may expect. For manufacturing defects, consumers can prima
facie expect almost full conformity with the intended safe design; any safety-relevant

39 Fischer and others (n 31) 115.

40  ibid

41  Sanne B Pape, Warnings and Product Liability: Lessons Learned from Cognitive Psychology and
Ergonomics (Eleven International Publishing 2012) 277, also Fairgrieve and Goldberg (n 14) 355.
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deviation will generally fail the consumer expectations test.*” A reasonable consumer
expects a product to be correctly manufactured, not that the manufacturer might make
preventable errors in production. By contrast, for design and information defects,
establishing defectiveness is not as straightforward.” Expectations depend more heavily
on the surrounding context, in which the circumstances listed in Article 7(2) become
relevant. A practical approach is therefore: first ask whether the issue is a manufacturing
defect; if not, proceed to the broader Article 7(2) assessment.

Article 7(2) sets out a broad - and importantly, non-exhaustive - list of circumstances that
may be considered when assessing defectiveness. Several points emerge from analysing
these factors. First, some of them can be read as effectively implying (primary) duties for
the producing process, and their breach may strongly support a finding of defectiveness.
This is evident, for example, in the obligation to consider the specific needs of the intended
users (Article 7(2)(h))* or the effects the product may have when used together with other
products (Article 7(2)(d)). A failure to consider these factors may constitute a strong
argument for defectiveness. Second, if these circumstances are understood to imply duties
of production, it becomes apparent that the Directive formulates these duties at different
levels of strictness. In some cases, the wording almost suggests that failing to satisfy a given
circumstance effectively implies defectiveness, for instance, where a product fails to fulfil its
safety function in situations where the very purpose of it is to prevent harm (Article 7(2)(i)).
In others, the Directive simply calls for consideration of reasonably foreseeable use
(Article 7(2)(b)), leaving room for a more context-sensitive assessment.

Third, some circumstances do not necessarily impose duties on operators but instead
serve a contextual function, guiding the time or object of the assessment. For example,
Article 7(2)(a) concerns the object of the assessment, namely how the product is
presented, its labelling, design, technical features, composition, packaging, and
instructions for assembly, installation, use, or maintenance. Article 7(2)(e), meanwhile,
directs the assessment of defectiveness by “locking” it to the moment when the product
was placed on the market or left the manufacturer’s control, on the logic that the
manufacturer can only impact safety while it still has control over the product. At the
same time, it communicates when this moment should be “unlocked”, i.e., when the
product is no longer under the manufacturer’s ongoing control, as is often the case with

42 Van Dam (n 9) 427-8.

43 ibid

44 For this circumstance the relevant Directive (EU) 2024/2853 (n 2) recital 30. It highlights that fair
apportionment of risks, especially when a product poses “high risks of causing damage,” gives rise to
“particularly high safety expectations.” This principle has also been affirmed by the CJEU, which, in a
case concerning a heart stimulator, recognized that patients have particularly high expectations of the
safety of medical devices. For the reference, see joined Cases C-503/13, C-504/13 Boston Scientific
Medizintechnik GmbH v AOK Sachsen-Anhalt - Die Gesundheitskasse and Betriebskrankenkasse RWE
[2015] ECLLI:EU:C:2015:148, para 39.
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digital products. This implies that the moment from which assessment of such products
is not necessarily fixed to their placement on the market.

On the other hand, as already noted, the Directive not only sets out the circumstances to
be considered when assessing defectiveness, it also identifies circumstances that cannot
be relied upon (at least not on their own). Article 7(3) is a key provision here. It states
that a product cannot be considered defective solely because a better or updated version
has been, or is later, placed on the market. When viewed in the broader tradition of
product liability, this provision might at first appear to restrict the approach taken in the
US, in particular, the alternative design test, which is closely associated with the so-called
risk-utility test.* Under this test, claimants can argue that a practical and cost-effective
safer design’® - often demonstrated by existing products,” could have prevented the

8

harm.® If the safety benefits of that alternative design outweigh the costs of

implementation, the product is considered defective.”

The fact that the EU rejects an unrestricted version of this test reflects a clear normative
choice—prioritising consumer safety over economic efficiency. As Taschner, one of the
Directive’s original drafters, argued, the risk-utility test ultimately favours producers,
whereas the European approach is that if a manufacturer cannot place a sufficiently safe
product on the market, it should not place it on the market at all.*® However, this does not
mean that alternative designs or risk-utility reasoning must be entirely disregarded. A
textual reading of Article 7(3) confirms that the alternative design test is not excluded from
the defectiveness analysis; it is simply not decisive on its own. A safer or more advanced
alternative design may still inform the overall assessment of defectiveness when considered
alongside other relevant factors. In this sense, “alternative design” reasoning can operate as
supporting evidence within the Article 7(2) framework.”

45 Fairgrieve and Goldberg (n 14) 336-9.

46  Examples include a commercial coffee urn that exploded due to the absence of a simple pressure-
reducing valve; a lawn chair with a metal mechanism under the armrest that severed a user’s finger,
where a protective housing could have averted the injury; or an industrial machine with a sharp edge
that caused harm, where the edge served no purpose and could have easily been smoothed for safety.
See more, David G Owen, Products Liability in a Nutshell (10th edn, West Academic Press 2023) 225.

47 ibid

48 David G Owen, Products Liability Law (3rd edn, West Group 2015) 300.

49 ibid 303.

50  Hans Claudius Taschner, ‘Product Liability: Basic Problems in a Comparative Law Perspective’ in
Duncan Fairgrieve (ed), Product Liability in Comparative Perspective (CUP 2005) 160. doi:10.1017/
CB09780511493850.011.

51  The indirect implication of the argument presented here is that, while alternative design cannot serve
as the sole argument, other individual factors expressly listed in Article 7(2) of Directive (EU)
2024/2853 may, in principle, be sufficient on their own.
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5 EXEMPTIONS FROM LIABILITY

As is typical in delict cases, even where all elements of liability are established, the
defendant may still avoid liability by invoking an exemption, a circumstance which, if
proven, releases the operator from liability. In the Directive, such exemptions are set out
in Article 11 and, arguably, also in Article 13. Conceptually, these exemptions appear to
be united by a common criterion: the operator is not liable where the risk that led to the
damage lay outside their objectively reasonable sphere of control. In this sense, the
exemptions implement a principle of fairness - liability under the PLD is strict but not
absolute; the operator should not be held liable where it was not within their power to
prevent the product from being defective.

To start with, exemptions of the Directive can be categorised into four broader categories.
The first category covers situations where liability is exempted because the relevant operator
did not place the product on the market (in the case of a manufacturer or importer,
Article 11(1)(a)) or did not make it available on the market (in the case of a distributor,
point (b)).” Accordingly, if the operator was not involved in introducing the product to the
consumer and therefore did not contribute to the defective product reaching them, they
should not be held responsible for the resulting damage.”

The second category concerns the absence of a defect at the time it was placed, put into
service, or made available on the market, as provided in Article 11(1)(c). Accordingly, if the
product had no defect when it entered circulation, the operator cannot be held liable. This
exemption ensures that the operator is responsible only for risks within its sphere of control
and cannot be held accountable for changes occurring after the product has left that sphere.
However, precisely for this reason, an important limitation applies to digital products.
Where the operator retains control, i.e. over software, related services, safety updates, or
subsequent modifications, and the defect stems from those controlled elements, the
operator cannot rely on this exemption (Article 11(2)).

The third category consists of compliance-based (Article 11(1)(d)) and development-risk
(point (e)) defences. Under these, the defendant is not held liable where the product was
made in accordance with the legal or state-of-the-art standards available at the relevant time.
This reflects the idea that it would be unfair to penalise an operator for following the law™
or to expect them to prevent what was objectively impossible to detect and fix. While the
compliance-based defence is relatively clear, whether the product complied with

52 By analogy, this should be applied to online platform. See, of Directive (EU) 2024/2853 (n 2)
recital 37, “provisions of this Directive relating to distributors should apply analogously to such online
platforms.”

53  This exemption is not applied to authorised representative because it only represents manufacturer, it
does not directly place it on the market, so too fulfilment service provider, whose role is logistical, to
ensure that the product reaches the consumer.

54  Geraint Howells (ed), Law of Product Liability (2nd edn, LexisNexis Butterworths 2007) 403.
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requirements or not, the development risk defence is more open-ended in nature. In
Commission v United Kingdom (Case C-300/95), the CJEU clarified that this defence
requires invoking three elements: (1) the defect could not have been discovered given the
highest level of scientific and technical knowledge available at the time; (2) that knowledge
must have been objective; and (3) it must have been reasonably accessible,” as AG Tesauro
pointed out—assessed in light of the actual opportunities for such information to circulate.*

The fourth category consists of situations where the damage is attributable to another
person, not the defendant. The Directive expressly allows this defence in two cases. First,
where the defendant is a component manufacturer, the defect in the final product is
attributable to the design of that product or to the instructions given by its manufacturer,
rather than to the component itself (Article 11(1)(f), referring to Article 8(1)(b)). Second,
where the defendant is a modifier, the defect concerns a part of the product that was not
affected by the modification (Article 11(1)(g), referring to Article 8(2)).

Conceptually, this fourth category can also be complemented by a third situation,
mentioned in Article 13(2). This provision establishes contributory negligence, which
ensures that the operator is not held fully or partly responsible where the damage was
caused, or partially caused, by the injured party’s fault. The Directive does not specify
whether “fault” refers to ordinary or gross negligence. However, Recital 55 provides
guidance through an example: a user failing to install essential safety updates, conduct
which may not, at prima facie, amount to gross negligence unless the user was under a clear
obligation to do so. Nevertheless, beyond the specific cases covered by Article 11 and
Article 13(1), the Directive generally does not allow reliance on the acts or omissions of a
third party to reduce or exclude liability (Article 13(1)), for example, where a hacker exploits
a cybersecurity vulnerability and contributes to the damage.” In such cases, the operator
remains fully liable to the injured person.

6 PROCEDURAL MATTERS

A key novelty of the Directive is that it goes beyond substantive rules to introduce
procedural provisions. The rationale for this development lies in the problem of evidentiary
deficiency—situations in which claimants are unable to substantiate their claim due to a lack
of necessary evidence. Even under a strict liability regime, this problem persists, particularly
in cases involving technically complex products such as pharmaceuticals or AI systems,
where it can be difficult for the claimant to prove that the product was defective or that it
caused the damage. To address this, the Directive introduces procedural mechanisms

55  Case C-300/95 Commission of the European Communities v United Kingdom of Great Britain and
Northern Ireland [1997] ECR 1-2649, ECLI:EU:C:1997:255, para 29.

56  ibid, Opinion of Advocate General Tesauro, para 24 AG.

57 See, Directive (EU) 2024/2853 (n 2) recital 55.
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designed to assist claimants, specifically concerning the disclosure of evidence and the
allocation of the burden of proof, which will now be examined in more detail.

Evidence disclosure. The evidentiary starting point in any dispute is access to the
evidence. In Al-related product defect cases, for example, this may include logs, training
data, or internal performance records, the kind of information that could reveal whether
the product was defective. Yet the claimant, who bears the burden of proving
defectiveness, typically has no access to such material. Vandenbussche describes this as a
problem of evidentiary asymmetry: one party carries the burden of proof, while the other
controls the information needed to meet it.*® In evidence law, such imbalances are
addressed through disclosure rules, which compel the party in control of the evidence to
provide it. While national civil procedures already allow for this in principle, the Directive
goes a step further by introducing product-liability-specific disclosure rules in Article 9.
These rules aim to balance the interests of both sides: they require courts to protect trade
secrets (Article 9(5)), but at the same time, they must also ensure that evidence is provided
“in an easily accessible and easily understandable manner” (Article 9(6)), which is
particularly important for the claimant.

Presumptions. Evidentiary difficulties, however, do not end with disclosure. Even where the
court orders the defendant to provide evidence, the defendant may still refuse to comply. In
such a situation, the claimant is left unable to prove defectiveness because she simply cannot
access the necessary information. Vandenbussche refers to this as a problem of “evidentiary
impossibility”* In such a case, Directive proposes a consistent with evidence law response
- presumption of defectiveness (Article 10(2)(a)). This shifts the burden of proof to the
defendant. In practice, this means that if the judge remains in doubt about the relevant facts
at the end of the proceedings, the decision will be resolved against the party bearing the
burden of proof—in this case, the defendant.

Disclosing evidence, on the other hand, is not a panacea in itself. Even with balanced
disclosure rules, they may offer little help when the issue lies not in the unavailability of
evidence, but in the limits of what can be known or demonstrated at all. Some facts are
simply unprovable with a reasonable degree of certainty—for instance, when no existing
scientific or technical knowledge can confirm or refute them. The law, however, does not
remain indifferent to this problem of “evidentiary uncertainty”.* A common response is to
lower the standard of proof: instead of requiring the claimant to establish a fact with the
usual level of certainty (i.e., a reasonable degree of certainty), courts may accept a less
demanding threshold, such as proof based on probability.' This approach is also reflected

58  Wannes Vandenbussche, ‘Dealing with Evidentiary Deficiency in Tort Law’ (SSRN, 15 February 2019)
do0i:10.2139/ssrn.3335377 <https://ssrn.com/abstract=3335377> accessed 7 June 2025.

59 ibid 12.

60  Israel Gilead, Bernhard A Koch and Michael D Green (eds), Proportional Liability: Analytical and
Comparative Perspectives (De Gruyter 2013) 328, para 11.

61  ibid
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in the revised Directive. Under Article 10(4)(a-b), if the claimant faces excessive difficulties
due to technical or scientific complexity, the standard of proof is reduced to what is “likely”
when establishing defectiveness and/or causation. Accordingly, for instance, if an Al system
makes a decision that results in physical harm and its reasoning cannot be fully
reconstructed, the claimant may meet the burden of proof by showing that it is likely that a
defect in the system contributed to the harmful outcome, even without identifying the
precise algorithmic flaw.

Another group of presumptions in the Directive concerns neither evidentiary impossibility
nor evidentiary uncertainty, but instead permits a presumption based on prima facie
evidence—that is, evidence allowing the court to treat a fact as proven “at first sight,
drawing on general experience that “if X occurs, then Y (the legally relevant fact) usually
follows or shall be implied”® But before turning to the discussion of this group of
presumptions, it is useful to recall the broader context in which they operate. While
terminology for this legal phenomenon carries across jurisdiction, reasoning based on
prima facie or circumstantial evidence is commonly associated with the doctrine of res ipsa
loquitur (“the thing speaks for itself”).® It is described this way because, in certain cases, the
very nature of the event provides its own explanation on how that event should be evaluated.
As the classics put it, “in the ordinary course of things, bags of flour do not fall from
warehouse windows, stones are not found in buns, cars do not mount the pavement, and
slippery substances are not left on shop floors”* Likewise, in the ordinary course of things,
a bottle or boiler does not suddenly explode.” These situations are usually presented to
reveal that sometimes the very occurrence of the event serves as strong prima facie evidence
that something would not ordinarily happen without a defect.® In those cases, courts may,
on that basis, presume defectiveness—and in some circumstances, also causation.

This reasoning is explicitly codified in the Directive. In particular, Article 10(2)(b) allows
courts to presume defectiveness where a product fails to comply with mandatory product-
safety requirements specifically intended to protect against the relevant risk, treating that
non-compliance as prima facie sufficient. Likewise, Article 10(2)(c) applies when damage
results from an “obvious malfunction” during “reasonably foreseeable” use, which the
Directive considers sufficient to establish defectiveness. Accordingly, under this provision,
if an autonomous cleaning robot suddenly accelerates and injures a user during normal
operation, this obvious malfunction may allow the court to presume defectiveness without
identifying the precise point of failure in the AI’s control logic. The Directive extends this
presumption-based logic to causation. Under Article 10(3), once defectiveness is

62  Vandenbussche (n 58) 20
63  Fairgrieve and Goldberg (n 14) 684.
64 Adrian Keane and Paul McKeown, The Modern Law of Evidence (9th edn, OUP 2012) 81.
65 W Page Keeton and others, Prosser and Keeton on the Law of Torts (5th edn, West Publishing Co 1984)
244-55.
66 ibid
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established, causation may also be presumed where the type of damage is “typically
consistent” with the defect in question, since certain harms are so characteristically linked
to such defects that no further proof is required.”” To illustrate, if an Al-operated drone has
a known defect affecting navigational stability and subsequently crashes, the resulting
property damage may be regarded as typically consistent with that defect, meaning the
claimant need not provide additional evidence linking the defect to the crash.

7 CONCLUSIONS

The purpose of this article is doctrinal: to clarify the structure of the revised Directive by
identifying its key features and novelties, and by analysing how its provisions work together
as a coherent framework for resolving disputes involving product-caused damage,
particularly harm resulting from AI products. To that end, the article organised the
Directive’s provisions into four categories. It began with the scope of application, defining
when product liability applies. The second part examined the elements of liability, focusing
on damage and defectiveness, and proposed a way to conceptualise the new “safety required
by law” test alongside the traditional “consumer expectation” test in light of recent revisions.
The third part addressed exemptions from liability, relevant to the defendant, explaining
why such exemptions appear both in the dedicated article and elsewhere in the Directive.
Finally, the article analysed the new structural addition to the product liability regime—the
inclusion of procedural rules. Because of this fourth feature—procedural rules that ease the
claimant’s evidentiary burden—the Directive alters how EU product liability should be
conceptually defined. Whereas the 1985 Directive rested on two conceptual axes that
rendered the regime “strict”—replacing fault with product defectiveness and limiting
defences—the revised Directive adds a third axis: burden-alleviation rules, which make
liability even stricter in practice. Accordingly, if a proper definition of strict liability must
consider all structural elements that contribute to its strictness, including this third axis.
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AHOTALLIA YKPAIHCHKOK MOBOK)
JlocnigHuubKa cratTa

HOBA JMPEKTUBA €C MPO BIAMNOBIAANBHICTb 3A AKICTb MPOAYKLIII:
LOKTPUHANBHUIA AHANI3

Jeiimanme Pimkyme

AHOTALIIS

Bcemyn. Iumannus npo me, xmo Hece gionosioanvricmo, konu cucmema I 3a60ae wkoou, éxce
0asHo o6zosoproemvcst 6 eanysi LI ma npasa. Konu €C 3anponomysas [upexmusy npo
8ionosidanvricmo 3a saxicmo npodyxyii ma Jupexmuey npo eionosioanvuicme LI y 2022 poui,
6azamo xmo ouikyeas, w0 Ui 08a OOKYMEHMU CHibHO BuU3HAYAMUMYMb, AK O0y0ymv
posensgoamucs maxi eunadku. s cumyauis 3minunacs nicng moeo, Ak [Jupexkmuea npo
8ionosidanvricmo II 6yna eioknuxana é nomomy 2025 poky, a nepeenanyma JJupexmuséa npo
6i0nosidanvHicmo 3a Akicmv npodykuii 6yna cxeanena 6 soemni 2024 poxy. Y pesynomami €C
menep 3a6e3neuye 2apmMoHi308aHi npasuna 6i0n08idanbHOCMi Iulle y UNAOKax, Konu npooyxmu
IIII 3ae0awmv wKOOU cnoxmusavam abo iHwum @izuuHum ocobam. 3 0210y HA U0 3MiHY,
akmyanvHi  Ouckycii w4000 eionosidanvnocmi Il moxymv abo posensHymu HACHIOKU
sioxknuxanna Jupexmueu npo sionosioanvHicmo I, a6o yeaxmHo posensanymu, AK OHO8/EHA
Hupexmusa (EC) 2024/2853 («Jupexmuea») posnodinsge eionosidanvricmo. Y uiii crmammi
suxopucmosyemocsa Opyeuti nioxio. IlJo cmocyemuvca cnoxmusayié ma @isuunux ocio, 00 AKUX
3acmocosyemocs Jlupekmuea, cmeeporyemocs, w0 OUCKYCIS MA€E 30CepeOUrnucs HA aHanisi
KOHKPemHoi cmpyKkmypu 6i0n06i0anvHocmi, 6cmanoeneHol JJupexmueoro.

Memoou. Posensanyma Jlupekmusa He € HPOCIUM iHCIPYMEHINOM OIS MAYMAYEHHS, 36AHaAI04U
Ha ii cheyudiuny mepmiHonozilo, éucokuti pieeMv Odemanizauii ma posuiupeni NONONEHHS
lex specialis nopieHsHO i3 3a2anvHUM NPUHUUNOM 6i0N08i0anbHOCMI 3a 8uuHeHe OisiHHs. Xoua
8ona 3aminioe [Jupexmuey 1985 poxy — i makum YUHOM SPYHMYEMbCA HA HALBHOMY KOPNYCi
HAyKoBUX 00cnioneHv — nepeensio 2024 poxy 8HOCUmMb 3MiHU, SKi 6UMA2AIOMb NOBMOPHO20
ananizy. Haiikpaujum memooom O POSYMIHHA PO32NAHYMO20 pexcumy 6i0nosioanvHoci,
YMOUYHEHHS 11020 HeOOHO3HAYHOCel, HO8066e0eHb MaA NPOONIEMHUX ACNeKMi6 € 0OKMPUHATTbHULL
npasosuti nioxio. BionosioHo, y uiii cmammi 8uKoPUCMOBYEMbCS JOKMPUHATIOHUTE AHAT3 OIS
8usueHHs ma cucmemamusauyii 3asnavenoi JJupexmusu.

Pesynvmamu ma sucrosxu. Y cmammi nonoxenns Jjupexmueu nodineHo Ha HOmMupu Kamezopii:
nepuwia — cepa 3acmocysanHs, AKA BUSHAYAE, KON NPUMAZYIOMbCA 00 6i0n06idansHocmi 3a
AKiCMb NPoOyKuit; Opyea — enemenmu 8i0n08i0ANLHOCI, SKi 6U3HAUAIOMY, WO NO3UBAY NOBUHEH
dosecmu; mpems - 3axXucm, wjo 6KA3YE HA BUHAMKU Y cepi 8i0N06iI0ANLHOCIMI, HA AKI MOJNe
nocunamucs 6ionosioay; i, Hapeuimi, npoyecyanvHi NPasuna, sIKi pezyntoloms posKpUMms 00kasie,
W40 CHOCYI0MbCs 060X CMOPIH, MA YMOBU, 3 AKUX MsA2ap 00KA3YBAHHS, U0 JIEH UMb HA NO3UEAHU,
Mosce Oymu nepexknadeHuti 0n8 6UpiuleHHs 00KA306UX NPobem.
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Ha ocnosi yiei uemeepmoi 03HAKU — NPOUECYATOHUX NPABUT, W40 NOTIE2ULYIOMb 00KA306ULL MA2ap
nosusava - y cmammi cmeeponyemocs, w0 Jupexmusa E€C 3MiHI0OE KOHUenmyanvHe
8U3HAYEHHA 8i0noeidanvHocmi 3a AKicmv npodykuii. 32iono 3 Jupexmusoio 1985 poky, us
CIPYKMYypa SPYHMYBANAcs HA 060X KOHUENMYAnbHUX 34cadax, ui0 6U3HA4AMb CYBOpPY
6i0n06i0anvHicmv 3a AKiCb NPOOYKUii: no-nepuie, 3amina npodyxkuyii 3 dedpexmom; ma no-opyze,
00MeHceHHsT 3axucmy, 001084 3 TKUX 3POOUNU 8i0N08I0ANbHICMY 3a AKICHb NPOOYKUIT «CYBOPOIO».
Ockinvku HO6i npouecyanvui npasuna we Oinvule 3MILHIOOMb NO3UUIIO NO3U6AUA, Y cammi
3pobneHo BUCHOBOK, W0 y npoauanizoséaniti Jupexmuei 6yno 000ano mpemiti nyHxm 00
KoHuenyii cysopoi 6i0nosidanvHocmi 3a sSKicmv NPOOYKUii, w0 poOUMb peicum uje cysopiutum
3060AKU NPABULAM NOTIE2UEHHS MA2APA 00KAZYEAHHSL.

Kniouosi cnosa. upexmuea npo 8ionosioanvricmv 3a Axicmv npodykuii, idnosidanvricmo

WMy4uHO020 iHmMeneKmy, esponeticvke OenlikmHe npaso, 8i0N06idAnvHiCMY 3a AKiCMb NPOOYKUii,
wmy4Hull inmenexm ma npaso, 6i0n06idanvHicMy 3a npozpamte 3abe3neueHHs.
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ARTIFICIAL INTELLIGENCE IN COURTS
AND DISPUTE RESOLUTION:
CHALLENGES AND OPPORTUNITIES

Muhammad Qadeer Ashraf

ABSTRACT

Background: Can AI be utilised in adjudication without
compromising justice? While many support AI's potential to
enhance judicial efficiency, concerns persist regarding its use
in autonomous decision-making and the risks this poses to
fundamental rights. This research assesses the transformative
potential of artificial intelligence in the judicial sector and
analyses the legal challenges associated with deploying Al in
different capacities, including assistive roles, procedural
functions, and the more controversial fully autonomous
adjudication. It further explores existing legal frameworks
and regulatory responses, with a particular focus on the EU
AI Act, to assess how Al can be governed to balance efficiency
with the protection of human rights and the rule of law.

Methodology: This research adopted a doctrinal research
methodology, conducting a thorough analysis of primary
sources, including the EU Artificial Intelligence Act, the
European Convention on Human Rights (ECHR), and case law
from US and Chinese jurisdictions. In addition, the study
employed a comparative legal analysis to examine similarities
and differences in Al regulation, judicial practices, and human
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rights protections across these jurisdictions. A systematic legal method was applied by
analysing the EU Al Act in conjunction with ECHR provisions and relevant case law to
evaluate the broader legal and regulatory framework governing Al in adjudication. Secondary
sources, including journal articles, books, dissertations, conference papers, newspaper articles,
reports, and blogs, were critically assessed using the CRAAP test. Finally, a critical legal
method was applied to evaluate the ethical, procedural, and human rights implications of Al
deployment in judicial decision-making.

Results and conclusion: The findings of this research support the deployment of Al in an
assistive capacity within adjudication, rather than as a fully autonomous decision-maker. AI-
assisted adjudication can be strengthened through robust ethical and procedural safeguards,
including mandatory human oversight, enhanced transparency, and improved interpretability
of algorithmic decisions. Such measures can mitigate risks related to fairness, bias, and the
erosion of judicial discretion identified in fully autonomous systems. When Al tools function
explicitly as support rather than authoritative actors, concerns about violations of the right to
a fair trial, judicial independence, and effective participation are significantly reduced.
Ultimately, the legitimacy of Al in courtroom decision-making depends less on its mere
presence and more on how it is designed, regulated, and perceived by both the judiciary and
the public. Based on these findings, this research offers concrete recommendations for judicial
institutions to ensure that Al enhances efficiency without compromising justice.

1 INTRODUCTION

Al is transforming justice worldwide. In 2019, a Chinese litigant attended a trial entirely
online—with evidence, witnesses, a judge, and a ruling all conducted through a virtual
platform guided by AL In that proceeding, the human judge relied not only on digital
records but also on Al-generated case summaries and precedent recommendations.' The
verdict was delivered within minutes.

Half a world away, a defendant in Wisconsin, USA, filed a motion for post-conviction relief
after learning that the original decision had been influenced by a proprietary algorithm
(COMPAS) that neither they nor their counsel could question or understand.” When
challenged, the software’s creators refused to disclose how the system made its decisions,
claiming trade secrecy.

Similarly, in Canada, the federal Post-Conviction Risk Assessment tool—used to inform
probation decisions—was shown to produce racially disparate results, assigning

1 Xinhua, 'Beijing Internet Court Launches AI Judge’ China Daily (Beijing, 28 June 2019)
<https://www.chinadaily.com.cn/a/201906/28/WS5d156cada3103dbf1432ac74.html> accessed 23 May 2025.
2 State v Loomis 881 NW2d 749 (Wis 2016).
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disproportionately higher risk scores to Black offenders compared to white offenders.’ These
cases highlighted the changing role of AI in the justice system: one driven by digital
convenience, the other shadowed by intentional and inherent opacities.*

In Europe, Estonia briefly became the subject of international media speculation in 2019
when reports claimed it was developing a “robot judge” to decide small claims disputes.
The Estonian government later clarified that no such fully autonomous judicial project
was underway and that its efforts were limited to exploring digital tools to improve
efficiency in the justice system.” This episode illustrates how quickly narratives
concerning Al in adjudication can drift from reality, feeding public anxieties about
automation in the judiciary.

Yet all four cases reflect a deeper transformation quietly underway in courtrooms across
the world. Al is no longer a speculative concept in law; it has become a practical tool used
to evaluate evidence, predict outcomes, streamline caseloads, and increasingly, to assist
in adjudication. From automated case sorting in the Netherlands to predictive analytics
in UK asylum rulings, and from Tax Foresight in Canada to algorithmic mediation in
Singapore’s small claims tribunals, Al is beginning to shape who receives justice, when,
and on what terms.

But with this transformation comes a set of paradoxes. While Al is expected to resolve
judicial backlogs and democratise legal access, it also presents significant challenges to
fundamental rights: human dignity, fairness, and open justice.

2 METHODOLOGY

This research adopted a doctrinal legal methodology to examine the integration of
artificial intelligence in European judicial systems, specifically in courts and dispute
resolution processes. It addresses growing scholarly and regulatory concerns about
whether AI can enhance the delivery of justice without compromising foundational
legal values, including judicial independence, transparency, human dignity, and the
right to a fair trial. The study is particularly timely, given the recent proliferation of AI
tools designed to assist or, in some cases, replace judicial decision-making in Europe.
The following core objectives guide the research:

3 Jennifer L Skeem and Christopher T Lowenkamp, ‘Risk, Race, and Recidivism: Predictive Bias and
Disparate Impact’ (2016) 54(4) Criminology 685-700. doi:10.1111/1745-9125.12123.

4 Jenna Burrell, ‘How the Machine “Thinks”: Understanding Opacity in Machine Learning Algorithms’
(2016) 3(1) Big Data & Society 1-2. doi:10.1177/2053951715622512.

5 Maria-Elisa Tuulik, ‘Estonia Does Not Develop Al Judge (Ministry of Justice and Digital Affairs,
Republic of Estonia, 16 February 2022) <https://www.justdigi.ee/en/news/estonia-does-not-develop-
ai-judge> accessed 23 May 2025.



Ashraf MQ, “Artificial Intelligence in Courts and Dispute Resolution: Challenges and Opportunities’ (2025) 8(Spec)
Access to Justice in Eastern Europe 98-118 <https://doi.org/10.33327/AJEE-18-8.5-a000152>

o To examine how far the use of AI in court decision-making aligns with legal
principles supporting justice in Europe.

e To assess the extent to which artificial intelligence can replace human judges in
judicial systems.

e To evaluate whether the integration of Al into judicial processes can enhance the
quality and effectiveness of justice delivery without undermining core legal values.

To achieve these objectives, the study conducted a thorough analysis of primary sources,
including the EU Artificial Intelligence Act, the European Convention on Human
Rights (ECHR), and case law from US and Chinese jurisdictions, with particular attention
to Articles 6, 13, 14, and 45 of the ECHR. It also examined relevant domestic and
international soft law instruments, such as the CEPE] Ethical Charter, the OECD Al
Principles, and UNESCO’s Recommendation on the Ethics of Al selected for their influence
on the EU AI Act and their guidance on court-level practices.

Secondary sources—including journal articles, books, dissertations, conference papers,
newspaper articles, reports, and blogs—were critically analysed to provide context, assess
current scholarly debates, and identify normative gaps. These sources were collected from
legal databases and academic repositories and evaluated using the CRAAP test.

The methodology incorporated multiple complementary approaches: A comparative legal
analysis to examine regulatory and judicial frameworks across Europe, the US, and China,
highlighting similarities, divergences, and lessons learned. A systematic legal method,
analysing the EU AI Act alongside ECHR provisions and relevant case law to provide a
structured assessment of legal norms, principles, and obligations. A critical legal method,
assessing the ethical, procedural, and human rights implications of Al in judicial decision-
making, identifying risks, and proposing normative and regulatory recommendations. This
layered approach, combining doctrinal, comparative, systematic, and critical methods,
supported an interpretive, evaluative, and normative analysis: interpreting legal norms and
jurisprudence, comparing institutional frameworks across jurisdictions, and evaluating the
adequacy of current legal regimes.

While no empirical data collection was conducted, illustrative global case references were
used to contrast regulatory approaches and highlight practical concerns. This methodology
enables the research to provide a well-reasoned, independent legal perspective on the role
of Al in judicial systems.

3 RESULTS AND DISCUSSION

Al systems are increasingly permeating the judicial sector worldwide—not only in terms
of digital case management but also in supporting core legal tasks such as legal reasoning,
data retrieval, and procedural structuring. While the use of Al as a substitute for judicial
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decision-making—popularly referred to as “robot judges”—remains highly contested, its
application in a supportive or assistive role has gained greater legitimacy in contemporary
legal research. As recognised and encouraged by the CEPE], such supportive uses of Al
can contribute to procedural efficiency, broaden access to justice, and strengthen
institutional accountability.

3.1. Al's Transformative Potential in the Judicial Sector

As AT systems evolve, their potential to streamline courtroom procedures becomes more
apparent. In its assistive role, Al can contribute to a wide range of courtroom and pre-trial
tasks,’ including drafting judgments, intelligent case routing, transcription and translation
of legal documents, anonymisation of judgments, and integration with national e-
Government systems for the verification of documentary evidence.

Particularly notable is AT’s potential in managing repetitive, low-value claims through
online dispute resolution (ODR) platforms’—a development that can reduce case backlog
without excluding legal recourse.® Moreover, Al can assist judges in technical domains, such
as the calculation of financial penalties, the evaluation and distribution of property in family
disputes, and the identification of applicable statutes or precedents through efficient legal
research algorithms. For example, natural language processing (NLP) models can be used
to analyse the factual matrix of cases, and those can suggest relevant legal provisions with
remarkable speed and precision.’

While these tools do not exercise discretion, they enhance the accuracy and consistency
of judicial outputs, contributing to the predictability of legal decisions—an important
component of legal certainty and the rule of law. The breadth of AI applications in
LegalTech is supported by recent data from the CEPE]-AIAB, which reported that 125 AI
and cyberjustice tools' are currently in use or undergoing testing across various
European jurisdictions.

6 Ignacio N Cofone, ‘Al and Judicial Decision-Making’ in Florian Martin-Bariteau and Teresa Scassa
(eds), Artificial Intelligence and the Law in Canada (LexisNexis Canada 2021) ch 13, 8.

7 Tania Sourdin, Judge v Robot? Artificial Intelligence and Judicial Decision-Making’ (2018) 41(4)
UNSW Law Journal 1114; Tania Sourdin and others, ‘COVID-19, Technology and Family Dispute
Resolution’ (2020) 30(4) Australasian Dispute Resolution Journal 270.

8 Jessica Rosberger, ‘Al Mediation for Reducing Court Congestion’ (26 November 2024) Cornell Journal
of Law and Public Policy <https://publications.lawschool.cornell.edu/jlpp/2024/11/26/ai-mediation-
for-reducing-court-congestion/> accessed 22 May 2025.

9 Harry Surden, ‘Artificial Intelligence and Law: An Overview of Recent Technological Changes in Large
Language Models and Law’ (2025) 96 University of Colorado Law Review 376. doi:10.2139/
ssrn.5135305.

10 CEPE], ‘Ist AIAB Report on the Use of Artificial Intelligence (AI) in the Judiciary Based on the
Information Contained in the Resource Centre on Cyberjustice and A’ (CEPE]-AIAB(2024)4Rev5,
28 February 2025) <https://rm.coe.int/cepej-aiab-2024-4rev5-en-first-aiab-report-2788-0938-9324-v-
1/1680b49def> accessed 2 June 2025.
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These tools, in turn, present distinct benefits and regulatory challenges. For instance, tools
supporting document discovery and legal research undoubtedly enhance efficiency but can
also amplify existing biases if not regularly audited. Similarly, ODR platforms improve
accessibility but raise fairness concerns when human oversight is minimal. Moreover, Al-
based predictive tools can support in organising and prioritising cases; however, their heavy
reliance on previous datasets risks uniform adjudication, which can undermine
individualised justice."" In addition, decision-support systems that propose sentencing or
summarise case facts should augment, not substitute, judicial reasoning; otherwise, they
risk diminishing the role of human conscience in adjudication. At the same time,
anonymisation tools help safeguard data privacy but can inadvertently hinder transparency
in legal scholarship and appellate review. Equally important, translation and transcription
tools must be highly accurate, as even slight misinterpretations can lead to unfair outcomes.

Nowadays, NLP models are also reshaping the broader landscape of legal practice. Various
law firms already employ either customised or general generative artificial intelligence
(GenAl) tools."”” Between 2023 and 2024, these models became increasingly recognised for
their ability to generate human-like text, making them valuable assets for tasks such as legal
document drafting, contract analysis, and the provision of preliminary legal advice.”
Additionally, the integration of GenAI has expanded the range of Al-supported functions
in legal workflows, including summarising complex legal content, producing tailored
documents, and facilitating interaction through question-answer systems.

Open-source generative Al platforms, such as those evaluated by French institutions,"* are
also contributing to increased transparency and usability by offering clearer insights into
the architecture and governance of generative models. In the private legal sector, GenAl
tools are already being explored for their potential to improve productivity and reduce
routine workload. Although deployment within judicial institutions remains cautious due
to higher ethical and procedural standards, the commercial legal sector has seen a growing
interest in adopting these systems for case preparation, legal research, and client
communication. As user involvement in system design and testing increases, generative Al
is likely to become a practical instrument for enhancing the speed, efficiency, and
accessibility of justice delivery.

Although these tools are efficient and automate court procedures, this automation does not
come at the cost of due process.

11 Bhishm Khanna, Predictive Justice: Using Al for Justice (Centre for Public Policy Research 2021) 6.

12 Jonathan Kewley and others, ‘Fast Law: Why Speed is the Priority for Lawyers Using AI’ (LexisNexis,
2024) <www.lexisnexis.co.uk/insights/fast-law-why-speed-is-the-priority-for-lawyers-using-ai/index.html>
accessed 2 June 2025.

13 David Uriel Socol de la Osa and Nydia Remolina, ‘Artificial Intelligence at the Bench: Legal and Ethical
Challenges of Informing—or Misinforming—Judicial Decision-Making through Generative AT’
(2024) 6 Data & Policy e59. doi:10.1017/dap.2024.53.

14 PEReN, ‘Open Source GenAl Comparator’ (Government of France, PEReN - Centre of Expertise for
Digital Platform Regulation, 2025) <https://www.peren.gouv.fr/en/compare-os-iag/> accessed 29 April 2025.
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3.2. Ethical Guidelines for Al in the Justice System

Moving forward, it is important to consider the ethical standards guiding AT’s integration
into the judicial process. The European Ethical Charter on the use of Al in judicial systems,
adopted in 2018, articulates five ethical principles to guide the responsible integration of Al,
often referred to as LegalTech' within judicial institutions.'® These principles, though not
binding, have emerged as soft law instruments that have influenced both national legislation
and court-level policy reforms across Europe.

As the integration of Al tools in the judicial process becomes more widespread, attention
must be paid to their ethical governance. Although Al tools promise significant procedural
benefits, their deployment must remain aligned with constitutional principles. As judicial
reliance on algorithmic systems increases, legal systems must simultaneously reinforce
mechanisms for auditability, human review, and accountability.

While current Al systems cannot substitute for judicial conscience or legal reasoning, they
can serve as valuable co-pilots by streamlining processes, improving institutional
performance, and broadening access to legal remedies when governed ethically."”

AT technologies are being deployed in adjudication in various ways: as assistive tools
supporting judges, procedural aids managing administrative or evidentiary processes, and,
more controversially, in fully autonomous roles that aim to replace human judicial discretion
altogether. While each of these applications raises legal and ethical questions, the risks
intensify as AI moves from assistive to fully autonomous functions."®

3.3. Assistive Al in Judicial Decision-Making

Despite their potential, assistive Al systems show varied levels of prediction accuracy. While
deep learning and large language model-based tools can achieve around 85-90% accuracy
on benchmark datasets for tasks such as charge prediction and legal article
recommendation, their performance drops to 70-80% in more complex tasks like
sentencing and multi-label judgment prediction.”

15 Z Seldag Giines Peschke and Lutz Peschke, ‘Artificial Intelligence and the New Challenges for EU
Legislation’ (2022) 2 Yildirim Beyazit Hukuk Dergisi 1278. doi:10.33432/ybuhukuk.1104344.

16  CEPE], European Ethical Charter on the Use of Artificial Intelligence in Judicial Systems and Their
Environment (Council of Europe 2018) <https://rm.coe.int/ethical-charter-en-for-publication-4-
december-2018/16808f699c> accessed 29 April 2025.

17 Filippo Donati, ‘The Use of Artificial Intelligence in Judicial Systems: Ethics and Efficiency’ in Mireia
Artigot i Golobardes and others (eds), Artificial Intelligence, Judicial Decision-Making and
Fundamental Rights (2nd edn, Scuola Superiore della Magistratura 2024) 15.

18  UNESCO, Draft Guidelines for the Use of AI Systems in Courts and Tribunals (CI/DIT/2025/GL/01,
May 2025) <https://unesdoc.unesco.org/ark:/48223/pf0000393682> accessed 25 September 2025.

19  Chuyue Zhang and Yuchen Meng, ‘Bridging the Divide: Technical Research and Application on Legal
Judgment Prediction’ [2025] Artificial Intelligence and Law. doi:10.1007/s10506-025-09473-7.
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At the same time, this integration of Al in court processes raises substantial human rights
risks, particularly when individuals have no viable alternatives.?® Although the idea of Al
assisting judges in sentencing, bail, or probation decisions offers greater efficiency in justice
delivery, it can pose significant threats to the right to a fair trial,”" due process, the right to
an effective remedy, transparency, and protection against discrimination, while
undermining the obligation of courts to provide reasoned judgments.”

Al systems used as assistive risk assessment tools are only as fair as the data on which they
are trained. When fed historical data embedded with structural biases, these systems are
prone to replicating and even amplifying those injustices. The phenomenon of the “feedback
loop” further exacerbates the discriminatory potential of AI-driven judicial systems. When
sentencing algorithms are trained on biased historical data, they can disproportionately
impose harsher penalties on certain demographic groups. As these biased precedents are
continuously fed back into the system for retraining,” they reinforce and perpetuate existing
discriminatory patterns.**

Unlike algorithms, human judges can identify and rectify errors, prevent the same
mistakes from being repeated in future adjudications, and be held accountable for
discriminatory practices.” This danger is well illustrated in the case of State of Kansas v.
John Keith Walls (2017), where the appellate court held that the defendant must be
granted full access to the LSI-R (Level of Service Inventory-Revised) assessment, which
the lower court had relied upon to determine the conditions of his probation. Denying
the defendant access to this assessment prevented him from disputing the accuracy of
information that played a critical role in the adjudication,” thereby violating his
constitutional right to procedural due process.

By citing the case Kansas v. Easterling, the court concluded that the district court’s refusal
to provide the complete LSI-R report violated the defendant’s constitutional right to

20 Recommendation CM/Rec(2020)1 of the Committee of Ministers to member States on the Human
Rights Impacts of Algorithmic Systems (8 April 2020) Preamble, para 11 <Https://Search.Coe.Int/
Cm?I=09000016809e1154> Accessed 29 April 2025.

21 Charter of Fundamental Rights of the European Union [2012] O] C 326/391, art 47.

22 Convention for the Protection of Human Rights and Fundamental Freedoms (4 November 1950)
[1955] UNTS 213/222, arts 6, 13, 14 and 45.

23 Justice GC Martin, ‘How Far has Technology Invaded the Criminal Justice System?’ (ANZELA Legal
Studies Teachers' Conference, Brisbane, 11 May 2018) 20 <https://www.sclqld.org.au/catalogue/
records/89130> accessed 5 May 2025.

24  European Union Agency for Fundamental Rights, #BigData: Discrimination in data-Supported
Decision Making (FRA 2018) <https://fra.europa.eu/en/publication/2018/bigdata-discrimination-
data-supported-decision-making> accessed 5 May 2025.

25 Frank Pasquale and Glyn Cashwell, ‘Prediction, Persuasion, and the Jurisprudence of Behaviourism’
(2018) 68(1) University of Toronto Law Journal 66. doi:10.3138/utlj.2017-0056. See also: Lord Sales,
‘Algorithms, Artificial Intelligence and the Law’ (2020) 25(1) Judicial Review 46. doi:10.1080/
10854681.2020.1732737.

26  State of Kansas v John Keith Walls no 116027 [2017] Kan Ct App.
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procedural due process during the sentencing stage of the criminal proceedings.?” Such risks
show how even assistive AI can compromise fairness when defendants cannot understand
or contest algorithmic reasoning.

3.4. Procedural Al in Court Administration

Al is also increasingly used in procedural roles, such as managing evidence, facilitating
e-discovery, scheduling hearings, and providing translation or interpretation. While these
applications appear less controversial, they directly affect the right to effective
participation in proceedings. For instance, effective participation, as emphasised
consistently by the ECtHR, involves more than physical presence; it requires that the
accused fully comprehend, respond to, and contest the proceedings. If an AI translation
system fails to provide accurate interpretation, or if automated scheduling denies
adequate preparation time, the fairness of the trial is compromised. Even seemingly
minor procedural issues, such as inadequate courtroom acoustics,”® can impede
participation. Procedural AI must therefore be critically evaluated to ensure that its
efficiency gains do not come at the expense of defendants' rights.

3.5. Fully Autonomous Al (“Robot Judges”)

The most serious challenges arise when Al is deployed as a fully autonomous adjudicator,
replacing human judicial discretion. While human judges are entrusted with evaluating
factors such as an offender’s intent, remorse, and socio-personal circumstances,” Al
systems are inherently devoid of emotional intelligence and contextual sensitivity.*® By
relying exclusively on quantitative metrics and pre-programmed logic,” such systems risk
reducing the rich complexity of human conduct into inflexible algorithmic
determinations.”® For instance, an Al judge could impose an identical sentence on a
coerced, first-time juvenile offender and a habitual adult recidivist, merely because the
statutory elements of their offences align.*® This mechanistic approach, lacking the
capacity to discern the moral gravity or mitigating factors of each case, not only generates

27  State of Kansas v David E Easterling no 100,454 [2009] 213 P.3d 418 Kan Sup Ct.

28  Ale$ Zavr$nik, ‘Criminal Justice, Artificial Intelligence Systems, and Human Rights’ (2020) 20 ERA
Forum 576. doi:10.1007/s12027-020-00602-0.

29 Richard Susskind, Online Courts and the Future of Justice (OUP2019) 206-7.

30  Benjamin Alarie, Anthony Niblett and Albert H Yoon, ‘How Artificial Intelligence will Affect the
Practice of Law’ (2018) 68(1) University of Toronto Law Journal 108-9. doi:10.3138/utlj.2017-0052.

31 Australian Government, Automated Assistance in Administrative Decision Making: Better Practice
Guide (Office of the Privacy Commissioner 2007) 4.

32 Robert J Condlin, ‘Online Dispute Resolution: Stinky, Repugnant, or Drab’ (2017) 18(3) Cardozo
Journal of Conflict Resolution 723.

33 Isaac Taylor, ‘Justice by Algorithm: The Limits of Al in Criminal Sentencing’ (2023) 42(3) Criminal
Justice Ethics 193. doi:10.1080/0731129X.2023.2275967.
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disproportionate and potentially unjust outcomes but also undermines judicial
discretion, proportionality, and substantive equality before the law.

The principle of judicial independence is also directly threatened by fully autonomous
adjudication. Robot judges can inadvertently shift discretion from judges to engineers and
programmers who design these systems, thereby hollowing out the independence of the
judiciary. In such scenarios, the tribunal is no longer “independent” in substance, even if
formally constituted under law. The independence and neutrality of verdicts rendered by
robot judges can be jeopardised by even minor changes in the datasets on which they rely;
a slight modification by a programmer could entirely alter the outcome of a case. Such
vulnerability undermines the very concept of an impartial and independent tribunal.**

A particularly pressing concern is the absence of explainability in algorithmic decision-
making. Al tools often function as opaque “black boxes’*® generating outcomes that are
neither transparent nor comprehensible to defendants or their legal counsel.” This
deficiency contravenes the core principles of adversarial proceedings and the equality of
arms by placing the defence at a marked disadvantage.” Judgments rendered by robot judges
risk violating Article 45 of the ECHR, which mandates that “reasons shall be given for
judgments as well as for decisions declaring applications admissible or inadmissible” If a
convicted person cannot comprehend the ratio decidendi, the legal reasoning underpinning
the judgment, they are effectively deprived of the opportunity to exercise their right of
appeal.®® This directly threatens Article 2 of Protocol No. 7 of the ECHR, which guarantees
that “everyone convicted of a criminal offence by a tribunal shall have the right to have his
conviction or sentence reviewed by a higher tribunal” Without a clear understanding of
how and why a decision was reached, the exercise of this right becomes illusory, eroding one
of the fundamental safeguards of the criminal justice system.

Courts occupy a uniquely sensitive role in upholding the rule of law and protecting
fundamental rights. Unlike AI applications in commercial or administrative domains,
judicial AT must operate in strict conformity with the constitutional guarantees enshrined

34  Hermi v Italy App no 18114/02 (ECtHR, 18 October 2006).

35 Ashley Deeks, ‘“The Judicial Demand for Explainable Artificial Intelligence’ (2019) 119(7) Columbia
Law Review 1833.

36  Monika Zalnieriute and Felicity Bell, “Technology and Judicial Role’ in Gabrielle Appleby and Andrew
Lynch (eds), The Judge, the Judiciary and the Court: Individual, Collegial and Institutional Judicial
Dynamics in Australia (CUP 2021) 116. doi:10.1017/9781108859332.

37  Council of Europe MSI-NET, ‘Study on the Human Rights Dimensions of Automated Data Processing
Techniques (in Particular Algorithms) and Possible Regulatory Implications’ (MSI-NET(2016)06 rev3
FINAL, 6 October 2017) 10-1 <https://rm.coe.int/study-hr-dimension-of-automated-data-processing-
incl-algorithms/168075b94a> accessed 30 April 2025.

38  Harry Surden, ‘“The Ethics of Al in Law: Basic Questions’ in Markus D Dubber, Frank Pasquale and
Sunit Das (eds), The Oxford Handbook of Ethics of AI (online edn, Oxford Academic 2020) 730-2.
doi:10.1093/0xfordhb/9780190067397.013.46.
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in regional legal frameworks.” The deployment of Al in this context, where decisions can
directly impact fundamental rights and judicial independence, demands legal
instruments that extend beyond general-purpose technological governance.* Notably,
empirical data from the AT on Trial project indicates that 46 disputes involving the use of
AT technologies across various sectors have already reached European courts.* In some
instances, overly restrictive or innovation-averse judgments have risked stifling the
development of beneficial AI tools,” including those designed for legal research,
document management, and procedural efficiency. These developments highlight the
urgent need for a coherent, robust legal framework to govern the use of AI across all
sectors, and particularly within the judiciary.

3.6. EU Al Act (2024) and Soft Laws

The recent EU Al Act, the first comprehensive regulation on Al, adopts a structured risk-
based regulatory model, under which AI systems intended for use in the administration of
justice are designated as “high-risk>* This classification is not arbitrary; it reflects the
recognition within the Act that such systems can produce flawed predictions,* introduce
biases, and even generate misleading®” or hallucinated content* when applied to legal

reasoning or case-specific recommendations.

39  Pawel Marcin Nowotko, ‘Al in Judicial Application of Law and the Right to a Court’ (2021) 192
Procedia Computer Science 2220. doi:10.1016/j.procs.2021.08.235.

40  Giulia Gentile, “Trial by Artificial Intelligence: How Technology Is Reshaping Our Legal System’ (LSE
- London School of Economics and Political Science, 8 September 2023) <https://blogs.Ise.ac.uk/
politicsandpolicy/trial-by-artificial-intelligence-how-technology-is-reshaping-our-legal-system/>
accessed 13 May 2025.

41  Isadora Valadares Assuncdo, ‘Beyond Regulation: What 500 Cases Reveal about the Future of Al in
the Courts’ (TechPolicy Press, 20 May 2025) <https://www.techpolicy.press/beyond-regulation-what-
500-cases-reveal-about-the-future-of-ai-in-the-courts/> accessed 21 May 2025.

42 Neel Guha, Peter Henderson and Diego A Zambrano, ‘Gamesmanship in Modern Discovery Tech’ in
David Freeman Engstrom (ed), Legal Tech and the Future of Civil Justice (CUP 2023) 112.
doi:10.1017/9781009255301.008.

43 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
Down Harmonised Rules on Artificial Intelligence and amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), para 26
<http://data.europa.eu/eli/reg/2024/1689/0j> accessed 30 April 2025.

44 ibid, para 61.

45  Mark Walters v OpenAl no 23-A-04860-2 [2025] Ga Super Ct.

46  Mata v Avianca Inc no 22-CV-1461 [2023] 678 F Supp. 3d 443 SDNY. See also: James E Dority,
Christian E Mammen and Jill Rothstein, ‘A “Brief” Hallucination by Generative AI Can Land You in
Hot Water’ (Mondaq, 15 June 2023) <https://www.mondaq.com/unitedstates/new-technology/
1329860/a-brief-hallucination-by-generative-ai-can-land-you-in-hot-water> accessed 22 May 2025.
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These concerns are not merely technical; they implicate foundational legal principles such
as legal certainty, procedural fairness, and the right to a fair trial (as mentioned above). By
explicitly acknowledging the serious impact judicial AI can have on democratic institutions
and individual rights, the regulation signals that the administration of justice requires
heightened vigilance where automation is introduced.”

In doing so, the Act draws an important conceptual line between AI tools that influence
judicial decision-making and those that serve administrative or ancillary purposes. Al
systems that assist in the interpretation of facts, the application of law, or the
adjudication of disputes—whether in formal courts or ADR mechanisms—are
subjected to greater regulatory oversight, particularly when their outputs bear legal
consequences. This distinction reflects a principled commitment to preserving human
discretion within the judicial process.*

The regulation appears to endorse the use of Al as a supportive instrument, but not as a
surrogate for judicial conscience or interpretive reasoning.”” Notably, the Act exempts
systems designed solely for administrative tasks, such as anonymisation or internal
document handling, from the high-risk category, demonstrating regulatory proportionality
and avoiding undue constraint on harmless innovation.”

Moreover, the Al Act explicitly embodies the normative ethos of earlier soft law instruments
such as the EDDRP”' the CEPEJ-AIAB guidelines, and the recommendations of the EU
AI-HLEG,” despite their non-binding nature. Although these bodies operate
independently, they converge around key ethical principles applicable to high-risk AI
systems, particularly those deployed in the justice sector.

The principle of human agency and oversight, consistently emphasised in soft law
frameworks, is mirrored in the AI Act’s requirement that final legal determinations remain
within the remit of human judges. By mandating human oversight, the AT Act acknowledges
that judicial independence is not merely formal; it is functional and interpretive, demanding

47 Christoph K Winter, “The Challenges of Artificial Judicial Decision-Making for Liberal Democracy’ in
Piotr Bystranowski, Bartosz Janik and Maciej Prochnicki (eds), Judicial Decision-Making: Economic
Analysis of Law in European Legal Scholarship (Springer Cham 2022) 179. doi:10.1007/978-3-031-
11744-2_9.

48 Socol de la Osa and Remolina (n 13) e59-21.

49  Benjamin Minhao Chen, Alexander Stremitzer and Kevin Tobia, ‘Having Your Day in Robot Court’
(2022) 36(1) Harvard Journal of Law & Technology 168.

50  Artificial Intelligence Act (n 43) para 61.

51  European Declaration on Digital Rights and Principles for the Digital Decade (15 December 2022)
<https://digital-strategy.ec.europa.eu/en/library/european-declaration-digital-rights-and-principles>
accessed 30 April 2025.

52 High-Level Expert Group on Artificial Intelligence, Ethics Guidelines for Trustworthy AI (European
Commission  2019)  26-31  <https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-
trustworthy-ai> accessed 30 April 2025.

© 2025 Muhammad Qadeer Ashraf. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

109



110

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

sustained cognitive engagement from the judge.® Overreliance on Al-generated
recommendations risks diminishing the judge’s active role in legal interpretation and could,
over time, degrade the very faculties upon which just adjudication depends.*

Thus, the hybrid adjudication model endorsed by the AI Act—a collaborative interface
between human judgment and algorithmic assistance—aims not only to safeguard legality
but also to preserve public confidence in the judiciary.”® A first-ever international legally
binding treaty on Al under the Council of Europe has already been signed by 46 countries.*

3.7. International Legal Instruments

Global soft law instruments play a crucial role in the governance of Al, complementing
hard-law frameworks. Though non-binding, these principles have significantly informed
legislative agendas and regulatory discourse, particularly within jurisdictions committed to
fundamental rights, democratic governance, and responsible innovation.

A widely accepted framework outlines five key principles that underpin the concept of
trustworthy AL.>” From a judicial perspective, these principles collectively form a normative
foundation that complements European regulatory instruments. The emphasis on
transparency and explainability addresses the legal need to understand how AI systems
reach decisions. By promoting human oversight, the framework safeguards judicial
independence amid increasing automation. The principle of robustness and accountability
principles further advocate traceability and risk assessments to uphold fairness. Together,
the OECD principles serve as a coherent ethical blueprint, reinforcing the broader
international consensus around the responsible use of Al

Another international framework presents ten core principles that demonstrate an effort to
embed human rights, sustainability, and democratic accountability into the full lifecycle of
Al systems.® Even though these recommendations are non-binding, they establish
universally accepted criteria for the use of Al in an ethical manner, especially in the judicial
sector, where the use of technology must respect fundamental human rights. Of particular
importance is the principle of proportionality and the mandate to “do no harm,” which

53  Michael E Donohue, ‘A Replacement for Justitia’s Scales? Machine Learning’s Role in Sentencing’
(2019) 32(2) Harvard Journal of Law & Technology 672.

54  Cofone (n6) 7.

55 Chen, Stremitzer and Tobia (n 49) 163.

56  ‘US, Britain, EU to Sign First International Al Treaty’ (Reuters, 6 September 2024) <https://www.reuters.com/
technology/artificial-intelligence/us-britain-eu-sign-agreement-ai-standards-ft-reports-2024-09-05/>
accessed 21 May 2025.

57  OECD, Recommendation of the Council on Artificial Intelligence (OECD/LEGAL/0449, OECD Legal
Instruments 2025) 8-9 <https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449>
accessed 21 May 2025.

58  UNESCO, Recommendation on the Ethics of Artificial Intelligence (SHS/BIO/P1/2021/1, UNESCO
2022) 20-3 <https://unesdoc.unesco.org/ark:/48223/pf0000381137> accessed 21 May 2025.
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echoes the European risk-based regulatory approach by requiring that AI uses remain
strictly necessary to achieve legitimate objectives.

Similarly, the emphasis on human oversight and determination reinforces the
imperative that automated systems must never substitute for human judicial discretion
but rather remain subordinate to it. In judicial contexts, this ensures that the legitimacy
of decisions remains rooted in legal reasoning rather than algorithmic inference.
Transparency, explainability, and accountability also form core elements of the
UNESCO framework. These principles are especially salient for courts, as they ensure
that litigants can understand, interrogate, and, where necessary, challenge
Al-influenced outcomes, an essential safeguard for preserving adversarial proceedings
and the right to an effective remedy and trial.

Moreover, the Recommendation's insistence on fairness and non-discrimination reflects the
growing awareness that Al systems can entrench or amplify structural biases if left
unchecked, particularly in areas such as criminal sentencing, bail, and asylum
determinations. The inclusion of sustainability as an evaluative criterion further expands
the normative scope of Al ethics, underscoring the responsibility of AI actors to consider
not only immediate harms but long-term legal and societal consequences.

4 CONCLUSIONS

Undoubtedly, AT has emerged as a powerful tool for enhancing judicial efficiency, and many
jurisdictions have begun integrating Al into courts, primarily in supportive and assistive
roles. While these applications show significant potential, they also present considerable
legal and procedural challenges. Even when Al is used in an assistive capacity—particularly
in tasks such as natural language processing (NLP) and generative Al—issues remain,
including the production of inaccurate or legally misleading information. Although human
judges can correct such errors, their recurring nature highlights the current fragility and
limitations of AI systems.

The risks posed by Al differ depending on its role. In an assistive capacity, Al can support
judicial decision-making, provided human oversight, transparency, and interpretability are
maintained. In contrast, the deployment of Al in a fully autonomous capacity raises
substantial legal concerns. Autonomous Al decision-making could compromise core
principles of European law, including the right to a fair trial, judicial independence, the
delivery of reasoned judgments, the right to appeal, and principles such as transparency,
non-discrimination, and equality before the law.

These risks render the full replacement of human judges by AI both problematic and
potentially inconsistent with the rule of law—although future improvements in AI design,
explainability, and regulatory oversight may mitigate some of these concerns. Current
frameworks, including the EU AI Act, still lack clear guidance for judicial actors on how to
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integrate Al outputs into decision-making responsibly. This ambiguity creates gaps in
algorithmic accountability, explainability, and procedural fairness.

To address these gaps, judicial councils and legal institutions should establish

comprehensive guidelines defining when, and to what extent, Al-generated information

may be relied upon in courts. Until AI systems can consistently meet the standards of legal

reasoning, accountability, and human dignity, their role in adjudication should remain

strictly assistive. Fully autonomous AI decision-making, if pursued at all, should be

approached cautiously, with risks carefully managed.
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AHOTALLIA YKPAIHCHKOK MOBOK)
JlocnigHuubKa cratTa

LUITYYHWUI IHTENEKT Y CYIAX TA BUPILLIEHHI COPIB: BUKMNKI TA MOXINBOCTI
Myaammad Kadip Awpacp

AHOTAIIA

Bemyn. Yu moxcna euxopucmosysamu IIII y cydosomy npoueci 6e3 wikoou 011 npasocyoos?
Xoua 6azamo xmo niompumye nomenyian LI Ons niosuwenns edexmuenocmi cy0o6or
cucmemu, 3a1UMAIOMbC NOOOIBAHHS 4000 11020 BUKOPUCTNAHHS 6 ABIMOHOMHOMY YX6ANCHHI
pitienv ma w000 pU3UKIB, AKI Ue CrBOPIOE 0TI OCHOBONONIOHHUX NPAs. Lle 0ocnioncenHs oyintoe
mpauHcopmayitinuti NOMeHYIan WMy4H020 iHmeneKmy 6 cy0080My Npoueci ma aHasnizye
npasoei npobnemu, noe'ssami 3 euxopucmanuam Il 6 pisnux cpepax, 3okpema tio20
OonomixHy pomv, npouecyanvii Pyukyii ma Ginvwi cynepeunuée NOGHICMI0 ABMOHOMHE
Cy0oUUHCMB0. Y HbOMY MAKON 00CTIONCYEMbCA HAABHA NPAB08A 6A3a Ma pecynAmopHi 3ax00U,
ocobnuso yeazy 6yno 3eéeprero na Axkm €C npo I, w06 oyinumu, ax moxna pezynoeamu III,
3a0na 3abesnedenHs Oanaucy Mmin edexmusHicmio ma 3AxXuUCmom npaeé moOuHu i
8epX06eHCBOM NPasa.

Memoou. Y uyiti cmammi 6yno euxopucmano OOKMPUHAnIbHULL niOXi0 y Mmemooonozii
0ocnioneHHs, nposedeHo pemenvHull anania nepuiodxepen, 3okpema Axmy €C npo wmyuruii
inmenexm, €eponeticokoi xoHeeHyii 3 npaeé mwounu (EKIUI) ma cydoeoi npaxmuku 6
topucouxuyisx CIIA ma Kumaio. Kpim mozo, y 0ocniOxcenHi 6yn0 6UKOPUCIAHO NOPI6HANILHO-
npasosuti ananiz Ons eueueHHsA nodibHocmell ma eéiominHocmeii y peeymosanni I, cydosiii
npaxmuyi ma 3axucmi npae moOUHU 6 Uux topucoukyiax. Byno sacmocosano cucmemmuii
npasosuti memood nio uac ananizy Axkmy €C npo III y noeonanni 3 nonoxenuamu €KIII ma
6i0106i0H010 CY0068010 NPAKMUKOI OIS OUIHKU WUPUWIOT NPABOBOT Ma pezynsTMOopHOi 6asu, wio
3acmocosyemucs 0o 111 y cydosomy npoueci. Bmopunni Oxcepena, maxi K crmammi 6 HAyKo8ux
HYPHANAX, KHU2Y, OUcepmayii, 0onosidi Ha KoH@epeHUisx, 2azemui cmammi, 36imu ma 6no2u,
Oynu kpumuuHno ouineni 3a Oonomozow mecmy CRAAP. Hapewimi, 6yn0 3acmocosaxo
Kpumuunuti npasosuti memoo 07151 OUiHKU eMUUHUX, NPOUeOyPHUX Ma NPAo3axUcHuX HACIioKie
snposadncenns 11 y cydosomy npoueci.

Pesynvmamu ma  eucnoséku. Pesynomamu ybo20 00cniOnceHHs — nidmeepoucyomo
suxopucmanns IlII sx OonomixHoi @Pyukuii 6 cy0osomy npoueci, a He K NOBHICMIO
A6MOHOMHO20 0p2aHy, wio yxeante piuenns. Cydouuncmeo 3a donomozorw III mosxce 6ymu
NoCUeHO 3A60AKU HAOIHUM emUYHUM A NPOUECYATbHUM 2ApaHmiam, 3o0kpema
0008'713K060MY  IHOOCOKOMY — KOHMPOnI0, Nid8UieHill NPo3opocmi ma  NOKPAUeHHIO
inmepnpemayii aneopummiunux pivienv. Taxi 3axX00U MONYMb 3MEHWUMY PUSUKU, 108 A3AH]
3i cnpaeednueicmio, ynepeoxceHicmio ma PyUHY8AHHAM CcY0080i Ouckpeuyii, 6us6eHi 6
noeuicmio  asmonomuux cucmemax. Konu iHcmpymewmu  wmyunozo  inmenexkmy
PYHKUIOHYIOMb SUKTIOUHO AK 00NOMINCHI, 4 He AK A6Mopumemni cy6'ekmu, 3aHenOKOEHH
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4000 NOpyuieHy NPAsa Ha cnpasednusuli cyo, He3aneHHicmp cy0060i 671a0u ma ePexmueny
yuacmv 3HAYHO 3HUNCYIOMbCA. 3pewmoro, nezimumuicmo IIII 6 yxeanenwi piuwsenv y cyoi
3a7eHUMb He CMIinbKU 8i0 11020 cAMoi NPUcymHocmi, CKinvku 6i0 mozo, AK 6iH Po3poOIeHU,
pezynioempcs ma cnputiMaemocs sk cy008010 CUCIEMO10, mak i epomadcvkicmio. Ipynmyrouucy
HA YUX 8UCHOBKAX, e 00CTIIONEHHS NPONOHYE KOHKPeMHi pexomeHOayii 07151 cy008ux ycmauos,
06 3a6e3nevumu nidsuuienus edpexmuenocmi II 6e3 wixodu 0ns nPpasocyoost.

Kniouosi cnosa. IIII 6 yxeéanenui cy0osux piuieHv, aneopummiune npasocyoos y cyoax,
ynpaeninns III, npasa nwdunu ma pezymosanus 11, IIII ma docmyn 0o npasocydos, Il ma
npasosi cucmemu.

ABSTRACT IN ARABIC

s Ji

o=l

i ¥l 3 iladl] Joadl] Dilac 4 elibaay) oS3 Cinks o7 Sy o A i) LdlS
Lo ¢ iliadll Janll 3616 Sppeunii o ol Y] oIS 5 )38 g i3S 46 3 (530 i ol 6 £ 2o )]
e e Gl e oy 26 Lo g Sl S0 ) il SRS 8 el Gl Laild 6 glial) ) i
ilaill g il 3 elibaY] oS3l L patl) ClilSeY) Conall fis nis Ausles¥) (5 sinl) puad
iills glf g 4] pa V) sae bel) Jadi e3o00ie ) 5 6 dalasiualy dhasi pall Lui gildl) Colpanill s
Condll pia gy LaS | JlSIL 5130 iloadl) Jocaslly Gleial) Yon Y1 sl ) diliss) Auidil
elibsyl 1S3 4ili e jals 1S5 pe cduediiill Cllaiu/ s daildl) i sildl) LY
Gisin Dlan g cdgn o 8o liSH] Gy )53 Ging Ly Cluidil] 038 il S sl g s ) 5Y)

A g o sl 8ol g Slasi Y
sl Sl 5 Ly edpnalin¥) polaal] Jolis Judn e o 5y Lgd [Sgio Cinall 138 2aic) Auagial)
5 polucal] Luiliail] alSa ¥/ 5 e glaai¥) (5 sind L5 5 oY) LUEY] 5 o Lilaa Y] £ IS3U 5 ) 51 Sa5Y)
Aa gl Julail i il L pliel) grgrio sl jol) Crorsive] oll3 ) ddlass] | puall g 5aniell LY o) 4
e iVl 5 giin ililans g Lailiadl) ol jlaclly o libnY) o ISU aukiii 4 CXER Y/ 4uLidl

© 2025 Muhammad Qadeer Ashraf. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

117



118

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

cliba) oS3 4ild Jlas AR (o agio (o sild mgio Guhi a7 Ay duigildl) ALl 034
oall ol duiliadl) coolgia Yl g Glaai¥) (5 sind Lar g ) 5 Y] L8EY) alSa ] po i () Lin 5 5Y)
il dilae 6 oo libn) oS3 plosivl aSay s3] JasY) anbiiil] 5 i gildl) LY/ apidi Cing
Luralad) Siles pll 5 iS5 Lpalel) Ylial) S5 5 Loy oy gilil] jolcal) apdi (s sa LS iliadll
ilgill (A5 . CRAAP Jis) 585 elisrally p i) s Lisaall <Ylially O paisall d/JJ/J
dsin e elibaY) oS3 ol iliy 4l ja Yl AR Y] alag¥) il i i oild mgria ik
bl S pia 6 44E 57 e Glaiy]

G delisa g A elibhiay) oS3 il 57 5 gan Cinll J38 eilii 28 57 sl lilic) g geitill]
38 Lullad jy jai Sar s JolS JSiis St ) pilacaS e Slaie Y/ (o Yo ¢ iladll Jocasl) dulac
& A pdl] LG o] YT o 4y 58 L) g LGS Slilanss gy SR (o e Lesall 5]
bl e and] 8 plail] 38 agss dua i ) o3 ) ) 48l punadi Dbl Gpuan g cdLsle] b pise
Lailil) Aasi¥ Lai i Gl halSall 8 g o pacalil] 4y puiil) Ehaluad] a) s 5 junill g Ciliai¥ls dileial)
S lgaS Y aca il 58 7 puia g0 e liba V) oS3 & gof Jan Lodie 5 4LolS LMY e
Pliin) 5 dhle dLaSlas A gad) Hlgiily s jal] i gliall 5 408 da b (adddi oy )i 4bls
o e libny) oS3 a)aiin] o i tated icillaall dilgi 45 il uLY) A8 i dulled 5 £ Ladll
Liliadl) AaLial) (5] dol2iics] § g gucn 5 daphiis g dapana] LdsS o aSlaell Cileli J3 N ) il pia
Gulae il 6 Canall 138 o2y ¢ dliil] 538 () 3LiE] 5 00 53 5 3 sne Ao daid Laa IS ) sl
Aty ulasel) 50 56 5SH iy jai 5 oo libaa Y oIS agasy f lasial iliadl] Coleses palf



Access to Justice in Eastern Europe
ISSN 2663-0575 (Print)
ISSN 2663-0583 (Online)

http://ajee-journal.com

DOI:
https://doi.org/10.33327/AJEE-18-8.5-a000157

Date of submission: 25 Aug 2025
Date of acceptance: 28 Oct 2025
Online First publication: 04 Dec 2025
Last Published: 30 Dec 2025

Disclaimer:

The authors declare that their opinion and
views expressed in this manuscript are free of
any impact of any organizations.

Copyright:

© 2025 Anuar Nurmagambetov,
Anet Nurmagambetov,
Amanzhol Nurmagambetov and
Aigerim Zhumabayeva

Research Article

ARTIFICIAL INTELLIGENCE AND LAW:
PROCEDURAL SAFEGUARDS AND
REGULATORY CHALLENGES IN KAZAKHSTAN

Anuar Nurmagambetov*, Anet Nurmagambetov,
Amanzhol Nurmagambetov and Aigerim Zhumabayeva

ABSTRACT

Background:  The active integration of artificial
intelligence (AI) into diverse spheres of human activity has
created significant opportunities for innovation and efficiency,
while simultaneously raising complex ethical, legal, and social
challenges. Among these, the deployment of high-risk Al
systems requires particular scrutiny due to their potential
impact on fundamental rights, public safety, and socio-
economic relations. This research examines both the benefits
and risks of Al technologies, with an emphasis on the need to
establish clear legal and regulatory frameworks at the national
and international levels.

Methods: The study employs a comparative legal analysis of
existing regulatory approaches, including the European Union’s
AI Act (EU Al Act), the OECD AI Principles, and national
legislative practices. The methodology is based on a systematic
review of normative legal acts, doctrinal sources, and policy
papers, as well as an evaluation of prospective risks associated
with the use of high-risk Al systems in various sectors, including
transport, healthcare, and financial services.
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Results and conclusions: The analysis reveals that, while the adoption of Al contributes to
economic development, efficiency in public administration, and improved quality of services,
it also generates risks such as discrimination, violations of privacy, cyberthreats, and reduced
accountability. In particular, the study highlights that existing legislation in Kazakhstan, as in
many other jurisdictions, does not sufficiently address the specificities of high-risk Al systems.
Comparative legal analysis demonstrates that the most effective regulatory models are risk-
oriented, ensuring transparency, human oversight, and liability mechanisms. The findings
suggest that partial amendments to existing legislation—such as in the areas of mandatory
insurance and consumer protection—could serve as an interim measure, while the adoption of
a dedicated Al law may be necessary in the long term.

The study underscores the need for a balanced legal framework that harmonises technological
innovation with the protection of human rights and societal interests. It is argued that
Kazakhstan, while considering international best practices, should pursue a two-stage
approach: (1) introducing targeted amendments to sectoral legislation; and (2) elaborating a
comprehensive Al law focused on high-risk systems. Such a framework would mitigate risks,
ensure accountability, and foster public trust, while promoting the responsible and sustainable
use of artificial intelligence.

1 INTRODUCTION

Alan Turing's extensive research into artificial intelligence (AI) laid the groundwork for
empirical methods to evaluate the capabilities of early computers in the late 1940s.
However, the term “artificial intelligence” was coined later, emerging as the subject of a
university course at Dartmouth College in 1956." Theorising, testing, implementing,
optimising and regulating Al processes and applications attracts an increasing number of
experts from various fields, including law. Turing aptly noted, “There are signs ... that it
is possible to make a machine demonstrate intelligence, while at the risk of making
serious mistakes from time to time ... The whole process of thinking is still rather
mysterious to us, but I believe that the attempt to create a thinking machine will greatly
help us in finding out how we think ourselves.”

One of the priority areas of development of the Kazakh economy in the near future is the
creation of an Al technology industry. President Kassym-Jomart Tokayev has stated, “We
need to turn our country into a place of attraction for ‘digital nomads’ from all over the

1 ‘Artificial Intelligence Coined at Dartmouth, 1956’ (Dartmouth College, 2025)
<https://home.dartmouth.edu/about/artificial-intelligence-ai-coined-dartmouth> accessed 20 August 2025.

2 B Jack Copeland, ‘History of Artificial Intelligence (AI): Alan Turing and the Beginning of AT,
Britannica (7 November 2025) <https://www.britannica.com/science/history-of-artificial-intelligence>
accessed 18 November 2025.
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world”. The President claims that, “Our success in all other areas depends on how quickly
and effectively we develop new digital technologies”

In response, the Government of the Republic of Kazakhstan is currently developing a
Strategy for the Development of Artificial Intelligence, a Digital Code and the Law “On
Artificial Intelligence”. The Concept for the Development of Al for 2024-2029, approved by
the Resolution of the Government of the Republic of Kazakhstan dated 24 July 2024,
No. 592, outlines the current state of Al, assesses preliminary readiness, evaluates the
research base, reviews international experience and establishes the basic principles and
approaches for AI development.*

Kazakhstani legal research increasingly focuses on defining Al, its legal capacity, liability,
and ethical standards amid insufficient regulation.’ Defining the key challenges associated
with the implementation and operation of Al is intended to facilitate the development of a
comprehensive legal model, unify approaches to problem-solving and, ultimately, increase
the effectiveness of legal regulation.’

In his Address to the People of Kazakhstan, President Tokayev emphasised that, “to become
part of the new technological paradigm, it will be necessary to restructure the entire system
of public administration with a manifold increase in its transparency, efficiency, and
human-centred orientation”” This underscores a critical issue: the legal regulation of Al
integration into public administration and its interaction with the protection of citizens’
procedural rights. This challenge is both ethical and regulatory, representing a fundamental

aspect of the relationship between society and the state in the era of digital development.

3 Alexandra Golm, ‘Tokayev Spoke about the Development of Al and the Creation of a Supercomputer
in Kazakhstan’ (NURKZ, 12 April 2024) <https://www.nur.kz/technologies/software/2083760-
tokaev-vyskazalsya-o-razvitii-ii-i-sozdanii-superkompyutera-v-kazahstane/> accessed 20 August 2025.

4 Resolution of the Government of the Republic of Kazakhstan No 592 ‘On approval of the Concept for
the Development of Artificial Intelligence for 2024-2029" (24 July 2024) <https://adilet.zan.kz/
kaz/docs/P2400000592> accessed 20 August 2025.

5 Zhanna U Tlembayeva, ‘On Some Approaches to the Legal Regulation of Artificial Intelligence’ (2021)
2(65) Bulletin of the Institute of Legislation and Legal Information of the Republic of Kazakhstan 61.
doi:10.52026/2788-5291_2021_65_2_61.

6 Zhanna U Tlembayeva, ‘On Legal Regulation of the Use of Artificial Intelligence in Healthcare of the
Republic of Kazakhstan’ (2022) 5-1 Greater Eurasia: Development, Security, Cooperation 1123; Darya
Zhanysbayeva and Mila Ryzhkina, ‘Draft Law of the Republic of Kazakhstan “On Artificial
Intelligence” - Principles of Regulation and Practical Aspects’ (GRATA International, 14 July 2025)
<https://gratanet.com/publications/draft-law-of-the-republic-of-kazakhstan-on-artificial-
intelligence-principles-of-regulation-and-practical-aspects > accessed 9 September 2025.

7 Kassym-Jomart Tokayev, ‘Kazakhstan in the Era of Artificial Intelligence: Current Challenges and
Solutions through Digital Transformation: President’s State of the Nation Address to the People of
Kazakhstan’ (9oinem, 8 September 2025) <https://adilet.zan.kz/kaz/docs/K25002025_1> accessed
10 November 2025.

© 2025 Anuar Nurmagambetov, Anet Nurmagambetov, Amanzhol Nurmagambetov and Aigerim Zhumabayeva. This is an open-access article distributed under the terms of the
Creative Commons Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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2 METHODOLOGY

This study examines the legal regulation of Al in Kazakhstan is reviewed in this study using
a comprehensive approach that integrates both theoretical analysis and practical insights
into existing developments and practical recommendations.

The study's basis is the comparative legal method, which enables a comparative analysis
of legal practices and regulations across countries. This method was applied to analyse
relevant texts and policies from the European Union, the United States of America, China,
and the Republic of Kazakhstan.® While the EU, US, and Chinese frameworks have
already been in use for quite some time, Kazakhstan has only recently adopted the Law
"On Artificial Intelligence".” The comparative legal method allows for the identification
of global trends and country-specific features, guiding the adaptation of these
developments to the Republic of Kazakhstan’s context. For instance, the EU’s AI Act
illustrates how to balance AI-driven economic innovation with risk reduction,'® while the
White Paper on AI Development, developed in China, provides a wealth of information on
the introduction of Al across all areas of society."

To understand the nature of Al itself, the study employs a systems analysis, conceptualising
Al as a full-fledged system in which each component is responsible for the functioning of
the others; that is, it is not an isolated system but a well-coordinated one. In this regard, it is
possible to identify economic, social, technological, cultural and other aspects of its
existence. Conducting such an analysis is extremely necessary for adapting Al tools to
traditional sectors of Kazakhstan's economy, using new tools to improve efficiency without
destroying these industries."

Given widespread public concerns about Al's impact, ethical considerations are a key
aspect of Al deployment, and the ethical dimension is an essential component of this

8 ibid

9 Law of the Republic of Kazakhstan No 230-VIII "On Artificial Intelligence" (17 November 2025)
<https://online.zakon.kz/Document/?doc_id=33005677> accessed 18 November 2025.

10 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
Down Harmonised Rules on Artificial Intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024] O] L
1689 <http://data.europa.eu/eli/reg/2024/1689/0j> accessed 20 August 2025; ‘The EU AI Act: Up-to-
date Developments and Analyzes of the EU Al Act' (EU Artificial Intelligence Act, 2025)
<https://artificialintelligenceact.eu/> accessed 20 August 2025.

11 CAICT, Artificial Intelligence White Paper (2022) (CSET Center for Security and Emerging Technology
within Georgetown University's Walsh School, 16 June 2022) <https://cset.georgetown.edu/
publication/artificial-intelligence-white-paper-2022/> accessed 20 August 2025.

12 Svetlana Moroz and Saparmurat Muzaparov, ‘Problems of Copyright and Intellectual Property Rights
in Connection with the Use of AI Technologies (Neural Networks) (2024) 198 Scientific Collection
InterConf 260 <https://archive.interconf.center/index.php/conference-proceeding/article/view/6025>
accessed 20 August 2025.
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study. Al has generated numerous discussions on ethical issues such as legal capacity,
who should be held responsible for the damage caused by AI, and how appropriate it is to
use it in those spheres of society where direct human participation has traditionally been
required—such as education (e.g., writing qualification papers) and medicine (e.g.,
diagnostics and postoperative care recommendations). This method was used to analyse
recommendations from the OECD" and the UN Global Digital Compact." Based on this
analysis, proposals were formulated to integrate Al into Kazakhstan's legislation, while
accounting for potential ethical issues.

Using the method of critical analysis of regulatory documents, the Law "On Artificial
Intelligence" and the Concept of AI Development for 2024-2029 were examined. The results
revealed gaps in the legislation, particularly regarding the definition of Al, its legal status,
and potential liability in the event of damage."”

The three proposed regulatory models were derived from a comparative analysis of
international legal frameworks and adapted to Kazakhstans institutional and socio-
economic context, as further detailed in the Results and Discussion section (Table 4).

In assessing AlI, particular attention was paid to the potential risks associated with its
practical application. A meaningful discussion of these risks requires the modelling method.
Based on the study of international experience and current trends in Kazakhstan, three
models of legal regulation of AI regulation were formulated: (1) copying international
experience, (2) a symbiosis of international and national approaches, and (3) minimal
regulation to gain a technological advantage.'®

Thus, the chosen methodological framework enabled comprehensive coverage of the
identified problem, identification of existing shortcomings in the legislation, and
determination of the key directions for its improvement through specific paths and
measures tailored to Kazakhstan’s context.

13 OECD, ‘Recommendation of the Council on Artificial Intelligence’ (OECD Legal Instruments, 22 May
2019) <https://legalinstruments.oecd.org/en/instruments/ OECD-LEGAL-0449> accessed 10 April
2025; Elvira S Kuandykova, Daulet L Baideldinov and Thomas Hoffmann, ‘Problems of Legal
Regulation of Digital Transformation of Agriculture of the Republic of Kazakhstan’ (2023) 112(4)
Bulletin of the Karaganda University: Law Series 7. d0i:10.31489/2023L4/7-17.

14  UNGA Resolution A/RES/79/1 ‘The Pact for the Future: Annex I Global Digital Compact’
(22 September 2024) <https://docs.un.org/en/a/res/79/1> accessed 20 August 2025.

15  Maidan K Suleimenov and Farkhad S Karagusov, “The Concept of Recodification of the Civil Code of
Ukraine and Modernization of the Civil Code of Kazakhstan: A Comparative Analysis of the Main
Ideas” (Paragraph Lawyer, 29 July 2021) <https://online.zakon.kz/Document/?doc_id=32892885>
accessed 20 August 2025.

16  Ricardo Francisco Reier Forradellas and Luis Miguel Garay Gallastegui, “Digital Transformation and
Artificial Intelligence Applied to Business: Legal Regulations, Economic Impact and Perspective’
(2021) 10(3) Laws 70. doi:10.3390/1aws10030070.

© 2025 Anuar Nurmagambetov, Anet Nurmagambetov, Amanzhol Nurmagambetov and Aigerim Zhumabayeva. This is an open-access article distributed under the terms of the
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The selection of normative and policy sources was based on official legislative databases and
international repositories, including Adilet (Kazakhstan), ISO/IEC standards archives, the
UN Global Digital Compact, and the EU AI Act documentation. Only publicly accessible
and officially adopted acts, standards, and policy papers were included in the analysis.

This study is limited to the analysis of normative and policy documents and does not
include empirical data on enforcement or judicial practice. Future research could
extend the analysis to case law and administrative decisions to assess how Al-related
norms are applied in practice.

3 RESULTS AND DISCUSSION

The legal issues surrounding AI are extensive and warrant thorough theoretical
research. The focus of this article will be on some of the legal issues of theorising and
practical implementation of legislation on AI in light of the adoption of the Law "On
Artificial Intelligence" (hereinafter: the Law "On Artificial Intelligence") by the
Ministry of Digital Development, Innovation and Aerospace Industry of the Republic
of Kazakhstan."” Developing coherent Al legislation is crucial for Kazakhstan’s theory,
law-making, and practice."

3.1. Ethical and Copyright Challenges

3.1.1. Problems of Legal Regulation of Artificial Intelligence

The Concept of AI Development in Kazakhstan for 2024-2029 (hereinafter: the Concept) is
a significant step towards the introduction of AI into the economy and society of
Kazakhstan."” Based on the Concept data, Kazakhstan's readiness for Al is reflected in the
45.78 indicator. The country ranks 72nd out of 181 countries on this list. The most
"prepared” categories for working with AI are "digital potential" (75.67), "adaptability”
(63.76), and "data availability" (74.11). At the same time, there are serious problems
associated with society's unpreparedness for these changes. Thus, in particular, the category
"infrastructure" is estimated at only 30.80, and "human capital” at 38.55.% This indicates that
the country has few qualified personnel ready to work with artificial intelligence, and a

17 Law of the Republic of Kazakhstan No 230-VIII (n 9); Tlembayeva, ‘On Legal Regulation of the Use
of Artificial Intelligence in Healthcare of the Republic of Kazakhstan’ (n 6).

18 Resolution of the Government of the Republic of Kazakhstan No 592 (n 4).

19 Sarah K Idrysheva, ‘On the Digital Code of Kazakhstan’ (2022) 3(96) Law and State 72.
d0i:10.51634/2307-5201_2022_3_72.

20  Mohamed Hamada and others, ‘Artificial Intelligence to Improve the Business Efficiency and
Effectiveness for Enterprises in Kazakhstan’ (2021) 4(1) SAR Journal - Science and Research 34.
d0i:10.18421/SAR41-06.
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sufficient material and technical base for this has not been created. The indicator "vision
(strategy)" is 0, and "maturity”, that is, readiness for Al, is 15.48. As a result, the introduction
of Al poses a major problem across all areas of Kazakhstani society.

Based on the above, the Concept emphasises the need to create conditions for working with
AT and for sustainable growth in this area, which will require major changes and additions
in the legislative sphere. One of the main problems is the uncertainty of existing definitions,
as well as legal mechanisms regulating AI and responsibility for its use.”’ The Concept
appropriately notes that the existing trends in informatisation and cybersecurity
development in Kazakhstan do not meet the requirements for addressing problems related
to the use of artificial intelligence.

The developers of the Law “On Artificial Intelligence” understand AI as “the functional
ability to imitate cognitive functions characteristic of humans, providing results comparable
to or superior to those of human intellectual activity”.”” The difficulties of applying the
concept of "artificial intelligence" will most likely ‘haunt’ the Kazakh legislator, as it is
currently quite difficult to determine with a high degree of accuracy the range of issues
associated with the development of such a broad phenomenon. It is characteristic that the
recently adopted EU AI Act provides an operational definition of AI (Article 3), focusing
on the system’s functionality and associated risks rather than a single conceptual definition.
This cautious approach reflects the EU’s intent to regulate Al based on risk categories.”

Table 1. Risk-based grading of Al systems in the EU

AT System Class Measures and requirements applied Examples
Prohibited Complete ban on the use of malicious Systems for inciting
practices Al systems. violence.

High risk Mandatory registration, security Biometrics,
requirements, cybersecurity, data autonomous vehicles.
management.

Limited risk Compliance with the principles of process | Recommender systems
transparency, minimum requirements. in trading.

Low risk No obligations or restrictions. Virtual assistants,

simple chatbots.

The OECD has taken a distinctive approach to defining artificial intelligence, revising its
definition in 2023 to describe AI as “systems whose behaviour can be haracterized as
intelligent. This includes the ability to learn from data, adapt to new inputs, and perform

21  Tlembayeva, ‘On Some Approaches to the Legal Regulation of Artificial Intelligence’ (n 5).
22 Law of the Republic of Kazakhstan No 230-VIII (n 9).
23 Idrysheva (n 19).
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tasks that would normally require human intelligence”** The OECD deliberately uses such
a broad formulation to encompass various Al technologies, including both machine
learning and rule-based systems. However, the OECD also defines an Al system as “a
computer system that, in order to achieve explicit or implicit goals, determines from the
inputs it receives how to generate outputs such as predictions, content, recommendations
or decisions that can influence a physical or virtual environment””

In the broader context of developing international standards for the legal regulation of
Al most researchers consider it necessary to be guided by the requirements of Al system
security and transparency. Thus, the ISO/IEC 38507:2022 and ISO/IEC 23894:2023
standards note that, first, a basis is needed to ensure cybersecurity and prevent Al-related
fraud and crime.”

Table 2. Key requirements for high-risk AI systems in the EU

Requirement Description
Registration in the Developers are required to register Al before entering the market.
database
Risk management Mandatory testing for technical reliability, training and data
management.
Transparency Developers are required to disclose information about the

algorithms they use and how they train models.

Cybersecurity Strict requirements for ensuring the security of Al systems.
Post-Market Post-marketing monitoring by regulators.
Monitoring

Different Al systems vary in their level of autonomy and adaptability after deployment. In
this sense, the developers of the Laws "On Artificial Intelligence" plan to distinguish AI from
Al systems. They propose the following definition: “Al technologies (systems) - technologies
based on the use of artificial intelligence, including speech and visual image recognition,

analytical decision-making, complex logical operations, and intelligent decision support.””

24 Kuandykova, Baideldinov and Hoffmann (n 13).

25 Idrysheva (n 19).

26  ISO/IEC 38507:2022 Information Technology - Governance of IT - Governance Implications of the
Use of Artificial Intelligence by Organizations (2022) <https://www.iso.org/standard/56641.html>
accessed 20 August 2025; ISO/IEC 23894:2023 Information Technology - Artificial Intelligence -
Guidance on Risk Management (2023) <https://www.iso.org/standard/77304.html> accessed
20 August 2025.

27  Patricia Gomes Régo de Almeida, Carlos Denner dos Santos and Josivania Silva Farias, ‘Artificial
Intelligence Regulation: A Framework for Governance’ (2021) 23 Ethics and Information Technology
505. doi:10.1007/s10676-021-09593-z.
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Table 3. Comparison of international approaches to Al regulation

Country Definition of Al Degree of Ethical Problems
regulation standards
EU Does not contain a Moderate, AI | Transparency, Safety,
clear definition of AI | Act control responsibility
Kazakhstan | Information and Law "On Ethics, control Lack of
communication Artificial theoretical and
technology Intelligence” practical basis
USA Does not contain a Liberating Flexibility, Predictability of
clear definition of AI | regulation ethics Al behavior
China Does not contain a Strict Restrictions in Ethical issues
clear definition of AI | standards certain areas
and control

If the technological aspect of defining the concept of artificial intelligence is not considered
at this stage, it is proposed that the Kazakh legislator should refrain from distinguishing
between AI and Al systems (including rule-based systems, as understood by the OECD).
Given the complexity of the phenomenon and the lack of clear criteria for determining the
"intelligence” of emerging systems, such an approach may lead to further difficulties in
classifying particular technologies as Al systems. At present, legal science in the field of Al
faces three main problems of defining the concept, nature and limits of regulation:

1. Semi-autonomy: A certain degree of autonomy may lead to unexpected results, and
therefore, the creation of systems that adapt to the changing nature of AI will be difficult
due to the over-regulation of developments in this area.”® Researchers note that, in the case
of increasing the autonomy of Al it is important to correctly balance between the freedom
of algorithms and the need for legislative control.”

2. Predictability: The increasing complexity of AI systems reduces the predictability of their
behaviour, which, to a certain extent, levels out the possibilities of management and
regulation at the regulatory level.* In this context, the importance of creating flexible legal
systems that can adapt to rapid technological changes is discussed.”

3. Unlimited application: The variability of the application of Al in various areas of human
activity complicates the possible regulatory structure, and the construction of a system of
norms regulating various areas of application of AI may be a massive undertaking that does

28 Hamada and others (n 20).

29 de Almeida, dos Santos and Farias (n 27).

30 Kuandykova, Baideldinov and Hoffmann (n 13).
31 Regulation (EU) 2024/1689 (n 10).
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not keep pace with the development of relevant technologies.”? Thus, it is necessary to
develop mechanisms that enable rapid, effective regulation of new Al uses across sectors.”

The abovementioned problems, in a broad sense, prevent the determination of the legal
capacity of artificial intelligence and preclude its recognition as a full-fledged subject of law.
In this regard, Suleimenov and Karagusov reasonably argue that “Neither robots nor Al
should be recognised as subjects of law. At the level of the Civil Code, their legal regime
should be enshrined as a separate category of objects of civil rights, excluding human

interaction with them, allowing only human influence on them”*

The lack of a clear legal status for AI underscores the need to define appropriate regulatory
frameworks for its use. To address this issue, three alternative regulatory models were
developed based on comparative legal analysis, as summarised below.

Table 4. Comparative characteristics of Al regulatory models

Model Description Advantages Limitations Applicability
to Kazakhstan
Direct Copying EU Legal Low Moderate
adoption of and OECD harmonisation, adaptability to
international standards and predictability, national
norms regulatory compliance with | context,
practices global norms potential
overregulation
Hybrid Combination Flexibility, Requires strong | High
(international of global contextual institutional
+ national) standards with | relevance, capacity and
locallegal and | balanced policy
institutional regulation coherence
specifics
Minimal Limited legal Technological Legal Selective /
regulation interference to | advantage, fast uncertainty, Experimental
foster implementation | weak protection
innovation of rights

The comparative analysis demonstrates that each regulatory model offers distinct
advantages and challenges for the legal governance of Al in Kazakhstan. The first model,
direct adoption of international norms, provides the most predictable and harmonised

32 ISO/IEC 38507:2022 (n 26).

33 Keng Siau and Weiyu Wang, ‘Artificial Intelligence (AI) Ethics: Ethics of AI and Ethical AT’ (2020)
31(2) Journal of Database Management 74. doi:10.4018/JDM.2020040105.

34  Suleimenov and Karagusov (n 15).
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approach. By aligning national legislation with the EU AI Act and OECD standards, this
model would ensure compliance with global norms, facilitate international cooperation,
and simplify cross-border data and technology exchange. However, its primary drawback
lies in the limited adaptability of international standards to Kazakhstan’s socio-economic
and legal environment. Excessive reliance on external regulatory templates could lead to
overregulation and hinder local innovation.

The hybrid model, combining international standards with national regulatory
mechanisms, is the most balanced and contextually suitable option. It allows Kazakhstan to
maintain consistency with international best practices while tailoring specific provisions to
national realities. Such an approach supports flexibility, promotes institutional learning, and
enables gradual adaptation of legal norms as technologies evolve. Nevertheless, its effective
implementation requires a high degree of institutional coordination, capacity building, and
sustained policy coherence—areas that currently remain underdeveloped.

The third model—minimal regulation—represents a liberal framework aimed at stimulating
innovation and rapid technological development. It provides significant room for
experimentation and entrepreneurship in the AI sector. Yet, the absence of clear legal
safeguards increases the risks of legal uncertainty, ethical violations, and insufficient
protection of human rights. Consequently, this model can be applied only selectively, for
instance, in pilot projects or regulatory sandboxes.

Overall, the analysis suggests that the hybrid model offers the most practical pathway for
Kazakhstan, as it balances innovation incentives with the need for legal certainty and social
accountability, aligning technological progress with national institutional capacity.

3.1.2. Problems of Normative and Technical Regulation of Artificial Intelligence

Unclear legal definitions complicate the technical regulation of Al Kazakhstan has yet to
develop a set of national standards for the technical regulation of artificial intelligence. Still,
the legislator should already be considering building a coherent legal framework to minimise
potential risks in the creation and use of artificial intelligence, its systems, and robotics based
on it. At the same time, the base of international standards for technical regulation of Al is
developing very quickly, where the main risks are the following (Table 5):

1. Reputational costs to the owner of Al in the event of harm caused to others due to
a lack of control over artificial intelligence;

2. Complete or partial loss of control over the exploited artificial intelligence;

3. Disenfranchisement of workers whose functions are replaced by the work of
artificial intelligence;

4. Univariance in the judgments of AI when processing data due to the limitations of
the data provided to it;
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5. Increased complexity of competition between market participants using AI and
those who do not; Difficulty in predicting the performance of AI due to limited
historical data and rapidly changing future expectations.”

Table 5. Problems of normative and technical regulation of AI

Risk Description Proposed measures

Reputational costs Harm caused to others due to lack | Codes of Ethics, Voluntary
of control Standards

Loss of control Complete or partial loss of control | Transparency, monitoring
over Al

Unlimited Variability of Al application Development of industry

application across industries standards

Difficulties in Problems with predictability of AI | Improving Al learning

forecasting behavior systems

Currently, the difficulties associated with the legal regulation of Al, as well as the predicted
risks, are only increasing. The White Paper on the Development of AI in China
(April 2024), among the technical risks, points to possible delusions of artificial
intelligence, in which systems produce answers or judgments that do not correspond to
reality, such as when processing images or language structures.” When such systems are
used in areas like healthcare or transport, these errors may pose risks to citizens' lives and
health. To solve these problems, the document proposes implementing Al learning systems
with creator feedback (RLHF) or "Fence technology" (NeMo Guardrails). However, the
deployment of these solutions remains challenging. This is why the risks of using Al in
medicine and healthcare require primary attention and legal regulation. B. Murdoch, a
scientist who described cases of using Al in hospitals in his work, agrees with this. The
author states that the lack of legal regulation leads to a violation of confidentiality and
unauthorised "replication of medical information."”’

A risk-oriented approach to national standardisation and regulation of AI in the Republic
of Kazakhstan appears justified under current conditions. Building a system of standards
should be based on the following categories of risk:

1. Comparable risk: The introduction of AI systems such as Al-enabled video games,
spam filtering systems, and other similar technologies should not, for the most part,

35 ISO/IEC 38507:2022 (n 26); ISO/IEC 23894:2023 (n 26); ISO/IEC 22989:2022 Information
Technology - Artificial Intelligence - Artificial Intelligence Concepts and Terminology (2022)
<https://www.iso.org/standard/74296.html> accessed 20 August 2025.

36 CAICT (n11).

37  Blake Murdoch, ‘Privacy and Artificial Intelligence: Challenges for Protecting Health Information in
a New Era’ (2021) 22 BMC Med Ethics 122. doi:10.1186/512910-021-00687-3.
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create obligations and liabilities for developers. However, it is necessary to create
conditions in which developers voluntarily follow codes of ethics and conduct,
thereby minimising potential risks. To this end, it is important to develop
mechanisms that encourage companies to self-regulate and implement best
practices that help protect users.*®

2. Transparency risk: Al-based systems must clearly inform consumers when
interactions involve a machine, especially in areas such as chatbots and content-
generating systems. This will help increase user trust and ensure transparency
in interactions with Al systems. At the same time, measures in this area must
be balanced with the need to protect personal data and comply with privacy
standards.”

3. Contact risk: Al systems operating in sensitive areas—such as medicine, military
technology, and selection or screening processes—must be subject to strict
restrictions that reflect potential risks to human health and safety. Human oversight
remains essential to ensure that AI use does not lead to potentially dangerous
consequences. Strict regulations aimed at managing these risks must take into
account both technical and ethical aspects.®

4. Manipulative risk: It is important to embed moral and ethical principles into the
foundation of AI technologies to avoid manipulative abuses. For example,
aggressive sales, social scoring, big data processing and other types of manipulation
can lead to serious consequences for human rights. AI developers must take these
risks into account and develop systems that ensure the rights and freedoms of
citizens are respected, preventing the misuse of Al to manipulate personal data.*

Based on the content of the Law "On Artificial Intelligence”,*” it appears that the Kazakh
legislator is taking the path of excessive regulation, in which the authorised body in the field
of AI will maintain a classifier of AI systems, which will prohibit the creation, development
and operation of systems with capabilities other than those defined by the classifier. The
introduction of such a classifier contradicts the principles enshrined in the Concept of Al
Development for 2024-2029,” which holds that a low level of regulation can provide a
technological advantage. In this sense, the quality of the classifier leaves questions, and Al
systems, especially dual-use ones, may not be developed.

38 Siau and Wang (n 33).

39 ISO/IEC 38507:2022 (n 26).

40 Hamada and others (n 20).

41  Nicola Lucchi, ‘ChatGPT: A Case Study on Copyright Challenges for Generative AI Systems’ [2023]
European Journal of Risk Regulation 1. doi:10.1017/err.2023.59.

42 Law of the Republic of Kazakhstan No 230-VIII (n 9).

43 Resolution of the Government of the Republic of Kazakhstan No 592 (n 4).
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3.1.3. Problems of Ethical Regulation of Artificial Intelligence

Many people are concerned about the ethical issues arising from the use of AI. According
to researcher L. Floridi, these issues should be addressed not only through theoretical
development but also through implementation in current and/or developing legislation.
This will minimise ethical risks, prevent a possible decline in the reputations of those who
use Al in their activities, and prevent potential human rights violations associated with these
systems.* T. Hagendorf agrees with this opinion, according to whom universal principles of
ethical regulation of the use of Al should be developed initially, after which all countries will
be guided by them when developing legislative norms and using Al in practice.”

While these international frameworks provide valuable guidance, their practical application
in Kazakhstan requires adaptation to national constitutional principles and legal traditions.
Ethical principles such as transparency, fairness, and accountability resonate with
Kazakhstan’s constitutional provisions, including the right to privacy (Article 18) and the
prohibition of discrimination (Article 14).* Ethical self-regulation by developers can
complement formal legal regulation, ensuring flexibility and innovation within the
boundaries of legal accountability. Together, these mechanisms form a balanced framework
that aligns ethical responsibility with the rule of law in Kazakhstan.

AT ethics challenges arise from the difficulty of defining ethical principles for its creation
and operation. The complete absence of regulatory decisions in this area in Kazakhstan at
the initial stage allows reliance on existing international legal developments. Nevertheless,
even international practice lacks a unified approach to the formation of a basket of ethical
principles for AI and a strict hierarchy for them, which complicates the development of a
general ethical basis. Significant progress in AI development and regulatory developments
in several countries further complicate the harmonisation of international norms with
national legislation, both due to differing levels of technology penetration and the number
of ethical and legal documents adopted at the national level.

At the same time, the scientific community mainly concentrates on the study of the
ethical principles of the functioning of Al either in relation to the abstract definition of
a “good” or “bad” algorithm (rather than “well-designed” and “poorly designed”),”

44 Luciano Floridi, ‘Introduction to the Special Issues: The Ethics of Artificial Intelligence: Exacerbated
Problems, Renewed Problems, Unprecedented Problems’ (2024) 61(4) American Philosophical
Quarterly 301. doi:10.5406/21521123.61.4.01.

45 Thilo Hagendorff, ‘The Ethics of AI Ethics: An Evaluation of Guidelines’ (2020) 30 Minds & Machines 99.
doi:10.1007/s11023-020-09517-8.

46  Constitution of the Republic of Kazakhstan of 30 August 1995 (amended 18 July 2025)
<https://adilet.zan.kz/eng/docs/K950001000_> accessed 20 August 2025.

47  Jessica Morley and others, ‘Operationalising AI Ethics: Barriers, Enablers and Next Steps’ (2023) 38
Al & Society 411. doi:10.1007/s00146-021-01308-8.
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through the lens of specific regulatory domains,* or in broader discussions of human
t.49

rights and public benefi

Ethical issues are also inextricably linked with copyright concerns. The rapid
development of Al has led many individuals to use such tools to create authorial texts and
visual materials. A number of Al-created texts have already become bestsellers. Within
academic contexts, both students and teachers increasingly turn to Al for help in writing
qualification papers and scientific publications. At first glance, AI assistance, when used
wisely, does not seem ethically problematic, since, for example, the use of algorithmic
skills, information search, and calculations is quite reasonable and adequate. At the same
time, many people use it to minimise their own participation in solving intellectual
problems, which, in fact, is an ethical problem.

Moreover, Al-developed materials often lack a specific author but are actively sold on
freelance platforms, which cannot currently refer to specific laws for detailed regulation of
such cases. Traditional legal concepts of copyright do not apply to examples of artificial
intelligence, since no specific legislative sanctions have been developed for it. As a result, it
is unclear who should be punished in such a case. Lucci argues that traditional copyright
concepts are outdated and require not just revision, but the creation of entirely new ones in
the era of digitalisation and AL*

A rather curious approach is proposed by Morley and her colleagues, who argue that it is
necessary to develop legal norms that allow the creation of a copyright object without direct
human participation. However, such a model raises additional questions regarding liability
if an Al-generated work causes damage to someone. For example, a generated scene
depicting violence may harm minors or extremely impressionable individuals.”" Although
such cases are currently rare—and Al platforms typically do not allow the creation of
prompts that contain violence, or generate safe text/images—precedents may emerge.

If such a precedent arises, it seems logical to us to impose liability primarily on the
platform owner where this situation occurred. This position is justified: when a platform
acquires or deploys an AI mode, it enters into an agreement that sets out the rules for
regulating relations with users. Accordingly, the AI developer should not be held liable,
as responsibility is shifted to those who directly use the Al In this case, it is necessary to
develop a legal basis for regulating the conclusion of contracts when purchasing the right
to place an Al model.

Researchers Moroz and Muzaparov proposed an interesting point on the ethical regulation
of Al use.”® According to these authors, the law on Al should take into account the specifics

48 de Almeida, dos Santos and Farias (n 27).
49 Idrysheva (n 19).

50 Lucchi (n 41).

51 Morley and others (n 47).

52 Moroz and Muzaparov (n 12).
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of a specific Al platform, since many of the results of generations cannot be attributed to the
concepts of "creativity" and "authorship”. In view of this, it is necessary to develop and
introduce new terminology in the context of Al to allow for a more understandable
interpretation of the results of user interaction with artificial intelligence and, therefore, to
regulate potential problems associated with authorship.

At this time, it is not possible to determine whether the Kazakh legislator will follow the
path of harmonising national legislation with international standards or develop its own
concept of ethical principles in the field of AI ethics. Still, international experience is
nevertheless likely to facilitate the implementation of such technologies. Among the
recommended postulates in the field of AI regulation, in general and its ethical foundations
in particular, the norms and recommendations of the Global Digital Compact, planned for
adoption at the UN level, would be significant for Kazakhstan and could provide the
necessary guidelines for national regulation. However, even the implementation of
international ethical standards in national AI legislation will be associated with a greater
declaratory nature, and their voluntary compliance will often conflict with economic
feasibility, since Al developers will often be guided by considerations of monetisation and
applied usefulness first and foremost. However, it is hoped that national legislation will
supplement Al's ethical postulates with normative regulation, balancing positive ethical
guidelines with restrictive regulatory measures.

3.2. Institutional and Procedural Safequards

The trend toward digitalising a significant portion of the public administration sector in
the Republic of Kazakhstan is gaining momentum each year. The President of the country
has articulated ambitious goals for transforming the state into a fully-fledged “digital
nation,” characterised by comprehensive digitalisation and the implementation of Al In
this context, there are stated intentions to introduce Al into various spheres of public
administration, including geological exploration, monitoring of agricultural lands,
transport and transit regulation, implementation of a multifunctional digital platform for
transportation management, building information modeling using AI technologies, a
digital platform for water resources, tax administration, the introduction of Al-based
distance learning for rural regions, a system for monitoring the quality and volume of
medical services using Al technologies, as well as the development of culture and the arts
in the era of artificial intelligence, among others.*

The accelerated pace of digitalisation necessitates legal and regulatory measures in this field
to ensure oversight, transparency in the functioning of digital systems, and the protection
of citizens’ rights, including procedural rights.

53 Tokayev (n 7).
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As previously noted, the Law of the Republic of Kazakhstan "On Artificial Intelligence™* is
characterised by excessive overregulation, the establishment of numerous administrative
functions, and restrictions and prohibitions.

In particular, the Law "On Artificial Intelligence" establishes a classification of
autonomous artificial intelligence systems (decision-making processes that are
independent of predetermined parameters and are not subject to control by the system
owner), as well as artificial intelligence systems with a specific set of functional
capabilities (paragraph 2, Article 17). These include, in particular, the use of
subconscious, manipulative, or other methods that significantly distort human
behaviour; exploitation of human moral and/or physical vulnerability; determination of
human emotions without consent; and similar practices.

These grounds largely mirror the provisions of the EU AI Act (Article 5),% albeit with
certain distinctions.

In accordance with subparagraph 3 of paragraph 3 of Article 17 of the Law "On Artificial
Intelligence”, the use of Al systems that evaluate and classify natural persons or groups of
persons over a certain period of time based on their social behavior or known, presumed,
or predicted personal characteristics is prohibited, except in cases provided for by the laws
of the Republic of Kazakhstan.

By contrast, under the EU AI Act, “social scoring” is prohibited only where it results in
discrimination or disproportionate sanctions. The EU regulation sets out unambiguous
conditions under which evaluations or classifications may be carried out. Accordingly,
any normative acts of competent authorities aimed at creating an online
platform/application using AI would be required to comply with the principle established
in Article 5 of the EU AI Act.

The corresponding provision in the domestic legislation establishes an absolute
prohibition, thereby creating a barrier to digital development. The introduction of any AI-
based technologies designed to evaluate or classify individuals or groups (e.g., credit or
social scoring) based on their social behaviour would require the adoption of a law, either
through amendments to existing legislation or the enactment of a new law. This would
create significant administrative hurdles, as the legislative process entails a specific
sequence of steps, requirements, and timelines.

At the same time, the formulation “except in cases provided for by the laws of the Republic
of Kazakhstan” may enable state bodies to be granted very broad powers. For instance,
legislation may confer competence upon an authorised body to adopt corresponding
subordinate normative legal acts. In such a case, there is a significant likelihood that the
rights and legitimate interests of citizens could be infringed by the state’s imperative

54 Law of the Republic of Kazakhstan No 230-VIII (n 9).
55 Regulation (EU) 2024/1689 (n 10).
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administrative will. In this regard, it appears necessary to establish, at the legislative level, a
condition requiring that any evaluation or classification of individuals or groups not lead to
adverse or discriminatory treatment of particular persons or groups.

In addition, it seems necessary to introduce a requirement to protect citizens'
fundamental rights. Any ratings or classifications based on social indicators must not
restrict fundamental rights and freedoms, which include, inter alia, those enshrined in
the Constitution of the Republic of Kazakhstan, including the right to life, personal
liberty, the inviolability of private life, the right to recognition of legal personality, and
judicial protection.

A different approach is applied to the classification of natural persons based on their
biometric data. Under subparagraph 5 of paragraph 3 of Article 18, classifications aimed
at drawing conclusions about race, political views, religious affiliation, or other
circumstances are prohibited in the Republic of Kazakhstan if they are to be used for
discriminatory purposes. By comparison, the EU AI Act permits the placing on the
market, putting into service, or use of biometric categorisation systems that determine
race, political opinions, trade union membership, religious or philosophical beliefs,
sexual life or orientation, in cases of lawful labelling or filtering of biometric data, for
instance, in the field of law enforcement.

In this regard, the formulation “and on any other grounds” makes it possible to encompass
all potential bases of discrimination, including those not explicitly specified in current
legislation. In the context of rapid technological development and the emergence of new
forms of discriminatory practices, such openness ensures regulatory flexibility. The focus
on the ultimate effect—“for the purpose of any discriminatory use”—allows the state not
to block the very process of developing and testing technologies, but rather to concentrate
on preventing unlawful consequences. This reduces the risk of excessive interference in
scientific research or the neutral use of biometric data, for example, in medical or
educational contexts.

Thus, the regulatory challenges under the Law "On Artificial Intelligence” manifest in
excessive regulatory density, the creation of administrative barriers to technological
deployment, and the risks of broad discretion by state authorities—factors that may slow
digital development and threaten citizens’ procedural rights.

3.3. Liability and Protection of Citizens’ Rights

Continuing the discussion on the use of biometric data, it is impossible not to address the
relationship between state regulation and the safeguarding of citizens’ rights, including
the establishment of appropriate liability for violations of their protection. The current
Law of the Republic of Kazakhstan “On Personal Data and Its Protection” (hereinafter:
the Law on Personal Data) classifies biometric data as personal data that characterises the
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physiological and biological features of the subject of personal data, based on which his
or her identity can be established. *

The protection of such data is, first and foremost, established through the recognition of its
confidentiality. Thus, pursuant to Article 11 of the Law on Personal Data, owners and/or
operators, as well as third parties obtaining access to personal data of restricted access, are
required to ensure their confidentiality by adhering to the obligation not to disclose such
data without the consent of the data subject or his/her legal representative, or in the absence
of another lawful basis. Persons who have become aware of personal data of restricted access
in connection with professional or official necessity, as well as through employment
relations, are likewise obliged to ensure their confidentiality.

At the same time, the high-profile case involving Kaspi Bank regarding the breach of the
confidentiality of digital data reveals gaps in the legislation, which, in turn, lead to violations
of citizens’ rights.”

In 2021, a citizen of Kazakhstan reported a privacy violation while applying for a loan
through the Kaspi Bank mobile application, which required biometric identification.
According to publicly available media sources, the user alleged that her personal data were
processed and subsequently shared among debt collection agencies without her consent.
Over several years, she appealed to the bank and relevant state authorities, requesting the
deletion of the biometric data and clarification of responsibility. The bank, in its official
response, stated that the data breach occurred on the side of third-party collectors and was
not caused by its employees. It should be noted that no official court proceedings or other
procedural documents are available for this case; however, certain elements of this
precedent may still be analysed as an illustrative example.

Under paragraph 3 of Article 11 of the Law on Personal Data, the confidentiality of
biometric data is established by the legislation of the Republic of Kazakhstan. The procedure
for biometric identification carried out by banks is determined by the relevant Rules
(hereinafter: the Rules).” These Rules clearly provide that biometric identification is to be
conducted using the person's face (paragraph 5). Accordingly, obtaining images of any other
body, apart from the individual’s face, is unlawful and such data must neither be stored in
the bank’s database nor transferred to collection agencies.

56  Law of the Republic of Kazakhstan No 94-V ‘On Personal Data and their Protection’ (21 May 2013)
<https://adilet.zan.kz/eng/docs/Z1300000094> accessed 12 September 2025.

57  Arman Ermekov, ‘A Woman Accuses the Bank of Distributing her Intimate Photo’ (Politico,
15 August 2025) <https://politico.kz/article/ayel-adam-kaspi-bankti-ashyk-suretin-taratqany-ushin-
sotka-bermek> accessed 12 September 2025.

58  Resolution of the Board of the Agency of the Republic of Kazakhstan for Regulation and Development
of the Financial Market No 56 ‘On approval of the Rules for Conducting Biometric Identification by
banks, Organizations Carrying out Certain Types of Banking Operations, and Microfinance
Organizations’ (16 August 2024) <https://adilet.zan.kz/kaz/docs/V2400034950> accessed
12 September 2025.

© 2025 Anuar Nurmagambetov, Anet Nurmagambetov, Amanzhol Nurmagambetov and Aigerim Zhumabayeva. This is an open-access article distributed under the terms of the
Creative Commons Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

137



138

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

At the same time, the Rules contain an important limitation. Pursuant to paragraph 1, they
do not apply to biometric identification processes carried out by banks using their own
hardware devices. In other words, the Rules are inapplicable when banks use their own
devices—such as ATMs, terminals, in-branch systems, or mobile applications—as was the
case in the aforementioned incident.

Pursuant to paragraph 5-5 of Article 34 of the Law of the Republic of Kazakhstan “On Banks
and Banking Activities”, banks are prohibited from concluding a bank loan agreement with
an individual via the Internet without conducting biometric identification, the procedure
for which must be determined by the authorised body.”

According to Kazakhstan’s legislation, subordinate regulatory legal acts—such as rules,
regulations, instructions, methodologies—do not establish norms of law but are adopted
only to implement legislative acts and other higher-level normative legal acts. In the case of
the Rules, it is evident that the provision granting banks the competence, in accordance with
their internal regulations, to independently determine the procedure and requirements for
biometric identification and the subsequent handling of digital data constitutes a norm of
law and should be regulated at the statutory level. Otherwise, as illustrated by the above-
mentioned case, banks may rely on internal regulations, commercial secrecy, or other legally
protected information to violate citizens’ rights and freedoms while evading responsibility
for breaches of personal data legislation.

At present, the draft Digital Code of the Republic of Kazakhstan (hereinafter: the Code) is
under consideration by the Mazhilis of the Parliament of the Republic of Kazakhstan.®

According to the Code, the following biometric data of citizens of the Republic of
Kazakhstan will be subject to processing for authentication purposes:

1) digital facial image;
2) dactyloscopic (fingerprint) information.

Thus, the adoption of the Code is expected to eliminate the existing legal gap. Nevertheless,
it remains necessary to review current legislation to establish more effective mechanisms for
protecting individuals' personal data and safeguarding related civil rights and freedoms.

59  Law of the Republic of Kazakhstan No 2444 ‘On Banks and Banking Activities in the Republic of
Kazakhstan’ (31 August 1995) <https://adilet.zan kz/kaz/docs/Z950002444_> accessed 12 September 2025.

60  Draft Digital Code of the Republic of Kazakhstan (2024) <https://mazhilis.parlam.kz/kk/all-bill/807>
accessed 9 September 2025.
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4 CONCLUSIONS

The list of problems outlined above will not be complete now or in the future, which reflects
the evolving nature and inherent complexity of artificial intelligence. Given the current
absence of Al-specific regulation in Kazakhstan, the country will need to develop its
regulatory toolkit both through foreign experience and local regulation, taking into account
domestic achievements and failures in the context of the underdevelopment of Al
technologies and the lack of basic experience in its use.

An analysis of foreign experience enables the identification of three models of legal
regulation of AI in Kazakhstan. The first model involves copying international experience
by transferring advanced international norms to Kazakhstani legislation. The second model
can be based on the symbiosis of international legal norms and national characteristics of
the creation and use of AI technologies. The third approach is based on minimal legal
regulation to obtain a technological advantage through soft regulation.

At the same time, comprehensive regulation of AI by norms of direct action, combining
normative, technical, and ethical regulation, is difficult to implement and, most likely, even
harmful to national legislation due to the multidimensionality of the phenomenon and the
insufficiency of research and empirical data on artificial intelligence.

It appears likely that, upon adopting the Law "On Artificial Intelligence", the Kazakh
legislator will also enact a number of related regulatory legal acts. These may address
issues such as liability for violations of citizens' rights arising from the use of Al
technologies, procedures for compensating for damage caused by AI or robots based on
such technologies, copyright protection when creating products generated by Al
technologies, and the ethical foundations of AI technologies. In this context, legal
regulation will shift in favour of AI's well-known characteristics and the risks associated
with it. Given the scope of regulation required, Kazakhstan’s lawmakers cannot
realistically anticipate all potential Al-related risks.

Any approach to forming an Al regulatory framework in Kazakhstan must, on the one hand,
seek to balance the practical utility of Al technologies with the potential risks associated
with their deployment and use, and on the other hand, select appropriate regulatory tools
not only based on our own experience, but also a preventive analysis of existing technologies
in other countries.

Thus, an analysis of the current situation regarding AI regulation in Kazakhstan yields
several general conclusions. The creation of a legal framework for regulating Al should be
accompanied by flexible legislative approaches when adopting foreign experience, especially
from countries that lack a strong regulatory framework in the field of artificial intelligence
but are actively implementing such technologies. The development of national standards for
Al from an ideal perspective should be carried out by state research institutions, but in close
cooperation with private developers of AI technologies, with additional verification with
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developers of similar technologies abroad. The axiological approach to the development of
ethical principles for the functioning of Al should be dominant, but intuitively accepted at
the level of technology developers with the ability to revise the list of principles themselves
without breaking away from the developing practice.

In the context of the differentiation of national legislations regulating artificial intelligence,
the globalisation of uniform approaches to Al regulation is the most productive instrument
of unification. At the same time, in the foreseeable future, full harmonisation of
international norms with national ones across all countries is practically impossible, since
the technological component of the economic development of interested countries is
competitive and does not support conscious limitation of gains.
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AHOTALLIA YKPAIHCBKOK MOBOK)
JlocnigHuubKa cratTa

LUTYYHWUW IHTEEKT | MPABO:
MPOLLECYASIbHI TAPAHTII TA PEFYAIATOPHI BUKNUKM B KASAXCTAHI

Anyap Hypmarambemoe*, Anem Hypmarambemos,
Amanxon Hypmarambemos ma Aiirepim Xyma6aeea

AHOTANLIA

Bemyn. Akmuena inmeepayis wumyunozo inmenexmy (IIII) y pissomanimui chepu modcokor
OifAIbHOCMI CMB0PUNA 3HAUHI MONZIUBOCMI 0N iHHOBAYIl MA NiOBUMEHHA edexmusHoCi,
800HOUAC NOPOOHCYIOUU CKAAOHT emuuni, npasosi ma coyianvti npoonemu. Ceped Hux 0co6nu60i
yeazu nompebye enposadncenus cucmem I 3 sucoxum pieHem pusuxy uepes ixitl nomenyisiHul
8NM/IU6 HA OCHOBONOJIONCHI NPABA MOOUHU, 2POMAOCLKY besnexy ma COUiANbHO-eKOHOMIUHI
8i0HOCUHU. Y UboMy 00CTiONEHHI PO32NIAOAIOMbCA AK nepedazy, max i pusuku mexwonoeiti 111 3
HA2ONIOCOM HA  HeOOXIOHOCMI Ccmeéopumu uimky npasoéy ma HOpMamueny 643y Ha
HAUIOHATIBHOMY MaA MINHAPOOHOMY PiBHSIX.

Memodu. Y Oocnionenni 6uKOPUCMOBYEMbCA NOPIBHANLHO-NPABOBULI AHATI3 HATEHUX
peeynamoprux nioxodis, 3okpema Axm €sponeiicoxozo Cot3y npo wimyunuii inmenexm (Axm
€C npo III), Ilpunyunu III wodoo OECP ma HAUiOHANbHY 3aKOHO0A6HY NPAKMUKY.
Memodonozisi spyHMyEmMvCa HA CUCMEMAMUYHOMY nepeenisdi HOPMAMUEHO-NPABOSUX AKMIB,
O0OKMpuHAnvHux Oxcepen i AHANIMUYHUX OOKYMEHMIB, A4 MAKON HA OUiHUi NOMEHUITIHUX
pusuxis, nos'szanux 3 euxopucmannam cucmem IIII 3 sucokum pieHem pusuky 6 pisHux cepax,
30KpeMa, u40 CIOCYEMbCS MPAHCNOPINY, OXOPOHU 300P06 ST Ma PiHAHCOBUX NOCTIYe.

Pesynomamu ma eucrosxu. Ananiz nokasye, w0 xXo4a 6npoeaoseHHs WMYHHO20 iHmenexmy
CHPUSIE eKOHOMIUHOMY PO3BUMKY, ePeKMUBHOCNI 0ePHABHO20 YNPABTIHHA MA NOKPAULYE AKICb
noCIy2, BOHO MAKON NOPOOICYE MAKT PUSUKU, AK OUCKPUMIHAYIS, NOPYLUUeHHS KOHDiOeHyiliHocmi,
Kibep3azpo3u ma sHUMeHHS PiBHS 8i0nosidanvHocmi. 3okpema, y 00cniONeHHI NIOKPeCTIOEMbCA,
w0 uuHHe 3aKoHodascmeo 6 Kazaxcmani, six i 6 6a2amvox iHUWUX 10PUCOUKUIAX, HEOOCTNAMHDO
6pAX0BYE 0COONUBOCII CUCIEM WIMYHHO20 iHMeneKmy 3 6UCOKUM piéHeM pu3uxy. Boonouac
NOPiBHANLHO-NPABOBULI AHATI3 NOKA3YE, W0 HALOINLW epeKmueHi MoO0eni pezynoeaHHs
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SPYHMYIOMbCA HA  PUSUK-OPIEHMOBAHOMY MNi0X00i, 3abe3neuyouu npo3opicmv, nHOOCOKULE
KOHMPOMy ma mexauismu 6ionosioanvHocmi. Pesynomamu 0ocnionenus ceiouamo npo me, uio
4acmKo8i 3MiHU 00 YUHHO20 3aKOHO0A6cmBa (Hanpuknao, y cepi 0606'13K06020 CMPAxyEaHHS
ma 3axucmy npas CNONUBAUIS) MOKCYMb CILY2y8AMU MUMHACOBUM 3aX000M, MOOi K YX8ANEHHS
cneyianvrozo 3axony npo IIII € Hemumyuum 3 027170y HA 00620CPOKOBY NEPCNEKMUBY.

Hocnioxenns niokpecnoe HeoOXiOHICMb CMBOPeHHs 30a1aHCO8aAHOT NnPasosoi 6a3u, KA
2APMOHI3YE MeEXHONM02IUHI THHOB8AUTT i3 3axXUcmom Npas moOUHU MA CYCHITbHUX iHmepecie.
Cmeeposcyemvcs, wo Kasaxcmau, epaxoeyrouu kpauwguii MixHapoOHuii 00c6id, nosumeH
dompumysamucs 080oemantozo nioxody: (1) eHecenHs Uinvoeux 3miH 00 2any3eéoeo
3axonooaecmeas; i (2) po3pobka xomnnexcHozo 3axony npo III, 30cepedicenozo Ha cucmemax 3
sucokum pienem pusuxy. Taxa cmpyxmypa 3meHwiume puduxu, 3abe3neuums nid3gimuicmo i
cnpusmume CycninvHiil 008ipi, 00HOUACHO 3a0xX0uyU4U 00 6i0N08i0ANLHOZ0 MA CMAN020
BUKOPUCIMAHHS WMY1HO20 iHMeneKmy.

Kniouosi cnosa: wimyunuii inmenexm, npasose pezynio8anHsa Umy4Hozo inmenexmy, 00’ exm i
cy0’eKm wmyuHo20 iHmeneKmy, MiNHAPOOHe De2ymoSaHHA y cepi wimyuHozo iHmenexmy,
wimyuHuti inmenexm y Kasaxcmani.
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DIGITAL RIGHTS, Al, AND THE LAW:
INTERNATIONAL PERSPECTIVES

ON SAUDI ARABIA’S LEGAL FRAMEWORK
AND INTERNATIONAL EXPERIENCE

Soumaya Khammassi and Yusra AlShangityi*

ABSTRACT

Background: This research analyses the global evolution of
digital rights and AI governance and examines the implications
for Saudi Arabia’s legal framework. As artificial intelligence
becomes increasingly embedded in everyday life, there is an
urgent need to assess its impact on fundamental human rights,
particularly given the absence of a global consensus on the
definition and scope of "digital human rights." The Kingdom of
Saudi Arabia’s (KSA) Vision 2030 initiative presents a unique
opportunity to develop Al governance frameworks that align
with international standards while reflecting local cultural
values and Islamic ethical principles.

Methods: This study employs a qualitative analytical approach
to examine Saudi Arabia’s current legal framework governing
Al and digital human rights. The methodology involves a
comprehensive statutory analysis of Saudi Arabian legislation,
particularly the Personal Data Protection Law (PDPL) and the
Saudi Data and Al Authority (SDAIA) 's ethical guidelines, in
comparison to international legal instruments, including
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UNESCO's Al Ethics Recommendation, the EU AI Act, and OECD guidelines. The research
evaluates alignment with international standards and effectiveness in addressing emerging
digital rights challenges in the Al era.

Results and conclusions: The research reveals that while Saudi Arabia has made notable
progress through the PDPL and SDAIA frameworks, significant regulatory gaps persist. The
PDPL exhibits limitations in addressing contemporary Al challenges, including algorithmic
accountability, bias mitigation, and comprehensive data protection in Al contexts. The study
identifies critical deficiencies, including overly broad exceptions to consent requirements,
insufficient provisions for algorithmic transparency, and fragmented regulatory oversight.
Recommendations include establishing specialised oversight bodies, developing ethical
frameworks tailored to the Saudi context, and increasing the involvement of experts in
decisions related to Al governance. This paper contributes by offering a comparative evaluation
of Saudi Arabia’s digital rights framework against leading international instruments,
highlighting reforms necessary for culturally grounded and globally aligned governance.

1 INTRODUCTION

1.1. Research Context and Significance

Artificial intelligence is a trending issue transforming multiple sectors, including
healthcare, education, governance, and societal systems. Researchers increasingly recognise
both the positive and negative impacts Al can have on human rights, particularly digital
human rights." The implementation of Al raises significant ethical and legal issues
regarding privacy, fairness, and transparency. As Al technologies advance, specific
legislation becomes necessary to ensure they respect individual rights in the digital world.

At the core of the current technological evolution centred on Al's transformative
potential, growing concerns exist about its effects on human rights. The legal debate
primarily addresses three fundamental issues: how these new technologies violate
existing rights, create conflicts among established rights, and introduce entirely new legal
questions for which no established rights framework yet exists. This complex intersection
of technology and rights requires thoughtful consideration of equity, transparency, and
accountability in AI governance frameworks.?

The Kingdom faces a distinctive opportunity to contribute to the global discourse on
digital rights by articulating an approach that harmonises international norms with

1 Reema Bakheet Alzahrani, ‘An Overview of Al Data Protection in the Context of Saudi Arabia’ (2024)
3(3) International Journal for Scientific Research 199. d0i:10.59992/IJSR.2024.v3n3p8 [in Arabic].

2 Bart Custers, ‘New Digital Rights: Imagining Additional Fundamental Rights for the Digital Era’
(2022) 44 Computer Law & Security Review 105636. doi:10.1016/j.clsr.2021.105636.
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Islamic ethical principles and local cultural values. Saudi Arabia's Vision 2030’ initiative
explicitly recognises the transformative potential of digital technologies, but this
transformation necessitates careful consideration of how rights frameworks must evolve
in parallel. Vision 2030 aims to diversify the economy, rebalance the country's
dependence on oil revenues, and develop new technologies. This has led to setting
strategic objectives for the digitalisation of several sectors, including the application of
artificial intelligence and data technologies in health and other sectors.* However, as
machine intelligence is increasingly implemented across governance activities and
multiple aspects of life, there is a need to address human rights in the digital world. As a
modernising country in the contemporary world, the KSA stands at the intersection of
technology and human rights in the digital environment.

Unlike countries where digital rights discussions emerged gradually alongside
technological development, K.S.A is engaging with these questions during an accelerated
period of digital transformation, potentially allowing for more integrated approaches to
rights protection within technological infrastructure.’

1.2. Research Problem and Gap

The governance of artificial intelligence at the international level has evolved rapidly,
moving from early ethical principles to increasingly formalised regulatory approaches.
The Asilomar AI Principles (2017)° and IEEE's "Ethically Aligned Design" initiative
(2016-2019)" represented initial efforts from the research and engineering communities.®
More comprehensive intergovernmental frameworks emerged with the OECD Principles
on AI (2019)° and UNESCO's Recommendation on the Ethics of Al (2021)," adopted by
193 countries.

3 Saudi Vision 2030 (2025) <https://www.vision2030.gov.sa/en> accessed 10 April 2025.

4 Custers (n 2).

5 Mohammad Omar Mohammad Alhejaili, ‘Integrating Smart Contracts into the Legal Framework of
Saudi Arabia’ (2025) 67(2) International Journal of Law and Management 230. doi:10.1108/IJLMA-
03-2024-0086.

6 Future of Life Institute, ‘Asilomar AI Principles’ (2017) <https://futureoflife.org/ai-principles/>
accessed 10 April 2025.

7 IEEE, Ethically Aligned Design: A Vision for Prioritizing Human Well-Being with Autonomous and
Intelligent Systems (IEEE 2019); IEEE, ‘The IEEE Global Initiative 2.0 on Ethics of Autonomous and
Intelligent Systems’ (IEEE Standards Association (IEEE SA), 2025) <https://standards.ieee.org/
content/ieee-standards/en/industry-connections/ec/autonomous-systems.html> accessed 10 April 2025.

8 Alan FT Winfield and Marina Jirotka, ‘Ethical Governance is Essential to Building Trust in Robotics
and Artificial Intelligence Systems’ (2018) 376(2133) Philosophical Transactions of the Royal Society
A 20180085. doi:10.1098/rsta.2018.0085.

9 OECD, ‘Recommendation of the Council on Artificial Intelligence’ (OECD Legal Instruments, 22 May 2019)
<https://legalinstruments.oecd.org/en/instruments/ OECD-LEGAL-0449> accessed 10 April 2025.

10  UNESCO, ‘Recommendation on the Ethics of Artificial Intelligence’ (UNESCO Digital Library, 2021)
<https://unesdoc.unesco.org/ark:/48223/pf0000380455 > accessed 10 April 2025.
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International frameworks exist along a spectrum from voluntary principles to legally
enforceable regulations. The OECD Principles and UNESCO Recommendation function
as "soft law," shaping behaviour through normative expectations rather than formal
sanctions." The EU AI Act” establishes legally binding obligations with significant
penalties for non-compliance.” However, no universally accepted definition of digital
human rights exists, and no binding treaty framework comprehensively addresses them.

Within this context, K.S.A presents a particularly compelling case: the Kingdom is
undergoing accelerated digital transformation under Vision 2030 while integrating Islamic
ethical principles into its legal system. Research examining how K.S.A's domestic
framework aligns with, diverges from, or innovates upon international digital rights
governance remains limited.

1.3. Research Objectives and Questions

This paper addresses the previously explained gap by critically examining K.S.A’s evolving
legal framework on digital rights and AI governance in light of international standards. It
is guided by the following research questions:

1. To what extent are digital human rights conceptually established within
international legal discourse and scholarly literature?

2. How has Saudi Arabia integrated global digital human rights frameworks and
principles into its domestic legislative and regulatory infrastructure?

3. What distinctive challenges and strategic opportunities characterise Saudi Arabia's
approach to digital rights protection within the context of accelerating technological
advancement?

11 Joel R Reidenberg, ‘Lex Informatica: The Formulation of Information Policy Rules Through
Technology’ (1997) 76(3) Texas Law Review 553.

12 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024] OJ L 1689
<http://data.europa.eu/eli/reg/2024/1689/0i> accessed 10 April 2025.

13 UK Department for Digital, Culture, Media and Sport, ‘Establishing a Pro-Innovation Approach to
Regulating AI: An Overview of the UK’s Emerging Approach’ (UK Government, 18 July 2022)
<https://www.gov.uk/government/publications/establishing-a-pro-innovation-approach-to-
regulating-ai> accessed 10 April 2025.
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1.4. Contribution and Structure

By answering these questions, this paper contributes to the growing body of literature on
digital rights. It employs a comparative doctrinal analysis, focusing on statutory analysis,
soft law examination, and jurisdictional analysis of the digital rights framework."

The comparative doctrinal approach allows for positioning Saudi Arabia’s regulatory
efforts within a broader international framework.

This paper is organised into five main sections. Section 2 develops the conceptual
foundation by examining how digital human rights are defined in international scholarship
and identifying five core categories: privacy, internet access, data protection, anonymity,
and the right to be forgotten. Section 3 situates these concepts within the MENA regional
context, examining how Islamic legal and ethical principles interact with emerging digital
governance frameworks. Section 4 analyses international AI governance approaches,
contrasting the EU's binding regulatory model with UNESCO and OECD soft-law
frameworks to establish comparative benchmarks. Section 5 evaluates Saudi Arabia's legal
framework—primarily the PDPL and Anti-Cybercrime Law—against these international
standards, identifying both achievements and regulatory gaps. The paper concludes with
targeted recommendations for legal reform that balance international alignment with
cultural distinctiveness.

It highlights Saudi Arabia’s progress in Al regulation through a systematic analysis of
existing legal instruments, such as the Personal Data Protection Law (PDPL) and the Saudi
Data and Artificial Intelligence Authority (SDAIA) Ethical Guidelines. It helps to analyse
their compliance with international standards and their ability to respond to new digital
human rights issues in the era of AI. More broadly, the study underscores how cultural and
religious values, particularly Islamic ethical principles, can inform distinctive approaches
to digital rights governance in non-Western contexts.

2 LITERATURE REVIEW AND CONCEPTUALIZING DIGITAL HUMAN RIGHTS

2.1. Overview and Rationale

This section reviews the evolving concept of digital human rights, surveys the main
categories identified in the literature, and examines international and regional governance

14  Royal Decree of the Kingdom of Saudi Arabia No M/19 of 09/02/1443 AH (16/09/2021 G) ‘Personal
Data Protection Law’ (SDAIA 2023) <https://sdaia.gov.sa/en/SDAIA/about/Documents/Personal%
20Data%20English%20V2-23 April2023-%20Reviewed-.pdf> accessed 10 April 2025; Saudi Data and
Artificial Intelligence Authority, AI Ethics Principles (SDAIA 2025) <https://sdaia.gov.sa/en/
SDAIA/about/Documents/ai-principles.pdf> accessed 10 April 2025; Nayera Mohamed Hamed
Ibrahim, ‘Artificial Intelligence (AI) and Saudi Arabia’s Governance’ (2024) 40(4) Journal of
Developing Societies 500. doi:10.1177/0169796X241288590.
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approaches. The review highlights definitional debates, recurring principles, and regulatory
models. It underscores the role of cultural and religious values, specifically Islamic ethical
principles, in shaping non-Western approaches to digital rights governance.

2.2. Defining Digital Human Rights

The concept of digital human rights remains relatively new and emerging, unlike
conventional human rights vested under International Human Rights frameworks such
as the Universal Declaration of Human Rights (UDHR) and the International Covenant
on Civil and Political Rights (ICCPR).” It was only during the early 2000s that
international recognition of this category of rights began to emerge, with the World
Summit on the Information Society (2003, 2005) marking a significant milestone in their
institutional recognition.'®

The digital human rights framework has evolved as an extension of traditional human rights
frameworks, adapted to address the unique challenges posed by technological advancement.
Digital rights are generally understood as human and legal rights that allow individuals to
access, use, create, and publish digital content on devices such as computers and mobile
phones, as well as in virtual spaces and communities.

The academic discussion reveals a significant question: do effective digital rights
protections require entirely new frameworks, or can they be achieved by extending
existing approaches? The answer to this issue remains challenging, since there is no
agreement on a definition of digital human rights. While some scholars, such as Pangrazio
and Sefton-Green," define digital rights as merely a contextual expression of established
rights, particularly freedom of expression and the right to privacy."® Others consider them
a distinct category of rights,' particularly as new technologies like AI present issues not
foreseen in traditional frameworks; thus, human rights are facing novel challenges that
require new protection mechanisms.

15 Universal Declaration of Human Rights (UDHR) (10 December 1948) <https://www.un.org/
en/about-us/universal-declaration-of-human-rights> accessed 10 April 2025; International Covenant
on Civil and Political Rights (ICCPR) (16 December 1966) <https://treaties.un.org/pages/
viewdetails.aspx?chapter=4&clang=_en&mtdsg_no=iv-4&src=ind> accessed 10 April 2025.

16  Rikke Frank Jeorgensen, Framing the Net: The Internet and Human Rights (Edward Elgar 2013).
doi:10.4337/9781782540809.

17 Luci Pangrazio and Julian Sefton-Green, ‘Digital Rights, Digital Citizenship and Digital Literacy:
What's the Difference?” (2021) 10(1) Journal of New Approaches in Educational Research 15.
doi:10.7821/naer.2021.1.616.

18  Oleksandr M Kostenko and others, ““Legal Personality” of Artificial Intelligence: Methodological
Problems of Scientific Reasoning by Ukrainian and EU Experts’ (2023) 39(4) AI and Society 1683.
doi:10.1007/500146-023-01641-0.

19  Mireille Hildebrandt, Smart Technologies and the End(s) of Law (Edward Elgar 2015).
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The definitional ambiguity surrounding digital human rights, emphasised by AllahRakha*

21

Bendary and Rajadurai,”® undermines consistent protection because jurisdictions adopt
divergent interpretations of these rights. To address this, scholars propose different
strategies. Cong advocates a “translation approach,” arguing that existing human rights
principles remain valid but must be carefully reinterpreted for digital contexts.” Similarly,
Land and Aronson highlight the potential of adapting traditional human rights frameworks
to guide the governance of new technologies, reinforcing the idea that established principles
can provide a normative foundation.” By contrast, Hildebrandt* insists that computational
technologies introduce fundamentally novel challenges that cannot be resolved through
reinterpretation alone. She cautions that smart technologies may erode the very “ends of

law”, justice, accountability, and legal certainty, unless new forms of “legal protection by
design” are embedded directly into technological infrastructures.

Adding to this debate, Custers goes further by exploring the possibility of articulating
entirelly new fundamental rights for the digital era, arguing that incremental
reinterpretation may not be sufficient to protect individuals against AI-driven risks.”” More
recent scholarship in the non-Western context expands this conversation by emphasising
the role of cultural and religious traditions. For example, Elmahjub® proposes a pluralist
ethical benchmarking for AI governance that incorporates Islamic ethics, while Ali et al.””
explicitly evaluate Al through the lens of magqasid al-shari‘a, demonstrating how Islamic
jurisprudential principles of dignity, justice, and privacy can enrich digital rights
discourse.”® These perspectives underline that the recognition and definition of digital
human rights should not only deal with whether they are “translated” or “new” rights, but
also consider how cultural and religious frameworks may inform distinctive and

contextually legitimate approaches to governance.

20 Naeem AllahRakha, ‘UNESCO's Al Ethics Principles: Challenges and Opportunities’ (2024) 2(9)
International Journal of Law and Policy 24. doi:10.59022/ijlp.225.

21  Mohamed G Bendary and Jegatheesan Rajadurai, ‘Emerging Technologies and Public Innovation in
the Saudi Public Sector: An Analysis of Adoption and Challenges Amidst Vision 2030’ (2024) 29(1)
The Innovation Journal: The Public Sector Innovation Journal 1.

22 Wanshu Cong, ‘Understanding Human Rights on the Internet: An Exercise of Translation?” (2017)
22(1-2) Tilburg Law Review 138. doi:10.1163/22112596-02201007.

23 Molly K Land and Jay D Aronson (eds), New Technologies for Human Rights Law and Practice (CUP
2018) doi:10.1017/9781316838952.

24  Hildebrandt (n 19).

25 Custers (n 2).

26  Ezieddin Elmahjub, ‘Artificial Intelligence (AI) in Islamic Ethics: Towards Pluralist Ethical
Benchmarking for AT’ (2023) 36 Philosophy & Technology 73. doi:10.1007/s13347-023-00668-x.

27  Fatima Ali and others, ‘Islamic Ethics and AL: An Evaluation of Existing Approaches to Al using
Trusteeship Ethics’ (2025) 38(2) Philosophy & Technology 120. doi:10.1007/s13347-025-00922-4.

28  Mohammad Omar Mohammad Alhejaili, ‘Securing the Kingdom’s e-Commerce Frontier: Evaluation
of Saudi Arabia’s Cybersecurity Legal Frameworks’ (2024) 13(2) Journal of Governance & Regulation
275. d0i:10.22495/jgrv13i2siart4.
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Thus, digital rights are the rights individuals have in the digital realm. These rights are
derived from conventional universal rights but are adapted to meet the demands and
opportunities posed by the rapidly growing new technologies, including artificial
intelligence. As digital environments increasingly shape humans’ sociopolitical, economic,
and personal existence, the scope of these rights has extended.

Ultimately, digital human rights represent a renewed paradigm, well-anchored in
international human rights conventions, while suggesting an adaptive conceptual and
normative approach.

2.3. Core Categories of Digital Human Rights

Comparative studies reveal both convergence and divergence across existing frameworks.
Jobin et al,, in their analysis of 84 ethics guidelines, identified documents transparency,
justice, non-maleficence, responsibility, and privacy as recurring principles.”” While the
OECD empbhasises inclusive growth and human-centred values, UNESCO places greater
emphasis on cultural contexts and sustainability. The EU's AI Act adopts a more regulatory
stance through its risk-based classification system.*

These frameworks address the issue of individuals' inherent rights in digital spaces with
varying levels of specificity. Privacy protections are dominant in both ethical and legal
discourse, though conceptualised differently across contexts. Non-discrimination
principles appear consistently, but with varying approaches to bias mitigation.
Transparency requirements have converged around key elements, including disclosure
of AI use and appropriate explainability, though implementation guidance varies
substantially.” Despite these variations, several consensus principles have emerged
across frameworks. Fjeld et al. identified eight key themes with widespread support:
privacy, accountability, safety and security, transparency and explainability, fairness and
non-discrimination, human control of technology, professional responsibility, and
promotion of human values.”

Taken together, these various frameworks show that digital rights discourse both continues
established human rights traditions and introduces innovative protections. Building on this
literature, the present research focuses on five essential digital rights: privacy, internet
access, data protection, anonymity, and the right to be forgotten.

29  Anna Jobin, Marcello Ienca and Effy Vayena, ‘The Global Landscape of Al Ethics Guidelines’ (2019)
1(9) Nature Machine Intelligence 389. doi:10.1038/s42256-019-0088-2.

30  Michael Veale and Frederik Zuiderveen Borgesius, ‘Demystifying the Draft EU Artificial Intelligence
Act’ (2021) 22(4) Computer Law Review International 97. doi:10.9785/cri-2021-220402.

31 Stefan Larsson and Fredrik Heintz, “Transparency in Artificial Intelligence’ (2020) 9(2) Internet Policy
Review. doi:10.14763/2020.2.1469.

32 Gessfhk Fjeld and others, Principled Artificial Intelligence: Mapping Consensus in Ethical and Rights-
Based Approaches to Principles for AI (Berkman Klein Center for Internet & Society Research
Publication Series no 2020-1, Harvard University 2020). doi:10.2139/ssrn.3518482.
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2.3.1. Privacy Rights in Digital Contexts

Digital privacy right is, ultimately, an extension of the privacy right. The international legal
framework has long recognised privacy as a fundamental right. According to the
International Covenant on Civil and Political Rights, Article 17 protects individuals against
“arbitrary or unlawful interference with their privacy, family, home, or correspondence.””
Article 12 of the Universal Declaration of Human Rights similarly asserts the right to
privacy and protection from arbitrary interference.*

The problem does not lie in recognising the normative value of this right nor in defining its
limits within the traditional framework in which it was established, but rather in its rapid
transposition to the digital context. In the physical world, it is relatively easy to define the
scope of application of this right, limit the actions considered violations, and assign ongoing
responsibility for them. However, in the virtual realm, parameters become increasingly
blurred. The decentralised nature of digital environments has shifted the focus from
protecting individuals from surveillance to empowering them, raising concerns about
digital access, inclusion, and protection and giving rise to profound regulatory uncertainty.

The use of advanced technologies, such as facial recognition, big data, and Al-assisted
surveillance, has been unparalleled in human history and has been carried out primarily
without people’s knowledge or permission, thereby altering this right. For instance, in
Glukhin v. Russia (App. No 11519/20),” the European Court of Human Rights stressed that
the use of facial recognition to identify to identify, locate, and subsequently arrest the
applicant from photographs and video posted on social media constituted an interference
with his right to respect for his private life and infringe Article 8 of the European
Convention on Human Rights.

Custers® expressively affirms that AI surveillance impacts privacy rights, leading to their
violation, and calls for greater attention to ensuring that artificial intelligence adheres to
privacy-freedom governing principles.”” Furthermore, research on algorithmic bias is
especially concerning for diverse societies. Studies from the United States demonstrate that
even the most advanced Al facial recognition tools exhibit significantly higher error rates
when identifying black women compared to white men.*

33 ICCPR (n 15) art 17; UN Human Rights Committee, ‘CCPR General Comment No 16: Article 17
(Right to Privacy)’ (8 April 1988) <https://www.refworld.org/legal/general/hrc/1988/en/27539>
accessed 10 April 2025.

34  UDHR (n15)art 12.

35  Glukhin v Russia App no 11519/20 (ECtHR, 4 July 2023) <https://hudoc.echr.coe.int/eng?i=001-
225655> accessed 10 April 2025.

36 Custers (n 2).

37 Alzahrani (n 1).

38  Adam Schwartz, ‘Chicago’s Video Surveillance Cameras: A Pervasive and Poorly Regulated Threat to
Our Privacy’ (2013) 11(2) Northwestern Journal of Technology and Intellectual Property 47.
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2.3.2. Right to Internet Access

The concept of a “right” to internet access, or “digital connectivity,” implies the ability of a
person to connect to the internet to seek, receive and impart information.”® Although, there
is no binding international treaty that recognises the right to internet, the internet is
growingly considered as an enabler of many human rights such as the right to freedom of
speech and expression and the right to information as provided under Article 19 of the
Universal Declaration of Human Rights, or the right to have equal access to public services
(Article 21).* Recognising that internet access plays a facilitative role in the enjoyment of
fundamental rights, the UNHRC (United Nations Human Rights Council) adopted
Resolution 47/16 in 2021, calling on governments to close the gap in the availability and
accessibility of affordable, stable Internet.”

Scholarly perspectives on this issue can be divided into three distinct groups for this research.
Advocates for classifying internet access as a human right emphasise how digital connectivity
has become essential for exercising numerous established rights in contemporary society,
from freedom of expression to education.”” According to the second group, represented by
scholars such as Veale and Zuiderveen Borgesius,” internet access is only a means to the
enjoyment of other rights; consequently, they contend that it lacks the fundamental quality
required for recognition as a human right. For this group, internet access serves merely as a
technological enabler of rights rather than constituting a right itself.**

Among these perspectives, the most compelling is the view that internet access can be
conceptualised as an emerging human right.” This nuanced approach acknowledges the
internet's crucial role in contemporary rights fulfilment while acknowledging that it does
not carry the same foundational status as primary human rights, such as freedom from
torture or the right to life. Yet, in a world where digital infrastructure has become
indispensable for daily life, meaningful participation in society becomes severely limited
without internet access.

The resulting legal discourse reflects both continuity and innovation: it builds upon
existing treaty obligations while pressing towards recognition of a distinct digital
entitlement in practice.

39  Jonathon Penney, ‘Open Connectivity, Open Data: Two Dimensions of the Freedom to Seek, Receive
and Impart Information in the New Zealand Bill of Rights’ (2012) 4 Victoria University of Wellington
Law Review: Working Paper Series 1; Paul De Hert and Dariusz Kloza, ‘Internet (access) as a New
Fundamental Right: Inflating the Current Rights Framework?’ (2012) 3(3) European Journal of Law
and Technology 1.

40 UDHR (n 15) arts 19, 21.

41  Alhejaili (n 28).

42 Stephen Tully, ‘A Human Right to Access the Internet? Problems and Prospects’ (2014) 14(2) Human
Rights Law Review 175. doi:10.1093/hrlr/ngu011.

43 Veale and Zuiderveen Borgesius (n 30).

44  Vinton Cerf, Internet Access is Not a Human Right’ The New York Times (New York, 4 January 2012) A25.

45  Kay Mathiesen, ‘The Human Right to Internet Access: A Philosophical Defense’ (2012) 18 The
International Review of Information Ethics 9. d0i:10.29173/irie299.
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2.3.3. Data Protection Rights

Data protection has become indispensable as AI systems process vast amounts of
personal information, raising fundamental rights concerns. Traditionally, data
protection has been governed by various legislations—such as the GDPR* in the EU—
which grant individuals power and meaningful control over their information through
rights of access, correction, and deletion.”

Data Protection right was firmly established in Digital Rights Ireland Ltd v. Minister for
Communications (Joined Cases C-293/12 and C-594/12), where the Court of Justice
declared the Data Retention Directive invalid for exceeding the limits of proportionality
under Articles 7, 8, and 52(1) of the Charter of Fundamental Rights. While acknowledging
the Directive’s legitimate objective of combating serious crime, the Court held that its
general and indiscriminate retention of telecommunications data constituted a particularly
serious interference with the rights to privacy and data protection. The judgment required
any data retention regime to be strictly necessary, supported by clear and precise rules, and
subject to independent supervision, thereby establishing the modern constitutional
standard for data protection within the European Union.

However, the rise of AI places these standards under unprecedented pressure. The
automated, predictive, and often opaque processing models that characterise AI challenge
the very assumptions of informed consent, transparency, and proportionality that the
Digital Rights Ireland judgment sought to safeguard. AI technologies rely on big data
analytics and machine learning algorithms that often operate beyond conventional privacy
safeguards. The "black box" nature of many Al systems—characterised by opaque decision-
making processes lacking self-explainability—prevents individuals from understanding
how their personal information is processed, analysed, and potentially shared.

This lack of transparency fundamentally weakens the principle of informed consent that
underpins modern data protection regimes. As Vogel" argues, these obstacles can only be

46  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1.

47  Federica Paolucci, ‘Enhancing Oversight and Addressing Gaps: Assessing the Impact of the AI Act on
Biometric Identification Systems’ in Natalia Menéndez Gonzalez and Giuseppe Mobilio (eds), Next
Democratic Frontiers for Facial Recognition Technology (FRT): The Legal, Ethical and Democratic
Implications of FRT (Springer 2025) 71. doi.org/10.1007/978-3-031-89794-8_5.

48  Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications,
Marine and Natural Resources and Others and Kdirntner Landesregierung and Others (CJEU (Grand
Chamber), 8 April 2014) <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62012CJ0293>
accessed 10 April 2025.

49  Yannick Alexander Vogel, ‘Stretching the Limit, The Functioning of the GDPR’s Notion of Consent
in the context of Data Intermediary Services’ (2022) 8(2) European Data Protection Law Review 238.
doi:10.21552/edpl/2022/2/10.
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overcome through adaptive legal frameworks that ensure users maintain meaningful
control over their data in increasingly complex AI environments. The rapid advancement
of AI technologies necessitates specialised legislation that balances innovation with robust
rights protection, addressing mounting concerns about fairness, transparency, and
accountability in these rapidly evolving systems.

2.3.4. Right to Anonymity

The right to anonymity enables individuals to preserve their identity and personal integrity
by preventing unwanted disclosure. This safeguard has become increasingly vital in digital
environments where personal information can be exposed and circulated without
consent.” Traditionally, this right has been understood as an extension of fundamental
rights—most notably, the right to privacy® and the freedom of expression.”

In Standard Verlagsgesellschaft MBH v. Austria (App. No 21277/19),” the European Court of
Human Rights reinforced this principle within the context of online expression. The Court
held that compelling the disclosure of anonymous commenters’ identities violated Article 10
of the Convention, emphasising that anonymity shields individuals from retaliation and is
essential to preserving free and uninhibited participation in democratic debate.

In today’s digital age, anonymity has acquired renewed urgency. Al-driven technologies,
such as facial recognition, predictive analytics, and pervasive data tracking, have
profoundly altered the boundaries of private life. These systems continuously monitor user
behaviour, eroding the ability to remain unidentifiable online. As Kettemann et al.**
observe, anonymity now serves as a crucial safeguard against intrusive surveillance,
reinforcing personal agency and autonomy in increasingly datafied societies.

With the proliferation of algorithmic profiling and biometric identification across everyday
environments, protecting anonymity is no longer a matter of convenience but a condition
for preserving individual freedom, diversity, and democratic discourse in the digital era.
Ultimately, safeguarding anonymity is not only about concealing identity but about
affirming each individual’s right to define their digital presence and personal boundaries in
a world of pervasive visibility.

50  Samuel Samiai Andrews, ‘Copyright Originality in the Digital Space: The Kingdom of Saudi Arabia’s
Creatives’ in Indranath Gupta (ed), Handbook on Originality in Copyright: Cases and Materials
(Springer 2023) 1. doi:10.1007/978-981-19-1144-6_9-1.

51 UDHR (n 15) art 12; ICCPR (n 15) art 17.

52 Council of Europe, European Convention on Human Rights (Convention for the Protection of Human
Rights and Fundamental Freedoms, as amended by Protocols) (ECHR 2013) art 10; ICCPR (n 15) art 19.

53  Standard Verlagsgesellschaft mbH v Austria (No 3) App no 21277/19 (ECtHR, 7 December 2021)
<https://hudoc.echr.coe.int/fre?i=001-213914> accessed 10 April 2025.

54  Matthias C Kettemann and others, UNESCO Recommendation on the Ethics of Artificial Intelligence:
Conditions for the implementation in Germany (German Commission for UNESCO 2023).
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2.3.5. Right to Be Forgotten

The right to be forgotten reflects one of the most human aspirations in the digital age, the
wish to move on from the past and regain control over one’s own story. The legal
recognition of this right has developed most clearly within the European Union, where it
emerged from the long-standing commitment to privacy and data protection. The
landmark Google Spain SL and Google Inc. v. AEPD and Mario Costeja Gonzdlez
(Case C-131/12)* captured this idea in a remarkably personal way, when an ordinary
citizen sought to erase outdated information that no longer accurately defined who he was.
The Court of Justice ruled that individuals may ask search engines to delist links containing
outdated or irrelevant personal data, provided this does not override the public’s right to
know. The decision transformed a private grievance into a principle of digital dignity, later
codified in Article 17 of the General Data Protection Regulation (GDPR), which formally
grants individuals the right to request the erasure of their personal data.*

Later cases, such as Google LLC v. CNIL (Case C-507/17),” further clarified the
boundaries of the right to be forgotten. The Court of Justice affirmed that while
individuals deserve the chance to outgrow their digital past, this right cannot extend
without limit; it must be balanced with freedom of expression and the public interest.
The result is not a promise of invisibility but a nuanced recognition that every person has
the right to be more than the sum of their search results.”

Yet the challenges today go far beyond search engines. In an era dominated by big data and
Al, personal information is not merely stored; it is constantly inferred, replicated, and
reassembled by systems that learn from the digital traces individuals leave behind. AT models
trained on personal data may reproduce information long after it has been deleted from public
sources, raising new questions about whether technological forgetting is even possible.

Still, scholars such as Paolucci® emphasise that the right to be forgotten carries profound
moral weight; it restores a sense of agency and redemption, allowing individuals to reclaim
their narrative from the permanence of the digital archive. In this sense, the right is not only
a legal tool but a deeply human one, anchored in dignity, mercy, and the universal need for
renewal. It recognises that the digital world—like life itself—should allow space for growth,
change, and new beginnings.

55  Case C-131/12 Google Spain SL and Google Inc v Agencia Espafiola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzdlez (CJEU (Grand Chamber), 13 May 2014) <https://curia.europa.eu/
juris/liste.jsfnum=C-131/12> accessed 10 April 2025.

56  ‘Google Spain SL v Agencia Espafiola de Proteccién de Datos: Comment Case C-131/12 (May 13, 2014)’
(2014) 128(1) Harvard Law Review 282.

57  Case C-507/17 Google LLC, successor in law to Google Inc. v Commission nationale de l'informatique
et des libertés (CNIL) (CJEU, 24 Septembe 2019) <https://curia.europa.eu/juris/liste.jsf!language=
en&num=C-507/17> accessed 10 April 2025.

58  Mary Samonte, ‘Google v CNIL: The Territorial Scope of the Right to Be Forgotten Under EU Law’
(2020) 4(3) European Papers 839. doi:10.15166/2499-8249/332.

59 Paolucci (n 47).
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These five digital rights—privacy, internet access, data protection, anonymity, and the right
to be forgotten—provide the conceptual framework for evaluating national regulatory
approaches. Across global contexts, three findings stand out. First, the normative core of
human rights remains stable, but their application in digital environments varies depending
on governance models and technological capabilities. Second, while the European Union
leads with legally enforceable standards like the GDPR and AI Act, other regions, including
MENA, still rely heavily on ethical or strategic frameworks. Third, the rise of artificial
intelligence introduces new tensions between innovation and protection, as data-driven
decision-making often exceeds traditional accountability mechanisms. These results
highlight the importance of context-specific approaches to digital rights governance. In
particular, the MENA region, characterised by rapid technological transformation, strong
state involvement, and deeply rooted ethical traditions, offers a distinctive perspective on
how universal digital rights are being adapted in practice.

3 DIGITAL RIGHTS AND AI'IN THE MENA CONTEXT

3.1. Regional Requlatory Frameworks and Emerging Al Strategies

Building on the conceptual and legal foundation discussed earlier, this section examines
how these universal principles translate into regional contexts, particularly in the Middle
East and North Africa (MENA) region. Governance approaches to digital rights and Al in
the MENA region reflect distinctive regional dynamics and priorities.

Ismail and Ahmad® observe that digital transformation across the region has progressed
rapidly but unevenly, with Gulf Cooperation Council (GCC) countries generally
establishing more advanced governance frameworks than other MENA nations. These
differences stem from varying resource availability, institutional capacity, and
prioritisation of digital development within national strategies. Several GCC countries have
adopted comprehensive Al strategies that engage with both innovation and governance
dimensions. The UAE's National Strategy for Artificial Intelligence (2017) was among the
first in the region, establishing "responsible AI" as a core pillar alongside economic
development goals.®' Similarly, Qatar's National Artificial Intelligence Strategy emphasises
ethical principles including fairness, transparency, and human-centred design.*

60  Osama Ismail and Naim Ahmad, ‘Ethical and Governance Frameworks for Artificial Intelligence: A
Systematic Literature Review’ (2025) 19(14) International Journal of Interactive Mobile
Technologies121. doi:10.3991/ijim.v19i14.5698.

61  UAE Government, UAE Strategy for Artificial Intelligence (2017-2031) (UAE Minister of State for
Artificial Intelligence Office 2017) <https://ai.gov.ae/> accessed 10 April 2025.

62  Qatar Ministry of Communications and Information Technology, National Artificial Intelligence
Strategy for Qatar (MCIT 2019) <https://www.mcit.gov.qa/en/> accessed 10 April 2025.
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Many MENA states draw significantly from international frameworks while adapting
governance approaches to regionally specific cultural contexts. Qatar’s Data Protection
Law® incorporates GDPR-inspired provisions while reflecting local legal traditions.
Similarly, Bahrain's Personal Data Protection Law® establishes rights and principles aligned
with international standards while maintaining flexibility for national security
considerations. The intersection of Islamic legal principles with digital rights frameworks
represents a distinctive aspect of regional governance approaches.

Regional cooperation initiatives on digital governance have emerged through bodies
including the Arab League and the Gulf Cooperation Council. The Arab Strategy for
Information Security and Digital Technologies establish shared principles and cooperation
mechanisms, though implementation remains primarily national.®® As Fatafata and
Samaro® note, regional initiatives have focused more on cybersecurity cooperation than on
comprehensive digital rights frameworks.

Despite these developments, the academic literature on Al ethics and digital rights in the
MENA region remains relatively limited compared to the European and North American
context.” Significant gaps persist in region-specific research on algorithmic fairness,
cultural adaptation of AI ethics principles, and implementation studies of digital rights
frameworks. This underscores the need for expanded scholarship examining distinctive
regional approaches and challenges rather than simply applying external frameworks.

3.2. The Role of Islamic Legal and Ethical Principles

A distinctive feature of Al and digital governance in the MENA context is the interaction
between emerging digital rights frameworks and deep-rooted Islamic legal and ethical
principles. Ethical foundations derived from magqasid al-shari‘ah, can enrich regional
interpretations of privacy, dignity, justice, and trust as dynamic governance criteria (e.g.
hurmah al-insan, adl, amanah). However, integrating these values into Al policy demands
more than rhetorical invocation; it demands methodological translation, normative
calibration, and institutional embedding.

63  Law of the State of Qatar No 13 of 2016 ‘On Personal Data Privacy Protection’, amended Law No 19
of 2021 <https://www.almeezan.qa/LawView.aspx?opt&LawlD=7121&language=ar> accessed 10 April 2025.

64  Law of the Kingdom of Bahrain No 30 of 2018 ‘On Personal Data Protection’ <https://www.bahrain.bh/
wps/wem/connect/ab8b334e-8c6f-4{f9-90b6-94135da559ca/Law+No.+%2830%29+0f+2018+DPL.pdf?
MOD=AJPERES&CVID=0FapPNI > accessed 10 April 2025.

65  ESCWA and League of Arab States, Arab Digital Agenda 2023-2033: Arab States Action Programme
on Advancing Digital Cooperation and Development (edn 1.0, UN 2024) <https://www.unescwa.org/
publications/arab-digital-agenda-2023-2033> accessed 10 April 2025.

66  Marwa Fatafta and Dima Samaro, Exposed and Exploited: Data Protection in the Middle East and
North Africa (Access Now 2021) <https://www.skeyesmedia.org/en/News/Reports/29-01-2021/9098>
accessed 15 November 2025.

67  Gulf Cooperation Council, The Guiding Manual on the Ethics of Artificial Intelligence Use in Member
States of the Gulf Cooperation Council (GCC) (Version 1.0, GCC General Secretariat 2023).
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Several scholars have explored how Islamic ethics might inform distinctive approaches to
emerging challenges such as algorithmic decision-making, data ownership, and privacy by
design. In recent research, Ali et al.®® maintain that Islamic ethics can contribute as a
pluralist benchmark for Al evaluation, combining textual sources (Qut’an, Sunnah) with
maslahah (public benefit) and magdsid reasoning in a dynamic, context-sensitive manner.
Elmahjub® argues that Islamic ethics should not be considered a static overlay, but rather
a living tradition capable of negotiating tensions such as privacy versus utility or fairness
versus efficiency through a purpose-based moral methodology.

Islamic jurisprudence provides a set of ethical imperatives that align closely with
contemporary human rights standards. Principles such as hurmah al-insan (human
dignity), adl (justice), and amanah (trust) resonate strongly with modern values of
transparency, accountability, and respect for personal data. As AlKubaisi” argues, these
principles can complement and reinforce digital rights protections when appropriately
integrated into governance frameworks. Trust and responsibility, captured by the concept
of amanah, are especially important when Al systems are involved in human affairs. From
an Islamic perspective, ethical Al should hold developers and users responsible for handling
sensitive data and decisions, using tools like audits, clear explanations, and ways to address
problems. Western Al ethics are not entirely devoted to this more profound sense of moral
accountability; in this regard, Islamic ideas of trusteeship (amanah) can offer new ways to
embed responsibility into AI systems.

Islamic ethics can make AI governance more meaningful and humane; however, there are
still challenges in translating Islamic ethical ideals into a clear regulatory system, especially
without a clear, binding legal framework, independent Sharia-based ethical audits, or
certified compliance programs. These ideals may not be put into practice.

4 THEINTERSECTION BETWEEN Al GOVERNANCE
AND DIGITAL HUMAN RIGHTS IN INTERNATIONAL LEGAL FRAMEWORKS

The intersection between AI governance and digital human rights in international legal
frameworks reveals significant variations in regulatory philosophy and implementation
strategies. Different jurisdictions have struck varying balances between innovation and
rights protection. The European approach generally applies what Jasanoff! terms a
“precautionary principle,” establishing substantial oversight before technologies enter the

68 Ali and others (n 27).

69 Elmahjub (n 26).

70  Abdel Aziz Shaker Hamdan AlKubaisi, ‘Ethics of Artificial Intelligence a Purposeful and Foundational
Study in Light of the Sunnah of Prophet Muhammad’ (2024) 15(11) Religions 1300. doi:10.3390/
rel15111300.

71  Sheila Jasanoff, The Ethics of Invention: Technology and the Human Future (WW Norton & Company 2016).
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market. The American approach has historically emphasised innovation with more limited
ex-ante restrictions, relying more heavily on market forces and ex-post remedies. Asian
approaches often frame AI governance as “enabling innovation” through guidelines and
certification rather than comprehensive restrictions.

Yet despite their differences, most jurisdictions face similar challenges when implementing
digital rights frameworks. One challenge concerns the elastic nature of concepts such as
"fairness” and "transparency,” which are subject to varying interpretations, resulting in
persistent definitional ambiguity. A second challenge arises from the technical verification
difficulties that emerge when assessing complex socio-technical systems that cannot be fully
predicted through traditional compliance mechanisms. A third challenge is the "expertise
gap" between regulators and the regulated entities they oversee; regulatory bodies often lack
the specialised technical capacity to effectively evaluate AI systems for compliance with
abstract principles. These issues collectively explain why translating human rights norms
into effective AI governance remains an unfinished global project.

4.1.The European Al Act: A Milestone in Human-Rights-Centred Requlation

Against this fragmented background, the European Union's AI Act, which was proposed in
2021 and entered into force on 1 August 2024, stands as the first comprehensive and
binding legal framework allocated to managing the dangers and responsibilities of AL” Its
central aim is to reconcile technological innovation with the protection of human dignity
and fundamental rights.

The Act classifies Al systems according to their potential risk—ranging from prohibited
to high, limited, and minimal—with each category carrying corresponding duties relating
to transparency, human oversight, and accountability (EU AI Act, Arts. 5-9).” For
example, the Act prohibits the use of AI for social scoring or real-time biometric
surveillance in public spaces, considering these practices incompatible with human
dignity. Systems used in law enforcement, healthcare, employment, or education fall into
the high-risk category and must undergo strict risk assessments, provide traceable
documentation, and ensure that humans remain in control of key decisions.” By contrast,
tools such as chatbots or emotion-recognition software—classified as limited-risk—are
mainly required to inform users that they are interacting with AI, while minimal-risk
systems such as spam filters face no additional regulation.”

72 Regulation (EU) 2024/1689 (n 12).

73 ibid, arts 5-9.

74 ibid, arts 6(2), 9, 11, 14, 15; annex III (high-risk systems: law enforcement, healthcare, employment,
education).

75  ibid, art 50; recital 60 (transparency duties for limited-risk systems; no specific obligations for
minimal-risk AI).
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This system of categorisation, however, is not without limitations. Some technologies
formally labelled as “low risk” may still raise deep ethical concerns, especially when their
algorithms amplify bias, manipulate emotions, or operate in an opaque manner.

Despite its ambition, the Act has faced criticism for its ambiguous terminology, reliance on
private standard-setting bodies, and limited enforcement pathways. Nevertheless, it
remains a historic milestone, transforming abstract principles like privacy, fairness, and
non-discrimination into enforceable obligations.

The widespread use of artificial intelligence systems has created a need to adopt mandatory
legal measures to protect them, ensure their safety, and guarantee their accountability and
adherence to human rights. The lack of binding legislative norms issued by international
legislative bodies has left significant gaps in the central part. These gaps in the accountability
system reflect a broader challenge of attributing criminal or moral responsibility when
algorithmic systems contribute to harmful outcomes. As Abdelaziz’® argues, the shift from
physical to virtual life for human beings has blurred the traditional boundaries of liability,
a shift that urgently requires comparative legal systems to rethink how intent, causation, and
foreseeability apply to AI-mediated harm.

4.2. Soft-Law Approaches: UNESCO and OECD Frameworks

Beyond the European Union, many international organisations, such as the United Nations,
have taken steps to develop ethical baselines for Al safe development and use of artificial
intelligence and on the path of the leading world organisations, the Islamic World
Educational, Scientific and Cultural Organisation (ICESCO) and the Saudi Data and Artificial
Intelligence Authority launched in 2024 the Riyadh Charter for Artificial Intelligence in the
Islamic World, which aims to establish an ethical framework for the development and use of
artificial intelligence in line with the principles of Islamic moral traditions.

The UNESCO Recommendation on the Ethical Use of Artificial Intelligence, adopted by
193 member countries in November 2021, is particularly significant.” Unlike binding
regulatory instruments, which rely on prohibitions and strict compliance measures, the
Recommendation adopts a life-cycle approach that emphasises human dignity, the
protection of individuals' privacy, and the inclusion of people in the development of AL It
challenges states to embed human rights into AI governance and seeks to ensure that
technological innovation strengthens societies, respects liberty, and unites individuals. Its
holistic approach sets out ten core principles—proportionality, safety and security, privacy
and data protection, governance, inclusivity, responsibility and accountability,
transparency and explainability, sustainability, human oversight, public AI literacy, and
fairness and unbiased Al

76  Dalia Kadry Ahmed Abdelaziz, ‘Incitement to Suicide in the Digital Age: A Comparative Legal Study
of Criminal Liability’ (2025) 5(6) Journal of Posthumanism 684. doi:10.63332/joph.v5i6.2105
77 UNESCO (n 10).
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Similarly, the OECD AI guidelines offer a set of recommendations with clear aims for the
responsible stewardship of the development and use of Al that respects and protects human
rights and includes democratic rights and core freedoms.” These principles were adopted
by OECD member countries and remain a significant step towards the formation of an Al
regulatory framework. The OECD Al Principles share significant similarities with
UNESCO’s  principles regarding inclusiveness, collaboration, openness, and
responsibility.” The principles also provide that, to ensure fair and balanced rights for
individuals, the AI systems used to process and reach decisions that affect people should be
transparent and explainable to all stakeholders involved.

5 DIGITAL HUMAN RIGHTS WITHIN THE SAUDI ARABIA’S LEGAL FRAMEWORK:
A PRELIMINARY ASSESSMENT

The Kingdom of Saudi Arabia has developed a multi-layered legal framework governing
digital activities and data protection, comprising the Personal Data Protection Law (PDPL,
2021, amended 2023), the Anti-Cyber Crime Law (2007), and various sector-specific
regulations. This framework operates within the broader context of Vision 2030, which
explicitly prioritises digital transformation while recognising the need for rights protections.®

The regulatory architecture reflects a hybrid approach: comprehensive data protection
provisions modelled on international standards® (particularly GDPR-inspired elements in
the PDPL) coexist with cybersecurity legislation predating the AI era. The Saudi Data and
Artificial Intelligence Authority (SDAIA) has issued AI Ethics Principles (2023), though these
remain non-binding guidance rather than enforceable law. The Saudi Data and Privacy
Protection Authority (SDPPA) serves as the primary enforcement body for data protection.*

This section evaluates Saudi Arabia's framework against the international benchmarks
established in Section 3, examining both areas of alignment with global standards and
regulatory gaps that limit comprehensive digital rights protection in AI-driven contexts.
The analysis begins by assessing the achievements of the PDPL, before examining its
limitations, and before turning to the contemporary relevance of the Anti-Cybercrime Law.
The section concludes with a comparative assessment of the Kingdom's overall positioning
within international governance models.

78 OECD (n 9); ‘OECD AI Principles’ (OECD, 2025) <https://www.oecd.org/en/topics/ai-principles.html>
accessed 6 October 2025.

79 Nicholas Kluge Corréa and others, ‘Worldwide AI Ethics: A Review of 200 Guidelines and
Recommendations for AI Governance’ (2023) 4(10) Patterns 100857. doi:10.1016/
j.patter.2023.100857.

80  Mohammad Rashed Albous, Odeh Rashed Al-Jayyousi and Melodena Stephens, ‘Al Governance in
the GCC States: A Comparative Analysis of National AI Strategies’ (2025) 82 Journal of Artificial
Intelligence Research 2389. doi:10.1613/jair.1.17619.

81  Bendary and Rajadurai (n 21).

82 Ibrahim (n 14).
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5.1. Personal Data Protection Law (PDPL)

The Personal Data Protection Law (PDPL), enacted on 16 September 2021 and amended
on 27 March 2023,% constitutes Saudi Arabia's primary legal framework for data protection.
Enforced by the Saudi Data and Privacy Protection Authority (SDPPA), the PDPL
establishes comprehensive provisions governing the collection, processing, and storage of
personal information, demonstrating the Kingdom's recognition of data privacy as an
essential component of digital rights protection.

The PDPL reflects influence from established international frameworks, particularly the
Council of Europe's Convention 108* and the EU's General Data Protection
Regulation (GDPR).* The law incorporates several internationally recognised principles,
including purpose limitation, data minimisation, and consent requirements for data
processing. Article 5 mandates explicit consent for data processing, while Article 12
imposes transparency requirements for data use. Article 19 enforces data minimisation
principles, requiring data collection to be limited to essential information.*® These
provisions constitute the foundational legal framework for digital human rights in Saudi
Arabia, particularly regarding the right to informational self-determination that enables
individuals to exercise control over their personal information.*’

The Kingdom has successfully implemented additional protective measures that mirror
global best practices. Article 24 requires data breach notification to both authorities and
affected individuals without undue delay—a provision consistent with leading
international data protection regulations. Article 32 mandates the appointment of Data
Protection Officers within organisations that process personal data, and establishes an
internal compliance mechanism.* The establishment of the SDPPA as a dedicated
regulatory body reflects international trends toward specialised data protection oversight,
providing institutional capacity for enforcement and guidance. The law grants individuals
specific rights regarding their personal data, including access, correction, and deletion
rights, demonstrating the Kingdom's commitment to empowering citizens with meaningful

83  Royal Decree of the Kingdom of Saudi Arabia No M/19 of 09/02/1443 AH (n 14).

84  Council of Europe, Convention 108 + : Convention for the Protection of Individuals with Regard to the
Processing of Personal Data (CoE 2018) <https://www.coe.int/en/web/data-protection/convention108-
and-protocol> accessed 6 October 2025.

85 Regulation (EU) 2016/679 (n 46).

86  Mutaz Abdulaziz Alkhedhairy, ‘Balancing Privacy and Risk: A Critical Analysis of Personal Data Use
as Governed by Saudi Insurance Law’ (2025) 14(4) Laws 47. d0i:10.3390/1aws14040047.

87 Nick O'Connell, ‘An overview of Saudi Arabia's new Personal Data Protection Law’ (Al Tamimi & Co,
September 2021) <https://www.tamimi.com/law-update-articles/an-overview-of-saudi-arabias-new-
personal-data-protection-law/> accessed 15 November 2025.

88  Marianne Rahme, ‘Data Protection in Saudi Arabia: Comparative Analysis General Data Protection
Regulation Kingdom of Saudi Arabia KSA’ (SMEX, 10 February 2022) <https://smex.org/data-
protection-in-saudi-arabia-comparative-analysis/> accessed 15 November 2025.
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control over their personal information. Substantial penalties for non-compliance—
potentially reaching 5 million Saudi Riyals (approximately 1.3 million USD) for serious
violations—signal strong enforcement commitment.*

Despite these achievements, several areas reveal divergence from international best
practices and warrant additional attention to address contemporary technological
challenges. Article 16 delineates multiple circumstances that permit the waiver of consent
requirements, including public interest, vital interests protection, national security
considerations, credit referencing, and research purposes. These exceptions, though
providing operational flexibility, create broader latitude than comparable provisions in the
GDPR, which may weaken the foundational principle of informed consent that underpins
modern data protection regimes.

The current legal framework provides limited algorithmic accountability provisions,
creating gaps in oversight of AI decision-making systems that increasingly affect citizens'
lives across sectors, from employment to public services. The law currently lacks specific
provisions addressing emerging technological applications. Spatiotemporal data and Al-
generated information receive limited attention despite their widespread use across
healthcare, transportation, and smart city initiatives. Post-mortem data processing,
particularly regarding facial recognition and predictive analytics, lacks clear regulatory
guidelines. Additionally, the framework does not explicitly address bias mitigation in
automated systems or transparency requirements for AI decision-making processes,
creating a significant regulatory gap, as the Kingdom lacks unified legislation that addresses
the full spectrum of Al-related rights and risks.”

These gaps create challenges for comprehensive digital rights protection as artificial
intelligence and machine learning technologies expand throughout Saudi society.
Developing provisions for algorithmic transparency and accountability would strengthen
the framework's capacity to address automated decision-making in employment, judicial
processes, and public services. As the Kingdom advances its digital transformation
agenda under Vision 2030, evolving the PDPL to encompass these emerging areas would
enhance alignment with international best practices while supporting technological
innovation objectives.

89 ‘Penalties for Non-Compliance with PDPL’ (Standard Touch, 2025) <https://standardtouch.com/
pdpl-penalties-saudi-arabia/> accessed 6 October 2025.

90  Adamantia Rachovitsa, ‘Engineering and Lawyering Privacy by Design: Understanding Online
Privacy Both as a Technical and An International Human Rights Issue’ (2016) 24(4) International
Journal of Law and Information Technology 374. doi:10.1093/ijlit/eaw012.
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5.2.2007 Anti-Cybercrime Law and Digital Rights Implications

The 2007 Anti-Cybercrime Law® complements the PDPL but predates both contemporary
data protection standards and the proliferation of AI technologies. Article 3(1) prohibits
unauthorised data interception through information networks. Article 3(4) addresses
privacy invasion through mobile devices and similar technologies.”> These provisions
establish baseline privacy protections but do not explicitly address AI-powered surveillance
technologies such as facial recognition systems or predictive analytics.”®

Article 6(1) regulates content production and transmission that impinges on public order,
religious values, or privacy. Article 7(2) addresses unauthorised system access that may
result in the obtaining of data relevant to national security or economic interests. These
provisions provide flexibility for addressing evolving threats but lack specific guidance on
algorithmic content moderation or Al-driven security measures. Such systems currently
operate throughout the Kingdom, including biometric identification at border entry points,
the ABSHER digital government services platform,” and Al-powered urban management
technologies deployed in NEOM smart city initiatives.”

Article 14 designates the Communications and Information Technology Commission to
provide technical support to security agencies during investigations. The law does not
address algorithmic bias in automated enforcement systems, transparency requirements
for AI-powered investigative tools, or citizens' rights to challenge automated decisions.”
International courts have increasingly recognised these gaps as human rights concerns.
The European Court of Human Rights found that mass surveillance systems lacking
adequate safeguards violate privacy rights in Big Brother Watch and Others v. United
Kingdom (Apps. Nos 58170/13, 62322/14 and 24960/15).”” The Court of Justice of the
European Union invalidated data transfer mechanisms where surveillance frameworks

91  Royal Decree of the Kingdom of Saudi Arabia No M/17 of 8 Rabi'T 1428H ‘Anti-Cyber Crime Law’
(26 March 2007) <https://www.wipo.int/wipolex/en/legislation/details/14570> accessed 10 April 2025.

92 Selma Dilek, Hiiseyin Cakir and Mustafa Aydin, ‘Applications of Artificial Intelligence Techniques to
Combating Cybercrimes: A Review’ (arXiv preprint, 12 February 2015) arXiv:1502.03552.
doi:10.48550/arXiv.1502.03552.

93  Thomas C King and others, ‘Artificial Intelligence Crime: An Interdisciplinary Analysis for
Foreseeable Threats and Solutions’ (2020) 26 Science and Engineering Ethics 89. doi:10.1007/s11948-
018-00081-0.

94  Ministry of Interior of the Kingdom of Saudi Arabia, Absher Platform (2025) <https://www.absher.sa/
portal/landing.html> accessed 6 October 2025.

95  NEOM, ‘Technology and Digital’ (NEOM Official Website, 2025) <https://www.neom.com> acsessed
6 October 2025.

96  Cristos Velasco, ‘Cybercrime and Artificial Intelligence. An Overview of the Work of International
Organization on Criminal Justice and the International Applicable Instruments’ (2022) 23 ERA
Forum 109. doi:10.1007/s12027-022-00702-z.

97  BigBrother Watch and Others v United Kingdom Apps nos 58170/13, 62322/14 and 24960/15 (ECtHR,
25 May 2021) <https://hudoc.echr.coe.int/fre?i=001-210077> accessed 6 October 2025.
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provided insufficient individual protections.”® The CJEU also recognised individuals'
rights to request deletion of inadequate or outdated personal data, a principle not yet
incorporated into Saudi legislation.”

The 17-year gap between the law's enactment and current Al capabilities underscores the
need for updated provisions that address algorithmic accountability and transparency.
Developing such provisions would strengthen the Kingdom's framework capacity to
balance security objectives with digital rights protections as AI technologies expand
throughout Saudi society.

6 CONCLUSION AND RECOMMENDATIONS

K.S.A has established foundational digital governance structures that demonstrate general
alignment with international standards, particularly through the Personal Data Protection
Law (2021, amended 2023) and the creation of specialised regulatory institutions. The
PDPL incorporates core data protection principles, including purpose limitation, data
minimisation, consent requirements, and breach notification, while granting individuals
meaningful rights over their personal information. These achievements position the
Kingdom comparably to other jurisdictions pursuing digital transformation under
comprehensive data protection regimes.

However, the accelerating deployment of AI systems across governance, healthcare,
education, and smart city infrastructure has outpaced the legal framework's capacity to
address algorithmic decision-making. Three critical gaps persist: the PDPL does not
recognise data protection as a fundamental human right; neither the PDPL nor the 2007
Anti-Cybercrime Law adequately addresses Al-specific challenges, including algorithmic
accountability, bias mitigation, and transparency requirements; and fragmented regulatory
oversight leaves individuals without clear mechanisms to challenge automated decisions
affecting their interests.

The path forward requires targeted legal reforms. Amending the PDPL to explicitly
recognise data protection as a fundamental right would strengthen its constitutional
foundation. Comprehensive AI governance legislation that consolidates SDAIA's ethical
guidelines into binding requirements would establish clear obligations for high-risk
applications, mandatory transparency standards, and enforceable bias-prevention
measures. Expanding the PDPL's scope to explicitly cover Al-generated data, biometric
information, and spatiotemporal analytics would address technological developments since

98  Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems
(CJEU (Grand Chamber), 16 July 2020) <https://curia.europa.eu/juris/liste.jsffnum=C-311/18>
accessed 6 October 2025.

99  Case C-131/12 Google Spain SL and Google Inc v Agencia Espariola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzdlez (n 55).
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the law's enactment. Strengthening enforcement mechanisms—including accessible
complaint procedures, rights to explanation for automated decisions, and meaningful
remedies for violations—would transform abstract protections into actionable rights.

KSA’s distinctive position presents both challenge and opportunity. The Kingdom is
undergoing accelerated digital transformation while simultaneously integrating Islamic
ethical principles into its legal system. Operationalising concepts of human dignity
(hurmah al-insan), justice (adl), and trust (amanah) within technical standards and
compliance frameworks would position the KSA model for governance approaches that
harmonise international norms with cultural values. Rather than viewing Vision 2030's
technological ambitions and robust rights protections as competing imperatives, the
Kingdom can demonstrate their mutual reinforcement—innovation flourishes most
sustainably within frameworks that safeguard human dignity and accountability.

By addressing these regulatory gaps through comprehensive legal reform, Saudi Arabia can
establish itself as a regional leader in rights-based Al governance, demonstrating that rapid
technological advancement and fundamental rights protection are not opposing forces but
complementary pillars of sustainable digital transformation.
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AHOTALLIA YKPATHCHKOK MOBOKO
JlocnigHnubKa cTaTTa

LIOPOBI MTPABA, LUTYYHWW IHTENEKT TA 3AKOHOLABCTBO:
MIXHAPOJHI NEPCMEKTIBM LLLOAO MPABOBOI CUCTEMI CAYZIBCbKOI APABII T
A MIXXHAPOZHWI OCBIA

Cymas Xammacci ma KOcpa Ane-Llankimi*

AHOTAILIIA

Bemyn. Y upvomy Oocnincenni anHamizyemvcs enobanvHa eeonmouis uugposux npasé ma
YNPABTIHHS UMY YHUM iHMENEKMOM, 4 MAKOH PO32NA0AI0MbCA HACTIOKU 0N NPA6060i cucmemu
Cayoiscvkoi Apasii. Ockinvku wmyunuil inmenexm éce Oinvuie 6NPOBAOHYEMbCA 8 NOBCAKOEHHE
HUMMS, iCHYe HA2ANMbHA nompeda OUiHUMU 11020 6NAUE HA OCHOBONONIONHI NPA6A HOOUHU,
0C00nUB0 3 027140y HA BI0CYMHICMb 27100ANbHO20 KOHCEHCYCYy w000 BU3HAUEHHS ma cdepu
3acmocysans «yudposux npas noouru». Iniyiamuea Koponiecmea Cayodiecvroi Apasii (KCA)
«Vision 2030» Hadae yuikanvHy moxcausicmv pospooumu pamku ynpaeninng I, axi
6i0106i0aMUMY M MINHAPOOHUM cmaHoapmam i 600HOHAC 8i000paNamumyms micuesi
KyZbmypHi YiHHOCMI ma iCIAMCoKi emuuHi NPUHYUNU.

Memoou. Y uyvomy OocniOncenHi 8UKOPUCMOBYEMbCA AKICHUL auanimuunuti nioxio ons
susuenHs yunHoi npasosoi b6asu Caydiecvkoi Apasii, axa pezymoe II ma yugposi npasa
nodunu. Memodonozist nepedbauae komnaexcHutli anania s3akonooascmea Cayodiscokoi Apasii,
30xpema 3axoHny npo 3axucm nepconanvHux Oaxux (PDPL) ma emuunux npuxHyunie
Ynpaeninua 3 numanv 0anux ma wimyunozo inmenexmy Caydiécvkoi Apasii (SDAIA), y
NOPIBHAHHI 3 MINHAPOOHUMU NPABOBUMU THCHPYMeHmMAMU, 6KAW4HO 3 Pexomenoauismu
FOHECKO w000 emuxu wimyunozo inmenexkmy, 3akonom €C npo wimyunuil inmenekm ma
IIpunyunamu OECP 3 numans wmy4nozo inmenekmy. Y cmammi ouiHI0emMbCcs 6i0n06i0HiCMb
MINHAPOOHUM cmandapmam ma edekmuenicmv Yy 6upiulenHi HOBUX npobnem, o
cmocytomuvcst yugposux npas 6 enoxy III.

Pesynvmamu ma eucHosxu. Jocniosenus noxasye, ujo xoua Caydiécoka Apasis docsena

npoepecy 3asoaxu cmpykmypam PDPL ma SDAIA, 6éce i 3HauHi HOpMAMUBHI NPO2anUHU
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sanuwaromocsa. PDPL mae obmexceHHss y eupiueni cyuacnux npobnem y cdepi wmy4unozo
inmenexkmy, 30KkpemMa anzopUMMiuHy nid36iMHIcMb, 3MeHUEHHA ynepeoxweHocmi ma
KOMNIEKCHUTI 3aXUCT 0aHUX Y KOHMeKCMI Wmy4Ho20 inmenexmy. Y pe3ynvmami 00CnioneHH
6yno euseneHo Kpumuuni HeOONiKU, 30KpeMa 3AHAOMO WUPOKI BUHAMKU U000 6UMOZ
CIMOCOBHO 3200, HEOOCMAMHLO HiKi NONONEHHA W000 npo3opocmi anzopummise i
ppasmenmosanuti pezynamuseHuii Haensd. Pexomendauyii nepedbauaiomv cmeopeHHA
Cneyianizoeanux opzanie HAznA0y, Po3poOKy emuUHUX PAMOK, A0ANMOBAHUX 00 KOHMeKCHY
Cayoiscvkoi Apasii, i 6inbuiozo 3anyuenHs excnepmis 00 yX6aneHHs piuleHb, N06 I3AHUX 3
ynpasninnam L. IIa cmammsa pobumv c6ili 6HeCOK, NPONOHYWOUU NOPIBHANLHY OUIHKY
cucmemu yudposux npas Caydiscokoi Apasii 3 nposioHUMU MiNHAPOOHUMU iIHCMPYMEHMAMU,
suceimmiolouu pedopmu, HeoOxioHi 05T ynpaemintsi, 3aCHOBAH020 HA KYTbMYPHUX MPAOULITX
Ma y3200:eH020 HA 2I00AHOMY Pi6Hi.

Kntouosi cnosa: uyugposi npasa, wimyunuii inmenexm, npasa ao00uHu, 3aK0H00A6CM60, 3aXUcm
oanux, kibepbe3neka, kKoHgioenyitinicmo, enexkmponne ypsaoysanns, «Vision 2030».
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THE ROLE OF STATUTORY LAW

IN REGULATING ARTIFICIAL INTELLIGENCE:
BALANCING INNOVATION

AND RESPONSIBILITY

Abdesselam Salmi, Bhupal Bhattacharya,
Sarmistha Bhattacharya and Tarek Abo El Wafa*

ABSTRACT

Background: Artificial Intelligence (AI) poses profound
governance challenges, as its rapid integration across critical
sectors exacerbates risks of discrimination, privacy violations,
and accountability gaps. Statutory law, which traditionally
underpins national legal systems, is proving increasingly
insufficient to regulate the ethical, social, and economic
implications of AL Its structural rigidity, coupled with lengthy
legislative processes and jurisdictional fragmentation, renders it
ill-equipped to respond to the fast-evolving nature of
algorithmic technologies. Consequently, regulatory gaps emerge
in high-risk applications such as predictive policing, biometric
surveillance, medical diagnostics, and autonomous weapons
domains, where errors or biases can lead to irreversible harm.
Many existing legal norms were crafted without anticipating the
complexity and opacity of machine learning systems, including
their potential to operate in ways that defy traditional notions
of human intention, liability, and foreseeability. As a result,
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there is an urgent need for scholarly engagement with the conceptual and practical tensions
between innovation and regulation in the AI context. This includes exploring adaptive legal
frameworks, hybrid governance models, and the integration of ethical principles into
technological design.

Methods: This study employs a comparative legal analysis of Al regulatory frameworks across
key jurisdictions (EU, US, China, Brazil, UK), combined with doctrinal research of legislative
texts and case law. The methodology integrates a systematic review of primary sources (e.g.,
EU AI Act, US Algorithmic Accountability Act drafts, China’s GenAl Interim Measures),
a qualitative assessment of secondary literature and institutional reports, application of the
Issue-Rule-Application-Conclusion framework to evaluate regulatory efficacy, and a cross-
jurisdictional examination of enforcement mechanisms and liability standards.

Results and conclusions: The analysis reveals statutory law’s critical limitations, jurisdictional
divergences in risk classification (e.g., the EUs ex-ante conformity assessments vs. the US’s
sectoral ex-post enforcement), liability fragmentation, and enforcement gaps. Crucially,
statutory approaches alone cannot balance innovation promotion with ethical constraints:
excessive regulation stifles R&+D, while lax frameworks enable societal harm. The study
concludes that effective governance requires complementary ethical frameworks that embed
transparency, bias auditing, and human oversight; international harmonisation of liability
standards and risk protocols; adaptive regulatory sandboxes for real-world testing; and
multistakeholder collaboration to design context-sensitive implementations.

1 INTRODUCTION

As artificial intelligence (AI) advances and its applications expand, its significance continues
to grow, exerting an increasing impact on society and shaping future development.' The
majority of economic sectors, social interactions, and technical breakthroughs are expected
to depend on AI as a foundational technology. AI is fast evolving with the potential to
improve business operations, enhance public safety, and contribute to broader social
progress.” At the same time, there will be issues, some foreseen, and many that will evolve
alongside the technology itself. Regulating AI through traditional governance systems is
challenging due to its pervasive and evolving nature. Instead, a degree of flexibility to
promote innovation while ensuring security has often been provided through a variety of
"soft-law," or non-binding, instruments.

1 Yanqing Duan, John S Edwards and Yogesh K Dwivedi, ‘Artificial Intelligence for Decision Making
in the Era of Big Data-Evolution, Challenges and Research Agenda’ (2019) 48 International Journal
of Information Management 63. doi:10.1016/j.ijinfomgt.2019.01.021.

2 Daniel Castro and Joshua New, The Promise of Artificial Intelligence (Center for Data Innovation
2016) 32-5.
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Statutory law, which is the term used for written laws passed by a legislative body, is
intended to give people and organisations a framework within which it is supposed to
operate. Yet the regulation of AI's development and application has become increasingly
complex due to society’s growing reliance.’

Statutory law has long served as the cornerstone of legal systems, but in the era of artificial
intelligence, these shortcomings have come to attention.* This research will examine the
limitations of statutory law in the context of AI and explore how technological advances are
disrupting established legal norms. It is becoming clear that statutory law alone cannot
adequately handle the ethical, societal, and economic consequences of Al

The widespread deployment of A across diverse industries poses pressing issues of control
and governance.® The rapid development of Al systems frequently surpasses the creation of
related legal frameworks, posing significant challenges for legislators. Efforts to establish
accountability and transparency are hindered by the dynamic nature of Al algorithms,
which evolve and adapt within decision-making processes.® Regulatory efforts are further
complicated by technical challenges, including bias and interpretability.

This research seeks to explore how statutory law can be adapted to effectively regulate
artificial intelligence, striking a balance between fostering technological innovation and
ensuring societal responsibility, while acknowledging its inherent limitations in addressing
Al's unique ethical, social, and economic challenges.

2 METHODOLOGY AND RESEARCH APPROACH

This study examines the role of statutory law in Al regulation across several jurisdictions,
employing a comparative legal analysis methodology in conjunction with doctrinal research
methods. To explore how various legal systems address Al governance issues, the research
employs a qualitative research methodology, combining a systematic examination of
legislative texts, regulatory proposals, and court rulings.

The methodological framework consists of a few essential elements. First, doctrinal legal
research forms the foundation of the analysis, involving a thorough examination of primary
legal sources such as laws, rules, and case law pertaining to AI governance. This method

3 Laura F Edwards, The People and their Peace: Legal Culture and the Transformation of Inequality in
the Post-Revolutionary South (University of North Carolina Press 2014).

4 Edward L Rubin, ‘Law and Legislation in the Administrative State’ (1989) 89(3) Columbia Law
Review 369.

5 Lawrence B Solum, ‘Artificially Intelligent Law’ (2019) 1 BioLaw Journal 53. doi:10.15168/2284-
4503-351.

6 Araz Taeihagh, ‘Governance of Artificial Intelligence’ (2021) 40(2) Policy and Society 137.
doi:10.1080/14494035.2021.1928377.
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reveals weaknesses in existing regulatory frameworks and permits a methodical analysis of
how current legal frameworks respond to emerging AI challenges. Comparative legal
analysis, focusing on the European Union's AI Act in conjunction with the latest
frameworks in the US, UK, Brazil, and China, offers insights into various regulatory
philosophies and approaches across jurisdictions.

The research methodology also incorporates analysis of secondary sources, including
academic literature, policy documents, and industry reports, to provide contextual
understanding of regulatory challenges and opportunities. This multi-source approach
ensures comprehensive coverage of both theoretical frameworks and practical
implementation challenges in AI regulation. The IRAC method (Issue, Rule, Application,
and Conclusion) is used as an analytical framework to structure the legal analysis and ensure
systematic examination of Al regulatory challenges.

Data collection was conducted through a systematic review of legislative texts, regulatory
proposals, and academic commentary published between 2018 and 2024. This temporal
scope was selected to encompass the most significant period of Al regulatory development
globally, beginning with the European Union's initial Al regulatory proposals and extending
to recent legislative initiatives in multiple jurisdictions.

3 HISTORICAL CONTEXT AND LEGISLATIVE EVOLUTION

Throughout history, the development of AI has been influenced by broader socio-political
and economic environments, which in turn have shaped public attitudes and governmental
responses. Early debates surrounding Al centred on how society would change as a result of
it; however, concerns about job displacement and ethical dilemmas soon emerged,
particularly in relation to productivity gains.

Changes in the availability of legal information have had an impact on the evolution of the
legal services delivery system. With the invention of the CD-ROM in the 1990s, the use of
digital resources and libraries gained momentum in the process of evolution.” Today, nearly
all law firms rely on digital legal materials.® Predictive algorithms represent the most recent
stage of this evolution, enabling lawyers to navigate complex legal dilemmas and identify
and synthesise relevant information.

7 Ansgar Koene and others, A Governance Framework for Algorithmic Accountability and Transparency
(EU 2019). doi:10.2861/59990.

8 George Stachokas, The Role of the Electronic Resources Librarian (Chandos 2019). doi:10.1016/C2018-
0-02157-X.
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Computer-assisted legal research, pioneered by Westlaw and Lexis in 1976, has become a
cornerstone of legal practice. Most legal research is now conducted online,’ replacing
reliance on physical libraries. Digital access to legal texts allows attorneys to locate pertinent
sources through keyword searches, significantly reducing the time once required to
manually consult indices and read through each source individually.'” While larger
institutions rely heavily on proprietary data providers such as Westlaw, Lexis, or Bloomberg,
others turn to publicly available sources."

Traditionally, lawyers have been regarded as highly competent individuals trained to
identify the relevant facts, frame pertinent legal issues, and predict the likely outcome of the
case."” Attorneys apply judgment to evaluate the merits of a case and determine the best
course of action by drawing on expertise and intuition. For a long time, such tasks were
considered the exclusive domain of highly qualified specialists/ lawyers.

However, modern advances in AI have challenged long-held beliefs about human
knowledge, particularly in the areas of machine learning and natural language processing.
It is clear that the impact of data-driven analysis extends to the practice of law."” Litigation
itself is gradually evolving, with disputes increasingly being resolved “in the shadow of the
law”, where settlement outcomes are shaped by the likely decision a court would reach.
Predictions made by algorithms are repeatable by others.

The legislative development of AI can be traced through a series of significant events in
several countries. Early regulations sought to advance R&D while maintaining ethical and
safety standards. As Al applications spread across several industries, regulators faced new
challenges concerning algorithmic transparency, cybersecurity, and data privacy."
In response, legislative solutions have been progressively updated to consider new
dangers and public concerns. The definition of Al itself has remained fluid, shifting with
technological advances.” In recent years, there has been a growing number of measures

9 Richard Susskind and Richard E Susskind, Tomorrow's Lawyers: An Introduction to your Future
(OUP 2023).

10  Samuel Maireg Biresaw, ‘The Impacts of Artificial Intelligence on Research in the Legal Profession’
(2023) 5(1) International Journal of Law and Society 53. doi:10.11648/}.ij15.20220501.17.

11 F Allan Hanson, ‘From Key Numbers to Keywords: How Automation Has Transformed the Law’
(2002) 94 Law Library Journal 563.

12 Taryn Marks, ‘John West and the Future of Legal Subscription Databases’ (2015) 107(3) Law Library
Journal 377. doi:10.2139/ssrn.2441734.

13 Cass R Sunstein, Legal Reasoning and Political Conflict (OUP 2018).

14  Melanie Mitchell, Artificial Intelligence: A Guide for Thinking Humans (Penguin UK 2019).

15 Peter Cihon, ‘Standards for AI Governance: International Standards to Enable Global Coordination
in AI Research & Development’ (Centre for the Governance of Al (GovAl), 17 April 2019)
<https://www.governance.ai/research-paper/standards-for-ai-governance-international-standards-
to-enable-global-coordination-in-ai-research-development> accessed 20 April 2025. ; Tarek Abo
El-Wafa, ‘The Jurisdiction of the UAE Federal Supreme Court on Constitutional Interpretation’
(2021) 38(1-2) Arab Law Quarterly 192. doi:10.1163/15730255-bja10098.
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to improve algorithmic accountability and transparency, including inquiries for
regulatory monitoring of Al systems, particularly in high-stakes sectors such as criminal
justice, finance, and healthcare.'®

China's AI regulatory framework emphasises enhancing norms for scientific and
technological ethics, focusing on data security protection systems and balancing fair
competition with innovation encouragement. It addresses ethical concerns, attribution of
liability, and the prevention of intellectual property monopolies. A central component is the
Interim Administrative Measures for Generative Artificial Intelligence Services,"” which plays
a key role in ensuring governance mechanisms work together to build trust and
accountability in the AGI industry."®

Nevertheless, China’s current AI regulatory framework remains limited in scope,
particularly in its lack of comprehensive definitions and protections for data rights. While
it underscores the need for specialised intellectual property protection for data and the
adoption of anti-monopoly measures to prevent misuse and monopolistic practices, it
does not provide a fully developed legal framework. A more legal framework—one that
recognises data as a form of intellectual property, acknowledges its dual public and
proprietary nature, and strengthens digital IP protections alongside ethical guidelines for
Al—is still needed.”

Brazil's approach is primarily outlined in Bill 21/2020,” which sets out the objectives and
foundational principles for the development and use of Al, including ethical
considerations. However, the bill does not explicitly regulate data privacy or intellectual
property. Critics argue that its abstract provisions and limited number of articles risk
overlooking essential aspects such as data protection and ethical guidelines, necessitating
further discussion and refinement in the Senate.”

16  Sofia Samoili and others, AI Watch: Defining Artificial Intelligence 2.0 (Publications Office of the EU
2021). doi:10.2760/01990.

17 Cybersecurity Administration of China and others, ‘Interim Administrative Measures for Generative
Artificial Intelligence Services' (13 July 2023) <https://www.cac.gov.cn/2023-07/13/
¢_1690898327029107.htm> accessed 20 April 2025.

18  Niklas Kossow, Svea Windwehr and Matthew Jenkins, Algorithmic Transparency and Accountability
(Transparency International 2021).

19  Bing Chen and Jiaying Chen, ‘China’s Legal Practices Concerning Challenges of Artificial General
Intelligence’ (2024) 13(5) Laws 60. doi:10.3390/1aws13050060.

20 Brazil Bill 21/2020 ‘On a Legal Framework for Artificial Intelligence’ (4 February 2020)
<https://digitalpolicyalert.org/change/621-bill-2120-on-a-legal-framework-for-artificial-intelligence>
accessed 20 April 2025.

21  Xiao Han and Nabeel Mahdi Althabhawi, ‘Establishment of Data Intellectual Property Rights and
Anti-Monopoly Regulation in China’ (2024) 34(2) Jurnal Undang-Undang dan Masyarakat 190.
doi:10.17576/juum-2024-3402-13.
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While previous sections outlined individual jurisdictional approaches, a systematic
comparison reveals fundamental divergences in how major economies balance innovation
and responsibility through statutory frameworks:

The EU's AI Act (2024)* exemplifies a risk-based hierarchical model that prohibits
unacceptable practices, such as social scoring and imposes stringent ex-ante requirements
for high-risk systems, including conformity assessments and fundamental rights impact
evaluations. Unlike the US's sectoral approach, the EU centralises enforcement through a
European AI Office, creating uniform compliance burdens. Critics argue this may stifle
startups lacking resources for compliance,” while proponents highlight its strong emphasis
on safeguarding fundamental rights.

By contrast, the US regulates AI through fragmented sectoral agencies such as the FTC,
FDA, and NTSB, relying largely on non-binding frameworks like the NIST AI RMF and
the Blueprint for an AI Bill of Rights. Proposed legislation, such as the Algorithmic
Accountability Act (2023)*, focuses narrowly on impact assessments in specific contexts
such as hiring and housing. This avoids EU-style centralised burdens but creates
regulatory uncertainty and enforcement gaps. Further, state-level initiatives—such as
California’s AB 331—push stricter rules, risking a fragmented "patchwork" regime. The
absence of federal AI liability laws leaves accountability reliant on tort law, creating
ambiguity for autonomous systems.

China’s approach merges aggressive state investment in Al R&D with strict control
mechanisms, exemplified by the Generative Al Interim Measures (2023). Its "negative list"
system prohibits challenges to state authority while promoting industrial dominance in
non-sensitive sectors. Unlike Western models that prioritise individual rights, China
emphasises data sovereignty, social stability, and alignment with "socialist core values."
This facilitates rapid scaling of state-approved innovations but restricts algorithmic
transparency and independent oversight.

Brazil’s Bill 21/2020 mirrors EU principles (human oversight, non-discrimination) but lacks
implementation mechanisms. The bill coexists with the LGPD (GDPR-inspired data law),
creating potential conflicts between data minimisation and Al training needs. More broadly,

22 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) (Text with EEA
relevance) [2024] OJ L 1689/1 <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:
32024R1689> accessed 20 April 2025.

23 Michael Veale and Frederik Zuiderveen Borgesius, ‘Demystifying the Draft EU Artificial Intelligence
Act’ (2021) 22(4) Computer Law Review International 97.

24 US 2892 Algorithmic Accountability Act (21 September 2023) <https://www.congress.gov/bill/118th-
congress/senate-bill/2892> accessed 20 April 2025.
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emerging economies often adopt EU-style principles but encounter capacity gaps in
enforcement. In several cases, such as Indias Digital India Act, governments prioritise
"sovereign AI" infrastructure over ethics frameworks, reflecting divergent innovation-
responsibility weightings.

4 ROLE OF STATUTORY LAW IN REGULATING ARTIFICIAL INTELLIGENCE

International cooperation in AI governance increasingly centres on initiatives to establish
technological and ethical standards that ensure the responsible development and application
of AI systems.”® Organisations, including the International Telecommunication Union, the
International Organisation for Standardisation, and the Organisation for Economic
Co-operation and Development, have undertaken initiatives to create Al guidelines, standards,
and principles that support accountability, openness, equity, and user-centred design.

Within this global landscape, statutory law outlines rules for the creation, implementation,
and use of AI systems. It provides a legal framework within which individuals and
organisations operate and serves several key regulatory functions.”® First, clear guidelines
and norms for the creation and use of Al systems are one of the key functions of statutory
law in regulating the emerging technologies.”” To ensure that AI systems do not endanger
the public's health or safety, statutory law can set minimal safety criteria.’® To further ensure
that personal information and civil liberties are recognised, it can also establish rules for the
gathering and use of data in AI systems.”

The function of statutory law includes regulating Al-systems by emphasising their liability
and accountability.® If an Al system affects someone, the creator, the user, or the AI system

25  Mayara Rayssa da Silva Rolim, Daniella Maria dos Santos Dias and Gabriel Napoledo Velloso Filho,
‘Regulation of Algorithms in Artificial Intelligence Systems: A Possible Proposal for Brazil?’ (2024)
17(2) Contribuciones a Las Ciencias Sociales e4924. doi:10.55905/revconv.17n.2-006.

26 Cihon (n 17).

27  Benjamin Myles Cheatham, Kia Javanmardian and Hamid Samandari, ‘Confronting the Risks of
Artificial Intelligence’ (2019) 2 McKinsey Quarterly 38.

28 Alan FT Winfield and Marina Jirotka, ‘Ethical Governance is Essential to Building Trust in Robotics
and Artificial Intelligence Systems’ (2018) 376(2133) Philosophical Transactions of the Royal Society
A: Mathematical, Physical and Engineering Sciences 20180085. d0i:10.1098/rsta.2018.0085.

29  Andrea Romaoli Garcia, ‘Al IoT, ‘Big Data, and Technologies in Digital Economy with Blockchain
at Sustainable Work Satisfaction to Smart Mankind: Access to 6th Dimension of Human Rights’ in
Nuno Vasco Moreira Lopes (ed), Smart Governance for Cities: Perspectives and Experiences (Springer
2020) 83. doi:10.1007/978-3-030-22070-9_6.

30  Alessandro Mantelero and Maria Samantha Esposito, ‘An Evidence-Based Methodology for Human
Rights Impact Assessment (HRIA) in the Development of Al Data-Intensive Systems’ (2021) 41
Computer Law & Security Review 105561. doi:10.1016/j.clsr.2021.105561. Tarek Abo El-Wafa,
Ahmed Khalil and Adham Hashish, ‘Parliamentary question: Insights from the Federal National
Council in the UAE’ (2024) 10(6) Heliyon €27671. doi:10.1016/j.heliyon.2024.e27671.
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itself could all be held accountable according to statutory law.” This is particularly crucial
when Al systems are applied in high-risk industries, such as healthcare or transportation.*

Statutory law also contributes to limiting the impact of Al on employment and the economy.
To prevent discrimination, statutory legislation should explore rules for the application of
Al to hiring and promotion decision-making processes. Additionally, it can establish rules
for the application of Al in fields where job displacement is a concern.

4.1. Statutory Laws and Their Limitations

The limitations of statutory law in addressing challenges posed by AI have come to light. As
Al systems grow in complexity and autonomy, their regulation becomes more difficult.” It
might equally be challenging for regulators to comprehend how they operate or recognise
possible concerns.* Considering how quickly AT technology is developing, it is challenging
for statutory law to keep up with and adjust to new advances.”

In principle, rules should be relied upon to regulate human conduct, as the law must strike
a balance between flexibility, certainty, and reliability. Compared to principles, rules are
more definite and easier to apply consistently. Law remains one of society’s most crucial
instruments for shaping behaviour, offering rewards for certain actions and penalties for
others, influencing the creation of social institutions.

However, the law can also distort individual decision-making. While awareness of legal
consequences can be helpful, it may constrain a person's ability to act in a way that reflects
their genuine preferences, moral convictions, and economic interests. An overemphasis on
legal compliance risks fostering excessive strategic thinking and manipulative conduct.
Ultimately, this is damaging to psychological well-being, distributive fairness, autonomy,
and efficiency. Achieving an optimal equilibrium between the law’s beneficial function and
its potential to distort behaviour is a challenging matter.

Insolvency law provides an example where concealment of legal rules is sometimes
justified due to ex-ante strains.® When taking out a loan and investing its proceeds,

31  Bernd W Wirtz, Jan C Weyerer and Benjamin J Sturm, ‘The Dark Sides of Artificial Intelligence: An
Integrated AI Governance Framework for Public Administration’ (2020) 43(9) International Journal
of Public Administration 818. doi:10.1080/01900692.2020.1749851.

32 Shlomit Yanisky-Ravid, ‘Generating Rembrandt: Artificial Intelligence, Copyright, and
Accountability in the 3A Era: The Human-like Authors Are Already Here: A New Model’ [2017]
Michigan State Law Review 659. d0i:10.2139/ssrn.2957722.

33 Amy Rankin and others, ‘Resilience in Everyday Operations: A Framework for Analyzing Adaptations
in high-Risk Work’ (2014) 8(1) Journal of Cognitive Engineering and Decision Making 78.
doi:10.1177/1555343413498753..

34  Duan, Edwards and Dwivedi (n 1).

35  Matthew U Scherer, ‘Regulating Artificial Intelligence Systems: Risks, Challenges, Competencies, and
Strategies’ (2016) 29(2) Harvard Journal of Law & Technology 353. doi:10.2139/ssrn.2609777.

36  Richard M Re and Alicia Solow-Niederman, ‘Developing Artificially Intelligent Justice’ (2019) 22
Stanford Technology Law Review 242.
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debtors bear full responsibility for repayment obligations.” However, if unable to repay,
the law offers relief through various legal solutions to the creditor. If debtors were fully
aware of these remedies beforehand, their behaviour might become more opportunistic
or uncertain. In such cases, shielding the specifics of ex post legal remedies can be
justified to preserve responsibility and fairness.

There can never be a definitive settlement of the relative jurisdictions of legislators and courts.
Like other aspects of political organisation, this relationship is open to ongoing interpretation
and discussion. In substantive criminal law, three principles govern the relationship between
legislatures and courts: the legality principle, or nulla poena sine lege;*® the constitutional
theory of void-for-vagueness;* and the principle of strict construction, which dictates that
courts must always construe criminal statutes in a way that favours the accused when there is
any remaining ambiguity. Taken as a whole, these principles reflect a cautious approach to
judicial lawmaking, limiting the judiciary’s role in the creation of criminal law.

At the same time, AI underscores the importance of aligning legal systems with social
considerations and public policy goals.* The societal influence of Al is intricate and calls
for a wide range of public policy solutions, from employment prospects to ethical issues.
One major concern is the disruption of labour markets, which has sparked conversations
about workforce transition plans, universal basic income, and retraining initiatives. Equity
and fairness are often compromised by AI-driven algorithms, leading to issues of prejudice,
discrimination, and unequal access to opportunities.

The formulation of laws regulating Al is complicated by the inherent restrictions imposed
by statutory law.* While statutory law is intended to give people and organisations a
framework within which to operate,” it may not always be able to foresee the particular
difficulties brought on by innovative and quickly developing AI technology. Therefore, legal
loopholes frequently emerge, undermining the effectiveness of statutory regulation and
necessitating supplementary reforms.*

37  Sandeep Gopalan and Michael Guihot, ‘Recognition and Enforcement in Cross-Border Insolvency
Law: A Proposal for Judicial Gap-Filling’ (2015) 48 Vanderbilt Law Review 1225.

38  George G Triantis, ‘Theory of the Regulation of Debtor-in-Possession Financing, A’ (1993) 46
Vanderbilt Law Review 901.

39  Paul H Robinson, ‘Fair Notice and Fair Adjudication: Two Kinds of Legality’ (2005) 154 University
of Pennsylvania Law Review 335.

40  Peter L Strauss, ‘Legislative Theory and the Rule of Law: Some Comments on Rubin’ (1989) 89
Columbia Law Review 427.

41 Mihail C Roco and William S Bainbridge, ‘The New World of Discovery, Invention, and Innovation:
Convergence of Knowledge, Technology, and Society’ (2013) 15 Journal of Nanoparticle Research
1946. doi:10.1007/s11051-013-1946-1.

42 Scherer (n 35).
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The rise of Al presents a variety of challenges to conventional legal systems.* AI is
increasingly applied in decision-making processes such as personnel selection, credit
assessment, and aspects of legal analysis. However, these applications raise serious concerns
about accountability, transparency, and fairness.” More innovative applications—such as
driverless cars, Al-powered medical diagnostics, and autonomous drones—introduce
regulatory questions that conventional legislation might not be able to handle as Al
technologies advance and diversify. For example, the deployment of autonomous vehicles
highlights unresolved issues regarding responsibility, safety requirements, and regulatory
oversight, since current transportation laws do not adequately account for their unique
capabilities and difficulties.

The broad application of Al in a variety of industries, such as healthcare, banking, and
criminal justice, highlights the necessity of industry-specific laws designed to handle risks
and issues unique to each industry.” However, the fragmented nature of regulatory
initiatives, combined with the rapid pace of technological advancement, can lead to gaps
and inconsistencies that undermine effective enforcement. Moreover, the global nature of
Al development and application complicates governance:* diverging national frameworks
and standards risk creating obstacles to innovation and interoperability. This makes
international cooperation and harmonising regulatory frameworks essential for closing
legal loopholes and ensuring accountability, safety and fairness in the use of AI technologies.

A fundamental limitation of statutory law is its reactive character. Statutory laws typically
emerge in response to an existing issue or problem, which makes them resistant to
adapting proactively to new developments. AI presents particular challenges in this
regard: as Al evolves rapidly, new ethical and legal concerns continually emerge, often
faster than legislatures can respond. Consequently, statutory law risks lagging behind
technological change, leaving legal systems unprepared to address the unique issues
brought on by the usage of Al

The disadvantage of statutes is that they are often overly restrictive. Although statutory
law is intended to be broadly applicable across a range of scenarios, this generality can
make it difficult to address specific situations. This is particularly problematic for Al,
which is routinely used in varied situations that do not neatly align with established legal
frameworks.

44  Miriam C Buiten, ‘Towards Intelligent Regulation of Artificial Intelligenc4ase’ (2019) 10(1) European
Journal of Risk Regulation 41.

45  Paulius Cerka, Jurgita Grigiené and Gintaré Sirbikyte, ‘Liability for Damages Caused by Artificial
Intelligence’ (2015) 31(3) Computer Law & Security Review 376. doi:10.1016/j.clsr.2015.03.008.
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Statutory law frequently faces limitations arising from its dependence on human
interpretation. Because laws are expressed in natural language, they are inherently open
to multiple interpretations.*® This limitation is particularly salient in the context of AI,
where algorithmic decisions can be difficult to understand or explain, potentially
producing inconsistent and ambiguous legal outcomes. In State v. Loomis, the Wisconsin
Supreme Court acknowledged the defendant's challenge to the use of the COMPAS risk
assessment algorithm in sentencing. While upholding its use, the court mandated specific
warnings for judges, highlighting judicial recognition of statutory law's struggle with
algorithmic opacity and potential bias.”” It may be challenging to prove that these biases
exist, though, given the often inaccessible nature of AI decision-making processes.

The rigidity and constrained nature of statutory law are key factors limiting its ability to
address the ethical and moral implications of AL*° Legal systems often struggle to keep pace
with the remarkable rate at which AI technologies are developing,® and the inflexible
terminology of statutes may not take unforeseeable events or the broader ethical
ramifications of Al into account.”

Statutory law also relies heavily on human interpretation, which can be perplexing or
unpredictable in situations involving intricate moral and ethical dilemmas.”® Different
interpreters may reach divergent conclusions, resulting in inconsistent or contradictory
applications of the law.** Furthermore, statutory law typically concentrates on addressing
certain problems, whereas AI has the potential to impact multiple facets of society.® This
means that the profound ethical and moral consequences of AI may not be fully addressed.

The regulation of AI through statutory legislation faces a number of restrictions. Some of
these restrictions include:

1) Lack of clarity: Terms associated with AI, such as machine learning algorithms,
neural networks, and deep learning, often lack precise legal definitions, making it
challenging to apply existing statutes to developing technology.
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Emerging Challenges, Opportunities, and Agenda for Research, Practice and Policy’ (2021) 57
International Journal of Information Management 101994. doi:10.1016/j.ijinfomgt.2019.08.002.

53 Margarita Robles Carrillo, ‘Artificial Intelligence: From Ethics to Law’ (2020) 44(6)
Telecommunications Policy 101937. doi:10.1016/j.telpol.2020.101937.
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© 2025 Abdesselam Salmi, Bhupal Bhattacharya, Sarmistha Bhattacharya and Tarek Abo El Wafa. This is an open-access artidle distributed under the terms of the Creative Commons
Attribution License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

189



190

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

2) Slow legislative process: Enacting or amending statutes is typically a lengthy
process. Consequently, statutory law often lags behind the rapid development of Al,
creating regulatory gaps and loopholes.

3) Limited application: Statutory law often focuses on particular regulatory areas, such
as liability, security, or privacy. This narrow focus may not be sufficient to address the
complex and numerous problems that arise from the creation and application of AL

4) Inflexibility: Once enacted, statutes can be difficult to amend or modify. This
rigidity hinders timely responses to new and developing Al-related concerns, and
the variation between national legal systems can complicate efforts to regulate Al
on a global level.

5) Enforcement challenges: Enforcing statutory law can be challenging, particularly
in the age of rapidly developing technologies like artificial intelligence. The
complexity of Al systems, combined with ambiguities in existing legal provisions,
can make it challenging to identify and hold violators accountable.

4.2. The Difficulties of Juggling Innovation and Responsibility

One of the central challenges in balancing innovation and accountability in AI governance
is promoting the development of Al technologies while ensuring their use is responsible and
ethical. **This entails addressing the statutory law's restrictions on the regulation of Al the
quick advancement of technology, and the broader moral, societal and economic
implications of Al

Three foundational arguments underlie key legal doctrines, including the vagueness theory,
the rule of rigid construction, and nulla poena sine lege.” First, judicial innovation is
rendered illegitimate when popular sovereignty is linked to legislative supremacy, reflecting
the principle of "separation of powers" in modern constitutionalism. Second, it is unfair to
penalise behaviour that was not previously classified as criminal, emphasising "notice" and
"fair warning". Third, concerns about biased or arbitrary application of the criminal code
highlight the importance of legal formalism in constraining unchecked discretion.

The so-called "rule of law" underlies both the vagueness theory and nulla poena sine lege.
Yet there is danger in invoking this term, as it has become a highly malleable political
catchphrase. Too often, the rule of law is conflated with the rule of good law, turning it into
a blanket assertion of virtue within a legal framework. Legal theorists and philosophers,

56  Abdulfattah Yaghi, Tarek Abo El-Wafa and Ali A Al Ahbabi, ‘Exploration of principal-agent theory
in a consultative policy-making context’ (2025) 12 Humanities and Social Sciences Communications
1419. doi:10.1057/541599-025-05648-4.

57  Bruce G Buchanan and Thomas E Headrick, ‘Some Speculation about Artificial Intelligence and Legal
Reasoning’ (1970) 23(1) Stanford Law Review 40. doi:10.2307/1227753.
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however, have developed the idea in unduly complex ways. At its core, the prohibition of
arbitrary behaviour in the use of state power is symbolised by the rule of law. In the context
of criminal law, it requires that agents of official coercion, to the extent possible, act in
accordance with established rules—that is, publicly recognised, reasonably stable, and
broadly applicable declarations of prohibited behaviour by the state.

The economic impact of Al is another critical factor shaping industrial and societal
development. Al integration can enhance productivity and foster innovation, but it also
raises challenges pertaining to competitiveness, market dynamics, and regulatory control.
Automation has the potential to transform the labour market, triggering issues such as job
displacement, the need for skill retraining, and income inequality. At the same time, Al
raises significant ethical and societal concerns, particularly when algorithms are used to
make judgments in hiring, credit or criminal justice. Bias in algorithmic decision-making
can have profound effects on people and communities.

The key considerations for AI governance are described below:

4.2.1. Privacy & Social Implications

Privacy is a critical area of concern that deserves attention while developing AL As
machine learning algorithms evolve, they have the capacity to collect, analyse, and store vast
amounts of personal data, raising questions about how such data is used and safeguarded.”
This issue is particularly acute in healthcare, where Al is being applied to create innovative
treatments and actions, creating concerns about the security and privacy of patient data.®

The ethical governance of Al is further complicated by the limitations of statutory law.
While statutory frameworks provide a structured environment in which people and
organisations can function, they may be inadequate to address the unique ethical
challenges posed by AL* Emerging Al systems can generate new types of harm that aren't
protected by current legal frameworks, or they could cause concerns about the
accountability and duty of those who utilise AI.* The ability of AI technologies to make

58 John Calvin Jeffries Jr, ‘Legality, Vagueness, and the Construction of Penal Statutes’ (1985) 71(2)
Virginia Law Review 189. d0i:10.2307/1073017.

59  Yi Zhang and others, ‘Ethics and Privacy of Artificial Intelligence: Understandings from
Bibliometrics’ (2021) 222(24) Knowledge-Based Systems 106994. doi:10.1016/j.knosys.2021.106994.

60  Michael I Jordan and Tom M Mitchell, ‘Machine Learning: Trends, Perspectives, and Prospects’
(2015) 349(6245) Science 255. doi:10.1126/science.aaa841.

61 Richard ] Chen and others, ‘Synthetic Data in Machine Learning for Medicine and Healthcare’ (2021)
5(6) Nature Biomedical Engineering 493. doi:10.1038/s41551-021-00751-8.

62 Cass R Sunstein, ‘On the Expressive Function of Law’ (1996) 144(5) University of Pennsylvania Law
Review 2021. doi:10.2307/3312647.
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choices and forecasts without human input introduces complex ethical dilemmas,*
particularly related to privacy, bias, and discrimination.*

AT systems often process extensive personal datasets, including biometric data, location
data, and browser history, to generate predictions and judgments about individuals.®
Without people's awareness or consent, this data can be gathered and utilised, raising
privacy, security and monitoring concerns.

4.2.2. Bias and Discrimination Concerns

Machine learning algorithms can be trained on biased datasets, which may result in biased
projections and conclusions, raising issues about prejudice and discrimination.®® Such
biases can disproportionately affect particular groups, including minorities or people with
disabilities. Judicial awareness of the tension between technological tools and fairness is
evident in cases such as State v. Loomis (Wisconsin) and Commonwealth v. Scantling
(Massachusetts), where courts grappled with the admissibility and fairness of algorithmic
risk assessment tools in criminal sentencing, directly confronting the bias and responsibility
challenges inherent in Al adoption.”

Effective AI governance necessitates the implementation of risk evaluation and compliance
applications, enabling businesses to recognise, reduce, and manage risks posed by Al
technologies while maintaining compliance with legal and ethical obligations. Risk
assessment involves systematically evaluating possible hazards and weaknesses throughout
the AI lifecycle—from data collection and model development to deployment and
operation. This process locates sources of potential harm, including algorithmic bias,
security flaws, data privacy violations, and unintended consequences, and evaluates their
likelihood and potential impacts on relevant parties.

Another concern is the potential for AI systems to cause harm to people or society.*® For
instance, Al-powered medical diagnosis systems may generate false diagnoses, which

63 Nithesh Naik and others, ‘Legal and Ethical Consideration in Artificial Intelligence in Healthcare:
Who Takes Responsibility?’ (2022) 9 Frontiers in Surgery 266. doi:10.3389/fsurg.2022.862322.

64  Thomas Davenport and others, ‘How Artificial Intelligence Will Change the Future of Marketing’
(2020) 48 Journal of the Academy of Marketing Science 24. doi:10.1007/s11747-019-00696-0.

65  Syeda Faiza Nasim, Muhammad Rizwan Ali and Umme Kulsoom, ‘Artificial Intelligence Incidents &
Ethics a Narrative Review’ (2022) 2(2) International Journal of Technology, Innovation and
Management 52. doi:10.54489/ijtim.v2i2.80.

66  Jeroen Van den Hoven and others, ‘Privacy and Information Technology’, Stanford Encyclopedia of
Philosophy (2014) <https://plato.stanford.edu/entries/it-privacy/> accessed 20 April 2025.

67  Jessica K Paulus and David M Kent, ‘Predictably Unequal: Understanding and Addressing Concerns
that Algorithmic Clinical Prediction May Increase Health Disparities’ (2020) 3(1) NPJ Digital
Medicine 99. doi:10.1038/s41746-020-0304-9.

68 State v Loomis (n 51); Commonwealth v Scantling 24 NE 3d 1064 [2015] Supreme Judicial Court of
Massachusetts.
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could potentially harm patients. Similarly, autonomous weapons systems by AI have the
potential to make fatal judgments without human intervention, raising questions
regarding ethics and morality.®

The intersection of human rights and AI regulation has become increasingly critical, as AI
technologies pose significant challenges to fundamental human rights like privacy, freedom of
speech, equality before the law, and access to justice. Ensuring that AI development and
deployment conform to the basic principles of human rights, particularly as AT becomes more
integral to the criminal justice system, healthcare system, workplaces, and social services.

Concerns have arisen regarding the potential for AI systems to reinforce or amplify biases
and inequities at the junction of human rights. The tension between AI deployment and
fundamental rights is starkly illustrated in pending cases before international bodies. For
instance, in Algorithm Watch Schweiz and others v. Switzerland before the European Court
of Human Rights, the plaintiffs challenge the lack of human review and transparency in
fully automated systems used for significant public decisions. This case tests the
boundaries of Article 8 (Privacy) and Article 6 (Fair Trial) of the European Convention
on Human Rights.” AT algorithms trained on biased data may generate discriminatory
outcomes, potentially resulting in unfair treatment and infringements on people's rights
to equal protection under the law.

4.2.3. Economic Repercussions

Technology based on Al can drastically change a number of industries and open up new
business opportunities,” but it also prompts questions regarding the economic effects
of its creation and application, notably with regard to the loss of jobs and the
concentration of wealth.

AT can automate many operations currently performed by humans, leading to significant
job displacement,”” especially in industries that involve repetitive tasks, such as
manufacturing or data entry. Businesses that successfully adapt and use Al technology may
experience an increase in productivity and profitability, potentially increasing wealth and
market domination.”” However, this may exacerbate economic inequality, concentrating
wealth among a small number of businesses and individuals.

69  Andreas Kaplan and Michael Haenlein, ‘Rulers of the World, Unite! The Challenges and
Opportunities of Artificial Intelligence’ (2020) 63(1) Business Horizons 37. doi:10.1016/
j-bushor.2019.09.003.

70  Sabriya Alam and others, ‘Unmanned and Autonomous Weapons Systems: Practices and Related
Policy’ (2020) 2(1) PPRI Student Papers in Public Policy 7.

71  AlgorithmWatch Schweiz and others v Switzerland App no 52652/21 (ECtHR, 24 January 2023).

72 Dwivedi (n 52).

73 Thomas H Davenport and Rajeev Ronanki, ‘Artificial Intelligence for the Real World’ (2018) 96(1)
Harvard Business Review 108.
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The economic impact of Al extends beyond particular businesses or industries. Widespread
use of Al may have macroeconomic implications, including shifts in the labour market,
changes in supply and demand, and variations in rates of economic expansion.”

Al also challenges the traditional legal framework by generating new kinds of data and
information.” Existing statutory laws often struggle to anticipate emerging issues in areas
such as intellectual property, privacy, and data protection, which may therefore be
overlooked and inadequately addressed.”

Furthermore, Al has the potential to cast doubt on accountability under the law.”” For
example, it might not be apparent who is legally accountable for the harm caused if a
medical diagnosis system powered by artificial intelligence makes a wrong diagnosis,”
creating ambiguity and misunderstanding that statutory law may not be equipped to
resolve.” High-profile cases, such as Waymo LLC v. Uber Technologies, Inc., though settled,
underscore the complex liability and intellectual property challenges arising from rapid Al
development, particularly in self-driving car systems, and highlight the difficulty statutory
frameworks face in definitively assigning responsibility.*

The fast pace and increasing complexity of Al development make it challenging for
policymakers and legal professionals to enact laws capable of effectively governing Al
creation and deployment.*'

74  Spyros Makridakis, ‘The Forthcoming Artificial Intelligence (AI) Revolution: Its Impact on Society
and Firms’ (2017) 90 Futures 46. doi:10.1016/j.futures.2017.03.006.
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77  William M Landes and Richard A Posner, The Economic Structure of Intellectual Property Law
(Harvard UP 2003).

78  Marten Risius and Kai Spohrer, ‘A Blockchain Research Framework: What We (don’t) Know, Where
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Driven Healthcare’ in Adam Bohr and Kaveh Memarzadeh (eds), Artificial Intelligence in Healthcare
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5 LIMITATIONS OF LEGAL POLICIES IN REGULATING DEVELOPMENTS OF Al

Two considerations must be mentioned at the outset. First, there are different degrees of
conformity to the law. It is difficult to envisage a legal system composed solely of precise,
mechanical principles—and it would likely be undesirable even if possible. Some degree of
discretion will always remain in the legal system.

Second, as Al is increasingly used to support or replace human decision-making, the
question arises as to what kind of process should be afforded to individuals affected by
such judgments. The growing prevalence of black-box machine-learning algorithms
renders many machine decision-making virtually unintelligible. This opacity is
compounded by the phenomenon of "automation bias,” whereby individuals exhibit
overconfidence in the judgments made by machines and display prejudice against
challenges to those determinations. Although AI is often promoted for its potential to
reduce costs and increase efficiency, these benefits remain uncertain in the face of
obstacles, particularly if they include significant procedural rights, such as transparency
and due process, that are poorly safeguarded.

Although there have been attempts to manage and regulate the development of AL, there are
still some legal constraints that need to be taken into consideration. These restrictions
include, among others:

1) Inability to keep pace with technological change: AI technology evolves rapidly,
whereas lawmaking is inherently slow. New laws take time to draft and put into
effect, and existing laws can swiftly become obsolete.

2) Lack of global cooperation: The growth and implementation of AI transcend
national boundaries. In the absence of international coordination, fragmented legal
frameworks risk creating inconsistencies, enforcement gaps, and jurisdictional
challenges. These difficulties are exacerbated when infringing parties are positioned
in another country or when the legal system is precarious.

3) Ethical issues: The possibility of bias, discrimination, and privacy invasion are a
few of the serious ethical issues raised by AL® These challenging ethical issues
demand constant attention and assessment, and legal systems and regulations may
find it difficult to handle them.

4) Limited knowledge of AI: Many legal professionals lack the technical know-how
necessary to comprehend Al and its implications.* Their capacity to create and put
into practice efficient legal regulations and policies may be constrained as a result.

82  Sharona Hoffman and Andy Podgurski, ‘Artificial Intelligence and Discrimination in Health Care’
(2019) 19(3) Yale Journal of Health Policy, Law, and Ethics 1.

83  Waleed Ali and Mohamed Hassoun, ‘Artificial Intelligence and Automated Journalism:
Contemporary Challenges and New Opportunities’ (2019) 5(1) International Journal of Media,
Journalism and Mass Communications 40. doi:10.20431/2454-9479.0501004.
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6 INTERNATIONAL LEGAL DIFFICULTIES ARISING FROM THE USE OF Al

Al adoption generates a range of cross-border legal challenges that require careful
attention.* In the United States, regulatory efforts regarding system-wide risk reduction in
algorithmic decision-making have largely overlooked individual due process. There has
been some agreement among recent legislative proposals from the United States; however,
they have emphasised the need for systemic solutions rather than individual rights to
contest, such as algorithmic impact studies or audits.

In contrast, regulators in Europe are approaching algorithmic decision-making from a
comprehensive standpoint. The European Union's General Data Protection
Regulation (GDPR),* which came into force in May 2018, provides certain individual rights
for data subjects as well as systemic governance measures. Individuals whose decisions are
subject to automated decision-making also have the ability to argue against specific findings.
These rights also include access, transparency, amongst others. Similarly, the Council of
Europe's updated data protection treaty specifies the right to appeal. The Council of Europe
is an international organisation devoted to human rights, consisting of the member states
of the European Union and a few non-EU nations.

Beyond Europe, the right to challenge AI outcomes is also gaining ground. The
Organisation for Economic Co-operation and Development (OECD), an
intergovernmental body influential in shaping global data protection regulations through
its reccommendations, is expected to extend its influence into AI governance as well. The
"right to request a review of decisions taken" by Al is included in Brazil's extensive data
protection law, enacted in 2018. Similarly, in November 2020, the Canadian Office of the
Privacy Commissioner recommended amending Canada’s data privacy law to introduce
a right to challenge AI conclusions.

Despite these developments, several significant legal challenges arise from the use of Al:

1) Intellectual property: Al systems may be protected under trade secrets, copyrights,
or other types of intellectual property protection.*® When using another person's
intellectual property, developers must take care to respect their rights and secure the
appropriate licenses or permissions.

84  Erik Brynjolfsson and Andrew McAfee, ‘Artificial Intelligence, for Real’ (2017) 1 Harvard Business
Review 1.

85  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016]
O] L 119/1<http://data.europa.eu/eli/reg/2016/679/0j> accessed 20 April 2025.

86  Jennifer Cobbe and Jatinder Singh, ‘Artificial Intelligence as a Service: Legal Responsibilities,
Liabilities, and Policy Challenges’ (2021) 42 Computer Law & Security Review 105573.
doi:10.2139/ssrn.3824736.
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2) Liability: AI raises complex questions of liability, especially in cases of accidents or
errors brought on by algorithmic flaws, biases, or mismanagement. Developers and
users must determine who should be held liable for any damage the systems may cause
and ensure that sufficient insurance is in place to cover any potential risks. Traditional
legal frameworks often struggle to sufficiently handle these unexpected difficulties,
prompting calls for judicial precedents and clearer accountability standards.

3) Jurisdiction: As Al systems frequently operate across borders, they can lead to
complicated jurisdictional difficulties. Developers and users must make sure they
abide by the rules and laws of all pertinent jurisdictions.

4) Prejudice: Al systems trained on biased datasets risk generating discriminatory
outcomes.

5) Trade restrictions: Where AI technologies have potential military or national
security uses,” they may be subject to export controls and trade restrictions.
Developers and users must therefore comply with all applicable export regulations.

7 CONCLUSIONS AND SUGGESTIONS

The role of statutory law in regulating Al is fundamental in striking a delicate balance
between fostering innovation and ensuring responsibility. As Al continues to evolve at a
rapid pace, the establishment of robust legal frameworks becomes essential to address the
ethical, social, and economic implications that accompany its development. Moreover,
effective regulation must be dynamic and adaptive, reflecting the evolving nature of
technology while maintaining core principles of transparency, privacy, and security.

Notice and transparency obligations under the General Data Protection Regulation (GDPR)
for AI have garnered more attention, especially the so-called "right to explanation,” which
has ignited an upsurge of scholarly discourse. Though the GDPR explicitly establishes the
right to dispute, regulators have not yet offered substantial guidance on the nature of the
right or how it should be exercised.

The essence of democracy is under threat from the growing use of Al in decision-making.
It is crucial to use design approaches that incorporate judicial review concepts as a
fundamental component of AI-driven architecture in order to restore human confidence in
Al However, Al cannot wholly replace human bias and is therefore not always accurate;
instead, it may obscure bias behind layers of purportedly impartial mathematical authority.
Algorithmic outcomes can be biased even when programmers do not intend to
discriminate, and these problems manifest across diverse technologies. For example,

87  Frank A DeCosta III, ‘Intellectual Property Protection for Artificial Intelligence’ [2017] Westlaw
Journal Intellectual Property <https://www.finnegan.com/en/insights/articles/intellectual-property-
protection-for-artificial-intelligence. html> accessed 20 April 2025.
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actuarial algorithms used in criminal sentencing— despite their simplicity—have been
shown to perpetuate bias, discrimination, and inaccuracy.

AT decision-making further raises questions about "what it means to be human." By
excluding human judgment, empathy, and contextual reasoning, both public and private
institutions risk reducing individuals to numerical values. It is arguable that the dignity
of the human subject of the judgment is compromised when human decision-makers are
replaced by machines. Yet, it would be a mistake to assume that algorithms are inherently
more flawed than human decision makers; judges, too, may act with prejudice or
inaccuracy. The dignity of a human subject can also be harmed by discrimination by a
human decision-maker.

However, the transition from human to AI or hybrid human-AI decision-making systems
fundamentally changes the policy environment and its underlying values. For instance, Al
decision-making transfers some policy decisions early on to algorithm designers, rather
than allowing a human decision-maker to assess a specific individual's unique
circumstances ex post. In many cases, policy choices remain embedded in the "black box"
of the algorithm, potentially opaque even to its creators. Decision-making processes and
who decides what vary. The lack of transparency undermines accountability and the
outcomes of the decisions.

The transition from individual customisation to decisions based on categories may also
accompany a shift in AI decision-making. This gives rise to an issue known as the "long-tail
problem," when an Al incorrectly classifies "weird stuff that is hard to deal with" into
familiar categories. For instance, a self-driving car that has been taught to stay away from
deer, cats, and dogs might not be able to "see" kangaroos crossing the road. A fraud warning
algorithm used by the United States Department of Agriculture for the Supplemental
Nutrition Assistance Program was trained to detect fraudulent activity on whole-number
purchases; however, it failed to detect fraudulent activity at Somali-American grocers,
where clients would buy meat in whole dollars. In actuality, the "long tail" can contain items
that are not objectively considered "weird": Inappropriate consideration of illnesses like
cerebral palsy or diabetes, which are hardly anomalies, was made by the erroneous home
health care allocation algorithms.

A multidimensional and cooperative effort among several stakeholders—including
developers, regulators, legislators, and civil society organisations— is necessary for a
comprehensive strategy to govern Al that accounts for its ethical, social, and economic
consequences. Such a strategy should include the following components:

¢ Fairness, accountability, transparency, and responsibility should be given top
priority when developing and deploying AI systems. Their design and
implementation should respect human rights, embrace diversity, and promote the
welfare of society, as reccommended by programmers and regulators.
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e DPublic engagement is essential to ensure that the needs and issues of all
stakeholders are addressed. This may involve consultation with community
organisations, civil society organisations, and those who may be impacted by the
use of Al systems.

¢ Data governance should be regulated by specific regulations on collection and use,
supported by authorisation frameworks that safeguard privacy. Data protection and
privacy regulations must be followed by those who build and deploy Al systems.

e Human oversight is critical to guarantee that they are operated safely and
responsibly. This may entail deploying "human-in-the-loop" technologies, which
permit people and Al systems to collaborate on decision-making.

e Risk assessment and management should be integral when developing and
deploying AI systems. Developers and regulators must assess the ethical, societal,
and economic implications of AI systems and implement mitigation plans
accordingly.

¢ Interdisciplinary collaboration among experts from a range of fields, including
computer science, law, ethics, social sciences, and the humanities, ensures that
broader societal impacts of the employment of Al systems are considered.

o International coordination and cooperation are necessary to address the global
nature of AL In order to advance ethical and responsible AI, governments and civil
society organisations should work together to establish international standards and
recommendations that promote ethical and responsible Al

e Regulatory reform is required, such as amending existing Al regulations (e.g., EU
AT Act) to mandate AIAs for all high-risk public-sector AI and private systems in
healthcare, hiring, finance, and criminal justice.

By embracing this balanced approach, statutory law can play a crucial role in guiding Al
towards a future where technological advancement and societal well-being are not mutually
exclusive, but are instead harmoniously integrated. In doing so, we can harness the full
potential of AI to drive progress and innovation while upholding our collective
responsibility to ethical standards and human values. Ultimately, Al systems should be
developed and implemented in ways that benefit all members of society and promote
responsible, transparent, and ethical algorithms in line with principles of fairness, public
participation, data governance, risk assessment, and international collaboration.
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AHOTAL|IA YKPATHCbKOI MOBOHO
JlocnigHuubKa cratTa

PO/Tb 3AKOHOJJABCTBA B PETY/IIOBAHHI LUTYYHOT O IHTENEKTY:
BAJTAHC MIXX IHHOBALIIAMU TA BIAMOBIJANTBHICTIO

A6deccenam Canmi, bxynan bxammaxap's, Capmicmxa bxammaxap's ma Tapex A6o Enb Bagpa*

AHOTAIIA

Bcemyn. IlImyunuii inmenexm (IIII) cmeopioe cepiio3ni npobnemu 6 ynpasninui, Ockinvku 1020
weuoKa iHmezpayis 6 KPUMuUYHIi CeKmopu MNOCUMIOE PUBUKU OUCKPUMIHAUIT, NOPYUIEHHS
KoHgideHyitinocmi ma npozanun y niozsimuocmi. 3aKonH00ascmeo, sKe MPpaoUyitiHo Iexums 6
0CHOBI HAUIOHATLHUX NPABOBUX CUCHEM, BUABNIAEMbCA 0e0ani MeHW NPUOAmHUM O
PeYNI0BAHHS emuUUHUX, COuianbHux ma exoHomiunux Hacmioxie III. Hozo cmpyxmypua
HOPCMKICMb Y NOEOHAHHI 3 MPUBATUMU 3AKOHOOABUUMU HpOUecamu ma @pazmenmauicio
HOPUCOUKUIT POOUMD 11020 NO2AHO Ni20MOBTIEHUM 00 PeazyBaHHs HA WBUOKOIMIHHUTL Xapakmep
aneopumminHux mexonoziil. Ak HAcniOOK, 8UHUKAIOMb Pe2YAMOPHI npozanunu y chepax
3ACMOCY8AHHA 3 BUCOKUM DiBHeM PU3UKY, MAKUX AK NPOZHOCHMUMHA WOMiyis, Giomempuune
cnocmepexcens, meOuuHa 0idzHOCMUKA MA ABMOHOMHI 030DOEHHS, Oe NOMUAKY abo
YHepeoHeHHS MOXYmb npuseecmu 00 He360pomHoi wikoou. bBazamo uunnux npasosux Hopm
6ynu cmeopeni 6e3 ypaxysanHsa cKIAOHOCHI A Henpo3opoCHi CUCeM MAUUHHO20 HABYAHHS,
30kpema ix nomenuian QyHKuionysamu ecynepey mpaouuitiHum YAeneHHAM Npo JI00CoKUL
Hamip, eionosidanvHicmv ma nepedbauysamicmy. Ak HACMIOOK, iCHYye HAzanvHa nompeba 6
HAYK0B0MY O0CTIONEHHI KOHUENMYANbHUX MA NPAKMUYHUX PO3OiNCHOCMeT Mid iHHOBAUIAMU
ma pezyno6anHHAM y KOHmexcmi wmyuHozo inmenexmy. Taxox ue nepedbauae eue4eHHS
A0ANMUBHUX NPABOBUX MeH, 2iOpUOHUX Molesieli YNPAGNiHHA Ma iHMezpauio emuuHUX
NPUHUUNIB Y MEXHON02iUHe NPOEKMYBAHHA.

Memoou. Y cmammi 6UKOPUCIMOBYEMbCS NOPIBHANLHO-NPABOGULI AHANZ HOPMAMUBHO-
npasoeozo pezymoeanna y cepi uimyurozo inmenexmy 6 knwo4osux opucouxuyiax (€C, CIIA,
Kumaii, bpasunis, Benuxa bBpumanis) y noeOHauHi 3 OOKMPUHATLHUM OOCTIOHEHHAM
3aK0H00A84UX MeKCmieé ma cy0060i npakmuku. Memooonozis inmezpye cucrmemamuunuii 02nsz0
nepsunnux oxcepen (nanpuxnad, 3axon €C npo LI, npoexmu 3axony CILIA npo anzopummiuny
niozsimuicmo, mumuacosi 3axoou GenAl Kumarw), Axicny oyinky 6mopunnoi rimepamypu ma
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iHcmumyyiiiHux 36imie, euxopucmanna npunyuny «I[lumanna-Ilpasuno-3acmocysanus-
Bucros0x» 0115 ouiHKu eeKmMUSHOCMI Pezynio8anHs, 4 MaKoxm MiNI0OPUCOUKYitine J0CTIONEHHS
MeXaHi3mié npaso3actmocy8anHs ma cranoapmis 6i0n08ioanvHOCi.

Pesynomamu ma 6ucHo6KU. AHANI3 BUABNIAE KPUMUYHI 00MENEHHA CMAmMymHo20 npasa,
0pucouKyitini  posbisknocmi 6 Knacugixauii pusuxie (Hanpuxnad, nonepeoHs ouinka
8ionogionocmi 6 €C npomu cekmopanvHozo nocmpaxmymmnozo npagozacmocysanus é CIIA),
Ppazmenmayiro 8ionosidanvHocmi ma npozanunu y npasosacmocysanui. Haiteonosniuie, w0
cami no cobi cmamymui nioxo0u He MOXYmv 30a1AHCY8AMU NPOCYBAHHS iHHOBAUIT 3
eMUUHUMU 0OMEHEHHAMU: HAOMIDHE DezyNI08aHHS 2aibMy€e 00CTIOMEeHHS ma Po3pooKu, a
cnabke — cnpuse 3anodisHHIO WKOOU cycninocmey. Y docnionenni 3po6reHo 6UCHOB0K, U0
edekmueHe YNpaeniHHA 6uUMA2AE 000aMKOBUX eMUYHUX Mex, AKi 6npoeaoryomo
nposopicmov, ayoum ynepeoreHocmi ma m0OCOKULL HALNAO; MINHAPOOHY 2aPMOHI3aUit0
cmandapmie 8i0n08idanvHOCMI MA NPOMOKONIE PU3UKIE; A0ANMUBHI PeyNIAMOPHI yMOBU OIS
peanvHux eunpobysarv; ma cnienpauio 3 6a2amoma 3auikasneHUMu CropoHamu N5 Po3pooKu
KOHMEeKCMHO-3A7eHHUX NPOBAOHEHD.

Kntouoei cnosa: IIII, oOmexnenns cmamymuozo npasa, mexHonoziuni iHHO8auii, po3pobxa
NonIMuUKU, NPAB0oBi Meni.
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ARTIFICIAL INTELLIGENCE

IN CRIMINAL JUSTICE IN GERMANY
AND UKRAINE:

A COMPARATIVE LEGAL STUDY

Lidiia Moskvych*, Iryna Borodina and Olga Ovsiannikova

ABSTRACT

Background: Artificial intelligence (AI) is rapidly evolving
from peripheral administrative tools into applications that
directly influence the functioning of criminal justice systems.
In Europe, this integration proceeds under a cautious, law-
centred approach that seeks to balance innovation with the
preservation of judicial independence, fairness, and the rule
of law. This article offers a comparative legal analysis of Al
deployment in the criminal justice systems of Germany and
Ukraine, situating national developments within the broader
framework of the EU Artificial Intelligence Act (2024),
Council of Europe standards, and constitutional safeguards.
Germany’s structured, federally coordinated rollout contrasts
with  Ukraines targeted yet ethically constrained
implementation, reflecting divergent institutional capacities
and legal traditions.
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Methods: This study adopts a comparative legal approach that combines functionalist and
contextualist perspectives. The functionalist dimension examines how Germany and Ukraine
employ Al in criminal justice to address analogous issues—such as efficiency, transparency,
and rights protection—while the contextualist dimension situates these developments within
each country’s constitutional framework, institutional capacity, and socio-political
environment, notably the impact of wartime conditions in Ukraine. This combined perspective
ensures that similarities and divergences are assessed not in abstraction but against the broader
background of European and national legal cultures. The analysis draws on primary law,
regulatory instruments, official court and ministerial reports, and peer-reviewed scholarship.
Empirical examples include German pilot projects in predictive policing (PRECOBS, KLB-
operativ), investigative filtering tools, and administrative Al in courts, as well as Ukraine’s
probation risk-assessment algorithm Cassandra and Al-assisted systems for legal research and
translation. Experiences from the United States with algorithmic risk assessment are used as a
cautionary benchmark.

Results and Conclusions: The study finds that, while both jurisdictions restrict the use of Al
as a substitute for core judicial decision-making, Germany leverages its infrastructure,
coordinated administration, and legislative oversight to test and evaluate Al tools. By contrast,
Ukraine’s integration is more selective, subject to explicit ethical limitations, but hindered by
gaps in transparency and the constraints imposed by wartime conditions. The analysis
identifies common challenges—including algorithmic bias, explainability, evidentiary
admissibility, and the protection of fair trial guarantees—and formulates context-specific
recommendations. These include mandatory external audits, codified procedural rights to
challenge Al-generated data, clearer evidentiary protocols, and enhanced judicial awareness
of Al technologies. The study underscores that the sustainable integration of Al into criminal
justice must remain supportive, auditable, and under human control to comply with European
legal standards and safeguard fundamental rights.

1 INTRODUCTION

Across the world, emerging technologies are transforming judicial systems. Countries such
as China, Singapore, and the United States have launched pilot projects for “intelligent
courts” or algorithmic tools designed to optimise the handling of specific cases, reportedly
leading to greater efficiency. In China, for instance, Al-based systems are already assisting
in analysing evidence and even drafting decisions in minor civil disputes, substantially
reducing case-processing times."'

By contrast, European jurisdictions have pursued a more cautious approach, limiting
artificial intelligence to supportive functions such as electronic filing systems and digital

1 Changging Shi, Tania Sourdin and Bin Li, “The Smart Court — A New Pathway to Justice in China?’
(2021) 12(1) International Journal for Court Administration 4. doi:10.36745/ijca.367.
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databases, and firmly preserving human judgment in adjudication.? A notable expression of
this cautious philosophy is the adoption of the European Union’s Artificial Intelligence
Act (2024),> which embodies the regional consensus that technological innovation must be
reconciled with reliable oversight and the protection of fundamental rights.

Germany and Ukraine exemplify this model of cautious integration within Europe, albeit
under very different circumstances. Germany, a long-standing EU member with a federal
judicial system and stringent data protection rules, has implemented a systematic
“Justice 4.0” strategy. Ukraine, by contrast, as an EU candidate state with a judiciary in
transition, is modernising rapidly through the digitalisation of court services despite the
obstacles posed by the ongoing armed conflict. For more than a decade, Ukrainian courts
have used digital platforms to provide public access to judicial decisions and facilitate
remote hearings—measures that have improved transparency and reduced backlogs.
Nevertheless, Ukraine’s ability to introduce advanced AI technologies remains
constrained by limited resources and wartime priorities.

Taken together, these two countries illustrate a striking contrast: one relies on substantial
resources and a methodical, EU-based approach, while the other introduces innovations
under pressure, guided largely by European recommendations.

2 METHODOLOGY

This study employs a comparative legal methodology designed to illuminate both
convergences and divergences in the integration of artificial intelligence within the criminal
justice systems of Germany and Ukraine. The analysis rests on three interrelated pillars.

First, a functionalist inquiry identifies how AI technologies are deployed to address
analogous challenges—efficiency in case management, transparency in judicial reasoning,
and the safeguarding of fundamental rights. This dimension enables the systematic
comparison of institutional responses to shared problems without presuming that similar
technologies necessarily yield identical legal consequences.

Second, a contextualist approach situates these functional developments within each
jurisdiction’s constitutional architecture, institutional capacity, and socio-political
environment. Particular attention is given to the embeddedness of Al regulation within

2 Elif Kiesow Cortez and Nestor Maslej, ‘Adjudication of Artificial Intelligence and Automated
Decision-Making Cases in Europe and the USA’ (2023) 14(3) European Journal of Risk Regulation 457.
doi:10.1017/err.2023.61.

3 Regulation (EU) 2024/1689 of the European Parliament and of the Council ‘Laying Down
Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act)’ (13 June 2024)
<https://eur-lex.europa.eu/eli/reg/2024/1689/0j> accessed 10 August 2025.
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European legal culture in Germany, and to the constraints and innovations shaped by
wartime conditions in Ukraine. By embedding national practices within their broader
normative and political contexts, the analysis avoids decontextualised parallels and instead
highlights the distinctive logics guiding adoption.

Third, a multi-source research design provides a robust evidentiary base for the comparative
exercise. The study draws on primary legislation, constitutional and international
instruments, ministerial and judicial policy documents, and case law, complemented by
secondary materials such as peer-reviewed scholarship and professional reports. Empirical
illustrations are incorporated through pilot projects and operational tools, including
German initiatives in predictive policing (PRECOBS, KLB-operativ), investigative data-
filtering algorithms, and administrative Al systems in courts; and Ukraine’s Cassandra risk-
assessment program and Al-supported legal research and translation services. Comparative
references to the United States’ experience with algorithmic risk assessment further serve as
a cautionary benchmark.

Analytically, the study combines doctrinal legal reasoning with normative evaluation.
Doctrinally, it maps the extent to which AI applications comply with constitutional
safeguards, data protection requirements, and procedural rights. Normatively, it
interrogates whether these safeguards are adequate to sustain fairness, accountability, and
human oversight in criminal justice. This dual perspective allows the inquiry to transcend
mere description and to formulate context-sensitive recommendations.

In sum, the methodology integrates functionalist comparison, contextualist interpretation,
and multi-source triangulation to provide a comprehensive and rigorous assessment of how
two distinct legal systems navigate the opportunities and risks of Al in criminal justice.

3 LEGAL AND POLITICAL FOUNDATIONS IN EUROPE

Before examining national developments, it is necessary to outline the general European
legal and ethical framework governing the use of Al in the administration of justice. Both
Germany and Ukraine operate within this framework, which establishes fundamental
restrictions and requirements for any application of AI in criminal proceedings.

At its core lies the EU Artificial Intelligence Act (2024),* which establishes a comprehensive
risk-based regulatory framework. Crucially, it classifies AI systems deployed by law
enforcement or judicial authorities as “high-risk,” thereby imposing stringent obligations.
Providers and users of such systems must implement documented risk-management
processes, ensure the high quality of training data, guarantee human oversight at critical
decision points, maintain detailed operational logs, and provide transparency to affected
individuals. Certain Al practices are categorically prohibited as posing an “unacceptable

4 ibid.
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risk”—for example, social scoring and real-time biometric identification in public spaces—
because they are incompatible with fundamental rights. The designation of judicial and law-
enforcement Al as “high-risk” means that tools such as predictive policing software or
decision-support systems must undergo prior conformity assessments and continuous
monitoring to ensure compliance. The EU Artificial Intelligence Act entered into force on
1 August 2024 and will become fully applicable on 2 August 2026. Germany, as an EU
member, will apply its provisions directly, while Ukraine, as a candidate state, is preparing
its legislation to align with them.

The Council of Europe has likewise issued influential ethical recommendations on the use
of Al in judicial systems, which are recognised by both Germany and Ukraine. The
European Ethical Charter on the Use of Al in Judicial Systems® (adopted by CEPE] in 2018)
identifies five guiding principles: (1) respect for fundamental rights; (2) non-discrimination;
(3) quality and security; (4) transparency and impartiality; and (5) user control. In essence,
these principles require that any application of Al respect the rights guaranteed by the
European Convention on Human Rights, avoid perpetuating bias or injustice, function
reliably and securely, remain open to scrutiny—both in terms of its operation and in
ensuring that judicial impartiality is not undermined—and remain subject to the final
authority of human judicial actors.

In 2024, the Council of Europe also opened for signature the world’s first binding
international treaty on Al: the Framework Convention on Al and Human Rights.® This
instrument obliges signatory states to adopt safeguards proportionate to the risks posed by
AT systems, ensure effective remedies for individuals affected by Al-based decisions, and
preserve judicial independence and the rule of law in the era of automation. Although
neither Germany nor Ukraine has yet ratified this newly established convention, its
principles reinforce those of the Ethical Charter. Taken together, the EU and Council of
Europe instruments establish a common foundation: AI may be used to enhance efficiency
and access to justice, but it must not compromise fundamental rights, equality, or the
human-centred character of the judiciary.

Beyond the European legal framework, global ethical and policy debates provide additional
critical perspectives. UNESCO’s Recommendation on the Ethics of Artificial Intelligence
(2021)” and its ongoing Judicial AI Ethics Guidelines Project (2025)® underline concerns

5 CEPEJ, European Ethical Charter on the Use of Artificial Intelligence in Judicial Systems and their
Environment (Council of Europe 2018) <https://rm.coe.int/ethical-charter-en-for-publication-4-
december-2018/16808f699c> accessed 10 August 2025.

6 Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy
and the Rule of Law (5 September 2024) CETS 225 <https://rm.coe.int/1680afae3c> accessed
10 August 2025.

7 UNESCO, Recommendation on the Ethics of Artificial Intelligence: Adopted on 23 November 2021
(SHS/BIO/P1/2021/1, UNESCO 2022) <https://unesdoc.unesco.org/ark:/48223/pf0000381137>
accessed 10 August 2025.

8 UNESCO, Draft Guidelines for the Use of AI Systems in Courts and Tribunals (CI/DIT/2025/GL/01,
UNESCO 2025) <https://unesdoc.unesco.org/ark:/48223/pf0000393682> accessed 10 August 2025.
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about fairness, transparency, and human oversight. Interdisciplinary scholarship on Al
ethics and digital governance’ similarly emphasises accountability gaps, opacity, and the
societal risks of overreliance on algorithms. Integrating these perspectives situates the
experiences of Germany and Ukraine within a broader global conversation on responsible
Al highlighting that the challenges at stake are not only legal but also ethical and societal.
Complementing these debates, the OECD/G20 Al Principles (2019)" further underline
global consensus on human-centred values, transparency, robustness, and accountability.

These principles—endorsed by leading economies—situate the European and national
experiences of Germany and Ukraine within a truly international governance landscape.

4 GERMANY: USE CASES, REGULATION, AND DEVELOPMENT PATHWAYS

Germany has adopted a proactive yet cautious stance towards the integration of Al into its
judicial system, characterised by close coordination between federal and state authorities
(Bund und Linder). In June 2025, for example, the justice ministers of the federal
government and all 16 Lander issued a Joint Declaration on the Use of Al in the Judiciary,
setting the tone for future adoption." The declaration commits the German judiciary to
employing Al in a manner that is “responsible, comprehensible, and reliable,” highlighting
its potential to enhance efficiency in routine tasks and in handling cases with substantial
information volumes, while making it unequivocally clear that Al is not to replace judges
or judicial discretion. In other words, every algorithm is to remain a tool for human
decision-makers rather than a decision-maker in itself. The joint strategy also emphasises
the importance of transparency and accountability for any AI deployed within the courts.

This high-level policy is reinforced by concrete national initiatives. The federal Digital
Summit Communiqué introduced the modernisation program Justice 4.0, which
envisions the development of a nationwide platform for court translations (to support
multilingual proceedings), the exploration of a large language model (LLM) owned by the
judiciary for legal research, and the creation of a unified IT architecture for the justice
system. A tangible outcome is the establishment of a secure nationwide judicial cloud,

9 Luciano Floridi and Josh Cowls, ‘A Unified Framework of Five Principles for Al in Society’ (2019) 1(1)
Harvard Data Science Review 1. doi:10.1162/99608f92.8cd550d1; Brent Mittelstadt, ‘Principles Alone
Cannot Guarantee Ethical A’ (2019) 1 Nature Machine Intelligence 501. doi:10.1038/s42256-019-
0114-4.

10 G20, ‘G20 Ministerial Statement on Trade and Digital Economy; Annex: G20 Al Principles’ (9 June
2019) <https://oecd.ai/en/wonk/documents/g20-ai-principles> accessed 10 August 2025; OECD,
Recommendation of the Council on Artificial Intelligence (OECD/LEGAL/0449, OECD Legal
Instruments ~ 2025)  <https://legalinstruments.oecd.org/en/instruments/ OECD-LEGAL-0449>
accessed 10 August 2025.

11 Justizminister von Bund und Lindern, ‘Gemeinsame Erklirung zum Einsatz von KI in der Justiz’
(June 2025) <https://justiz.de/laender-bund-europa/bund_laender/Gemeinsame-Erklaerung-zum-
Einsatz-KI/index.php;jsessionid=21C24681D0563738863495FD5BA330C2> accessed 10 August 2025.
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approved at the end of 2024, designed to host judicial IT services (including future AI
tools) within a standardised and secure environment. The judicial cloud is intended to
ensure that all Al systems used in German courts remain under national jurisdiction and
comply with rigorous data-security protocols."

Within the field of criminal justice, several Al-based tools have been piloted or deployed,
though predominantly under the auspices of police forces and judicial administrations
rather than by judges in courtrooms. These applications remain limited in scope and are
subject to careful evaluation.

First, Germany was among the earliest European jurisdictions to experiment with predictive
policing software. Several Lander have piloted systems that analyse crime data to forecast
where offences are likely to occur. Bavaria, for example, has employed the PRECOBS (Pre-
Crime Observation System) tool to anticipate burglaries; the police in Hesse have used a
system known as KLB-operativ; and Berlin briefly tested an instrument called KrimPro."”
These programs process historical crime reports and other datasets to detect patterns (such
as locations repeatedly targeted by theft) and generate “risk maps” or alerts for law
enforcement agencies. In practice, their use has been uneven and their outcomes
inconclusive. Baden-Wiirttemberg, for instance, discontinued the testing of PRECOBS,
judging its predictive value insufficient to justify the costs and data demands, whereas
Bavaria continues to employ it in a limited capacity to optimise patrol distribution for
burglary prevention. Preliminary assessments indicate that, although these tools may
correlate with modest reductions in property crime in targeted areas, their impact on overall
crime rates has been marginal, while concerns persist regarding data quality and “blind
spots”** It is noteworthy that such predictive systems are used at the investigative stage, prior
to court proceedings, but may nonetheless indirectly affect the course of criminal justice by
shaping police focus, arrests, and subsequent prosecutions."

Second, German law enforcement authorities are increasingly deploying Al-based tools to
filter and analyse vast datasets in criminal investigations. The growing prevalence of digital
evidence—from mobile phone data and surveillance camera footage to online
communications—has rendered manual review impracticable. AI algorithms are thus used
to flag relevant images or messages (for example, in child abuse cases) and to monitor open-

12 Nicola Hauptmann, ‘Aufbau der bundesweiten Justiz-Cloud beschlossen’ (eGovernment: Verwaltung
Digital, 9 December 2024) <https://www.egovernment.de/aufbau-der-bundesweiten-justizcloud-
beschlossen-a-782965/> accessed 10 August 2025.

13 ‘PRECOBS - Predictive Policing in German Administrations’ (IPS-X, 2018) <https://ipsoeu.github.io/
ips-explorer/case/10433.html> accessed 10 August 2025.

14 Libuse Hannah Veptek and others, ‘Legitimising Predictive Policing in Germany’ (2020) 2(3)
Kriminologie 1. doi:10.18716/0js/krimoj/2020.3.3.

15 Amelie Spell, “The Use of Predictive Policing in German Law Enforcement: A Discourse Analysis’
(Bachelor’s thesis, University of Twente 2023) <https://purl.utwente.nl/essays/96893> accessed
10 August 2025.
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source information (OSINT) from social networks during investigations. While these tools
hold promise for the efficient processing of “big data,” German scholars and practitioners
have highlighted significant evidentiary implications. Key concerns include explainability
(investigators must understand why the Al flagged particular elements), the integrity of the
chain of custody (ensuring that Al processing does not distort or invalidate evidence), and
the risk of confirmation bias (where investigators may give disproportionate weight to AI-
identified items). In light of these concerns, internal guidelines often require human analysts
to review Al outputs, and any new forensic algorithm must undergo legal vetting for
compliance with evidentiary rules.'s

Third, within the judiciary, Al adoption has so far been concentrated in civil proceedings,
notably in the automated processing of mass debt-collection cases. In criminal justice, the
use of AI by judges or prosecutors remains largely experimental. Nonetheless, the Federal
Ministry of Justice’s Digitalisation Fund is investing in Al initiatives (KI-Vorhaben) that
could eventually be extended to criminal proceedings. Current projects include tools for
automating the anonymisation of court decisions—a prerequisite for publication—and
real-time translation of court hearings. Such instruments could ultimately prove valuable
in criminal courts, particularly in cases with international dimensions or sensitive
personal data. Additionally, prosecutors are piloting text-analysis algorithms designed to
sort and summarise voluminous case materials, such as those arising in complex financial
crime investigations.

It is important to stress that no German court or correctional authority employs algorithmic
risk-assessment tools in sentencing, bail determinations, or parole decisions—a deliberate
departure from U.S. practice.” The judiciary has categorically rejected the use of “risk
scores” in adjudication, reflecting a legal culture that demands individualised, reasoned
judgments by judges and remains sceptical of opaque indicators that could lead to
deprivations of liberty.'® As one observer has noted, criminal justice in Germany remains
“judge-centred”: while administrative tasks may be optimised through technology, the act
of judicial decision-making itself remains insulated from automation."

«c »

16  Johanna Sprenger and Dominik Brodowski, ““Predictive Policing”, “Predictive justice”, and the Use
of Al in the Administration of Justice in Germany’ [2023] e-Revue Internationale de Droit Pénal 117.
doi:10.22028/D291-39980.

17 Case No 2015AP157-CR State of Wisconsin v Eric L Loomis (Wisconsin Supreme Court, 13 July 2016)
<https://www.wicourts.gov/sc/opinion/DisplayDocument.pdf?content=pdf&seqNo=171690> accessed
10 August 2025.

18  Ministerium der Justiz des Landes Nordrhein-Westfalen and Landtag Nordrhein-Westfalen,
Kooperationsvereinbarung und Werkvertrag fiir das Vorhaben Generatives Sprachmodell der Justiz
(GSJ) im Rahmen der Digitalisierungsinitiative fiir die Justiz (Drucksache 18/2717, 20 June 2024)
<https://www.landtag.nrw.de/portal/ WWW/dokumentenarchiv/Dokument/MMV18-2717.pdf>
accessed 10 August 2025.

19 ‘Justiz: KI soll Richter nicht ersetzen’ (Move-online, June 2023). <https://www.move-online.de/>
accessed 10 August 2025.
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Any use of Al within the German justice system is also subject to stringent legal
constraints. The German Basic Law (Grundgesetz) enshrines human dignity and the rule
of law, which, according to judicial interpretation, prohibit fully automated decision-
making in areas that significantly affect individual rights. Combined with Germany’s
obligations under the European Convention on Human Rights—such as the right to a fair
trial and equality before the law—this constitutional backdrop ensures that human judges
must remain responsible for sentencing and adjudication. In addition, German data
protection law imposes further restrictions: Article 22 of the EU General Data Protection
Regulation (GDPR),” implemented domestically through the Federal Data Protection
Act (BDSG),” prohibits decisions that produce legal effects for individuals from being
based solely on automated processing, except in narrowly defined circumstances. This
means that if an Al system is used to assist decision-making in a criminal case, a human
official must carefully review and approve the outcome rather than merely rubber-stamp
the algorithm’s result. The use of profiling or predictive analytics is further subject to the
GDPR’s principles of necessity and proportionality.

Beyond these binding legal requirements, Germany has also issued political
recommendations on the deployment of AI. The 2025 Joint Declaration of the Federal
Government and the Linder sets out clear red lines: AI tools may be used to enhance
efficiency in routine processes, but “in all cases the independence of the judge and his or her
decision-making authority must remain inviolable,” and all AT outputs must be explainable
and verifiable.” The declaration and related policy documents also foresee accountability
mechanisms, including documentation and audit trails for each AI system used. Meanwhile,
ethics councils and professional associations (including judicial associations) are drafting
guidelines for AL These include recommendations that every algorithmic tool should be
tested for bias prior to use, that judges should be trained in the limitations of AI, and that
defendants or counsel should be informed if AT has been used to analyse evidence in their
cases. Although these guidelines are not yet legally binding, they reflect Germany’s strong
inclination toward caution in the use of AI in criminal justice—an effort to gradually
increase efficiency while rigorously safeguarding constitutional rights.

20 Regulation (EU) 2016/679 of the European Parliament and of the Council ‘On the Protection of
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such
Data, and Repealing Directive 95/46/EC (General Data Protection Regulation)’ (27 April 2016) [2016]
OJ L 119/1 <http://data.europa.eu/eli/reg/2016/679/0j> accessed 10 August 2025.

21 Federal Data Protection Act (BDSG) (30 June 2017) <https://www.gesetze-im-internet.de/
englisch_bdsg/> accessed 10 August 2025.

22 Justizminister von Bund und Lindern, ‘Gemeinsame Erklidrung (n 11).
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5 UKRAINE: USE CASES, REGULATION, AND DEVELOPMENT PATHWAYS

Ukraine’s judicial and legal system has demonstrated openness to technological innovation
while deliberately establishing ethical boundaries from the outset. In September 2024, the
Judicial Council of Ukraine amended the national Code of Judicial Ethics by introducing a
new Article 16 addressing the use of AL* This provision permits judges to employ Al tools
in their work only under strict conditions: the use of AI must neither compromise judicial
independence or impartiality, nor affect the evaluation of evidence or the substance of
judicial decisions, nor breach existing laws.

In effect, Ukraine has codified the principle of the “exclusively supportive use” of Al in
adjudication. Judges may, for instance, utilise an AI-powered translation service or a tool
for legal research, but they are expressly prohibited from delegating to AI the assessment
of evidence or the determination of guilt or innocence. This position has been
underscored in public statements by the judiciary, which has repeatedly affirmed that
technology will not replace human reasoning. Commentators note that this approach is
consistent with European ethical standards and helps reinforce public trust during a
period of rapid transformation.*

Ukrainian legal scholars and reformers are actively debating the future integration of Al
into the judicial system. Many argue that rules and legislation must be formalised now—
before the widespread adoption of AI—in order to prevent ethical violations. For example,
Zhukevych, Moskvych, Manhora et al. emphasise the growing importance of establishing a
comprehensive legal framework for the use of AI in judicial proceedings and law
enforcement, underscoring that the introduction of such technologies must be
accompanied by clear legal safeguards.”” Others highlight the potential benefits of AL
A striking example is the empirical study by Izarova and colleagues, which explored the
application of Al-driven precedent analysis to the Unified State Register of Court
Decisions.?® This national archive, containing more than 100 million judicial decisions, has

23 Decision of the Congress of Judges of Ukraine 'On Approval of the Code of Judicial Ethics' of 22
February 2013 (amended 18 September 2024) <https://zakon.rada.gov.ua/rada/show/n0001415-
13#Text> accessed 10 August 2025.

24  Ian Bernaziuk, ‘Artificial Intelligence and the Judicial System of Ukraine: Results of Cooperation in
the Past Year: Presentation’ (JAR-Association Conference “Judicial Systems in Transition: Reforms,
Innovations and Justice”, JAR-Association, OMI]J, Faculty of Law University of Limoges, 11 June
2025) <https://court.gov.ua/storage/portal/supreme/prezentacii_2025/AI_Ukraine_bernaziuk.pdf>
accessed 10 August 2025; Yuliia Moskvytyn and Agne Limante, ‘Integrating Artificial Intelligence in
Ukraine’s Courts: State of Play and Future Prospect’ (Verfassungsblog, 12 December 2024)
<https://verfassungsblog.de/ai-ukraine-judiciary/> accessed 10 August 2025.

25  Thor Zhukevych and others, ‘Analysis of Issues Related to the Legalization of Artificial Intelligence,
Its Use in Legal Proceedings, Legal Consultation and Law Enforcement’ (2024) 27 Legal Scientific
Journal 17.

26  Iryna Izarova and others, ‘Advancing Sustainable Justice Through AI-Based Case Law Analysis:
Ukrainian Experience’ (2024) 7(1) Access to Justice in Eastern Europe 127. doi:10.33327/AJEE-18-7.1-
a000123.
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proven to be an unparalleled resource for identifying systemic deficiencies, developing
predictive models for case outcomes, and providing an objective empirical foundation for
judicial reform. These discussions frequently point out that Ukraine’s aspiration to join the
European Union provides a strong incentive to align national legislation with EU trends in
Al governance, while simultaneously adapting legal solutions to the post-Soviet legal culture
and the current realities of the country.

Despite difficult circumstances, Ukraine has already introduced several noteworthy
applications of Al in criminal justice. One of the earliest was the 2020 launch of Cassandra,
an algorithm developed by the State Probation Service under the Ministry of Justice” to
predict the risk of recidivism among convicted offenders eligible for probation or early
release. Probation officers input data from structured questionnaires covering the offender’s
biography, the nature of the offence, and behavioural characteristics, after which the system
generates a risk assessment intended to guide decisions on the level of supervision or
recommendations to courts regarding release. Officials describe the system as a hybrid
decision-support tool that combines human judgment with algorithmic suggestions.”

However, limited public information is available regarding Cassandra’s internal operation
or accuracy. Neither the full list of input variables nor evaluations of its prediction accuracy
have been published. This lack of transparency has prompted criticism from civil society
and academia, who express concern about possible biases or errors in the algorithm that
could influence judicial decision-making. Questions remain unanswered: Does Cassandra
disproportionately classify certain groups as high-risk? How does it account for socio-
economic factors? The absence of transparency reinforces calls for greater openness
concerning the tool’s design and operation.”

The judiciary has likewise embraced AI to enhance its capacity for legal research and to
overcome linguistic barriers. In 2025, the Supreme Court of Ukraine modernised its Unified
Legal Positions database by incorporating an Al-based search engine and even experimental
generative Al functions designed to assist judges and clerks in rapidly locating relevant
precedents and summaries of legal principles. The system employs natural language
processing, allowing users to submit queries in plain Ukrainian (or potentially in English)
and receive concise answers or lists of relevant cases—resembling, in some respects, an
advanced legal chatbot. In addition, the Supreme Court has developed an AlI-powered
translation service for judicial documents and decisions, including a module trained on
previous translations of European Court of Human Rights judgments to ensure accuracy in

27 Fair Trials, Automating Injustice: The Use of Artificial Intelligence ¢ Automated Decision-Making
Systems in Criminal Justice in Europe (Fair Trials 2021) <https://www.fairtrials.org/articles/
publications/automating-injustice/> accessed 10 August 2025.

28  Johanna Jacobson, ‘Algorithmic Risk Assessment Tools in Criminal Proceedings: An Analysis in Light
of Articles 6 and 14 of the European Convention on Human Rights’ (Master’s thesis, Uppsala
University 2022).

29  Moskvytyn and Limante (n 24).
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Ukrainian legal terminology. These innovations are clearly designed to improve
productivity: they save time in legal research and ensure that parties receive information in
their own language, but they play no role in judicial decision-making itself. Their rollout
was accompanied by training sessions for judges, and early reports reflect cautious
enthusiasm: judges value the assistance in navigating vast jurisprudential archives, yet
remain acutely aware that the responsibility for legal reasoning rests exclusively with them.”

In contrast to Germany, Ukraine has not yet introduced predictive policing or other AI-
driven investigative methods on a significant scale. This is partly due to limited resources
and institutional capacity, partly due to the ongoing war, which has shifted national
priorities. Nonetheless, Ukrainian law enforcement has been exploring the potential of Al
in specific areas. Pilot projects have investigated the use of machine learning to match
ballistic evidence or to detect suspicious financial transactions linked to corruption.
Academic discussions have also considered the possible use of facial recognition or video
analytics for suspect identification and public security monitoring. Yet, as of 2025, such
ideas remain at the stage of pilot projects or proposals—publicly available information
indicates that the Ukrainian police do not operate any predictive Al systems. In fact, the
wartime environment, mass displacement of the population, and exceptional circumstances
have significantly hindered the adoption of new technologies in policing. Apart from
Cassandra and the aforementioned judicial tools, Al in Ukrainian criminal justice thus
remains at an early stage of development. This situation creates a certain ambiguity: on the
one hand, Ukraine can observe and learn from the experiences (and mistakes) of other
countries before implementing AI domestically; on the other, the risk remains that
Ukrainian authorities may import solutions developed abroad—whether by private
suppliers or international partners—that fail to reflect domestic legal specificities if internal
regulatory frameworks do not keep pace.”

Overall, Ukraine’s legal framework for Al in criminal proceedings continues to evolve,
combining general legislation, ethical codes, and the influence of European standards that
are currently shaping practice. In the absence of a specific Ukrainian statute regulating Al,
oversight is grounded in existing legal principles. The Constitution of Ukraine guarantees
the right to a fair trial and respect for human dignity—providing a fundamental safeguard
against any uncontrolled automated decision-making that might compromise these rights.
The national Data Protection Act, which largely mirrors the principles of the European
GDPR, likewise discourages fully automated profiling in criminal matters without consent
or explicit legal authorisation. Moreover, as a member of the Council of Europe, Ukraine is
politically and legally bound to observe instruments such as the CEPE] Ethical Charter (not
legally binding but normatively persuasive) and the jurisprudence of the European Court of
Human Rights. For example, if an AI tool were to be deployed in a way that undermined the

30 Bernaziuk (n 24).
31 Oleksandr Halahan and others, ‘Digitalization of the Criminal Process: Is for the Better?’ (2023) 38
IDP Revista de Internet, Derecho y Politica 1. doi:10.7238/idp.v0i38.408495.
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fairness of a trial, such use could amount to a violation of Article 6 of the European
Convention on Human Rights.”

The Code of Judicial Ethics (Article 16) effectively establishes a strict limitation: judges may
not delegate their decision-making authority to Al, particularly with regard to the
evaluation of evidence or the rendering of judgments. This rule functions as a safeguard in
the adjudicatory phase of proceedings. By contrast, the use of Al at earlier stages—such as
by the police or within correctional institutions—is being closely monitored. Observers
emphasise that, absent reliable safeguards, Al should remain a purely supportive instrument
in criminal proceedings.”

The Cassandra example encapsulates many of these concerns. Issues of bias (does the
algorithm overestimate risks for certain minorities?), transparency (can defendants
challenge the manner in which their risk is calculated?), and contestability (what remedies
are available to individuals who believe a decision influenced by Al was unjust?) are
central to the Ukrainian debate and echo broader European discussions about
algorithmic justice. In response, there have been growing calls for Parliament to adopt
legislation specifically addressing Al in the judiciary.”® Such a framework could, for
instance, clarify the evidentiary status of Al-generated materials (for example, whether
they constitute expert evidence or merely recommendations), establish transparency
obligations (including disclosure to defendants), and establish oversight mechanisms
such as certification or judicial council approval.

As of 2025, Ukraine stands at a crossroads. While it broadly endorses European principles
and has introduced ethical restrictions, concrete legislative measures and systematic
oversight mechanisms have yet to catch up with the few Al tools already in use.

6 SAFEGUARDING RIGHTS, EVIDENCE, AND FAIR TRIAL STANDARDS

Having outlined the introduction and governance of AI in Germany and Ukraine, the
discussion now turns to several cross-cutting issues that are fundamental to ensuring that
the deployment of Al in criminal justice does not undermine fundamental rights or the
integrity of legal processes. These include algorithmic bias and explainability, the

32 Tetyana Antsupova and Sergii Koziakov, ‘News Digest No 2 on Ukraine Judiciary: (research project
The Dynamicsof the Judiciary in Ukraine in the Context of the Rule of Law and the EU Accession
Aspirations, September 15 — October 15, 2024) (Bingham Centre for the Rule of Law, 19 August 2025)
<https://binghamcentre.biicl.org/newsitems/185/news-digest-no-12-on-ukraine-judiciary> accessed
21 August 2025.

33 Oksana Kaplina and others, ‘Application of Artificial Intelligence Systems in Criminal Procedure: Key
Areas, Basic Legal Principles and Problems of Correlation with Fundamental Human Rights’ (2023)
6(3) Access to Justice in Eastern Europe 147. doi:10.33327/AJEE-18-6.3-a000314

34  Zhukevych and others (n 25).
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implications of predictive policing for the presumption of innocence and proportionality,
and the challenges posed by evidence generated or processed by Al

The risk of algorithmic bias constitutes a central concern in the use of AI within criminal
justice. Both Germany and Ukraine remain mindful of cautionary examples from other
jurisdictions, particularly the United States, where investigations into the COMPAS risk-
assessment tool revealed that Black defendants were disproportionately classified as high-
risk compared to white defendants. Such findings underscore the danger that AI systems
may unintentionally entrench or even exacerbate historical biases embedded in data. If left
unaddressed, this risk could undermine the principle of equality before the law.”

Accordingly, in Europe, explainability and contestability are regarded as non-negotiable
safeguards. The EU Artificial Intelligence Act effectively requires that high-risk Al
systems—such as those deployed in the justice sector—be designed with explainability in
mind, meaning their outputs must be interpretable and understandable to humans and
subject to continuous human oversight.*® Similarly, the Council of Europe standards
demand transparency concerning the functioning of AI instruments.”

From a practical perspective, explainability is essential to ensure that judges, lawyers, and
defendants can understand the recommendations produced by Al For instance, if Ukraine’s
Cassandra tool classifies a probationer as “high risk,” the probation officer and the court
must be able to determine whether this assessment was driven by the individual’s prior
convictions, employment status, or some other factor—and this must be communicated in
accessible language rather than as a mere numerical score. Contestability goes hand in hand
with explainability: the affected person (or their counsel) must have the opportunity to
challenge the algorithm’s suggestion. At present, however, neither Germany nor Ukraine has
clear procedural rules for contesting AI-generated information in court.”® One can imagine,
for example, a defence lawyer filing a motion to disclose the parameters of the algorithm or
requesting an expert to scrutinise its methodology. In practice, a robust system might in the
future require that any use of Al in criminal proceedings be disclosed to all parties, with
input and output records preserved for potential review. Such measures would safeguard
the right to a fair trial in the age of AlL: ensuring that no decision rests on blind reliance on
a machine, and that every statement influencing a case can be examined and contested.”

Predictive policing tools, such as those currently tested in Germany, raise unique legal and
ethical challenges. One concern relates to proportionality: the deployment of resource-

35  Julia Angwin and others, ‘Machine Bias’ (ProPublica, 23 May 2016) <https://www.propublica.org/
article/machine-bias-risk-assessments-in-criminal-sentencing> accessed 10 August 2025.

36 Regulation (EU) 2024/1689 (n 3).

37  Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy
and the Rule of Law (n 6).

38 Fair Trials (n 27).

39 Jacobson (n 28).
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intensive, privacy-invasive surveillance measures on the basis of algorithmic forecasts must
demonstrably yield tangible security benefits to justify their impact on citizens’ privacy and
freedom of movement.* German experiments with predictive policing to date have shown,
at best, modest benefits—such as slight reductions in theft in certain areas—casting doubt
on the compatibility of such systems with the constitutional requirements of necessity and
proportionality. A further issue concerns the presumption of innocence and the closely
related principle that law enforcement authorities must not pursue individuals without
concrete suspicion. Is it sufficient, for instance, for an algorithm to identify a “high-risk area”
or a “high-risk person” on the basis of data correlations to initiate a police investigation?
German legal doctrine tends towards a negative answer: algorithmic risk profiles alone
cannot substitute for individualised suspicion.* As a result, tools such as PRECOBS have
been deliberately confined to supplementing, rather than replacing, traditional investigative
methods, and police are generally instructed not to arrest or prosecute individuals solely
because an algorithm flagged them.*

To safeguard rights in this context, experts recommend multi-layered oversight. In
Germany, any sustained use of predictive policing algorithms must be accompanied by
regular independent evaluations of their effectiveness and bias. A Data Protection Impact
Assessment (DPIA) is, or soon will be, mandatory under the Artificial Intelligence Act and
the GDPR whenever such tools are used extensively to process personal data, thereby
ensuring thorough scrutiny of their privacy implications. Furthermore, proposals have been
made to involve local legislatures or city councils in authorising and reviewing predictive
policing pilot projects, in order to provide democratic oversight. Ukraine, by contrast, has
not yet introduced predictive policing, giving it the advantage of learning before taking that
step. Should Ukrainian authorities consider deploying such instruments (perhaps to relieve
overburdened police forces), they could develop a legal framework in advance—for
example, requiring judicial authorisation for certain types of Al-based surveillance, or
imposing a moratorium on predictive systems until thorough public consultations and pilot
studies have been completed.

In both countries, it is essential that crime prediction algorithms, if used, do not become
covert tools of profiling or arbitrary enforcement. Predictive alerts should ideally be treated
as leads requiring traditional verification, with human judgment firmly at the forefront of
law enforcement—consistent with both Germanys and Ukraine’s emphasis on human
oversight in criminal justice.

With the growing prevalence of Al tools, courts will increasingly encounter evidence
generated, influenced, or processed by algorithms. This may include, for example, Al-based
translations of foreign-language materials, transcripts of audio recordings produced by

40  Vepiek and others (n 14).
41 Spell (n 15).
42 PRECOBS (n 13).
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speech-recognition software, or Al-enhanced images—such as sharpened surveillance
footage. In the near future, such issues may extend even further, encompassing the need to
detect “deepfake” audio or video fabrications. German and Ukrainian courts alike will need
to adapt evidentiary rules to meet these scenarios.

A pressing concern is authentication: how can a court be confident that a digital exhibit is
genuine and has not been altered by AI? And if it has been altered—even for ostensibly
legitimate purposes such as enhancing clarity—how should this affect its admissibility or
evidentiary weight? At present, Germany has no official protocol governing AI-modified
evidence, though these questions are increasingly acknowledged. Scholars caution that
judges must remain vigilant regarding the provenance of digital materials and may require
expert assistance in verifying authenticity. For instance, if prosecutors present a video that
has been enhanced or edited by software, the defence should be entitled to review the
original and to question an expert about the reliability of the software used.

Another issue concerns the interpretation of Al-generated results submitted as evidence.
Suppose an algorithm scans a hard drive and flags 1,000 out of 50,000 images as likely illegal.
Should these flagged files automatically be accepted as proof of an offence? Certainly not:
human investigators must review each image individually, and in court the mere fact that
the algorithm pre-selected them may be irrelevant—or even prejudicial—if not handled
with caution. In Ukraine, where digital forensics is still in its infancy, reliance on Al tools
supplied by external partners (for example, Interpol or Europol instruments in combating
cybercrime) means that Ukrainian courts sometimes receive analytical reports not
produced domestically. Judges, therefore, require guidance from the Ministry of Internal
Affairs on how to handle such evidence.

Both countries would benefit from publishing practical guidelines or handbooks for judges
on Al-related evidence. Such guidance might include: obligations to disclose any use of Al
in evidence processing; guarantees that the defence has an opportunity to examine the
algorithm or its outputs; and instructions that any uncertainty arising from AI processing
should be resolved in favour of the defendant, consistent with the principle of in dubio pro
reo. As a proactive measure, the Federal Ministry of Justice in Germany could convene a
working group to examine these questions and propose necessary amendments to
evidentiary rules. Ukraine, which often looks to Germany and other European states for
models of best practice, could adopt similar measures.

In all cases, safeguarding the integrity of fact-finding remains paramount: Al must not
become a “black box” through which evidence is introduced into court without being
subjected to the same adversarial scrutiny as evidence produced by human means.
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7 CONCLUSION

The introduction of artificial intelligence into criminal justice is a delicate undertaking, as
illustrated by the approaches taken in Germany and Ukraine. Both countries are
introducing Al incrementally—Germany through carefully controlled initiatives
emphasising infrastructure and administrative efficiency, and Ukraine through targeted
tools combined with explicit ethical restrictions. In neither jurisdiction is there any rush to
delegate core judicial powers to algorithms. On the contrary, there is a clear commitment to
maintaining a “human-in-the-loop” approach, consistent with European values and
international recommendations. This reflects the shared understanding that, regardless of
their sophistication, algorithmic systems lack the moral judgment, accountability, and
contextual reasoning that human judges and officials bring to the judicial process.

The challenges, however, remain substantial. Germany’s experience shows that even
seemingly narrow applications such as predictive policing can raise complex questions
of oversight and rights protection, while Ukraine’s early adoption of a risk-assessment
tool highlights the difficulties of ensuring transparency and public trust under
conditions of limited resources. Both jurisdictions must translate high-level principles
into practice: Germany by carrying out audits and evaluations, potentially restricting
or recalibrating tools that fail to meet legal standards, and Ukraine by reinforcing its
framework through legislation and independent oversight to prevent gaps as
technologies expand. The entry into force of the EU Artificial Intelligence Act is likely
to accelerate these developments by establishing a regulatory structure that underpins
many of the issues discussed in this article.

What emerges is that Al-based technologies carry both promise and peril, particularly
with respect to the protection of human rights. Their introduction requires a precise and
optimal balance.

The comparative analysis of Germany and Ukraine underscores that the responsible
integration of Al in criminal justice requires a principled, thematic approach. The following
recommendations, grouped under core themes, provide a practical framework for
policymakers and judicial actors:

1. Human-Centred Justice. Al may support information processing, but must never
substitute for judicial reasoning. Decisions affecting rights and liberties must remain
attributable to human judges or officials, ensuring dignity, accountability, and
individualised reasoning.

2. Transparency and Explainability. The deployment and operation of Al tools should be
publicly documented, with clear model cards or equivalent documentation. In court
proceedings, parties must receive case-specific explanations of Al outputs to allow meaningful
contestation. Black-box systems are incompatible with the criminal justice system.
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3. Accountability and Oversight. Every Al tool should have a designated authority
responsible for its operation, subject to regular internal and external audits. Independent
oversight bodies—such as data protection authorities or ethics councils—must have
powers to investigate and enforce recommendations. Logs of AI processes should be
preserved for potential review.

4. Data Protection and Privacy. Given the sensitivity of personal and biometric data in
criminal justice, systems must comply with the highest standards of data minimisation,
anonymisation, and cybersecurity. Secondary use of judicial data, particularly for
commercial training purposes, should be strictly prohibited unless expressly authorised.

5. Scope and Proportionality. Al programs must be legally authorised for a defined
purpose and not repurposed without renewed scrutiny. Predictive policing or
surveillance tools should be deployed only as pilot projects, subject to proportionality
tests and democratic authorisation.

Ultimately, the comparative analysis of Germany and Ukraine underscores that “intelligent”
criminal justice is not about replacing human judgment with machine calculations but
about finding safe and effective ways to assist judges, lawyers, and law enforcement.
Thoughtfully implemented, AI can indeed enhance efficiency by filtering data, reducing
delays, and promoting consistency. Implemented carelessly, however, it risks undermining
rights and eroding trust in the justice system. The way forward, as both countries
demonstrate, lies in a balanced approach: embracing innovation while embedding every
step in oversight, transparency, and an unwavering commitment to the values of justice.

This perspective resonates with broader global debates: UNESCO’s ethical frameworks and
interdisciplinary AI governance research converge on the same imperative—embedding
transparency, fairness, and human accountability at the heart of judicial innovation.” This
alignment is further reinforced by the OECD/G20 Al Principles* and interdisciplinary
analyses from political science and philosophy, which emphasise the broader societal risks
of opacity, accountability gaps, and the erosion of trust.*” These perspectives extend the
comparative findings of this article into the wider global conversation on responsible Al
governance. In an era of rapid technological change, preserving a human-centred judiciary
and respect for rights is both the most significant challenge and the ultimate goal.

43 UNESCO (n 7); Floridi and Cowls (n 9).

44 G20 (n 10); OECD (n 10).

45  Joanna J Bryson, ‘The Past Decade and Future of AD's Impact on Society’ in Towards a New
Enlightenment?: A Transcendent Decade (Turner 2019); Corinne Cath, ‘Governing Artificial
Intelligence: Ethical, Legal and Technical Opportunities and Challenges’ (2018) 376(2133)
Philosophical Transactions of the Royal Society A: Mathematical, Physical and Engineering Sciences
20180080. doi:10.1098/rsta.2018.0080.
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AHOTALLIA1 YKPATHCHKOK MOBOKO
JlocnigHnubKa cTaTTa

LUTYYHUIA IHTENEKT Y KPUMIHAZIBHOMY MPABOCYAAI HIMEYYUHY TA YKPATHI:
NOPIBHANIbHO-MPABOBE A0CIXEHHA

Jliois Mockeuy, Ipuna bopodina ma Onvea 0ecanHiKoea

AHOTAIIA

Bemyn. Imyunuii inmenexm (L) weéudko nepexooumov 6i0 00NOMiNHUX AOMIHICMPAMUBHUX
iHcmpymenmie 00 3acmocyeanv, ski 6e3nocepednvo 6naU6aOMy HA PYHKUIOHYBAHHS CUCTEM
KpUminanvHozo npasocydds. Y €eponi ueii npouec 6i06ysaemvcsi 6 meinax 00epeinHozo,
npAasoopicHMo6aH020 nidxo0y, NOKIUKAHO20 NOEOHAMU iHHOBAUIT 3 OOMPUMAHHAM NPUHUUNIG
HezanexcHocmi cydy, cnpasednusocmi ma eepxosencmea npaed. [ocnioienus nponoHye
nopieHANLHO-NPABosUll amaniz eénposaducenns LI y cucmemu KPpUMiHATLHO20 NPABOCYIOS
Himeuuunu ma Yxpainu é konmexcmi Axmy €C npo wmyunuii inmenexm (2024), cmanoapmie

© 2025 Lidiia Moskvych, Iryna Borodina and Olga Ovsiannikova. This is an open-access article distributed under the terms of the Creative Commons Attribution
License (CCBY 4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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Paou €eponu ma koucmumyyitinux eapanmii. Cmpykmyposanuti i cKOOPOUHOBAHUTI HA
pedepanvromy pieni nioxio Himewuunu koumpacmye 3 Oinoul mMoOUK06010, ane emuuHo
06Mmednceror0 modennio Ykpainu, uio 6i000panae 6i0MiHHOCI IHCIUMYUIGHUX cnpomoxcHocmetl i
npasosux mpaouyii.

Memodu. Poboma spynmyemvcsi HA  NOPIGHSANILHO-NPABOBOMY  Ni0X00i, W0  NOEOHYE
PyHxyionanvHuti ma KoHmexcmyanvHuti ananis. DyHKUIOHAMPHULL acnekm BUSBTSE, 5K
Himewuuna ma Yipaina sacmocosyomo I 05 éupiuients nodibHux npobnem — niosuuseHHs
epexmuerocmi, npozopocmi ma 3axucmy npas. Konmexcmyanvnuti achekm po3ensoae énnue
KOHCMUMYUIIHUX, IHCMUMYUIUHUX Ma COUIanbHO-NOIIMUMHUX YUHHUKIB, 30KPeMA YMOE B0EHH020
cmany 6 Yipaini. Taxuti kombiHosanuii nioxio oae smoey oyiniosamu nodibHocmi i 6i0miHHOCHI He
abcmpaxkmmo, a 6 KOHmMeKcmi €6PONeLicoKoi Ma HAUIOHATLHUX NPABOBUX KY/IbIYP.

Ananis 6a3yemvcs Ha 3aKOHO0A6cM6I, 0PiyitiHux 36imax, cy0osiii Npakmuyi ma HAYKo8UX
Oxcepenax. Emnipuuny 6a3y cmanoenimv, 30Kpema, HiMeuvki ninomui npoexmu y cdepi
npoeHocmuunoi noniyeticokoi disnvrocmi (PRECOBS, KLB-operativ), incmpymenmu ginvmpayii
cniduux O0anux i aominicmpamueni III-piwenns 6 cy0ax, a maxom YKpAiHCoKuil anzopumm
oyinku pusuxie y npobauii Cassandra ma III-incmpymenmu Ons npasHuuux 00CmiOxceHy i
nepexnady. [loceio Cnonyuenux Illmamie w000 aneopummivHoi  OUiHKU  PU3UKIG
BUKOPUCINOBYEMBCA K 3ACMEPENCIUBULL OPIEHMUD.

Pesynomamu ma eucnosxu. JlocnioieHHs nokasye, w0 o6uosi 1wopucouxyii obmexncyomo
suxopucmanns Il sk 3aminu y npoueci npuiingmms piuwienv. Boonouac y Himeuuuni
suxopucmanns LI xoopounyemocs Ha PedepanvHomy pieHi ma 0OMeHcyemvbcs OONOMINHUMU
PyHKyigmu — nepedycim y cepi aomiHicmpamuenoi onmumizayii ti aHanimuuHoi niompumK.
Hamomicmov 6 Yipaini enposeaomenns Il € 6inows 6ubipkosum i nionopaokosanum imkum
eMuUMHUM O0OMeNeHHAM, ane YCKIAOHIEMbCA Hectnavero Hpo3opocmi ma 00’ eKmuUBHUMU
06MeNceHHAMU, 3YMOBTIEHUMU 60EHHUM CMAHOM. AHANI3 6UA6/IAE cninvHi npobnemu, 30kpema
AnROPUMMIHHY ynepeoneHicmy, NOACHIOBAHICMY PieHb, donycmumicmp 00Ka3ie i 3a6e3neueHHs
2apanmiil cnpaeednu6020 cy006020 Po3ensdy, ma POPMYMIOE PeKOMEHOAUIT 3 YPAXYBAHHAM
HayionanvHozo koHmexcmy. Ceped HUX — 3anposaodireHHs 0608’ a3K06UX 306HIUHIX ayoumie,
3aK0H00aete 3aKPINIeHHT NPOUECYANbHUX NPA6 HA OCKAPHEHH 0aHUX, 3zeHeposanux IIII, uimki
npasuna 00Ka308020 BUKOPUCNAHHA MAKUX OAHUX, 4 MAK0X Ni08uueHHA 00i3Hanocmi cy0die
w000 mexHonoeziii IIII.

Hocnidscenns nioxpecnioe, uyo cmanuii possumox 11 y kpuminanvHomy npagocyooi MoXaueui
nuwe 3a yMo8u 11020 OONOMINCHO20 XApakmepy, NnPO30POCHi, MOMAUBOCHI aydumy ma
30epenceHHst 00CbK020 KOHMPOMO, W0 € HeoOXiOHum 075 8i0n08iOHOCMI €8pONeticoKUM
npasosuM craHdapmam i 3axXucmy 0cHOBONONONHUX NPAB.

Kntouosi cnosa. IlImyunuii inmenexm, KpuminanvHe npasocy0os, NPozHOCHMUUHI anzopummu y
noniyeticokiti  0iAnvHOCMI, OUIHKA PUBUKIB, NOACHIOBAHICMY, 3aXUCM O0AHUX, AHOCOKUL
KOHMPOTb.



Access to Justice in Eastern Europe

ISSN 2663-0575 (Print)
ISSN 2663-0583 (Online)

http://ajee-journal.com

DOI:
https://doi.org/10.33327/AJEE-18-8.5-r000161

Date of submission: 26 Oct 2025
Date of acceptance: 08 Dec 2025
Online First publication: 19 Dec 2025
Last Published: 30 Dec 2025

Disclaimer:

The author declares that their opinion and
views expressed in this manuscript are free of
any impact of any organizations.

Copyright:
© 2025 Phuong Anh Nguyen

Research Article

ARTIFICIAL INTELLIGENCE

IN CRIMINAL JUSTICE:

BALANCING TECHNOLOGICAL INNOVATION
AND PERSONAL DATA PROTECTION RIGHTS.
A COMPARATIVE LEGAL STUDY BETWEEN
THE EUROPEAN UNION AND VIETNAM

Phuong Anh Nguyen

ABSTRACT

Background: The rapid development of Artificial Intelligence
has profoundly transformed various aspects of social life,
including the criminal justice system. In criminal proceedings,
the collection and processing of biometric, behavioural, and
emotional data may threaten the right to privacy, the
presumption of innocence, and the right to a fair trial. This
study examines the intersection between technological
innovation and personal data protection in criminal justice
through a comparative legal analysis of the European Union
and Vietnam. By analysing the EU’s GDPR, Law Enforcement
Directive, and Al Act 2024 alongside Vietnam’s legal
framework, the paper identifies key areas of convergence,
divergence, and regulatory gaps.
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Methods: The study employs comparative legal analysis, combined with a human rights-based
approach, to clarify the relationship between technological innovation and the right to personal
data protection in criminal justice. The sources of reference include the legal frameworks of the
European Union and Vietnam, case law, and reports from EU and United Nations bodies.

Results and Conclusions: The study aims to establish fundamental legal principles that
balance technological innovation with the protection of the right to personal data in criminal
justice—an approach that has received limited attention in Vietnam. Based on this foundation,
it proposes legal reforms toward a framework of “human rights-oriented digital justice”,
ensuring that the digitalisation and application of Al in the justice system not only enhance
operational efficiency but also strengthen the rule of law and protect people.

1 INTRODUCTION

The rapid development of Artificial Intelligence (AI) is creating profound changes in
criminal justice activities worldwide. In many countries, Al tools have been tested or
deployed at various stages of criminal proceedings—such as investigation, prosecution, and
adjudication — to improve the efficiency of legal proceeding activities, while minimising
“unintentional” or “intentional” errors made by humans. These technologies assist
competent authorities in making judicial decisions more quickly, transparently, and
objectively. Such efforts not only reflect the trend of modernising the justice systems but
also represent the broader digital revolution that is reshaping how the State exercises judicial
power in the 21% century.! However, alongside the opportunity for innovation,
Al technologies also expose an increasingly clear contradiction between two fundamental
legal objectives: technological innovation in judicial activities and the protection of human
rights, particularly the right to data protection. Al governance, therefore, cannot only
remain at the level of ethical recommendations; it must be firmly grounded in the rule of
law. AI should be guided to serve human development rather than merely optimise
efficiency.” This reality underscores the urgent need to integrate human values,
accountability, and transparency into the justice system's digital transformation.

The EU is a pioneer in establishing a legal framework that balances technological innovation
and personal data protection. The Artificial Intelligence Act (AI Act) of 2024 is the first legal
document in the world to comprehensively regulate AI based on a risk-classification
approach, in which applications in the fields of justice and law enforcement are categorised

1 Angela Daly and others, ‘Artificial Intelligence, Governance and Ethics: Global Perspectives’ (Research
Paper no 2019-15, The Chinese University of Hong Kong Faculty of Law 2019) doi:10.2139/
ssrn.3414805.

2 Bernd Carsten Stahl and others, ‘Artificial Intelligence for Human Flourishing - Beyond Principles for
Machine Learning’ (2021) 124 Journal of Business Research 374. doi:10.1016/j.jbusres.2020.11.030.
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as “high-risk™ Alongside this, the Directive 2016/680/EU* (Law Enforcement Directive -
LED) and the Regulation 2016/679/EU> (General Data Protection Regulation - GDPR)
reaffirm the position of “the right to personal data protection” as a fundamental right,
guaranteed in all data processing activities conducted for criminal proceedings.

In Vietnam, digital transformation in judicial activities has been institutionalised through
a series of policies and legal documents. Resolution No. 27-NQ/TW of the Central
Committee of the Communist Party of Vietnam® affirms the requirement to modernise
judicial activities and apply new technologies while simultaneously respecting and
protecting human rights. The 2015 Criminal Procedure Code for the first time recognises
electronic data as a source of evidence (Articles 87 and 99),” paving the way for the
application of information technology and Al in collecting, evaluating, and using evidence.
Furthermore, Decree No. 13/2023/ND-CP on personal data protection® and the 2025 Law
on Personal Data Protection’ (effective from 1 January 2026) have established a unified legal
foundation to protect individual rights in the digital space. However, as judicial authorities
begin to utilise big data, biometrics, and Al-powered predictive analytics tools, a crucial
question arises: how can new technologies be applied without “diminishing” the level of
protection of fundamental human rights, especially the right to personal data protection?

3 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
down Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act - AI Act)
<http://data.europa.eu/eli/reg/2024/1689/0j> accessed 24 October 2025.

4 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA (Law Enforcement Directive - LED) [2016] O] L 119/89.

5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation - GDPR) [2016]
OJ L 119/1.

6 Resolution of the Central Committee of the Communist Party of Vietnam No 27-NQ/TW ‘On
Continuing to Build and Perfect the Socialist Rule of Law State of Vietnam in the New Period’
(9 November 2022) [in Vietnamese] <https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/
Nghi-quyet-27-NQ-TW-2022-tiep-tuc-xay-dung-Nha-nuoc-phap-quyen-xa-hoi-chu-nghia-giai-doan-
moi-541092.aspx> accessed 24 October 2025.

7 Law of the Socialist Republic of Vietnam No 101/2015/QH13 ‘Criminal Procedure Code’
(27 November 2015) <https://thuvienphapluat.vn/van-ban/Trach-nhiem-hinh-su/Bo-luat-to-tung-
hinh-su-2015-296884.aspx> accessed 24 October 2025.

8 Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP ‘Protection of Personal Data’ (17 April
2023) <https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Nghi-dinh-13-2023-ND-CP-bao-
ve-du-lieu-ca-nhan-465185.aspx> accessed 24 October 2025.

9 Law of the Socialist Republic of Vietnam No 91/2025/QH15 ‘Personal Data Protection’ (26 June 2025)
<https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Luat-Bao-ve-du-lieu-ca-nhan-2025-so-
91-2025-QH15-625628.aspx> accessed 24 October 2025.

© 2025 Phuong Anh Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CCBY 4.0),
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Based on the practice of the EU and Vietnam, this study focuses on clarifying: (i) the
theoretical framework and legal principles governing the relationship between AI and
personal data in criminal proceedings; (ii) the EU’s experience and balancing mechanism
as reflected in typical legal documents and case law; and (iii) suggestion for improving
Vietnamese law to ensure that technological innovation is aligned with the protection of the
right to personal data. This study not only systematises Vietnam’s legal framework amid the
digital transformation of justice but also proposes a balanced model in which technological
innovation and personal data protection reinforce one another to build a modern, humane,
and trustworthy criminal justice system.

2 METHODOLOGY

The article adopts the doctrinal legal research method combined with comparative legal
analysis, grounded in a human rights-based approach. The EU is one of the most successful
regions in the world in establishing both a comprehensive legal framework and effective
mechanisms for the protection of human rights in general and of personal data in particular.
For this reason, the author has chosen the EU model as a good-practice example to analyse
and draw relevant lessons for improving Vietnam’s legal framework in this field. To achieve
this objective, the research sources include legal documents of the EU, including the GDPR,
Law Enforcement Directive (LED), AI Act, and Convention 108+, and related legal
documents of Vietnam, along with the case law of the European Court of Human Rights
(ECtHR) and the Court of Justice of the European Union (CJEU). This methodology aims
to explain, compare, and generalise key legal principles, especially the principles of
lawfulness, necessity, and proportionality, as well as accountability in the application of Al
in criminal justice. The article does not use empirical data; rather, it focuses on normative
analysis and academic arguments, thereby providing directions for improving the law and
policy implications tailored to Vietnam’s context.

3 CONCEPT FRAMEWORK

3.1. The Definition of “Artificial Intelligence in Criminal Justice”

In legal science, there is no absolute unified definition of AI. However, within the European
legal framework, the commonly adopted understanding of AI is a system capable of
“reasoning, learning, and generating predictions, recommendations, or decisions that may
affect real or virtual environments” based on the analysis of pre-programmed input data."

10  EU-LISA and Eurojust, Artificial Intelligence Supporting Cross-Border Cooperation in Criminal Justice
(Publications Office of the EU 2022). doi:10.2857/364146.
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In the context of criminal justice, Al refers to the use of fully or semi-automated digital
systems to assist humans with procedural activities such as collecting, analysing, and
evaluating evidence; managing case files; forecasting the risk of recidivism; or
monitoring the execution of sentences. The goal of applying AI is to enhance the
efficiency of crime detection and handling while reducing the workload of judicial and
prosecutorial authorities.

However, as these activities directly affect individual freedoms and the right to a fair trial,
the application of Al in the criminal justice system must always be subject to strict legal
limits and human oversight. Since AI systems used in law enforcement and criminal justice
are classified as “high-risk’, they are subject to additional obligations, such as assessing
conformity, record-keeping, ensuring transparency and explainability of outputs, and
“human oversight,” which means humans must always retain ultimate control."

3.2. The Definition of “Technological Innovation in Criminal Justice”

The concept of technological innovation in criminal justice not only refers to the adoption
of new technologies but also implies a fundamental transformation in the process of
exercising judicial authority. From an academic perspective, technological innovation in
this field can be identified through three key legal criteria:

First, the degree of automation and its impact on procedural decisions. The more capable
the system is of making decisive conclusions or suggestions (for example: analysing DNA
samples, recognising a suspect’s facial features, or recommending sentencing based on
precedent data), the higher the legal requirements regarding transparency, explainability,
and verifiability."”

Second, the type of data being processed. In the field of criminal justice, most data is classified
as sensitive, especially biometric, health, and personal data, as well as information
concerning political or religious beliefs. According to the EU Directive 2016/680 on data
protection in law enforcement activities (the Law Enforcement Directive - LED), the
processing of such data is lawful only if there is a clear legal basis that complies with the
principles of necessity and proportionality.”

Third, the legal consequences for human rights. Every application of technology in criminal
proceedings must be assessed through the lens of the right to a fair trial, the right to
privacy, and the right to personal data protection. The use of surveillance or predictive
analysis tools without adequate safeguards and legal boundaries may pose risks of human
rights violations. The European Court of Human Rights, in S. and Marper v. the United
Kingdom (2008), affirmed that the indefinite and indiscriminate retention of biometric

11 Regulation (EU) 2024/1689 (n 3).
12 ibid
13 Directive (EU) 2016/680 (n 4).

© 2025 Phuong Anh Nguyen. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CCBY 4.0),
which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.

237



238

Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

data from individuals who have not been convicted of a crime is a disproportionate
interference with the right to respect for private life under Article 8 of the European
Convention on Human Rights."

3.3. The Definition of “Right to Personal Data Protection in Criminal Justice”

The right to personal data protection has a solid foundation in international human rights
law. According to provisions in Article 12 of the Universal Declaration of Human
Rights (1948)," Article 17 of the International Covenant on Civil and Political Rights (1966),'
and Article 8 of the European Convention on Human Rights (1950)," it can be seen that the
principles of lawfulness, necessity, and proportionality must govern the collection, storage,
and use of personal information. In particular, the development of Convention 108+ (2018)
has held that the “right to personal data protection” is an independent right, closely linked
to the “right to privacy”'® This represents a new generation of fundamental human rights
designed to address the challenges posed by the era of Al and big data.

In the criminal field, Directive 2016/680/EU establishes a distinct protection mechanism for
the processing of personal data by competent authorities for investigation, prosecution, and
adjudication. It allows for certain restrictions of individual rights, such as the right to access
or object, but only to the extent necessary to avoid obstructing judicial activities. At the
same time, it requires the establishment of independent monitoring mechanisms and
guarantees effective rights to appeal.”

In Vietnam, this right has recently been institutionalised by Decree No. 13/2023/ND-
CP and the 2025 Law on Personal Data Protection. These documents set forth seven
fundamental principles governing the processing of personal data, including “collecting
data only as necessary for legitimate purposes”, “ensuring the accuracy and timeliness
of data”, and “retaining data only for the necessary period”.” The 2025 Law on Personal
Data Protection further reaffirms the fundamental rights of data subjects and

14 S and Marper v the United Kingdom Apps nos 30562/04, 30566/04 (ECtHR, 4 December 2008)
<https://hudoc.echr.coe.int/fre?i=001-90051> accessed 24 October 2025.

15  Universal Declaration of Human Rights (adopted 10 December 1948 UNGA Res 217A)
<https://www.un.org/en/about-us/universal-declaration-of-human-rights> accessed 24 October 2025.

16  International Covenant on Civil and Political Rights (adopted 16 December 1966 UNGA Res
2200A(XXI)) 999 UNTS 171.

17 Council of Europe, European Convention on Human Rights (Convention for the Protection of Human
Rights and Fundamental Freedoms, as amended by Protocols) (ECHR 2013).

18  Council of Europe, Convention 108+ Convention for the Protection of Individuals with Regard to the
Processing of Personal Data (Council of Europe 2018) <https://www.coe.int/en/web/data-
protection/convention108-and-protocol> accessed 24 October 2025.

19 Directive (EU) 2016/680 (n 4).

20  Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP (n 8); Law of the Socialist Republic
of Vietnam No 91/2025/QH15 (n 9).
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establishes a mandatory Data Protection Impact Assessment (DPIA) mechanism for
data processing activities that pose a risk of infringing on privacy rights, particularly
in the fields of justice and law enforcement.

When Al is integrated into this process, from facial recognition and behavioural analysis to
risk prediction, personal data becomes not only a tool for investigation but also central to
the right to a fair trial and the principle of the presumption of innocence.”! The application
of Al in criminal justice must therefore be framed within the context of human rights,
ensuring that all technological innovations adhere to the principles of lawfulness, necessity,
proportionality, human supervision, and accountability, to prevent the automation of
judicial power.”? In this context, the Fundamental Rights Impact Assessment (FRIA) serves
as a core legal instrument in AI governance, helping to balance technological innovation
and the protection of personal data rights, particularly in investigation and adjudication
activities.”” This demonstrates that a human rights—based model of criminal justice is the
most appropriate approach to harmonise technological innovation with the safeguarding of
personal data protection.

Therefore, the right to personal data protection in criminal justice is not only an extension
of the right to privacy in the digital environment, but also a legal instrument to ensure
control over state power when applying Al in investigation, prosecution, and adjudication.
This right serves both preventive and protective functions, aiming to maintain a balance
between technological efficiency and human rights protection. On that basis, it is essential
to establish a set of fundamental legal principles to guide all activities in designing,
implementing, and monitoring judicial technologies. This helps ensure that innovation
occurs within the rule of law and in conformity with international human rights standards.

4 KEY PRINCIPLES ENSURING A BALANCE BETWEEN
TECHNOLOGICAL INNOVATION AND THE RIGHT
TO PERSONAL DATA PROTECTION

4.1. The Principles of Lawfulness, Necessity, and Proportionality

The principles of lawfulness, necessity, and proportionality were developed and refined
through the case law of the European Court of Human Rights (ECtHR) in its interpretation

21  Sandra Wachter and Brent Mittelstadt, ‘A Right to Reasonable Inferences: Re-Thinking Data
Protection Law in the Age of Big Data and AT’ (2019) 2 Columbia Business Law Review 494.

22 Alessandro Mantelero, ‘Al and Big Data: A Blueprint for a Human Rights, Social and Ethical Impact
Assessment’ (2018) 34(4) Computer Law & Security Review 754. doi:10.1016/j.clsr.2018.05.017.

23 Alessandro Mantelero, “The Fundamental Rights Impact Assessment (FRIA) in the AI Act: Roots,
Legal Obligations and Key Elements for a Model Template’ (2024) 54 Computer Law & Security
Review 106020. doi:10.1016/j.clsr.2024.106020.
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of Article 8 of the European Convention on Human Rights (ECHR). A series of cases, from
S. and Marper v. the United Kingdom,* Uzun v. Germany,” Roman Zakharov v. Russia® to
Big Brother Watch and Others v. the United Kingdom® has established a three-tier standard
in interpreting Article 8 ECHR, consisting of: (i) lawfulness - any interference must have a
clear and foreseeable legal basis; (ii) necessity — it must only be applied in a democratic
society; and (iii) proportionality - the degree of interference must not exceed what is
required to protect the public interests. Among these cases, S. and Marper v. the United
Kingdom represents a pivotal and foundational case, in which the ECtHR affirmed that the
indefinite retention of biometric data of individuals who have not been convicted is an
“unjustified interference with the right to privacy”, thereby violating Article 8 of the
European Convention on Human Rights.*

In EU laws, the principle of proportionality has been elevated to a constitutional legal
standard and has been institutionalised in legal documents governing emerging
technologies, most notably the 2024 AI Act. According to Article 6 and Annexe III of this
document, Al systems used in law enforcement, investigation, prosecution, adjudication,
and the execution of sentences are classified as high-risk.”” To be deployed, such systems
must comply with a set of mandatory legal obligations, including ex ante risk assessment,
ensuring transparency, explainability, and human supervision, as well as the post-market
monitoring mechanisms to control the entire lifecycle of the system.

In Vietnam, although the principles of lawfulness, necessity, and proportionality have not
yet been explicitly defined in the field of AI, the key elements of these principles are
indirectly reflected in Decree No. 13/2023/ND-CP and the 2025 Law on Personal Data
Protection. According to Article 3 of Decree No. 13/2023/ND-CP, the processing of personal
data must adhere to the principles of “only collecting data within the scope necessary for
legitimate purposes”, ensuring that data are “up to date,” and “only retaining data for the
necessary period”” In particular, the 2025 Law on Personal Data Protection adds the
obligation to conduct a Data Protection Impact Assessment (DPIA) for data processing and
transfer activities, including the application of AI in investigation, prosecution, and
adjudication.” Although Vietnam has not yet adopted a Fundamental Rights Impact
Assessment (FRIA) mechanism like the EU's, the DPIA represents an important step toward
integration and toward balancing technological innovation and human rights.

24 Sand Marper (n 14).

25  Uzun v Germany App no 35623/05 (ECtHR, 2 September 2010) <https://hudoc.echr.coe.int/
eng?i=001-100293> accessed 24 October 2025.

26  Roman Zakharov v Russia App no 47143/06 (ECtHR, 4 December 2015) <https://hudoc.echr.coe.int/
fre?i=001-159324> accessed 24 October 2025.

27  Big Brother Watch and Others v the United Kingdom Apps nos 58170/13, 62322/14, 24960/15 (ECtHR,
25 May 2021) <https://hudoc.echr.coe.int/eng?i=001-210077> accessed 24 October 2025.

28 S and Marper (n 14).

29 Regulation (EU) 2024/1689 (n 3).

30 Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP (n 8).

31 Law of the Socialist Republic of Vietnam No 91/2025/QH15 (n 9).
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4.2. The Principle of Accountability and Impact Assessment

According to Article 5(2) of the General Data Protection Regulation 2016/679 (GDPR),
data controllers are responsible for, and must be able to demonstrate, compliance with
the data protection principles.” This responsibility is operationalised through the Data
Protection Impact Assessment (DPIA), a preventive tool designed to identify and mitigate
risks before technology is applied. The obligation to conduct a DPIA is stipulated in
Article 35 of the GDPR and Article 27 of Directive 2016/680 (LED), requiring an
assessment of any data processing activities that pose a high risk, including the use of new
technologies or large-scale monitoring.*

Accountability and impact assessment mechanisms are ethical and legal tools that enable
the state and public authorities to balance technological innovation with the protection
of human rights, thereby establishing a Human Rights, Ethical, and Social Impact
Assessment (HRESIA) framework for high-risk AI systems.” In the context of criminal
proceedings, these tools are particularly essential for controlling the transparency,
accuracy, and bias of Al systems used in investigation, adjudication, or risk assessment.
In the case of State v. Loomis, the defendant was sentenced based on the results of the
COMPAS software but was unable to challenge or verify the algorithm, providing a clear
example of the risks of algorithmic justice.” In Europe, in NJCM v. the Netherlands, the
Hague Court also held that the government’s use of a risk prediction system without a
DPIA and an independent accountability mechanism violated Article 8 of the ECHR.*
The Court affirmed that a human rights impact assessment procedure must govern all Al
applications in the public sector.

Vietnamese law has adopted a similar approach. Decree No. 13/2023/ND-CP establishes
an obligation to conduct impact assessments for high-risk data processing activities,
particularly in the areas of security, justice, and information technology.” Subsequently,
the 2025 Law on Personal Data Protection sets out mechanisms for reporting,
independent monitoring, and the accountability of state agencies in managing personal
data.”® This represents an important step toward establishing a risk control mechanism
for data in criminal proceedings. However, Vietnam is currently only at the internal
assessment stage and lacks an independent, transparent accountability mechanism
similar to the EU's DPIA-FRIA model.

32 Regulation (EU) 2016/679 (n 5).

33 ibid; Directive (EU) 2016/680 (n 4).

34  Mantelero (n 22;23).

35 State v Loomis 371 Wis.2d 235, 881 N.W.2d 749 [2016] Wisconsin Supreme Court
<https://case-law.vlex.com/vid/state-v-loomis-no-888404547> accessed 24 October 2025.

36 NJCM c¢ The Netherlands C-09-550982-HA ZA 18-388 [2020] Rechtbank Den Haag
ECLI:NL:RBDHA:2020:1878 <https://www.escr-net.org/wp-content/uploads/2020/09/ecli_nl_rbdha_
2020_1878.pdf> accessed 24 October 2025.

37 Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP (n 8).

38 Law of the Socialist Republic of Vietnam No 91/2025/QH15 (n 9).
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4.3. The Principle of Transparency and Human Supervision

According to Article 14 and Annexe III of the 2024 AI Act, high-risk Al systems, including
tools used in law enforcement and criminal proceedings, must be equipped with “human
supervision”, meaning that humans can supervise, intervene, or suspend the system's
processing when necessary.*® This obligation is not only technical but also reflects the
principle of the rule of law: humans remain the ultimate decision-makers in the judicial
process, thereby maintaining the legitimacy of state authority in the digital era.

The report Human Rights Due Diligence for Digital Technology Use published by the United
Nations Office of the High Commissioner for Human Rights (OHCHR) emphasises that all
government agencies employing digital or Al systems must conduct human rights impact
assessments, ensure transparency regarding the purpose and operation mechanisms, and
maintain human supervision throughout the technology's lifecycle, especially in areas that
may affect personal freedoms, dignity, and the right to access to justice.”” Similarly, both the
OECD AI Principles* (issued in 2019 and updated in 2024) and the Council of Europe’s
Framework Convention on Artificial Intelligence, Human Rights, Democracy, and the Rule
of Law* (2024) require countries to ensure that humans remain the ultimate responsible
party. Humans should be able to intervene, suspend, or disable Al systems when there is a
risk of human rights violations. These documents reflect a global shift from “autonomous
AT” to “Al for people”, aiming to maintain transparency, accountability, and the rule of law
in all areas, particularly in criminal justice, where the impacts of technological decisions can
directly affect individuals’ fates and personal freedoms.

In Vietnam, although there has not been a legal document directly governing the use of AI
in legal proceedings, the 2015 Criminal Procedure Code contains provisions that lay the
foundation for control, such as Article 8 (guaranteeing human rights) and Article 99 (on the
evidentiary value of electronic data).* These provisions provide a legal basis for controlling
the evidentiary value of electronic data, including outputs from Al systems. Accordingly, all
evidence must be collected, examined, and assessed in accordance with legal procedures,
meaning that Al cannot automatically become a valid source of evidence without human
verification. This approach reflects the spirit of the “human supervision” principle and
ensures that the digitisation of justice maintains transparency, fairness, and humanity - the
core values of the rule of law state.

39 Regulation (EU) 2024/1689 (n 3).

40  OHCHR, ‘Human Rights Due Diligence for Digital Technology Use - Guidance of the Secretary-
General: Practical Guide’ (United Nations Human Rights, 30 September 2025) <https://www.ohchr.org/
en/documents/tools-and-resources/human-rights-due-diligence-digital-technology-use-guidance>
accessed 24 October 2025.

41  OECD, ‘Al Principles (2024) <https://www.oecd.org/en/topics/sub-issues/ai-principles.html>
accessed 24 October 2025.

42 Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy
and the Rule of Law (5 September 2024) CETS 225 <https://www.coe.int/en/web/artificial-
intelligence/the-framework-convention-on-artificial-intelligence> accessed 24 October 2025.
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4.4.The Principle of a Balanced Approach in Applying Al to Criminal Justice

The “balance” in the application of Al to criminal justice is not merely about finding a
middle ground between technological efficiency and the protection of human rights, but
rather a dynamic legal mechanism that ensures the values of the rule of law are maintained
throughout the innovation process.* Balance is understood as a continuous legal balancing
process, in which each stage of the proceedings (investigation, prosecution, trial, and
enforcement) must be re-evaluated for the lawfulness, necessity, and proportionality of
applying new technologies, over time and in specific contexts.*

The concept of dynamic balance originates from how the European Court of Human
Rights (ECtHR) interprets Article 8 of the European Convention on Human Rights
(ECHR) with the criteria of lawfulness, necessity, proportionality, and the “fair balance”.
In the case of S. and Marper v. the United Kingdom, the ECtHR considered the
comprehensive and indefinite retention of biometric data from individuals not convicted
of a crime to be unnecessary in a democratic society due to the lack of time limits and
insufficient safeguards.’ This implies that the level of intervention must be flexible in
response to technological risks and be subject to periodic review. In Big Brother Watch
and Others v. the United Kingdom, the ECtHR demanded “end-to-end safeguards”
(including selection criteria, independent approval, and continuous monitoring) for mass
data collection,” indicating that proportionality is not static but evolves alongside the
risks and the intensity of actual monitoring.*

The EU's 2024 Al Act incorporates this concept into law through a lifecycle, risk-based
governance model: “high-risk” Al systems in law enforcement and judicial operations must
undergo periodical assessments, ensure transparency and explainability, and maintain
“human supervision.”*® This means that humans have the authority to intervene, adjust, or
suspend the system’s operation when necessary. Simultaneously, the Council of Europe's Al
Framework Convention requires countries to maintain a risk-based and rights-based
balancing mechanism with safeguards throughout the entire lifecycle, thereby establishing
a “dynamic balance” standard that encourages innovation without exceeding the boundaries
of human rights and the rule of law.*

44  Jonida Milaj, ‘Privacy, Surveillance, and the Proportionality Principle: The Need for a Method of
Assessing Privacy Implications of Technologies Used for Surveillance’ (2016) 30(3) International
Review of Law, Computers & Technology 115. doi:10.1080/13600869.2015.1076993.
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49 Regulation (EU) 2024/1689 (n 3).

50  Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy
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In Vietnam, the principle of balance has started to emerge within the personal data
protection framework. Decree 13/2023/ND-CP requires data processing to be purpose-
driven, minimized, and subject to retention limits, while the 2025 Personal Data Protection
Law establishes impact assessments for high-risk activities - requirements that can be
directly integrated into each stage of legal proceedings to repeatedly verify the lawfulness,
necessity, and proportionality of using AL>' Combined with Articles 8 and 99 of the 2015
Criminal Procedure Code,* a dynamic balancing mechanism can be designed on a case-by-
case and time-bound basis to ensure that Al is a controlled support tool, not a replacement
for human judicial judgment.

5 THE EU’S EXPERIENCE IN ENSURING THE BALANCE
BETWEEN TECHNOLOGICAL INNOVATION
AND PERSONAL DATA PROTECTION IN CRIMINAL JUSTICE

5.1. The EU’s Legal Framework for Ensuring the Balance
between Technological Innovation and Personal Data Protection

The experience of the EU shows that ensuring the balance between technological innovation
and personal data protection is underpinned by a multi-layered legal framework, in which
the principles of human rights and technological innovation are consistently integrated at
the constitutional level. The European Union Charter of Fundamental Rights recognises the
right to personal data protection as an independent right (Article 8),” which forms the
foundation for the GDPR, LED, and AI Act- three legal pillars that directly regulate the
relationship between technology and human rights in the field of criminal justice.

(i) The GDPR establishes core principles for data processing, including: lawfulness,
transparency, purpose limitation, data minimisation, and accountability. Articles
5(2) and 35 of the GDPR require conducting a DPIA for high-risk activities,
especially when applying new technologies in investigations or adjudication.

(ii) The Directive (EU) 2016/680 (LED) extends the principles of GDPR to the criminal
field, allowing flexibility in restricting certain rights (such as the right to access or
object) when necessary for the proceedings. But it still requires the principles of
lawfulness, necessity, proportionality, and independent oversight mechanisms.>

51  Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP (n 8); Law of the Socialist Republic
of Vietnam No 91/2025/QH15 (n 9).

52 Law of the Socialist Republic of Vietnam No 101/2015/QH13 (n 7).

53  Charter of Fundamental Rights of the European Union [2012] OJ C 326/391.

54  Regulation (EU) 2016/679 (n 5).

55  Directive (EU) 2016/680 (n 4).
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(iii) The AI Act marks a new step in EU law by treating AI systems in the judicial, law
enforcement, and national security fields as a “high-risk” group. The AI Act requires
these systems to comply with transparency, training data governance, periodic risk
assessments, and human oversight mechanisms, ensuring that judicial decisions are
not “automated” but remain subject to human control.*®

The three abovementioned documents do not stand separately but operate as mutually
reinforcing normative layers, forming a dynamically balanced legal mechanism in which
technology is developed within the framework of human rights and the rule of law. This
system helps the EU to shift its approach from “protection against technology” to
“responsible technological governance”. The EU does not consider the right to personal data
protection as a barrier but a necessary condition for legitimate and sustainable innovation.
Based on that legal foundation, the EU has developed numerous enforcement and
monitoring mechanisms to maintain a balance between technological innovation and
human rights in judicial practice, especially at the member-state level.

5.2. Balancing Mechanisms through Impact Assessment and Risk Control

Based on the multi-layered legal framework established at the Union level, the EU has
developed a series of preventive and adaptive enforcement mechanisms to maintain the
balance between technological innovation and human rights protection throughout the
entire lifecycle of data and AI systems. The focus of this mechanism lies in impact
assessment and risk control—legal tools that help translate abstract human rights principles
into concrete, measurable, and monitorable operational procedures in judicial practice.

A highlight of the EU experience is the prevention of legal risks and the protection of
human rights from the technological design stage. It is based on the principle that
innovation is legitimate only when carried out within predictable, controllable limits,
ensuring that human rights are not compromised for the sake of efficiency.”” According
to Article 35 of the GDPR, data controllers must conduct a data protection impact
assessment (DPIA) where processing activities are “likely to pose a high risk” to the rights
and freedoms of individuals, in particular where “systematic surveillance on a large scale”
or “new technologies are applied””® DPIA is not only a technical procedure, but a legal
balancing mechanism that requires data processors to anticipate, model, and mitigate
risks before deploying technology.

56 Regulation (EU) 2024/1689 (n 3).

57  EDPS, ‘Guidelines on Assessing the Proportionality of Measures that Limit the Fundamental Rights to
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accessed 24 October 2025.
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In the field of justice and security, Directive (EU) 2016/680 (LED) specifies this mechanism
in Articles 27 - 31.% It requires competent authorities to clearly define the legal basis for the
collection, processing, and storage of data, to ensure that the processing purposes are clearly
defined and that the storage period does not exceed the needs of the investigation,
prosecution, or adjudication. LED also demands the establishment of an independent
monitoring system led by the national data protection authority. This is an ex post control
mechanism that helps maintain the balance between judicial power and the legal
framework, ensuring the rule of law.

The combination of ex ante and ex post control creates a continuous balancing cycle in the
governance of judicial technology. This approach is reinforced by the Court of Justice of the
European Union (CJEU) through case law. Typically, in Digital Rights Ireland Ltd. v. Minister
for Communications, CJEU held that the indiscriminate retention of telecommunications
data from all citizens violates the principle of proportionality, as there are no clear limits on
the scope, duration, and mechanism of access to the data.” Subsequently, Tele2 Sverige AB
v. Watson affirmed that any data monitoring mechanism must be based on “objective
criteria” and “independent prior review”, thereby establishing a new legal standard for
controlling technological risks in the justice sector.® Case law is fundamental to the entire
EU legal framework on Al and data in the justice sector.

Thus, the EU model does not concentrate on “preventing” technology, but on creating a
legal framework for responsible innovation. DPAI, FRIA, and the independent
monitoring mechanism are not only technical tools but also institutional manifestations
of the principles of balancing judicial efficiency and the protection of human rights—an
important experience for Vietnam in perfecting the legal framework for applying AI in
criminal proceedings.

5.3. Enforcement Mechanism and the Role of Independent Monitoring Bodies

If the principles of lawfulness, necessity, and proportionality establish “theoretical
standards” for data processing, then enforcement mechanisms and independent monitoring
bodies serve to ensure these standards are implemented effectively, transparently, and
verifiably. In the EU system, this enforcement structure is designed based on three
complementary pillars: (i) an independent monitoring body with substantive enforcement
powers; (ii) a technical-legal oversight mechanism along the life cycle of high-risk

59  Directive (EU) 2016/680 (n 4).

60  Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine
and Natural Resources and Others and Kirntner Landesregierung and Others [2014] ECJ]
ECLLEU:C:2014:238  <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62012C]0293>
accessed 24 October 2025.
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<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:62015CJ0203> accessed 24 October 2025.
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technologies; and (iii) a unified coordination mechanism across the Union to maintain

common rule of law standards.

(1) Independent monitoring body - the heart of the balancing mechanism. This principle

was established in the case of Commission v. Germany, in which the CJEU held that
any government intervention in the activities of a data protection authority violates
the duty of absolute independence.”” This was reinforced in the Schrems II case,
where the Court stressed that the monitoring authority must be able to proactively
suspend data processing when there is a risk of a fundamental right being violated.®®
This provision is codified in Article 52 GDPR and Article 41 LED, requiring Data
Protection Authorities (DPAs) to have organisational autonomy, budget, and
enforcement powers.

(2) Lifecycle technical oversight mechanism - ensuring balance in the innovation process.

To ensure consistency and implementation, the European Commission has
established the AI Office. This agency has the authority to request that AI developers
provide technical dossiers, testing information, incident reports, and evidence of
human oversight to ensure compliance with the obligations under the AI Act.* This
mechanism shifts the concept of “balance” from a static state to a dynamic one, in
which all AT applications in the justice sector are not only approved once but also
periodically reviewed as technology and risk levels evolve. This is a manifestation of
evolutionary balance, in which the legality and the protection of human rights of the
technology are continuously re-examined throughout its operational lifecycle.

(3) Union-wide consistency and coordination mechanism - ensuring systemic balance.

In addition to national oversight, the EU has established a consistency
mechanism to maintain uniformity in data protection. Under Articles 63 - 65 of
the GDPR, if DPAs have different views on a cross-border case, the European
Data Protection Board (EDPB) can issue a binding decision that the parties must
comply with.® This mechanism creates horizontal balance among Member
States, prevents legal fragmentation, and ensures that all individuals in the EU
enjoy equal protection from technology-related risks, irrespective of their
residence or the location of data processing.

62
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64

65
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In the field of criminal justice, the three-layered mechanism has profound legal
implications. The combination of independent oversight and technical monitoring ensures
that procedural efficiency cannot be achieved at the expense of human rights. This approach
allows the EU to implement the principle of “justice must not be automated”: technology
can assist in judgment, but only humans can make the final judicial decisions.

The above comparison shows that the main differences lie in institutional standardisation
and risk-governance mechanisms. The EU has developed a three-tier legal framework
(GDPR, LED, AI Act) with independent oversight, while Vietnam is still forming its basic
structure, lacking both an independent data authority and mandatory impact assessments.
The EU’s experience offers guidance for Vietnam to balance innovation with human rights
protection in criminal justice. Although the EU is regarded as a pioneering jurisdiction in
data protection and technological risk governance, its model also has limitations, such as
the implementation of the 2024 AI Act, which has generated debate over its enforceability,
particularly given the significant differences in infrastructure readiness and supervisory
capacity among Member States. In addition, the Schrems II judgment® showed that the EU
continues to face difficulties in ensuring cross-border data security and maintaining
consistent standards with international partners. These limitations indicate that the EU’s
experience does not constitute a “perfect model,” but rather serves as a reference point for
Vietnam as it develops a balanced mechanism suited to its national context.

6 LEGAL STATUS AND CHALLENGES IN VIETNAM IN ENSURING A BALANCE
BETWEEN TECHNOLOGICAL INNOVATION
AND PERSONAL DATA PROTECTION IN CRIMINAL JUSTICE

The process of digital transformation in the justice sector in Vietnam creates many
opportunities for innovation, but also poses an urgent need to ensure a balance between
technological efficiency and the right to protect personal data. Although the fundamental legal
framework, such as the 2015 Criminal Procedure Code, Decree 13/2023/ND-CP, and the 2025
Law on Personal Data Protection, has been issued, the current legal system still lacks a
mechanism to incorporate, monitor, and control technological risks in criminal justice.

6.1. Current Status of Vietnamese Laws

The 2015 Criminal Procedure Code, for the first time, recognises electronic data as a source
of evidence (Articles 87 and 99) and allows the use of digital means in the process of
collecting, examining, and evaluating evidence.” This provision marked a turning point,
shifting from traditional to digital thinking in litigation and paving the way for the

66 Case C-311/18 (n 63).
67 Law of the Socialist Republic of Vietnam No 101/2015/QH13 (n 7).
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integration of automated analysis tools and decision-support systems in investigation,
prosecution, and adjudication. Additionally, Decree No. 13/2023/ND-CP on Personal Data
Protection and the 2025 Law on Personal Data Protection (effective from 1 January 2026)
have formed a unified legal basis for the right to protect personal data.”® This Decree
stipulates seven foundational principles for processing data, including lawfulness,
transparency, purpose limitation, and data minimisation. In particular, Articles 24 and 25
impose an obligation to conduct an impact assessment for high-risk data processing
activities, laying the groundwork for a risk-prevention mechanism similar to the Data
Protection Impact Assessment (DPIA) in EU Law.

The 2025 Law on Personal Data Protection expands the scope of protection, establishing the
right of individuals to know, object, and request the termination of data processing, and
clearly stipulates accountability for organisations, state agencies, and enterprises when
processing data in judicial and administrative activities. However, the current Vietnamese
legal framework still reveals some limitations as follows:

First, the regulations governing data processing in criminal justice activities remain
fragmented, and a coordination mechanism among the Investigation Agency, the
Procuracy, the Court, and the Data Management Agency has not yet been established.
Meanwhile, the EU model clearly stipulates the role of independent Data Protection
Authorities in supervising the processing of data for the purposes of investigation and
prosecution.

Second, there are no specific regulations on accountability and risk assessment when
applying Al in the justice sector. Current documents are mainly at the framework level
and do not identify the agency responsible for appraising, approving, or supervising Al
systems used in legal proceedings. This poses a potential risk of “automating judicial
power;” when the results generated by Al systems (for example: risk scoring, behavioural
analysis) can directly influence investigation or adjudication decisions without being fully
verified by humans.®

Third, the lack of an independent monitoring body for personal data protection-a
“focal pillar” of the EU model. Currently, data management in Vietnam is dispersed
between the Ministry of Public Security and the Ministry of Science and Technology,
leading to overlapping responsibilities and a lack of a unified judicial and
administrative monitoring mechanism.

Finally, the institutional and digital capacities of the judiciary team remain limited
compared to practical requirements. The understanding and application of data
protection principles, such as “necessary”, “proportionate”, and “human supervision”,

68  Decree of the Socialist Republic of Vietnam No 13/2023/ND-CP (n 8); Law of the Socialist Republic
of Vietnam No 91/2025/QH15 (n 9).
69 Mantelero (n 22; 23).
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remain at the level of awareness and have not yet become mandatory standards in
investigation and adjudication.

Therefore, although the initial legal foundation for ensuring the right to personal data
protection has been established, the application of AI to criminal justice in Vietnam still
requires integrated improvement, grounded in human rights and the control of high-risk
technology. This involves a combination of institutional reform, the establishment of
independent monitoring bodies, and capacity-building for legal proceedings and
conducting bodies to achieve a dynamic balance between technological innovation and
human rights protection. Recent developments provide important indications of rising
risks and the urgent need for data protection mechanisms in the context of judicial
digitalisation. In Ho Chi Minh City, a system of 31 Al-integrated cameras detected more
than 3,100 violations within just over one month of operation, illustrating that behavioural
data are being collected on a large and continuous scale.”” On the other hand, the Ministry
of Public Security dismantled a scheme involving the sale of nearly 56 million personal data
records,” reflecting the severe vulnerability of individuals to data breaches. At the same
time, the Ministry of Justice rose six places in the 2023 ministerial-level Digital
Transformation Index.”” It showed efforts to enhance the digital capacity of the justice
sector—but also signalling the urgent need for corresponding risk-control mechanisms as
technological applications continue to expand.

6.2. Challenges of Vietnam in Ensuring the Balance
between Technological Innovation
and the Right to Personal Data Protection in Criminal Justice

First, Vietnam currently lacks a specialised legal framework regulating the use of AI in
criminal justice. The 2015 Criminal Procedure Code only recognises electronic data as a
source of evidence (Articles 87 and 99). It does not regulate legal conditions, evidentiary
value, or exclusion rules for data generated by Al systems. Litigation practice shows that
there are challenges in authenticating, collecting evidence, and assessing the value of

70 Vu Phuong, ‘AI-Enabled Cameras Scanning the Streets of Ho Chi Minh City Detect More than 3,100
Traffic Violations’ Bdo Thanh Nién (Ho Chi Minh city, 5 October 2025) [in Vietnamese]
<https://thanhnien.vn/camera-ai-quet-duong-pho-tphcm-phat-hien-hon-3100-truong-hop-vi-pham-
giao-thong-185251005140705779.htm> accessed 21 November 2025.

71  HaiLan, A Trafficking Ring Trading Nearly 56 Million Personal Data Records Was Dismantled’ Bdo Céng
An Nhan Dan (Hanoi City, 21 February 2025) [in Vietnamese] <https://cand.com.vn/Ho-so-Interpol/
triet-pha-duong-day-mua-ban-gan-56-trieu-du-lieu-ca-nhan-i759592/> accessed 21 November 2025.

72 An Nhu, “The Ministry of Justice Rose Six Places in the 2023 Digital Transformation Index’ (B Tw
phdp, 6 February 2025) [in Vietnamese] <https://moj.gov.vn/qt/tintuc/Pages/hoat-dong-cua-lanh-
dao-bo.aspx?ItemID=6810> accessed 21 November 2025.
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electronic evidence, especially when AI technology is applied in activities of identifying,
predicting, or analysing behaviour.”

Second, the DPIA mechanism is only stipulated at the principle-based level, without specific
technical guidance on risk criteria, appraisal procedures, or approval agencies. Meanwhile,
EU standards (Article 35 GDPR; EDPB Guidelines 4/2020) require that all high-risk data
processing activities, especially in the justice and security fields, must undergo independent
audits. The absence of this mechanism hinders Vietnam’s ability to ensure a “dynamic
balance” between technological innovation and human rights.

Third, the institutional capacity and human resources of the judiciary for auditing,
explaining, and monitoring the operation of AI systems remain limited. Investigators,
prosecutors, and judges are not fully equipped with the skills to understand, criticise, or
verify the objectivity of algorithms. Meanwhile, studies by OHCHR™ and the EU Agency
for Fundamental Rights” have warned that the application of Al in law enforcement can
lead to bias, discrimination, and privacy violations without human oversight and
transparent accountability mechanisms.

Fourth, data sharing and interconnection between judicial agencies are limited and lack
protection standards. Data is stored in a decentralised manner by each agency. There are
no technical standards for anonymisation, encryption, or limitation of use. This not only
affects the effectiveness of coordination in legal proceedings but also increases the risk of
leakage or misuse.

Fifth, the standard for the right to personal data protection is not clearly defined in the
Constitution. The 2013 Constitution (Article 21) only recognises the right to privacy and
personal confidentiality, but does not recognise the right to personal data protection as an
independent right. Meanwhile, international standards consider this right a “digital
personality right” that helps regulate structural risks in the AI era. Without being
constitutionalised, specialised laws lack a constitutional basis to establish an effective
balancing mechanism between innovation and human rights protection.”

Overall, the above challenges show that Vietnam is only in the early stages of developing a
“dynamic balance” model between technological innovation and the protection of personal

73 Vo Minh Tuan, ‘Difficulties and Barriers Regarding Electronic Data in the 2015 Criminal Procedure
Code’ [7 February 2021] Tap chi Toa én nhén dan dién tl [in Vietnamese] <https://tapchitoaan.vn/
kho-khan-vuong-mac-ve-du-lieu-dien-tu-trong-bo-luat-to-tung-hinh-su-nam-2015> accessed
24 October 2025.

74  OHCHR, ‘The Right to Privacy in the Digital Age: Report of the United Nations High Commissioner
for Human Rights' (A/HRC/48/31, 13 September 2021) <https://www.ohchr.org/en/documents/
thematic-reports/ahrc4831-right-privacy-digital-age-report-united-nations-high> accessed 24 October 2025.

75  FRA, Facial Recognition Technology: Fundamental Rights Considerations in EU Law Enforcement
(Publications Office of the EU 2023).

76 OHCHR (n 74); Council of Europe, Convention 108+ (n 18).
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data rights. To move towards a digital justice model that ensures human rights, Vietnam
must shift from a reactive legal framework to a proactive one, in which all AI applications
in criminal justice are grounded in lawfulness, necessity, proportionality, accountability, and
human oversight. Moreover, reports from international organisations also indicate
structural technological risks associated with the use of AI in judicial activities. The
OHCHR report warns of algorithmic bias in facial recognition and crime-prediction
systems, particularly in relation to women and minority groups.”” Similarly, FRA reports
high misidentification rates and the risk of biometric data leakage when law enforcement
authorities store data on a large scale without adequate access controls.”® These risks
underscore the urgent need to design appropriate oversight and impact-assessment
mechanisms as Vietnam expands the use of Al in criminal justice.

Compared with the EU, Vietnam shares the same core values of personal data protection
but differs in institutionalisation and enforcement. The EU mandates Data Protection and
Fundamental Rights Impact Assessments (DPIA/FRIA) and empowers independent
supervisory authorities, while Vietnam only outlines general principles and distributes
authority across multiple agencies. This gap reflects not only differences in capacity but also
the need for selective and context-appropriate legal adaptation.

7 RECOMMENDATIONS TO IMPROVE VIETNAM'S LEGAL SYSTEM
FROM THE EUROPEAN UNION’S EXPERIENCE

Based on the EU’s experience, this section proposes directions for improving the law and
policy implications to help Vietnam ensure a “dynamic balance” between technological
efficiency and human rights. However, it is necessary to understand that strengthening
personal data protection in criminal justice is a long-term undertaking that requires
continuous and incremental institutional adjustment. As a developing country, Vietnam
must simultaneously undertake many other important strategic tasks, particularly
economic development; therefore, legal reforms in this area need to be implemented
through a multi-stage roadmap, prioritising the improvement of the legal framework and
enforcement capacity, and only subsequently moving toward independent oversight
mechanisms and adequate technological infrastructure.

(1) Leverage the right to personal data protection to constitutional standards. Vietnam’s
2013 Constitution addresses this right only in Article 21 on privacy and
correspondence. Elevating it to a constitutional or statutory level would (i) reinforce
the rule of law in the digital era by subjecting technological activities in justice to
constitutional oversight, and (ii) provide a legal basis for balancing rights with public
interests and crime prevention. As a first step, this could be detailed in the 2025 Law

77 ~ OHCHR (n 74).
78  FRA (n75).



Nguyen PA, ‘Artificial Intelligence in Criminal Justice: Balancing Technological Innovation and Personal Data Protection Rights. A Comparative Legal Study
between the European Union and Vietnam’ (2025) 8(Spec) Access to Justice in Eastern Europe 1-26 <https://doi.org/10.33327/AJEE-18-8.5-1000161>

on Personal Data Protection’s guiding documents, paving the way for future
constitutional reform.

(2) Complete the Criminal Procedure Code on “digital evidence detected or found with the
support of AI”. Currently, the 2015 Criminal Procedure Code only stipulates
electronic data as a type of evidence (Article 99) without any legal standards for
evidence detected or found with the support of Al Therefore, it is essential to add a
specialised sub-section on Al evidence to the Criminal Procedure Code, including:
conditions of acceptance (model transparency, explainability, and independent
verification); exclusion rules for evidence violating the right to personal data
protection; the obligation to keep technical traces (traceability); and the right to
challenge the algorithm of the defender.

(3) Add a data impact assessment mechanism (DPIA/FRIA). Vietnam could adopt an
EU-style mechanism requiring mandatory DPIAs for all AI projects in
investigation, adjudication, and enforcement, with both ex-ante and ex-post
reviews by a data oversight body. In the short term, this could be specified in the
Decree guiding the 2025 Law on Personal Data Protection, incorporating a
verification process akin to “professional approval” in healthcare. Vietnam should
also establish an independent National Data Protection Authority, empowered to
supervise data handling in criminal proceedings in coordination with the
Supreme People’s Procuracy—similar to the EU’s EDPB—to enhance transparency
and public trust in judicial digitalisation.

(4) Establish a separate legal framework for Al in the criminal justice system. Vietnam
could develop a principles-based legal framework for judicial AI covering three
areas: (i) defining judicial Al, (ii) classifying risks and corresponding liabilities,
and (iii) creating a regulatory sandbox for technologies in adjudication and
enforcement. This could be piloted at the Supreme People’s Court and the Ministry
of Public Security, following the State Bank’s fintech sandbox model. At the same
time, a national human rights—oriented AI policy for criminal justice that defines
the scope of AI use across investigation, prosecution, adjudication, and
enforcement, and establishes ethical, technical, and legal safeguards. Vietnam may
adopt the EU’s “Human Rights Impact Assessment” model to evaluate and disclose
data-sensitive technologies. This is feasible given the foundations established
under Decree No. 13/2023/ND-CP and the 2025 Law on Personal Data Protection,
which already require DPIAs.

(5) Refine the policy of training, fostering digital capacity, and technology ethics for judicial
staff. Vietnam should establish a continuous training program on “judicial data
governance” and, through international cooperation within the EU-ASEAN or
UNESCO frameworks, exchange experiences and methods for technology
verification. The investment in human capacity will determine the level of success of
the process of “humanising digital justice”
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(6) The State can encourage technology enterprises to participate in research, testing,
and the development of judicial support tools, such as electronic record
management systems, digital evidence analysis, or virtual assistants for
conducting legal proceedings. But these tools must be subject to independent
verification of data risks and human rights impacts. This approach encourages
innovation and ensures that the private sector cannot dominate or undermine the
independence of the judicial activities.

(7) Promote international cooperation on judicial technology. Vietnam should participate
in international initiatives, such as the Global Partnership on AI (GPAI) or the
OECD.AI Policy Observatory program. This can support Vietnam in approaching
global standards on responsible Al and personal data protection. Additionally, it is
necessary to promote bilateral judicial dialogue with the EU within the framework
of implementing the EVFTA and EVIPA, to learn about mechanisms to ensure data
rights in the cross-border judicial environment.

The above analysis shows that the EU has achieved balance through three institutional
pillars: the constitutional right to data protection, mandatory impact assessments, and
independent lifecycle supervision. Vietnam is gradually approaching this model through
the 2025 Law on Personal Data Protection and the revision of the Criminal Procedure Code.
Incorporating these elements domestically will promote “responsible innovation,” a crucial
step toward safeguarding human rights in the digital justice system.

8 CONCLUSIONS

The rapid development of Al is reshaping criminal justice, especially in evidence collection,
processing, and evaluation. Along with the obvious benefits in efficiency, speed, and
analytical capabilities, this technology also poses challenges for human rights protection,
with the right to data protection becoming a focus of contemporary legal debate.

The experience of the EU shows that “balancing” between technological innovation and
human rights protection is not a choice between two opposite poles, but a continuous
process of legal governance. The EU has built a systemic regulatory model - combining a
constitutional basis for the right to personal data, risk assessment and accountability
mechanisms, risk-based management, and independent monitoring and judicial control.
For Vietnam, the promulgation of the 2025 Law on Personal Data Protection and the
adoption of digital transformation policies in criminal justice mark an essential step
forward. However, to achieve a sustainable balance between technological innovation and
the protection of human rights, it is necessary to establish a comprehensive legal
framework that clearly sets out the scope, limits, and control mechanisms for the use of
Al in criminal proceedings.
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AHOTALLIA YKPAIHCHKOK MOBOK)
JlocnigHuubKa cratTa

LUTYYHWUA IHTENEKT Y KPUMIHATIBHOMY CYLOUYMHCTBI:
BATTAHC MIX TEXHOJTOTIYHUMU IHHOBALIAMN
TATIPABOM HA 3AXUCT NEPCOHANBHIX IAHUX.
NOPIBHANBHO-NPABOBE AOCNIAXEHHA MIAXOAIB
€BPOMENCHKOTO COO3Y TA B'ETHAMY

OyoHe AH Heyen

AHOTALIIA

Bemyn. Illsudxuii po3sumox uimy4Hozo iHmenexmy CUnvbHO 3MiHUG Pi3Hi AcneKmu CycninbHozo
HUMMS, 30KpemMa cUcmemy KPUMiHAIbHO20 cy0ouuHcmea. Y KpUMiHanoHomy npoeaoxicerHi 36ip
ma 06pobka GiomempudHUX, N06e0iHKOBUX MaA eMOUIIHUX OAHUX MOIHE 3a2POAHCY8AMU NPABY HA
npueamHicmo, npesymMnuii HeeuUHysamocmi ma npasy Ha cnpaseonusuii cyo. Y uvomy
00cniONceHHi PO3eNAOAEMbCA B3AEMO36 A30K MiNC MeEXHONOIMHUMY IHHOBAUIAMU A 3aXUCTNOM
NePCOHANLHUX 0AHUX Y KpuminanvHomy cydouurcmei €eponeiicokozo Coio3y ma B'emuamy. 3a
00M0MO02010  NOPIBHANLHO-NPAB06020  AHANI3Y 3a2aNbHO20  peeiamMeHmy  NPO  3aXUcH
danux (GDPR) €C, Jlupexmusu npo npasooxoporny disnvricms ma Axmy €C npo IIII 2024 poxy
pasom i3 npasosor 6a3or B'emuamy, y cmammi 6usHaueHo Ka0406i chepu KoHBepzeHUil,
po3bixcHocmeil ma pezynAMOPHUX NPOATIUH.

Memoou. Y Oocnidscenti 8UKOPUCOBYEMBCA NOPIBHANLHO-NPABOBULI AHANIZ Y NOEOHAHHI 3
ni0xo000M, WO JPYHMYEMbCA HA NPABAX THOOUHU, ONISL YMOUHEHHS B63AEMO3B'SI3KY MiM
TMexHON0IMHUMY THHOBAUIAMY WA NPABOM HA 3AXUCI NePCOHATIHUX 0AHUX Y KPUMIHATIBHOMY
cydouurncmei. Oucepenamu indopmayii € npasosi 6asu €sponeiicoxozo Coto3y ma B'emmuamy,
cydosa npakmuxa ma 3eimu opeanie €C ma Opeanizauii O6'eonanux Hauyiii.

Pesynomamu ma eucHoséku. Memoio O00cniOxeHHA € 6CMAHOBNEHHA (PYHOAMEHMANLHUX
npasosux npuxyunie, AKi 3abesneuyrmv OANAHC MiX MeEXHONOIMHUMY THHOBAUIAMU MA
3aXUCOM NPAsa HA NEPCOHANbHI 0aHi Y KPUMIHAZbHOMY CyO0O4UHCmei — nidxid, sKomy
npudinsemocs Hedocmamus yeaza ¥y B'emnami. Ha ocnosi yvo20 6yn10 3anponoHosano npasoei
pedopmu, cnpamosani HA CMBOPEHHS cUCmemMU «UuPposozo npasocydds, OpieHmMosanoz0 Ha
npasa m0OUHU», AKA 2APAHMYSAmMuUMe, W0 UUPPOBI3AUIS mMa 3ACHOCYBAHHA UAMYHHOZ0
iHmenexmy 6 cucmemi npagocyoost He nuule ni0BUUWAMb onepayiiiny edexmueHicmp, ane i
3MOJNCY M SMIUHUMU 6ePX0BEHCINB0 NPABA MA 3AXUCIUMU 100el.

Kniouosi cnosa: wmyunuii inmenexm, KpumiHanvHe Ccy0O4UHCINGO, NPABO HA 3AXUCH
nepcoHanvHux danux, npasa nwounu, €sponeiicoxuii Coios, B'emnam.
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TO CONTRACTUAL NEGOTIATIONS
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ABSTRACT

conducted by
artificial intelligence (AI) systems raise profound legal

Background: Contractual negotiations
challenges, most notably the question of allocating civil
liability for damages caused by their errors. This study,
employing a comparative analytical methodology, reveals a
significant regulatory gap in Arab jurisdictions—particularly
Egypt and the United Arab Emirates—where legislation lacks
explicit provisions governing such liability. In contrast, recent
European  Union including the risk-based
approach of the AI Act and the emerging framework of the Al
Liability Directive, place primary emphasis on the
accountability of developers and operators.

initiatives,

Against this backdrop, the paper advocates for the development
of a specialised Arab legal framework that draws inspiration
from comparative models while preserving local specificities.
Such a framework should include: a precise legal definition of

259



Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

intelligent systems, concrete evidentiary mechanisms for fault attribution and liability
distribution, the establishment of a dedicated supervisory authority, and the strengthening of
insurance mechanisms as complementary safeguards.

Methods: This study employs a comparative analytical method to examine civil liability for AI
errors in contractual negotiations, focusing on tort and contractual theories under Egyptian
and Emirati law, and contrasting them with recent EU developments—particularly the AI
Liability Directive and the Data Act, which provide clearer guidance than the AI Act.

Results and conclusions: The comparative analysis yields three main results. First, there is a
clear regulatory gap in Arab jurisdictions, which continue to rely on general civil law provisions
without specialised rules for AL Second, doctrinal differences between strict liability in the EU
and the broader remedial approach in Arab systems complicate any direct transposition of
European models. Third, evidentiary challenges remain central in both systems, as establishing
fault and causation in Al-related harm is inherently complex.

Artificial intelligence (AI) is a real and effective technology whose applications, in some
areas, exceed human capabilities. It is capable of reasoning, perception, problem-solving,
and even autonomous learning. Al systems can integrate and utilise various advanced tools
and devices to perform complex tasks efficiently.

However, the development of self-learning Al systems remains a major challenge. Many
questions arise regarding their training, ethical use, and responsibility. At present, few
mechanisms exist to adapt Al to specific cultural or linguistic contexts, particularly in
environments where Al systems must recognise and respond to unique local characteristics.

To ensure the safe and ethical use of Al it is essential to develop robust systems that promote
transparency, accountability, and fairness. Such systems would facilitate automatic control
while minimising potential risks.

This issue is particularly important in light of recent technological advancements, as Al
increasingly influences contractual frameworks and civil liabilities, especially in regions
where Arabic is the dominant language, such as Egypt and the United Arab Emirates. There
is an urgent need for individuals to understand the basic concepts of AI and related
technologies, especially in this rapidly evolving digital environment.

A review of Egyptian and Emirati legislation reveals significant shortcomings in addressing
the legal challenges posed by Al-based negotiation mechanisms. Neither legal system
includes explicit provisions recognising the legal status of AI systems or robots, nor do they
provide clear definitions of the rights and obligations applicable to such artificial entities.
Moreover, both jurisdictions lack a dedicated regulatory or supervisory body to oversee the
operation of AI agents or to ensure accountability for civil liability arising from their role
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in contractual negotiations. This stands in contrast to the more advanced European
approach, which has moved toward establishing independent oversight bodies and
imposing greater transparency obligations. In this regard, it is worth noting that the
European Law Institute has issued a set of guiding principles on automated decision-
making within the European Union.!

Within the European legal framework, it is essential to distinguish among three principal
instruments. The EU Artificial Intelligence Act (AI Act), enacted as Regulation (EU)
2024/1689,” establishes a comprehensive risk-based legal regime for Al systems. It classifies
such systems into four levels of risk—unacceptable, high, limited, and minimal—and
imposes corresponding obligations on providers and deployers, including conformity
assessments and transparency requirements.

The EU Data Act (Regulation (EU) 2023/2854)° focuses on enabling fair access to and use
of data within the European data economy.* It forms a critical part of the legal foundation
for smart contracts, especially in data-sharing agreements. These smart contracts are
subject to essential legal requirements, such as auditability, access control, and
conformity certification.

The AI Liability Directive’ (AILD)—originally proposed to harmonise non-contractual
civil liability rules for Al across the Union—seeks to simplify the claimant’s burden of proof
by facilitating access to evidence and introducing rebuttable presumptions of causality.®
However, its legislative future remains uncertain.

1 Teresa Rodriguez de las Heras Ballell, Guiding Principles for Automated Decision-Making in the EU
(ELI Innovation Paper, European Law Institute 2022).

2 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 Laying
Down Harmonised Rules On Artificial Intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) [2024]
OJ L 1689/1 <http://data.europa.eu/eli/reg/2024/1689/0j> accessed 20 April 2025. Detailed risk-based
Al classification and obligations framework.

3 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on
Harmonised Rules on Fair Access to and Use of Data and amending Regulation (EU) 2017/2394 and
Directive (EU) 2020/1828 (Data Act) [2023] OJ L 2854/1 <http://data.europa.eu/eli/reg/2023/2854/0j>
accessed 20 April 2025. Aims to harmonize fair access to and use of data, including smart contract rules.

4 Sandra Wachter, Brent Mittelstadt and Luciano Floridi, ‘Why a Right to Explanation of Automated
Decision-Making Does Not Exist in the General Data Protection Regulation’ (2017) 7(2) International
Data Privacy Law 76. doi:10.1093/idpl/ipx005.

5 Proposal for a Directive of the European Parliament and of the Council on Adapting Non-Contractual
Civil Liability Rules to Artificial Intelligence (AI Liability Directive) COM/2022/496 final
(28 September 2022) <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0496>
accessed 20 April 2025. Explores the EU’s evolving framework for Al-related harm, including
proposals for the AILD.

6 Andrea Bertolin, Artificial Intelligence and Civil Liability: A European Perspective (Study, European
Parliament’s Policy Department for Justice 2025) <https://www.europarl.europa.eu/thinktank/en/
document/TUST_STU(2025)776426> accessed 25 July 2025.

© 2025 Bashar Talal Momani, Nasr Farid Hassan, Hosni Mahmoud AbdelDaiem AbdelSamad and Mohamed Elsayed Eldessouky. This s an open-access article distributed under the tems
ofthe Creative Commons Attribution License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.
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The main research question guiding the study is: How can Arab regulatory frameworks
bridge the gap in civil liability arising from Al-driven negotiations by leveraging the
European model, while accounting for the region's legal specificities?

This study seeks to address the pressing legal challenges arising from the use of Al in
contractual negotiations by formulating solutions consistent with prevailing legal traditions
and legislative frameworks. Its objectives are fourfold: first, to emphasise the significance of
the pre-contractual stage and underscore the legislator’s duty to regulate it, particularly in
determining the scope of civil liability associated with this phase; second, to examine the
legal implications of AI in negotiation and the challenges it generates; third, to propose a
balanced legal framework suitable for the responsible deployment of AI in contractual
bargaining; and fourth, to explore the attribution of liability for harms caused by Al

This study adopts a comparative analytical approach, aiming to examine the legal
framework governing civil liability for Al-related errors during the negotiation phase. The
analysis focuses on the fundamental legal theories of tort and contractual liability as
established in Arab civil laws, particularly those of Egypt and the UAE. This comparative
approach is also employed to examine this situation in relation to recent legislative and
judicial developments in the European Union, specifically the AI Liability Directive and the
Data Act, which address these issues more directly than the AT Act.

Al is a branch of computer science focused on developing systems that simulate human
behaviour and decision-making with varying degrees of autonomy.” It operates through
software or integrated devices such as robots and self-driving cars. Al processes structured,
semi-structured, and unstructured data to analyse environments and solve complex
problems. Its applications include digital assistants, facial recognition, and autonomous
machines like drones. Due to their efficiency and adaptability, these technologies are
increasingly utilised in medicine, economics, and defence.?

Contractual negotiation involves the exchange of proposals, opinions, studies, and legal
consultations between parties aiming to reach a mutually beneficial agreement. It plays a
crucial role in determining the terms and conditions of contracts, ensuring that the interests
of all parties are balanced and that business transactions are successful. Negotiations

7 Arnaud Sée, ‘La Régulation des Algorithmes: Un Nouveau Mode¢le de Globalisation?” (2019) 5 Revue
Frangaise de Droit Administratif 830.

8 Zholin Gao and Oizheng Qian, ‘The Risk and Benefits of Applying Artificial, Intelligence in Business
Discussions’ (2022) 30 BCP Buusiness & Management 808. doi:10.54691/bcpbm.v30i.2569.
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require individuals with specialised skills and knowledge and take place across various
fields, including hospitals, offices, and legal consultancies.’

Al can enhance contractual negotiations through data analysis, enabling parties to assess
market conditions, understand the needs of each party, and identify strengths and
weaknesses. It can also evaluate risks, determine optimal negotiation paths, and propose
creative solutions. By automating repetitive tasks, Al saves negotiators time, enabling them
to focus on more important aspects of the process. However, some scholars contend that
AI will not fully replace humans in negotiations, as human input is essential for
understanding the other party’s position."’

Several companies, including IBM, Salesforce, and Alibaba, utilise AI technologies (e.g.,
Watson, Einstein, and Alibaba DAMO) to assist in negotiations. While AI is increasingly
seen as an inevitable force in legal and judicial matters, scholars emphasise that it
presents challenges that must be addressed legislatively and technically. They caution
that AI should remain under human control to mitigate risks and ensure its ethical
integration into society."

The widespread adoption of artificial intelligence has generated significant legal challenges,
particularly with respect to its inherent risks, as well as broader concerns in the domains of
research and innovation. This tension largely stems from the accelerating pace of
technological advancement, which often outstrips the ability of legal frameworks to adapt,
thereby exacerbating these challenges. In this context, the present study focuses on civil
liability for damages arising from errors committed by artificial intelligence systems during
the contractual negotiation process.

The issue of civil liability arising from Al errors in negotiations is a recent and complex
matter that requires careful consideration from both legal and technical perspectives.

In general, civil liability is defined as the obligation under which a person is liable for
remedying the damage incurred by another person due to the acts performed by the

9 Michelle Vaccaro and others, ‘Advancing AI Negotiations: New Theory and Evidence from a Large-
Scale Autonomous Negotiations Competition’ (arXiv, 7 July 2025) arXiv:2503.06416v2. doi:10.48550/
arXiv.2503.06416.

10  Horst Eidenmiiller, “The Advent of the AI Negotiator: Negotiation Dynamics in the Age of Smart
Algorithms’ (2025) 20(1) Journal of Business & Technology Law 1.

11 Yousef Abuzir, ‘Artificial Intelligence in Legal Practice: Applications, Challenges, and Future Prospects’
(2025) 8(1) Journal of Business in the Digital Age 33. doi:10.46238/jobda.1629307.
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former, their subordinates, or things for which the former is liable.'* It can also be defined
as “the person’s obligation to compensate the damage he caused to another person because
of violating an obligation represented in infringing the victim or third parties in

whatsoever manner”

In the context of Al-related damages, civil liability refers to the liability of AI for
compensating the damage incurred by the victim or a third party as a result of the operation
or decision-making of an AT system."

With the growing use of Al in fields like healthcare, civil liability for Al-related errors has
become increasingly important—for example, when a robot causes harm to a patient. In
such cases, the responsible party must compensate for financial and moral damages,
regardless of fault. This strict liability principle applies to institutions using Al, such as
hospitals, and serves as a warning to manufacturers of potentially dangerous technologies.

Since the mid-2010s, the European Parliament has shown heightened interest in civil
liability arising from AI applications, particularly those involving robots and
autonomous vehicles. On 16 February 2017, the Parliament adopted a resolution on Civil
Law Rules on Robotics, calling for the development of new legal frameworks that account
for the difficulty of proving software errors and the challenges arising from system
autonomy in decision-making.” This was followed by another resolution on 20 October
2020 (2020/2014(INL)), which recommended the establishment of a comprehensive civil
liability system and a balanced compensation scheme capable of addressing damages
resulting from the use of AI technologies, recognising the inadequacy of traditional rules
based on proving fault and causality.'

Member States have responded to these recommendations in various ways. In 2021,
Germany adopted a specific law on autonomous driving, requiring the presence of a
"technical supervisor" (technische Aufsicht) in vehicles and mandated the installation of
a "black box"-like device to record driving data for determining liability in the event of
an accident. This law represents a practical national model for addressing the evidentiary

12 Ahmed Abu Al-Saud, The Insurance Policy between Theory and Practice: A Comprehensive Analytical
Study (Dar Al-Fikr Al-Jami'i 2009) [in Arabic].

13 Muhammad Abd al-Zahir Hussein, The Injured Party's Mistake and Its Impact on Liability (Dar
Al-Nahda Al-Arabiya 2007) [in Arabic].

14  Nikos Th Nikolinakos, Adapting the EU Civil Liability Regime to the Digital Age: Artificial Intelligence,
Robotics, and Other Emerging Technologies (Law, Governance and Technology Series vol 68, Springer
2024) 377. doi:10.1007/978-3-031-67969-8_8.

15  European Parliament Resolution 2015/2103(INL) of 16 February 2017 with recommendations to the
Commission on Civil Law Rules on Robotics [2018] OJ C 252/239 <https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=0j:JOC_2018_252_R_0026> accessed 20 April 2025.

16 European Parliament Resolution 2020/2014(INL) of 20 October 2020 with recommendations to
the Commission on a Civil Liability Regime for Artificial Intelligence [2021] O] C 404/107
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=0j:JOC_2021_404_R_0006> accessed 20 April 2025.
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challenges in Al-related incidents, complementing European discussions on the need for
a unified framework."”

In a broader context, the European Union adopted the Artificial Intelligence Act (AI Act)
in July 2024, marking the first binding horizontal European legislation regulating AI
technologies. This law is based on a risk-classification methodology, prohibiting systems
with "unacceptable risk" and subjecting high-risk systems to stringent technical and
procedural obligations, including risk management, mandatory human oversight,
maintaining transparent operational records, and reporting malfunctions. The Act also
provided for the establishment of national regulatory authorities to supervise compliance,
while imposing limited transparency requirements for low-risk systems."®

Alongside these developments, the EU Data Act, enacted in 2023, represent a parallel
regulatory step aimed at ensuring access to and defining usage rights for data generated by
connected devices, thereby providing a supportive legal environment for AI development
by facilitating industrial data sharing.

Regarding compensation and liability, the European Commission proposed the AI
Liability Directive in 2022, aiming to alleviate the burden of proof for victims by
introducing mechanisms such as legal presumptions of causality. However, this proposal
faced broad political and legislative disagreements, leading to its withdrawal from the
Commission's work programme in 2025, leaving a partial legislative gap in compensation
for Al-related damages."”

These European developments reflect the European legislator's awareness of the complex
nature of Al and the need for innovative legal tools that strike a balance between the
requirements of technological innovation and the protection of fundamental rights and
contractual interests. Despite such progress, Arab experiences remain more focused on
formulating national strategies and general policy frameworks rather than building
detailed legislative systems.

In Egypt, the government launched the National Strategy for Artificial Intelligence and enacted
the Personal Data Protection Law in 2020; however, issues of civil liability for AT damages
remain subject to traditional rules in the Civil Code and Consumer Protection Law.” In the

17 Johann Laux, Sandra Wachter and Brent Mittelstadt, “Trustworthy Artificial Intelligence and the
European Union Al Act: On the Conflation of Trustworthiness and Acceptability of Risk’ (2023) 18(1)
Regulation & Governance 3. doi:10.1111/rego.12512.

18 Nuno Sousa e Silva, ‘The Artificial Intelligence Act: Critical Overview’ (arXiv, 30 August 2024)
arXiv:2409.00264. doi:10.48550/arXiv.2409.00264.

19  Timo Minssen and others, ‘Governing Al in the European Union: Emerging Infrastructures and
Regulatory Ecosystems in Health’ in Barry Solaiman and I Glenn Cohen (edn), Research Handbook on
Health, AI and the Law (Edward Elgar 2024) 311. doi:10.4337/9781802205657.ch18.

20  Maha Ramadan Muhammad Battikh, “Civil Liability for Damages Caused by Artificial Intelligence
Systems: A Comparative Analytical Study’ (2021) 9(5) Legal Journal (Faculty of Law, Cairo University,
Khartoum Branch) 1513. doi:10.21608/jlaw.2021.190692 [in Arabic].
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UAE, the UAE Strategy for Artificial Intelligence 2031 was launched, and Federal Law No. (45)
of 2021 on the Protection of Personal Data was issued, while legislative policy relies on
regulatory sandboxes to test systems before widespread deployment, without a specific law
yet regulating civil liability for Al-related damages.”

An analytical review of the UAE and Egyptian legislative frameworks reveals several
fundamental gaps that hinder their ability to address the legal challenges arising from
contractual negotiations conducted through AI systems. Chief among these are the
absence of explicit legal provisions recognising the legal status of AI systems or robots,
and the lack of a precise statutory definition delineating their rights and obligations
within contractual frameworks.”

Moreover, both jurisdictions lack a dedicated regulatory framework or specialised
oversight body responsible for supervising the performance of Al agents or ensuring their
compliance with civil liability rules during negotiations. This stands in contrast to the
European experience, which has pioneered practical models for establishing independent
supervisory entities and linking the use of AI to clear legal duties concerning
transparency and accountability.

In light of these findings, the study recommends that UAE and Egyptian lawmakers
undertake the following steps:

1. Adopt clear and specific legal definitions of intelligent systems and delineate their
contractual use within the Civil Transactions Law.

2. Develop dedicated legal mechanisms to impose liability on AI developers and users
for harm resulting from automated actions.

3. Establish specialised regulatory bodies—or dedicated units within existing
authorities—to oversee smart contracts and assess the legal performance of the
algorithms employed.

The study also recommends the gradual implementation of these mechanisms, drawing on
recent European models, to ensure a safe transition toward an Al-driven contractual
environment while minimising the regulatory gap.

21 Essam M El Gohary, Ghada El Shabrawy and Sahar Hassib, ‘Assessment of the Artificial Intelligence
Strategies Announced in the Arab Countries’ (2023) 31(3) Egyptian Journal of Development and
Planning 1. doi:10.21608/inp.2023.326507 [in Arabic].

22 Adel Salem AlLouzi, Karima KRIM and Mohammad Abdalhafid AlIKhamaiseh, “The Role of Artificial
Intelligence and Emerging Technologies in UAE Commercial Transactions Law’ (2023) 5(4) Research
Journal in Advanced Humanities 156. doi:10.58256/4w202n53.
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This review is supported by Chopard and Musy, who argue that AI systems are being
increasingly used to aid in the diagnosis and treatment of diseases, thereby reducing
the risk of medical errors. They note that such systems also influence the determination
and allocation of compensation among doctors and producers of Al systems in cases
where patients suffer harm.” Conversely, other scholars contend that determining
liability in AlI-related defects could be complex due to the involvement of multiple
stakeholders. Responsibility becomes difficult to establish when defects arise from
different sources, such as defective training data, algorithmic biases, or inappropriate
system design.*

When Al is employed in contract negotiation or dispute resolution, its errors can result in
significant financial or legal harm—such as costly decisions, broken agreements, project
delays, or unexpected expenses. These mistakes may lead to contractual breaches or tort
liability arising from the AT’s actions.”

1. Operational Damages: Errors by Al systems during negotiations could result in
delays of projects and business transactions, leading to additional costs and lost
opportunities. This results in weakening the company's competitive position and
negatively affecting its reputation.”®

2. Legal Damages: In addition to operational damages, Al errors in negotiation can
result in serious legal problems, including contractual violations or torts (harmful
acts), which may lead to expensive judicial disputes.

3. Financial Damages: When Al errors occur in negotiating contracts, this can result
in substantial financial losses to the negotiating parties, which could include
concluding unprofitable or unfavourable agreements, missing opportunities for
profit and business growth.

23 Bertrand Chopard and Olivier Musy, ‘Market For Artificial Intelligence in Health Care and
Compensation for Medical Errors’ (2023) 75 International Review of Law and Economics 106153.
doi:10.1016/j.irle.2023.106153.

24  Miriam C Buiten, ‘Product Liability for Defective A’ (2024) 57(1) European Journal of Law and
Economics 239. d0i:10.1007/s10657-024-09794-z.

25  Abdelrazek Wahba Sayedahmed, ‘Civil Liability for Artificial Intelligence Damages: An Analytical
Study’ (2020) 43 Generation of In-depth Legal Research Journal 11 [in Arabic].

26  Ahmed M Al-Hawamdeh and Tariq K Alhasan, ‘Smart Robots and Civil Liability in Jordan: A Quest
for Legal Synthesis in the Age of Automation’ (2024) 16(2) Jordanian Journal of Law and Political
Science 52. doi:10.35682/jjlps.v16i2.743.
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Civil liability for AI errors in negotiations is established on a group of main legal pillars,
foremost among them being the principle of tort (harmful act), which requires
compensation for damage resulting from a harmful act or negligence by the entity
responsible for the ALY

This liability is grounded in the principles of contractual liability, under which the entity in
charge of AI is obliged to exert due diligence to prevent such damages. In the event of
violating such an obligation, it shall compensate the victims for the losses they incur or the
damages resulting from the Al errors during negotiations.”®

Civil liability for errors committed by Al during negotiations arises upon the fulfilment of
the following condition:”

1. Incurrence of Actual Damage: Civil liability cannot be established unless the AI
error results in actual damage to the negotiating parties, whether financial or moral.
The damage must be direct and causally linked to the AT’s error.”

2. Commission of an AI Error: Civil liability arises when the AI system commits an error
while performing its negotiation functions. The error must stem from deficiencies in
programming or Al performance, rather than from events constituting force majeure
or other factors beyond the control of the entity in charge.”

3. Causation Relationship: There must be a causation relationship between the Al error
and the damage incurred by the negotiating parties. In other words, the damage

27  Bashar Talal Momani and others, ‘Securing Privacy: Safeguarding against Cyber Threats in the UAE
and Morocco’ (2024) 5(3) Global Privacy Law Review 126. doi:10.54648/gplr2024018; Mohammed Al
Morsi Zahra, Non-administrative sources of obligation in the Civil Transactions Law of the United Arab
Emirates: Harmful Acts and Beneficial Acts (UAE University Press 2003) [in Arabic]; Nasser
Mohammed Abdullah Sultan, Liability for the Act of Things Requiring Special Care and Mechanical
Machinery in Light of the UAE Civil Code Compared to the Egyptian Civil Code (Al-Halabi Legal
Publications 2005) [in Arabic]; Osama Ahmed Badr, The Concept of Guardianship (Hirasah) in Civil
Liability: A Comparative Study (Dar Al-Nahda Al-Arabiya 2004) [in Arabic].

28  Ibrahim Al-Desouki Abullail, ‘Smart Contracts and Artificial Intelligence and their Role in the
Automation of Contracts and Legal Acts: Study of the Role of Scientific Progress in the Development
of Contract Theory’ (2020) 44(4/1) Journal of Law. doi:10.34120/jol.v44i4.2545 [in Arabic].

29  Abdel Razzaq Ahmed Al-Sanhouri, The Intermediary in Explaining the New Civil Law: The Theory of
Obligation in General, pt 3 (Manshaet Al-Maarif 2004) [in Arabic].

30 Martin Ebers, 'Liability for Artificial Intelligence and EU Consumer Law' (2021) 12(2) JIPITEC 204.

31  RezaFarajpour, “The Role of Civil Liability in Artificial Intelligence Laws from the Perspective of Major
Global Legal Systems’ (2025) 5(2) Journal of Law and Political Studies 182. doi:10.48309/
jlps.2025.518711.1353.
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must be the direct and inevitable outcome of the Al error in negotiation and may
not be the result of any other factors.”

In defining the party civilly liable for compensating damages resulting from the use of Al in
contractual negotiations, liability may fall upon one or more of the following:*

1. Liability of the Robot Manufacturer and Programmer: The manufacturer, developer,
or programmer of an Al system may incur civil liability where damage arises from
defects in design, errors in programming, or negligence in the manufacturing or
development process. In such cases, liability is generally governed by product
liability laws, which impose a legal obligation on manufacturers to ensure that their
products are safe, effective, and free from defects.*

2. Liability for Use (End-User Responsibility): Where harm results from improper
use of the AI system—such as failure to adhere to usage guidelines or intentional
misuse—the end user may be held liable. In such instances, liability is determined
in accordance with the general principles governing fault-based liability for
misuse or negligence.”

3. Contracts and Agreements: Contracts governing the use of AI usually include
provisions determining the liability for the damages resulting from the AI errors.
Such provisions may release the manufacturer from liability in some cases or limit
the amount of compensation. Therefore, such contracts must be carefully reviewed
to determine the liable party in case of error that results in damage to third parties
or to determine the manner of dividing the liability among the different parties.*

4. Training and Maintenance: Liability may be borne by the user if the error is the result
of the lack of training or lack of periodical maintenance of the Al

5. Determining the Error: In case of error, it is necessary to determine whether the
cause lies in programming, a technical error, or user misuse. This requires a technical
investigation, involving experts in technology and software.

32 Gabriele Buchholtz, ‘Artificial Intelligence and Legal Tech: Challenges to the Rule of Law’ in Thomas
Wischmeyer and Timo Rademacher (eds), Regulating Artificial Intelligence (Springer 2020) 175.
doi:10.1007/978-3-030-32361-5_8.

33 Khaled Abdel Fattah Saqr, Rules and Provisions of Criminal and Civil Liability for Architects, Doctors,
Contractors, Property Owners, and Custodians (Dar Mahmoud for Publishing and Distribution 2024)
[in Arabic].

34 Alice Guerra, Francesco Parisi and Daniel Pi, ‘Liability for Robots I: Legal Challenges’ (2022) 18(3)
Journal of Institutional Economics 331. doi:10.1017/S1744137421000825.

35  Philipp Hacker, “The European AI Liability Directives: Critique of a Half-Hearted Approach and
Lessons for the Future’ (2023) 51 Computer Law & Security Review 105871. doi:10.1016/
j.clsr.2023.105871.

36  Hannes Claes and Maarten Herbosch, ‘Artificial Intelligence and Contractual Liability Limitations:
A Natural Combination?” (2023) 31(2/3) European Review of Private Law 469. doi:10.54648/
erpl2023027.
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6. Insurance: With the rapid progress in the field of AI and robotics, legislation can
develop to include specific provisions related to the liability for AI errors. For
example, the expected laws can consist of existing or providing special insurance to
cover the damages resulting from the use of AI, which could add a protection layer
for the users. Moreover, Al has a significant impact on the insurance industry and
poses a future challenge in light of the potential errors that could occur.”

In general, determining civil liability in this context is dependent on identifying the primary
cause of the error and the manner in which local laws deal with such lawsuits. Given the
complexity of these issues, it is also necessary to consult specialised legal experts to obtain
accurate and context-specific advice regarding liability for Al-related damages.

In civil litigation concerning Al-related errors during contractual negotiations, the
claimant is subject to specific procedural and evidentiary obligations.

First, the victim must comply with strict procedural time limits for initiating legal action,
as failure to observe statutory deadlines often results in the forfeiture of the right to
compensation.*®

Second, the burden of proof rests on the claimant, who must demonstrate both the
existence of an Al malfunction and establish a direct causal nexus between the system’s
error and the harm incurred. Given the autonomous and opaque nature of Al decision-
making, this requirement represents a significant legal challenge.

Third, the claimant is required to provide sufficient evidence of the alleged harm, which
may include financial statements, contractual records, and other forms of documentary
evidence. Furthermore, technical documentation and expert testimony are often essential
to establish whether the damage was attributable to a programming deficiency, a system
malfunction, or improper human use.

Recent scholarship has increasingly emphasised the necessity of procedural
innovations, such as evidentiary presumptions and reversed burdens of proof, to
effectively balance victims’ rights with the complexities of AI accountability
frameworks in the European context.”

37  Chris Lamberton, Damiano Brigo and Dave Hoy, "Impact of Robotics, RPA and AI on the Insurance
Industry: Challenges and Opportunities’ (2017) 4(1) Journal of Financial Perspectives 8.

38  AnaTaveira da Fonseca, Elsa Vaz de Sequeira and Luis Barreto Xavier, ‘Liability for AI-Driven Systems’
in Henrique Sousa Antunes and others (eds), Multidisciplinary Perspectives on Artificial Intelligence
and the Law (Law, Governance and Technology Series, Springer 2023) 299. doi:10.1007/978-3-031-
41264-6_16.

39 Ebers (n 30).
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The methods by which parties may deny civil liability for Al-related errors in
negotiation have given rise to several legal questions, including whether the AT user can
rely on the foreign cause.”

The concept of foreign cause encompasses the urgent or sudden accidents, force majeure
events, acts of third parties, acts of the victim, or technical incidents such as breakdowns
and viruses affecting Al systems. Under certain conditions, the AI user may rely on such
arguments to deny liability. This possibility finds legal support in Article 373 of the Egyptian
Civil Code* and Article 287 of the UAE Federal Civil Code.*

The European Parliament (EP) has paid particular attention to the issue of civil liability for
damages caused by Al systems, including AI software embedded in robots and autonomous
driving cars. On 17 February 2017, the EP adopted a series of recommendations related to
the civil liability for the damages incurred by third parties. *

These recommendations highlighted two major challenges:

1. The difficulty of attributing error to AI systems under traditional civil liability
frameworks, which typically require the establishment of human fault or negligence
as a precondition for civil liability.

2. The limitations of holding AI software liable for cases in which AI can make
independent and subjective decisions. In such situations, it becomes problematic to
identify a “defect” that caused such damage and the causal link between the assumed
defect and the resulting damage.*

Accordingly, the European Parliament concluded that the general rules of civil liability are
insufficient for addressing the damages caused by Al software and applications. It also urged
enacting a special legal framework to accommodate and regulate them in proportion to the
nature of Al applications.”

40  Muhammad Labib Shanab, Responsibility for Things: A Comparative Study (2nd edn, Al-Wafa Legal
Library 2009) [in Arabic].

41  Law of the Arab Republic of Egypt No 131 of 1948 ‘Civil Code’ (amended 20 July 2025)
<https://eg.andersen.com/translation-law-131-1948/> accessed 25 July 2025. Article 373 of the
Egyptian Civil Code stipulates, “The obligor shall be released from liability if the obligor proves that
honoring the liability has become impossible for a foreign cause beyond the obligor’s control.”

42 Federal Law of the United Arab Emirates No 5 of 1985 ‘On the Civil Transactions Law of the United
Arab Emirates’ (Civil Code) (amended 27 September 2020) <https://www.lexismiddleeast.com/law/
UnitedArabEmirates/Law_5_1985> accessed 20 April 2025. Article 287 of the UAE Civil Code
stipulates, "If a person proves that the damage was due to a foreign cause beyond his control, such as
the acts of god, sudden accident, force majeure event, third party’s act or the victim’s acts, the person
shall not be liable for the guarantee unless law or the agreement stipulates otherwise.”

43 European Parliament Resolution 2015/2103(INL) (n 15).

44  This difficulty is because some artificial intelligence programs can self-learn from their own changing
experiences, which enable them to interact in the external environment in a unique and unexpected way.

45  Nasr Aboul Fotouh Farid Hassan, ‘Smart Contracts between Reality and Prospects: An Analytical
Study’ (2020) 28(2) Journal of Security and Law 499. doi:10.54000/0576-028-002-009 [in Arabic].

© 2025 Bashar Talal Momani, Nasr Farid Hassan, Hosni Mahmoud AbdelDaiem AbdelSamad and Mohamed Elsayed Eldessouky. This s an open-access article distributed under the tems
ofthe Creative Commons Attribution License (CCBY 4.0),which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.



Access to Justice in Eastern Europe
ISSN 2663-0575 (Print) ISSN 2663-0583 (Online)
Journal homepage _http.//ajee-journal.com

Among the legislative responses to this call, Germany’s 2017 amendment to its Road Traffic
Act stands out. This legislation introduced specific rules governing the civil liability of
autonomous cars, including the following provisions:

1. The driver must be present in the vehicle at all times while it is in motion.

2. The driver must retain control of the vehicle when the AI system prompts manual
intervention, particularly when the system requires that the driver take over the
steering wheel.

3. Every autonomous vehicle must be equipped with a black box, similar to those in
aeroplanes, to record specific data, including the vehicle’s itinerary and the driver’s
control status at the time of an incident—specifically, whether the accident occurred
while the vehicle was under manual control or autonomous operation. If the
accident occurs while the vehicle is operating during autonomous mode, the liability
shall be borne by the car manufacturer. However, if the accident occurs due to the
driver’s failure, for instance, to take control despite receiving notifications and
warnings from the AI system, the driver shall bear the liability.*

Amid the rapid evolution of Al and its growing role in automated contractual negotiations,
the European Law Institute (ELI) issued its 2022 Principles on AI, emphasising the
protection of the right to human review of automated decisions and the necessity of
preventing a denial of access to justice arising from reliance on intelligent negotiation
systems.” These guidelines further advocate for the modernisation of traditional legal
categories, particularly the notion of “product” to include intelligent software, thereby
aligning with evolving approaches to product liability in light of increasing automation.*®

While these principles provide a valuable theoretical foundation for AI governance within
European private law, their scope remains largely Eurocentric and insufficiently tailored to
the specificities of non-Western jurisdictions. This underscores the need for comparative
research, particularly within Arab legal systems, to assess the adaptability of these principles
in light of domestic legal traditions, regulatory frameworks, and socio-cultural constraints.
Recent scholarship stresses that legal responses to AI must avoid a mere transplantation of
European models, and instead develop context-sensitive frameworks capable of addressing
local needs while engaging with global standards of AI governance.”

46  Nasr Farid Hassan, ‘Some Legal Aspects Related to the Operation of Self-Driving Vehicles According
to Dubai Law No. (9) of 2023* (2024) 21(4) University of Sharjah Journal of Legal Sciences.
doi:10.36394/j1s.v21.i4.10 [in Arabic].

47 Rodriguez de las Heras Ballell (n 1) 21-2.

48 ibid 12-3.

49 Janis Karklins, ‘Artificial Intelligence and Civil Liability’ (2020) 13 Journal of the University of Latvia:
Law 164. doi:10.22364/jull.13.10.
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This research trajectory represents a crucial first step toward establishing an Arab
perspective on Al-related liability in contractual negotiations, laying the groundwork for a
comparative legal framework that balances technological innovation with the protection of
fundamental rights.*

In Al-related disputes—particularly within contractual negotiation contexts—the
distinction between contractual and tortious liability is of fundamental importance due
to the technical and operational complexity of intelligent systems. Contractual
liability arises where a contractual relationship exists between the user or injured party
and the developer or operator, entailing obligations such as performance or product
safety. In contrast, tortious liability applies in the absence of such a relationship and
may be based on fault, negligence, or, in some cases, strict liability—especially with
high-risk AI systems.

The European Law Institute emphasises that traditional legal frameworks are no longer
sufficient and calls for extending tortious liability to cover harm caused by high-risk A,
even in the absence of a contractual relationship.” Similarly, Cogen et al. contend that
tortious liability in this context necessitates a reconsideration of fault and evidentiary
standards—potentially shifting the burden of proof or introducing legal presumptions to
facilitate claims.*

Recent studies™ highlight the practical overlap between contractual and tortious liability,
particularly in smart or long-term contracts involving both human and automated
elements. This overlap necessitates a redefinition of the conceptual and legislative boundary
between the two regimes.

Effective legal regulation of civil liability for AI errors cannot rely solely on classical
doctrines. Instead, a hybrid legal framework is needed—one that accommodates the
unique characteristics of intelligent systems while ensuring meaningful protection for both
contracting parties and third parties.

50  Esther Salmerén-Manzano, ‘Emerging Technologies, Law and Policies’ (2025) 14 Laws 28.
doi:10.3390/
laws14020028.

51 Rodriguez de las Heras Ballell (n 1) 11-2.

52 Orian Dheu and Jan De Bruyne, ‘Artificial Intelligence and Tort Law: A ‘Multi-faceted’ Reality’ (2023)
31(2/3) European Review of Private Law 261. doi:10.54648/erpl2023021.

53  Sharmila Ramachandaran and others, ‘Exploring the Challenges of AI-driven Business Intelligence
Systems in the Malaysian Insurance Industry’ (F1000Research, 22 April 2025). doi:10.12688/
f1000research.163354.1.
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In the context of applying product liability rules within the European Union to Al
technologies—particularly in contractual negotiations—the delineation of compensable
harm emerges as a pivotal issue for ensuring a balance between adequate protection of
victims and avoiding disproportionate legal burdens on producers. The recent reform
introduced by Directive (EU) 2024/2853 on liability for defective products represents a
fundamental update, specifying in an exhaustive manner the categories of compensable
damage: death or personal injury, including medically recognised psychological harm;
damage to property owned by natural persons (excluding the defective product itself and
property used exclusively for professional purposes); and destruction or corruption of data,
provided that the data is not used for professional purposes.™

The Directive further clarifies that “pure economic loss,” as well as harms linked to privacy
violations or discrimination, do not in themselves give rise to liability under this
framework, although such harms may be addressed under other liability regimes at the
national level. This relatively narrow definition reflects the European approach of
facilitating effective redress for individuals affected by defective digital products and
software—including Al systems—without transforming product liability into a catch-all
mechanism for compensating every form of immaterial or purely economic loss.”

From a comparative perspective, recent legal scholarship underscores that the reform of
product liability rules was driven by the increasing complexity of digital products, supply
chains, and the integration of software and machine learning components, while
maintaining the logic of strict liability for producers. The scope of compensable damage
was deliberately circumscribed to preserve legal certainty and prevent “liability inflation”
that could deter innovation. At the same time, evidentiary burdens have been relaxed in
favour of claimants, introducing presumptions of defect and causation to mitigate the
technical difficulties of proving harm in cases involving AI technologies.

By contrast, Arab civil law systems adopt a broader approach. In Egyptian law, tort
liability is founded on the elements of fault, harm, and causation, with wide
recognition of compensation for both material and moral damages, without the strict
categorical limitations found in the EU framework. Similarly, the UAE Civil
Transactions Law® explicitly provides for compensation of both material and moral

54  Claudio Novelli and others, ‘Generative Al in EU law: Liability, privacy, intellectual property, and
cybersecurity’ (2024) 55 Computer Law & Security Review 106066. doi:10.1016/j.clsr.2024.106066.

55  Beatriz Botero Arcila, ‘Al Liability in Europe: How Does it Complement Risk Regulation and Deal
with the Problem of Human Oversight?’ (2024) 54 Computer Law & Security Review 106012.
doi:10.1016/j.clsr.2024.106012.

56  Law of the Arab Republic of Egypt No 131 of 1948 (n 41) art 163 et seq.

57  Federal Law of the United Arab Emirates No 5 of 1985 (n 42).
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harm, with Article 293 expressly recognising moral damages and extending
compensation to the victim’s heirs in specific cases.*®

This structure results in a broader remedial scope in Egypt and the UAE than under the
European product liability regime, encompassing moral harm and, in practice, certain
forms of economic loss, albeit subject to judicial interpretation and doctrinal limitations.
Consequently, the transposition of EU product liability rules into Arab jurisdictions
requires caution, as the substantive scope of compensable harm and the underlying policy
objectives differ significantly: while the European framework is narrowly tailored to protect
natural persons under a specialised product liability regime, Arab civil law systems operate
within general liability frameworks that are more expansive in their remedial reach.”

When a defendant fails to rebut allegations of liability for harm caused by an AI system
during contractual negotiations, courts will ordinarily order the defendant to pay
compensation commensurate with the loss sustained by the claimant. Assessing damages in
such cases requires a careful and multifaceted exercise.

First, courts must identify and quantify direct and indirect economic losses, including lost
profits (lucrum cessans), additional costs reasonably incurred by the injured party to
mitigate or remedy the harm, and losses arising from frustrated or rescinded contracts that
resulted from the AI malfunction.

Second, non-pecuniary harms—commonly described as moral damages—must be
examined where relevant; such harms may encompass reputational injury, loss of goodwill,
and the adverse commercial consequences arising from client attrition or the collapse of
strategic relationships attributable to the Al failure.

Third, the evidentiary process necessarily demands both conventional documentary
proof (such as financial records, contracts, correspondence) and technical proof,
including system logs, incident reports, forensic analyses, and expert testimony on
software behaviour and fault.®

58  Pierre Mallet and Hala Nassar, ‘Consensual Terms Modifying Contractual Liability in the Light of UAE
Law: A Comparative Study with French Law’ (2024) 7(4) Access to Justice in Eastern Europe 218.
doi:10.33327/AJEE-18-7.4-a000107.

59  Sarah Zein, ‘The Civil Liability for Artificial Intelligence’ (2023) 2022(1) BAU Journal of Legal Studies
14. doi:10.54729/2958-4884.1110.

60 W Nicholson Price II, Sara Gerke and I Glenn Cohen, ‘Liability for Use of Artificial Intelligence in
Medicin€ in Barry Solaiman and I Glenn Cohen (eds), Research Handbook on Health, Al and the Law
(Edward Elgar Publishing 2024) 150. doi:10.4337/9781802205657.ch09.
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Insurance plays a dual role in this ecosystem. On one hand, civil-liability insurance—
whether as bespoke AI performance policies or as extensions of existing technology-
E&O/cyber covers—can provide direct compensatory relief to victims and spread residual
risk across underwriters,* thereby reducing the immediate financial exposure of developers
and deployers. On the other hand, well-designed insurance markets can foster responsible
innovation by incentivising appropriate governance, testing, and maintenance practices;
insurers may require conformity with best practices as underwriting conditions.*

Nevertheless, insurance solutions have limitations: apportioning liability among developers,
vendors, and end-users is often technically and contractually complex; the scarcity of
historical loss data for novel AI failure modes complicates underwriting and pricing; and
rapid technological change risks producing coverage gaps unless policy wordings and
regulatory guidance evolve in tandem with technology.®

From a legal-policy standpoint, improving victim protection in AI negotiation scenarios
requires a three-pronged approach:

1. Clearer substantive liability rules, including calibrated rules on causation and
presumptions where appropriate.

2. Robust evidentiary and technical infrastructures for incident analysis and attribution.

3. Development of insurance mechanisms and regulatory incentives that both
compensate victims and promote risk-reducing behaviour by market participants.**

Under Egyptian law, tort liability rests on the traditional triad of fault, damage, and causal
link,® with courts routinely recognising both material and moral damages (including loss
of reputation and consequential commercial losses), provided they are proven, foreseeable,
and proximate to the wrongful act. Consequently, Egyptian practice generally permits
recovery for lost profits and reputational harm when such losses can be substantiated and
causally linked to the defendant’s conduct or the malfunctioning system.*

The UAE legal framework similarly follows a general tort model,” recognising
compensation for both material and moral injury (see Article 293 regarding moral

61 Al-Saud (n 12).

62  Elisa Luciano, Matteo Cattaneo and Ron Kenett, ‘Adversarial Al in Insurance:Pervasiveness and
Resilience’ (arXiv, 17 January 2023) arXiv:2301.0752015. doi:10.48550/arXiv.2301.07520.
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2025) <https://www.hiscox.fr/blog/assurance-rc-pro-adaptee-lia-generative-les-clauses-indispensables-
en-2025> accessed 20 April 2025.

64  Ramachandaran and others (n 53).

65  Law of the Arab Republic of Egypt No 131 of 1948 (n 41) arts 163 ff.

66  Mohammad Ahmed Abdeen, Compensation between Material and Moral Damage (Mansha'at
Al-Ma'arif 2002) [in Arabic]; Mohsen Abdel Hamid Ibrahim Al-Bayeh, The General Theory of
Obligations: Involuntary Sources, pt 2 (2nd edn, Dar Al Nahda Al Arabiya 2011) [in Arabic].
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damages). Thus, both jurisdictions operate within broad remedial systems that—at least
doctrinally—allow compensation for economic and non-economic harms arising from AI
failures, subject to the usual constraints of proof, foreseeability, and causation. These
features contrast with the evolving European product-liability approach, which narrowly
defines compensable damage under the product liability instrument while relying on other
regimes for purely economic or privacy-related harms. Accordingly, transplanting
European product-liability rules into Egyptian or Emirati legal contexts would require
careful calibration to account for the more expansive remedial traditions and evidentiary
practices in those jurisdictions.®®

The analysis reveals that the integration of AI into contractual negotiations presents
significant legal challenges, primarily due to the absence of explicit legislative regulation in
Arab jurisdictions and the lack of legal recognition for the autonomous features of Al
systems. Egyptian and Emirati civil codes continue to rely on traditional liability
structures—built on fault, harm, and causation—without providing tailored provisions for
Al-driven decision-making. This results in regulatory uncertainty concerning the allocation
of liability among developers, operators, and end-users.

A comparative examination of the European Union reveals a more advanced, though still
evolving, framework. Instruments such as the AT Act (Regulation (EU) 2024/1689), the Data
Act (Regulation (EU) 2023/2854), and the ongoing debate around the AI Liability Directive
collectively seek to mitigate evidentiary burdens on victims, impose obligations of
transparency and human oversight, and narrowly define compensable damages under
product liability rules. The EU approach strikes a balance between protecting victims and
safeguarding innovation, introducing rebuttable presumptions of defect and causation to
address the opacity of Al systems.

By contrast, Egyptian and Emirati legal systems adopt broader remedial traditions. Both
jurisdictions allow compensation for material and moral damages, including reputational
harm and lost profits, without the restrictive categories found in the EU framework.
However, the absence of statutory definitions of “intelligent systems,” the lack of dedicated
supervisory bodies, and the reliance on general civil code provisions hinder their ability to
address the unique challenges posed by Al errors in negotiation.

68  Bakhit Muhammad Al-Daja, Artificial Intelligence: Challenges of Contemporary Civil Liability (Dar
Al-Thaqafa for Publishing and Distribution 2023) [in Arabic].
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Consequently, the comparative analysis underscores three key findings:

1.

Regulatory Gap: Arab jurisdictions lack specialised legislation to address Al liability,
in contrast to the EU’s incremental regulatory reforms.

Doctrinal Tension: The strict liability logic of European product law diverges from
the broader remedial approach in Arab civil law, complicating any direct
transplantation of rules.

Evidentiary Complexity: Across both systems, proving causation and fault in AI-
related harm remains a fundamental obstacle, necessitating novel legal and technical
mechanisms.

Based on these findings, the study proposes several normative measures:

1.

Adopt precise legal definitions of AI and intelligent systems within civil codes,
ensuring clarity in determining rights, duties, and liability.

Establish specialised regulatory or supervisory authorities in Arab jurisdictions to
oversee the use of Al in contractual contexts, drawing inspiration from the EU
model of independent oversight bodies.

Develop hybrid liability frameworks that integrate contractual and tortious
doctrines with calibrated presumptions of defect and causation, thereby easing the
burden of proof for victims while maintaining fairness to developers and users.

Strengthen insurance mechanisms tailored to Al-related risks, both as
compensatory instruments and as tools for incentivising responsible AI governance
and risk management practices.

Ensure context-sensitive legal transposition by avoiding wholesale adoption of
European models and instead designing frameworks that respect Arab legal
traditions while engaging with global standards of AI regulation.

Together, these recommendations aim to bridge the current regulatory gap, enhance legal

certainty, and promote a balanced framework that simultaneously safeguards victims,

supports innovation, and ensures accountability in AI-driven contractual negotiations.
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AHOTALIIA YKPATHCbKOI MOBOK)
Ornaposa cTatTa

MPABOBI BUKITUKK, NOB'A3AHI 3 NEPETOBOPAMA LLIOJ10 YKNALEHHA 10T OBOPIB,
MPOBEJEHVMM 3A IONOMOr0H0 TEXHONMO IV LUTYYHOIO IHTENEKTY:
MOPIBHANIbHO-AHAJIITUYHE AOCNIAXEHHA

bawap Tanan Momani*, Hacp Qapid, Xycri Maxmyd A6denv/Jaem A6denoCamad
ma Moxamed Envcaed Enbdeccyki

AHOTALILA

Bemyn. Ilepezosopu 1000 yknadeHHs 002060pi6, w0 NPOBOOSMbCA CUCHEMAMU UWIMYHHO20
inmenexmy (II), cnpuuunaioms cepiio3ni npasosi npobnemu, 30kpema NOPYULy10my NUMAHHA
po3nodiny uueinvHoi 6i0nosidanvHocmi 3a 36umku, 3aedaui uepe3d ixni nomunxu. Ile
00CTIIONEHHSA, WO BUKOPUCIOBYE Memo00/02il0 HNOPIBHANLHOZ0 AHANI3Y, BUABNAE 3HAUHY
npo2anuHy 6 HOPMAMUEHOMY Pe2yTIO6aHHI 6 apadcoKux PUcouKyiax, sokpema 6 Caunmi ma
O6'eonanux Apabcokux Emipamax, 0e 6 3aKOHO0A6cm6i 6i0CymHi uimKi NONONEHHS, U0
peeynmiotomv maky eionogioanvicmo. Hamomicmy, Hewjo0deni iniyiamueu €eponeticvkozo
Cor03y, 30Kkpema pusuk-opienmosanuti nioxio 3axowny npo Il ma nosa cucmema Jupexmuéu npo
sionogidanvricmp 3a III1, Hazonowyomy Ha 6i0nosidanvHocmi po3pooOHUKie ma onepamopie.

Ha yvomy mni 6 cmammi 6Ucn08/110€MbCA NIOMPUMKA PO3PoOKU cheuianizosanoi apadcokol
npaeosoi 6asu, AKka 6 opicHMy8anacy Ha nodiOHi MOoOeni, 36axaUu NPU UbOMy HA Micuesy
cneyugixy. Taxka cmpykmypa NnoeuHHA MiCrumu: mMouHe 1OPUOUYHE  BUSHAUEHHS
iHMeNeKMYanvHUX CUCteM, KOHKPemHi MexaHismu 00KA3Y8AHHA ONA 6U3HAYEHHS 6UHU Ma
Pp0o3nodiny 8i0nosidanvHOCMI, CMEOPEHHS CNeUianvHo20 HAZIA008020 OP2AHY MA 3MiUHEHHS
MexXaHi3mie crmpaxysaHs K 000amKo8Ux eapanmiil.

Memoou. Lle docnidncenHss 8UKOPUCOBYE NOPIBHANLHO-AHAIMUYHUTI MeMOO OIS 6UBUEHHS
yueinvHoi eionosidanvrocmi 3a nomunxu III 6 0ozosipHux nepezosopax, 30cepedicyouucy Ha
meopisx Oenikmy ma 002060pi6 32i0HO 3 €2UNEMCOKUM MA eMiPAMCoKUM 3aK0OH00ABCIMBOM, Ma
nopigniotouu ix 3 ocmannimu pozpobxamu €C, 3okpema Jupexmugor npo eionosidanvHicmp 3a
IIIT ma 3axonom npo daui, siki Hadatomv wimkiwii éxasiexu, Hix 3axon npo III1.
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Pesynomamu ma eucroexy. IlopisHanvruii ananis 0ae mpu ocHoeHi pesynvmamu. ITo-nepue,
iCHy€e A6HA NPO2ANUHA 6 Pe2YNIAMOPHOMY NOTi 8 APAOCLKUX WOPUCOUKYIAX, AKI NPOOOBHYIOMb
NOKIA0AMUCS HA 3A2a/lbHi NOTIONEHHS UUBINbHO20 Npasa be3 cneyianizosanux npasusn ons I
Io-0pyze, doxmpunanvhi 6iominHOCMi Mixc cysoporw eionosioanvHicmio 6 €C ma wupuwum
ni0xo0om 00 8i0WK00YBAHHA 30UMKI6 6 apabcbKuX cUCmeMax ycKknaoHomy 6yov-ake npsame
nepeHeceHHs eeponeticokux modeneii. Ilo-mpeme, npobnemu 3 00KA3YBAHHAM 3ANUULAIOMbCA
UEHMPANbHUMU 6 000X CUCIeMAX, OCKINbKU 6CIAHOBNIEHHS BUHU MA NPUYUHHO-HACTIOK0B020
383Ky y wiko0i, nog's3aniti 3i 111, € 3a c60€10 cymmio cKnaoHum.

Kntouosi cnosa: npasosi euxnuxu, 00208ipHi nepezosopu, wimyunuii inmenexm (III), yusinona
8i0nosidanvHicmp, 0eniKmHa 6i0N06i0anvHiCMb.
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Review Article

Laroussi Chemlali* and Leila Benseddik

Background: The rapid advancement of Emotion Artificial
Intelligence  (Emotion AI) has created  significant
opportunities for innovation across a broad variety of
domains, including healthcare, marketing, and human-
computer interaction. Emotion Al applications—which
process, analyse, and respond to human emotions—rely
heavily on sensitive personal data, resulting in privacy and
ethical concerns. The implementation of Privacy-by-Design
(PbD) principles within such systems is essential to counter
these challenges and maintain compliance with changing legal
frameworks. This paper discusses the interplay between PbD
and Emotion Al with a special emphasis on the privacy risks
associated with the collection and processing of emotional
data. The study is set against the broader background of
developing ethical AL, emphasising the urgent need to balance
technological innovation with robust privacy protection.

Methods: The paper provides a conceptual legal analysis of the
intersection between Privacy-by-Design (PbD) and Emotion Al
within modern data protection frameworks. It employs a
comprehensive review of primary sources, including the EU GDPR,
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the EU Al Act, CJEU and ECtHR jurisprudence, and guidance from Data Protection
Authorities, alongside secondary sources like scholarly works and books. The discussion is
structured first to provide an overview of Emotion Al its applications, as well as individual
privacy concerns it raises. This is followed by a consideration of existing data protection
regimes and how they can be transferred to Emotion Al systems. The study then focuses on the
fundamental principles of PbD, examining how they can be applied when developing and
deploying Emotion Al technologies.

Results and Conclusions: The analysis demonstrates that implementing PbD principles in
Emotion Al systems is essential—not merely beneficial—for protecting users’ privacy and
ensuring legal compliance. Properly implemented PbD frameworks deliver three essential
benefits: enhanced system transparency, stronger accountability mechanisms, and greater user
control over their own data. These findings contribute significantly to the theoretical
foundations of responsible AI design while offering actionable implementation guidance for
organisations deploying Emotion Al systems. Finally, the study presents an unambiguous
model for developers and organisations to successfully ride the wave of convergence between
emotional intelligence technology and privacy regulations.

Emotion artificial intelligence technology, which can recognise and react to human
emotions using information such as voice, facial expressions, and physiological signs, is a
prevailing yet controversial invention as AI developments continue to transform sectors.'
Although Emotion AI presents revolutionary prospects in healthcare, customer service,
education, and other fields, it also poses serious questions around privacy, autonomy, and
the ethical handling of sensitive emotional data. Traditional data protection paradigms are
challenged by the capacity to collect and analyse such highly sensitive data, necessitating a
strong and proactive reaction from companies, researchers, and regulators.’

This paper examines Privacy-by-Design (PbD) as a fundamental approach to addressing
these ethical and legal issues. Stakeholders can guarantee adherence to data protection
frameworks, including the General Data Protection Regulation (EU GDPR)® of the EU and
comparable international regulations, as well as gain public trust in these cutting-edge

1 Andrew McStay, Emotional AI: The Rise of Empathic Media (SAGE Publications 2018)
doi:10.4135/9781526451293.

2 Darlene Barker and others, ‘Ethical Considerations in Emotion Recognition Research’ (2025) 7(2)
Psychology International 43. doi:10.3390/psycholint7020043; Andrew McStay, ‘Emotional AlI, Soft
Biometrics and the Surveillance of Emotional Life: An Unusual Consensus on Privacy’ (2020) 7(1) Big
Data and Society 1. doi:10.1177/2053951720904386.

3 Regulation (EU) 2016/679 of the European Parliament and of the Council ‘On the Protection of
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of Such
Data, and Repealing Directive 95/46/EC (General Data Protection Regulation)’ (27 April 2016) [2016]
OJ L119/1.
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technologies by incorporating privacy considerations into the development lifecycle of
Emotion AI systems. The paper explores methods for implementing PbD principles into
practice, while foreseeing future difficulties in striking a balance between human rights
protection and technological progress.

By doing so, this paper aims to answer the following question: How can PbD principles be
embedded into the development lifecycle of Emotion AI systems to foster robust data
protection and compliance with privacy regulations? Therefore, this study offers a
comprehensive understanding of how Emotion AI development can be aligned with
contemporary compliance standards and ethical practices, ensuring a co-existence between
innovation and privacy.

This study was conducted as a conceptual legal analysis, aimed at understanding the
intersection between the principle of PbD and the evolving use of Emotion AI within
contemporary data protection frameworks. Although this study does not rely on
empirical data collection, it employed a comprehensive review of primary and secondary
legal materials. Primary sources included instruments, mainly the EU GDPR, along with
the EU AI Act, ECtHR, and CJEU jurisprudence, as well as the Data Protection
Authorities’ Guidance. Secondary sources comprised mainly scholarly articles, books,
and other relevant publications on the subject. The analysis proceeded in three stages.
The paper presents a clarification of the conceptual foundations of PbD, drawing on its
seven principles as articulated by Cavoukian. It then explores the implementation of the
PbD in the Emotion AI setting. Finally, the paper was then followed by an examination
of the compliance strategies proposed in existing frameworks, identifying practical
enforcement challenges and gaps in regulatory guidance. By synthesising across legal
systems and policy discourses, this conceptual analysis aimed not only to illustrate how
PbD has been operationalised in the context of Emotion Al but also to point out where
enforcement mechanisms fall short in practice.

Combining artificial intelligence with the intricate realm of human emotions, Emotion Al
forms an intriguing link between technology and psychology. This field has increasingly
evolved since Rosalind Picard's groundbreaking research in 1995,* and currently includes a
variety of technologies that are able to recognise, understand, and react to human emotional

4 Rosalind W Picard, Affective Computing (Technical Report no 321, MIT Media Laboratory Perceptual
Computing Section 1995).
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states. To develop systems that can successfully interpret human emotional states, this
complex field integrates machine learning, computer vision, and psychological insights.’

These systems analyse several signs at once, including subtle bodily movements, variations
in voice patterns, minor changes in facial expressions, and quantifiable physiological
reactions, such as alterations in skin conductance and heart rhythm fluctuations.® Through
this inclusive approach, abstract emotional experiences can be converted into concrete,
analysable data points that computers can process systematically.”

Emotion AI's real-world uses have grown significantly in a variety of industries.
Measuring consumer responses to goods and services allows for more individualised
shopping experiences in retail.® These technologies are used by medical professionals to
track patients' emotional states throughout therapy and to spot early signs of mental
health issues.” Emotion AI also plays a role in security applications, analysing crowd
behaviour and detecting threats.'

The pervasive integration of Emotion AI highlights its profound impact on virtually every
facet of human life. In fact, virtual assistants can now identify emotional undertones in
speech patterns and modify their responses accordingly." To improve comfort and safety,
modern cars can now be equipped with technologies that monitor drivers' emotional
states.'”” Smartphones increasingly feature advanced emotion-detection capabilities through
their cameras and microphones.” Additionally, there has been a notable acceleration in the
institutional adoption of Emotion Al: educational institutions use it to monitor students'

5 Sesha Bhargavi Velagaleti and others, ‘Empathetic Algorithms: The Role of Al in Understanding and
Enhancing Human Emotional Intelligence’ (2024) 20(3) Journal of Electrical Systems 2051.
doi:10.52783/jes.1806.

6 Smith K Khare and others, ‘Emotion Recognition and Artificial Intelligence: A Systematic Review
(2014-2023) and Research Recommendations’ (2024) 102 Information Fusion 102019. doi:10.1016/
j.inffus.2023.102019.

7 Bei Pan and others, 'A Review of Multimodal Emotion Recognition from Datasets, Preprocessing,
Features, and Fusion Methods' (2023) 561 Neurocomputing 126866. doi:10.1016/j.neucom.2023.126866.

8 Thomas Davenport and others, 'How Artificial Intelligence Will Change the Future of Marketing'
(2020) 48(1) Journal of the Academy of Marketing Science 24. do0i:10.1007/s11747-019-00696-0.

9 Anoushka Thakkar, Ankita Gupta and Avinash De Sousa, 'Artificial Intelligence in Positive Mental
Health: A Narrative Review' (2024) 6 Frontiers in Digital Health 1280235. doi:10.3389/
fdgth.2024.1280235.

10 Lena Podoletz, 'We Have to Talk A bout Emotional AI and Crime' (2023) 38 AI & Society 1067.
do0i:10.1007/s00146-022-01435-w.

11 Ruhul Amin Khalil and others, 'Speech Emotion Recognition Using Deep Learning Techniques:
A Review' (2019) 7 IEEE Access 117327. d0i:10.1109/ACCESS.2019.2936124.

12 Sebastian Zepf and others, ‘Driver Emotion Recognition for Intelligent Vehicles: A Survey’ (2020)
53(3) ACM Computing Surveys (CSUR) 1. doi:10.1145/338879.

13 Imran A Zualkernan and others, 'Emotion Recognition Using Mobile Phones' (2017) 60 Computers &
Electrical Engineering 1. doi:10.1016/j.compeleceng.2017.05.004.
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emotional health and level of engagement during class activities,'* while healthcare facilities
employ it to monitor the psychological moods and recovery status of their patients.”” In the
same vein, corporate environments utilise these technologies to gauge employee
engagement and workplace satisfaction.'s

The extensive use of Emotion AI across diverse fields highlights both its possible advantages
and the necessity of carefully weighing its effects on individual autonomy and privacy.

Although developers emphasise the importance of anonymity and collective emotional
analysis, the collection of emotional data still poses serious privacy issues. While there
might exist other factors, this section examines the issues and the implications associated
with the collection of emotional data.

One of the most critical issues in Al is the ethical implications of bias and discrimination
in Emotion AI systems. The training data these systems rely on has a fundamental impact
on their performance. When this data includes pre-existing societal biases or prejudices,
the emerging AI systems unavoidably reflect—and may even reinforce—these
discriminatory patterns."”

When they arise, such biases can significantly impact different social and demographic
groups. Emotion Al systems, in particular, may unfairly impact groups based solely on
how the AI interprets their emotional responses.” This could then result in difficult
situations where the technological tools intended to improve human connection end up
being used in a discriminatory way.

Beyond racial biases, this issue includes cultural variations in emotional expression. For
instance, Emotion AI systems that are usually trained on data from dominant cultural

14  Angel Olider Rojas Vistorte and others, ‘Integrating Artificial Intelligence to Assess Emotions in
Learning Environments: A Systematic Literature Review’ (2024) 15 Frontiers in Psychology 1387089.
doi:10.3389/fpsyg.2024.1387089.

15  Prashant Kumar Nag, Amit Bhagat and R Vishnu Priya, ‘Expanding AI's Role in Healthcare
Applications: A Systematic Review of Emotional and Cognitive Analysis Techniques’ [2025] IEEE
Access. doi:10.1109/ACCESS.2025.3562131.

16 McStay (n 2).

17 Varsha PS, ‘How Can We Manage Biases in Artificial Intelligence Systems: A Systematic Literature
Review’ (2023) 3(1) International Journal of Information Management Data Insights 100165.
doi:10.1016/j.jjimei.2023.100165.

18  Nomisha Kurian, ‘AI's Empathy Gap: The Risks of Conversational Artificial Intelligence for Young
Children's Well-Being and Key Ethical Considerations for Early Childhood Education and Care’
(2023) 26(1) Contemporary Issues in Early Childhood 132. doi:10.1177/14639491231206004.
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groups may struggle to accurately identify and interpret emotional responses from other
cultures. In other words, when Emotion Al is deployed across various cultural contexts, its
underlying cultural bias may lead to misinterpretations and inaccurate assessments."

To build trust and accountability in human-machine interactions, Emotion Al systems must
be transparent and understandable. Indeed, trust is a necessary condition for the effective
deployment and uptake of Emotion Al technologies rather than just a desirable attribute.”
In the absence of a solid foundation of trust, the most complex and powerful Emotion AI
systems might fail to accomplish their purposes.

Therefore, maintaining and preserving trust requires Emotion Al systems to function with
a high level of transparency in a number of crucial areas. This includes being transparent
about how the system functions, how it processes information, and—above all—how it
manages sensitive emotional data. Emotion AI users need a thorough awareness of the
complete data lifecycle, from the initial phase of emotional reactions to the storage processes
and the final uses of this data.”!

However, recent studies demonstrate that many Emotion AI systems in use today
function as "black boxes," with internal procedures that are frequently hidden from
both users and observers.”> This lack of transparency presents serious challenges.
Consumers struggle to trust these systems' outputs or evaluate their reliability when
they cannot comprehend how decisions are made. Furthermore, this opacity makes it
more difficult to detect and resolve potential issues with the systems, such as
algorithmic biases or systematic errors.”

This transparency issue has implications that go beyond user confidence. It affects the wider
accountability of Emotion AI systems and raises significant questions about their
responsible creation and application. Clear, intelligible, and transparent systems are

19 Peter Mantello and others, ‘Machines that Feel: Behavioral Determinants of Attitude Towards Affect
Recognition Technology—Upgrading Technology Acceptance Theory with the Mind sponge Model’
(2023) 10(1) Humanities and Social Sciences Communications 430. doi:10.1057/s41599-023-01837-1.

20  Keng L Siau and Weiyu Wang, ‘Building Trust in Artificial Intelligence, Machine Learning, and
Robotics’ (2018) 31(2) Cutter Business Technology Journal 47.

21 Ben Chester Cheong, ‘Transparency and Accountability in AI Systems: Safeguarding Wellbeing in the
Age of Algorithmic Decision-Making’ (2024) 6 Frontiers in Human Dynamics 1421273.
doi:10.3389/thumd.2024.1421273.

22 Angelica Salvi del Pero, Peter Wyckoff and Ann Vourc'h, Using Artificial Intelligence in the Workplace:
What are the Main Ethical Risks? (Social, Employment and Migration Working Papers no 273, OECD
2022). doi:10.1787/840a2d9f-en.

23 Karina Cortinas-Lorenzo and Gerard Lacey, “Toward Explainable Affective Computing: A Review’
(2023) 35(10) IEEE Transactions on Neural Networks and Learning Systems 13101.
doi:10.1109/TNNLS.2023.3270027.
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becoming increasingly necessary as these technologies permeate more facets of our lives,
ensuring they genuinely serve the interests of both their users and society as a whole.**

A fundamental element of the ethical collection and use of personal information—
especially emotional information—is informed consent. In the current digital environment,
where Emotion Al systems are growing more common, this basic requirement has grown
more complex. The alarming issue, however, is the lack of awareness among people
regarding their emotions, which are being monitored and examined, let alone the possible
consequences of such monitoring.” This lack of awareness is particularly concerning in
situations where Emotion Al tools are used covertly or when people feel pressured to give
their consent, such as a condition of employment or to access specific services.*

There are serious ethical issues regarding Emotion AlI's ability to assess and predict human
emotions, particularly in relation to manipulation. The capacity of this technology to
interpret physiological signs, speech patterns, facial expressions, and behavioural data
opens up possibilities for impacting human behaviour.”” Businesses, for instance, could
employ Emotion Al in advertising to develop highly targeted advertisements that take
advantage of people's emotional weaknesses.”® An algorithm might, for example, detect
when a person feels lonely or insecure and display advertisements intended to capitalise on
these feelings. This could lead to impulsive purchasing decisions or even dependence on
particular goods or services.”

24 Alejandro Barredo Arrieta and others, ‘Explainable Artificial Intelligence (XAI): Concepts,
Taxonomies, Opportunities and Challenges toward Responsible AT’ (2020) 58 Information Fusion 82.
doi:10.1016/j.inffus.2019.12.012.

25 Adam ] Andreotta, “The Hard Problem of AI Rights’ (2021) 36 AI & Society 19. doi:10.1007/s00146-
020-00997-x

26 Adam J Andreotta, Nin Kirkham and Marco Rizzi, ‘Al, Big Data, and the Future of Consent’ (2022)
37 AI & Society 1715. doi:10.1007/s00146-021-01262-5.

27  Marcello Ienca, ‘On Artificial Intelligence and Manipulation’ (2023) 42(3) Topoi 833. doi:10.1007/
$11245-023-09940-3.

28  V Kumar and others, ‘Understanding the Role of Artificial Intelligence in Personalized Engagement
Marketing’ (2019) 61(4) California Management Review 135. doi:10.1177/0008125619859317.

29  Andrew McStay, ‘Empathic Media and Advertising: Industry, Policy, Legal and Citizen Perspectives
(The Case for Intimacy)’ (2016) 3(2) Big Data & Society. doi:10.1177/2053951716666868.
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Existing data protection standards, along with newly emerging Al-specific laws and
regulations, have created a complex web of compliance requirements, making the legal
environment governing Emotion AI more comprehensive. Considering that the EU has
the world's most comprehensive and stringent data protection and AI standards,
serving as a benchmark, this section focuses primarily on the EU GDPR and the EU
Artificial Intelligence Act—both of which serve as key instruments governing data
protection and Emotion Al

The GDPR serves as the cornerstone legislation governing personal data processing within
the European Union. Its jurisdiction transcends geographical boundaries, extending to any
entity, regardless of location, that monitors the behaviour of individuals in the EU.

Article 9(1) of the GDPR expressly prohibits the “processing of personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person’s
sex life or sexual orientation”. Although emotional data is not explicitly listed in Article 9(1),
there is a broad consensus that it qualifies as biometric data when it meets the personal data
criteria outlined in Article 4(1) of the GDPR.*

As a result, companies using Emotion AI systems must carefully adhere to the GDPR's
core requirements of purpose limitation, data minimisation, and storage limitation. This
means restricting data collection to the most critical components, providing a clear
explanation for the acquisition of emotional data, and retaining such data only for as long
as necessary. The regulation also requires enterprises to disclose their use of Emotion Al
in a transparent and understandable manner, while ensuring that data subjects have
accessible means to manage their personal data.

To ensure regulatory compliance, organisations must also put in place thorough measures
that combine organisational and technical safeguards. These include modern encryption
techniques, strictly regulated access controls, and thorough documentation of all data
processing operations, which should be part of these safeguards. Additionally, companies
must conduct comprehensive Data Protection Impact Assessments to identify and mitigate
potential risks before implementing large-scale Emotion Al systems that handle biometric
data. By guaranteeing that privacy considerations are incorporated into the system's design
from the beginning, these assessments act as essential preventive measures. In addition to
demonstrating a commitment to compliance, adopting stringent security measures helps
protect private emotional information from unethical or illegal use.

30  Leonhard Menges and Eva Weber-Guskar, ‘Digital Emotion Detection, Privacy, and the Law’ (2025)
38(2) Philosophy & Technology 1. doi:10.1007/s13347-025-00895-4.
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In 2024, the EU put forward an Al regulation,” marking the initial steps towards regulating
AT and transforming the legal assessment of AI systems. This regulation uses a risk-based
approach, categorising AI systems into four levels—unacceptable, high, limited, and
minimal risk—based on the risk they pose to people and society.”> Depending on its
classification, every category of Al system is subject to specific rules and restrictions.

This thoughtful approach reflects a sophisticated understanding of the diverse implications
that different AI technologies may have. The level of regulatory monitoring is directly
correlated with the possible harm associated with each Al application under the hierarchical
oversight framework established by the AI Act. The regulation thus establishes distinct lines
between permissible and impermissible AI systems.

According to Article 5 (1)(f) of the AI Act, “the placing on the market, the putting into
service for this specific purpose, or the use of Al systems to infer emotions of a natural
person in the areas of workplace and education institutions, except where the use of the
Al system is intended to be put in place or into the market for medical or safety reasons”
is strictly prohibited. This rationale for this prohibition is further detailed in Recital 44,
which lists several serious concerns regarding emotion identification systems. These
concerns include its intrusive nature, lack of specificity and generalisability, power
imbalance between those using it and those affected, its limited reliability, and the
potential for discriminatory outcomes.”

Furthermore, Annexe III of the AI Act classifies emotion recognition systems as high-risk
AT systems, subjecting them to stringent regulatory requirements. As a result, those who
implement such systems must adhere to Article 50(3) of the AI Act, which stipulates that
individuals who are exposed to these technologies must be made aware of how they work
and that any personal information they handle must be processed in full compliance with
the requirements of the GDPR.**

31  Regulation (EU) 2024/1689 of the European Parliament and of the Council ‘Laying Down
Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act)’ (13 June 2024)
<https://eur-lex.europa.eu/eli/reg/2024/1689/0j> accessed 23 September 2025.

32 Natalia Diaz-Rodrigue and others, ‘Connecting the Dots in Trustworthy Artificial Intelligence: From
Al Principles, Ethics, and Key Requirements to Responsible Al Systems and Regulation’ (2023) 99
Information Fusion 101896. doi:10.1016/j.inffus.2023.101896.

33 See: Regulation (EU) 2024/1689 (n 31) recital 44.

34  ibid, art 50(3).
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The use of biometric and emotion-inference technologies has been severely limited by
European jurisprudence and supervisory guidelines, which stress the principles of
necessity, proportionality and periodic review. The Court of Justice of the European
Union (CJEU) has frequently ruled that national schemes authorising the systematic or
blanket collection of biometric and genetic data violate the EU data-protection
frameworks unless strictly limited and justified.

This principle was clearly articulated in the V.S. case, where the CJEU held that compulsory,
systematic collection of biometric data for police records must meet a “strictly necessary”
requirement in pursuit of specific, legitimate objectives.”® Another landmark decision,
Digital Rights Ireland Ltd v Minister, declared the EU Data Retention Directive invalid on
the grounds that mass and indiscriminate retention of communications metadata without
adequate protection is a severe interference with rights to data privacy.*® According to this
case, any automated or intrusive processing of personal data, especially sensitive or
behavioural data, must adhere to stringent requirements for necessity, proportionality,
transparency, and legal justification. Emotion Al, insofar as it infers inner emotional states,
implicates several of those concerns.

In parallel, the ECtHR also considered intrusive biometric surveillance as a matter falling
under Article 8 (private life). In Glukhin v. Russia, the ECtHR ruled that the use of facial-
recognition technology by authorities was seen as “highly intrusive”, highlighting that the
use poses serious proportionality and clarity issues in domestic law.” Earlier, Gaughran v.
the United Kingdom highlighted the dangers of stigmatisation and life-course harm and
criticised schemes that permitted the indefinite retention of biometric data (photographs
and fingerprints) as being incompatible with Convention provisions.*

Supervisory authorities have converted these principles into operational guidance. The
European Data Protection Board's guidelines on facial recognition and law enforcement
processing require stringent purpose limitation, data minimisation, and human oversight
safeguards before any biometric processing. They also call for customised necessity

35  Case C-205/21 VS v Ministerstvo na vatreshnite raboti, Glavna direktsia za borba s organiziranata
prestapnost (CJEU, 26 January 2023) <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%
3A62021CJ0205> accessed 23 September 2025.

36 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications,
Marine and Natural Resources & Others (CJEU (Grand Chamber), 8 April 2014)
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62012CA0293>  accessed
23 September 2025.

37  Glukhin v Russia App no 11519/20 (ECtHR, 4 July 2023) <https://hudoc.echr.coe.int/eng?i=001-
225655> accessed 23 September 2025. See: Francesca Palmiotto and Natalia Menéndez Gonzilez,
‘Facial Recognition Technology, Democracy and Human Rights’ (2023) 50 Computer Law & Security
Review 105857. d0i:10.1016/j.clsr.2023.105857.

38  Gaughran v the United Kingdom App no 45245/15 (ECtHR, 13 February 2020)
<https://hudoc.echr.coe.int/eng?i=001-200817> accessed 23 September 2025.
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assessments rather than general authorisations.” Similarly, the European Data Protection
Supervisor identified face emotion recognition as especially risky, pointing out the strong
potential for discriminatory consequences and scientific ambiguity over accuracy.*

At the National DPA level, the UK Information Commissioner’s Office (ICO) has
frequently cautioned about the immaturity, bias, and intrusiveness of emotion-
recognition technology. These concerns have been incorporated into the ICO's Al
strategy and biometrics guidance.* In a similar vein, France's CNIL* and Spain's AEPD*
published white papers and technical dispatches addressing automatic processing
(speech, face, and neurodata) and underlining the concerns where inferred mental states
meet with "special categories" of data. Regulators emphasise DPIAs, necessity,
transparency, and purpose limitation. They also frequently caution against covert or
workplace applications that lack robust protections.

PbD emphasises the importance of incorporating privacy considerations throughout the
development lifecycle to reduce risks and boost user confidence.* The present section offers
a comprehensive insight into the underlying core principles of PbD and explores their
implementation approaches in Emotion Al

39  European Data Protection Board, Guidelines 05/2022 on the Use of Facial Recognition Technology in
the Area of Law Enforcement (version 2.0, 26 April 2023) <https://www.edpb.europa.eu/system/
files/2023-05/edpb_guidelines_202304_frtlawenforcement_v2_en.pdf?utm_source=chatgpt.com>
accessed 23 September 2025.

40  ‘TechDispatch #1/2024 - Neurodata’ (European Data Protection Supervisor, 3 June 2024)
<https://www.edps.europa.eu/data-protection/our-work/publications/techdispatch/2024-06-03-
techdispatch-12024-neurodata>accessed 26 September 2025.

41  ‘Regulating AI: The ICO’s Strategic Approach’ (Information Commissioner’s Office, 30 April 2024)
<https://ico.org.uk/about-the-ico/consultations/regulating-ai-the-icos-strategic-approach-a-response-
to-the-dsit-secretary-of-state/> accessed 23 September 2025.

42 ‘Artificial Intelligence: the Opinion of the CNIL and its Counterparts on the Future European
Regulation’ (CNIL Commission Nationale de lInformatique et des Libertés, 18 June 2021)
<https://www.cnil.fr/en/artificial-intelligence-opinion-cnil-and-its-counterparts-future-european-
regulation> accessed 23 September 2025.

43 TechDispatch (n 40).

44  Ann Cavoukian, ‘Privacy by Design: The 7 Foundational Principles’ (2009) 5 Information and Privacy
Commissioner of Ontario, Canada 12.
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PbD is a forward-thinking framework for safeguarding personal data, embedding privacy
considerations into the design specifications of technologies, systems, and processes at the
outset of personal data processing, rather than as an afterthought. This concept is further
clarified by Cavoukian, who outlines seven fundamental principles that serve as a valuable
reference for organisations seeking to comply with data protection regulations.” These are:

Proactive, not Reactive: This approach anticipates and prevents privacy issues
before they occur, rather than addressing them after violations have happened. It
helps organisations maintain trust and avoid costly remediation efforts.

Privacy as the Default Setting: Systems should safeguard user privacy
automatically, without requiring user intervention. Every business procedure or IT
system should automatically, by default, protect personal data.

Privacy Embedded into Design: The system's architecture and design incorporate
privacy protection from the start, rather than adding it after. This guarantees that
privacy becomes a core feature.

Full Functionality - Positive-Sum, not Zero-Sum: PbD seeks to accommodate all
legitimate interests and objectives in a mutually beneficial "win-win" manner, rather
than relying on an outdated zero-sum approach that requires needless trade-offs.

End-to-end Security: Stringent procedures must be applied throughout the entire
data lifecycle. This guarantees that all the data is securely collected, used, retained,
and deleted at the end of the process.

Visibility and Transparency: All components and operations should remain visible
and transparent to both users and providers, fostering trust and accountability.

Respect for User Privacy: Individuals’ interests are crucial, requiring robust
privacy defaults, and user-friendly options, as well as proper notice.

In recent years, the concept of PbD has gained widespread acceptance and has been formally
incorporated into major data protection frameworks such as the GDPR. The principle is
emphasised in Recital 78 of the GDPR, which states that:

“When developing, designing, selecting, and using applications, services, and
products that involve personal data processing, developers and manufacturers
should consider the right to data protection, adhering to the state of the art, and
ensuring that controllers and processors fulfil their obligations”*

45
46

ibid.
See: Regulation (EU) 2016/679 (n 3) recital 78.
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Article 25(1) of the GDPR provides further guidance on implementing PbD. It requires
controllers to take organisational and technical steps to implement data protection
principles, such as data minimisation, and to incorporate the necessary safeguards to meet
regulatory requirements and uphold individuals' rights. These measures should take into
account various factors, including technological advancements, associated costs, and the
nature, scope, and potential risks involved in data processing activities.

PbD implementation in Emotion AI requires a thorough policy that covers every
component of the technology, from data collection and processing to storage and utilisation.

Fundamental PbD principles of purpose limitation and data minimisation necessitate that
companies collect just the data necessary for a specific, legitimate purpose and use it only
for that purpose. Therefore, applying PbD principles to emotional data poses substantial
real-world challenges from an enforcement standpoint. Organisations must operationalise
data minimisation and purpose limitation across intricate technical systems and business
processes while navigating data protection regulations.

In practice, organisations must keep thorough records demonstrating their assessment of
the importance of each emotional data point gathered. For instance, a mental health app
would need to explain why specific emotional indicators are necessary for delivering
therapeutic services, while omitting information that might be relevant but not essential for
the service. This documentation becomes essential when Data Protection Authorities
conduct regulatory audits and investigations.

The challenge of purpose limitation is reflected in data access controls and system
architecture. Organisations must implement technical safeguards to prevent the use of
emotional data for secondary purposes, such as product development or marketing, unless
this is stated explicitly in the original consent. Addressing this challenge often requires
sophisticated data governance frameworks and regular compliance audits. For instance, a
workplace wellness program collecting emotional data must ensure strict separation
between health-related processing and performance management systems to maintain
compliance and protect individuals’ privacy.

Implementing informed consent for emotional data within EU frameworks poses several
practical challenges. Organisations should set up clear, accessible consent mechanisms that
effectively clarify the intricacies of emotional AI systems, while ensuring users are not
overwhelmed by excessive consent requests. Information on an organisation's data collection
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and processing procedures, including the type of emotional data it collects, its intended uses,
and the security measures in place, should be easily comprehensible and available.”

The technical implementation of data subject rights raises significant challenges,
particularly for emotional data that may be integrated into multiple systems or used for
training AI models. For organisations to track emotional data throughout their
infrastructure, fulfil access requests, and implement the right to be forgotten, they require
strong data mapping and management systems. This becomes especially complex when
emotional data is derived from multiple sources or combined with other personal data.

As emotional Al technologies evolve, organisations need to maintain ongoing transparency.
For this, they are required to regularly update their documentation and communication
channels. This includes incorporating practical processes for consent withdrawal at any time
and the ability to view and request changes to their data.*®

Adopting thorough data security procedures is another essential component for protecting
sensitive information. These precautions should ensure that this private information is
protected from exposure, misuse, and unauthorised access.*” Indeed, ways to implement
such precautions include using advanced encryption methods, establishing strict access
controls, and conducting systematic audits of data protection frameworks to identify
weaknesses.® By prioritising these initiatives, organisations may improve accountability,
lower risks, and maintain ethical principles while managing Emotion Al systems as well as
protecting people's rights and privacy.

To ensure that Emotion Al systems function in a way that avoids discrimination, maintain
fairness and stop bias, algorithmic accountability and transparency are crucial.®* Thus, to
make these algorithms as transparent as possible, organisations should provide a thorough,
understandable explanation of the procedures and methods that underpin their operation.
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doi:10.3389/fpsyg.2024.1382693; Barker and others (n 2).

48 Salvi del Pero, Wyckoff and Vourc'h (n 22).

49  Ramanpreet Kaur, Du$an Gabrijel¢i¢ and Tomaz Klobucar, ‘Artificial Intelligence for Cybersecurity:
Literature Review and Future Research Directions’ (2023) 97 Information Fusion 101804.
doi:10.1016/j.inffus.2023.101804.
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Transparency challenges derive from the complexity of Al systems, especially with Emotion
Al's subjective nature. Organisations must address this by providing clear documentation
and illustrative insights about how algorithms avoid bias, handle emotional input, and
justify outputs, without overloading stakeholders with technical jargon.

Promoting accountability in Emotion Al systems requires not only transparency but also
clarity on decision-making procedures. Companies should specify exactly how particular
decisions are made using the algorithm, including the inputs and the justification for the
results. By doing this, companies promote confidence among stakeholders such as
regulators, users, and the public, in addition to enabling improved oversight.** Therefore,
implementing such procedures strengthens the integrity and social responsibility of the
Emotion Al systems.

User-centric design prioritises individuals’ needs, preferences, and rights in the
development and deployment of Emotion AI systems.” This approach necessitates
continuous user engagement throughout the design processes to ensure that technologies
align with human-centric values and respect user experiences. Practical enforcement
involves integrating user feedback loops into the system development process. This could
be done by facilitating participatory workshops or usability testing to enhance system
responsiveness and meet user expectations. Designers must balance innovation with
compliance, ensuring that emotional data is handled ethically, securely, and lawfully.

Furthermore, user-centric design empowers individuals with greater control over their
emotional data. This includes enabling users to manage their data in ways that have
personal significance, providing access to their emotional data, and offering simple
methods to correct errors or delete the data if they choose. By prioritising consumers'
autonomy and privacy first, this approach promotes both fairness and increases users'
trust in the technology.

For businesses using Emotion Al systems, Data Protection Impact Assessments (DPIAs)
are essential systematic methods for assessing and mitigating potential privacy issues
prior to their deployment.>* These assessments include a thorough examination of the

52 Cheong (n 21).

53  Lakshita Dodeja and others, ‘“Towards the Design of User-Centric Strategy Recommendation Systems
for Collaborative Human-AI Tasks™ (2024) 184 International Journal of Human-Computer Studies
103216. doi:10.1016/j.ijhcs.2023.103216.

54 Denise Almeida, Konstantin Shmarko and Elizabeth Lomas, ‘The Ethics of Facial Recognition Technologies,
Surveillance, and Accountability in an Age of Artificial Intelligence: A Comparative Analysis of US, EU, and
UK Regulatory Frameworks’ (2022) 2 AI Ethics 377. doi:10.1007/s43681-021-00077-w; Margot E Kaminski
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methods used to collect, process, store, and use personal and emotional data while taking
into account the particular sensitivities related to Emotion AI technology. A
comprehensive DPIA typically considers various factors, including the necessity and
appropriateness of data processing, potential threats to people's rights and freedoms, and
the effectiveness of existing protections.

DPIAs can be used by organisations to identify certain vulnerabilities, including dangers
of emotional manipulation, potential bias or discrimination in emotional analysis, and
illegal access to emotional data. Based on these results, organisations can create focused
mitigation strategies, like enhanced data encryption, stringent access controls, explicit
data retention guidelines, and transparent and honest communication with users
regarding the processing of their emotional data. DPIAs are a dynamic tool for upholding
ethical norms and privacy compliance, and regular revisions are crucial as Emotion Al
technology develops and new privacy risks appear.

Incorporating PbD principles into the development of Emotion Al is not only required by
law but also essential to the long-term, ethical development of this technology. As this paper
demonstrates, the sensitive nature of emotional data necessitates a thorough, proactive
approach to privacy protection that goes beyond mere compliance with current regulations.
Implementing PbD in Emotion AI systems requires careful consideration of numerous
factors, including data minimisation, transparency, consent, and robust security
mechanisms. Therefore, organisations must strike a balance between the innovation of
Emotion Al and the fundamental right to privacy to prevent technological innovation from
compromising individual autonomy and trust.

The development and implementation of Emotion AI systems will likely be influenced by
future regulatory changes, especially with the implementation of the EU AI Act and the
ongoing impact of the GDPR. Businesses will be better positioned to adapt to these shifting
demands while upholding public trust if they adopt PbD principles early in their
development process.

Finally, organisations can develop solutions that are not just secure and compliant but also
ethical and with long-lasting effects by integrating privacy concerns into the foundation of
emotion Al systems. To ensure that the advancement of Emotion Al aligns with social
values and expectations while encouraging innovation in this rapidly evolving sector, it will
be crucial to conduct ongoing research, collaborate with stakeholders, and regularly
evaluate privacy standards.
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Ornaposa cTatTa

Jlapycci Yemnani* ma fleiina benceddik

AHOTAIIA

Bemyn. Illeudkuii poseumok emouitinozo wimyurozo inmenexmy (emoyitinuti IIII) cmeopue
3Hauni MoKIUBOCE O IHHOBAYILL Y WIUPOKOMY cheKmpi eany3eil, 30kpema 6 cepi 0xopoHU
300p08 51, MapKemuney ma 63aemo0ii moounu 3 komn omepom. 3acmocynxu 3 emoyitinum LI, axi
00pobnsiiomy, aHanizylmv ma peazyrwmv Ha mOOCLKI emMouii, 30e0invui020 3anexamv 6io
NpUBAMHUX NEPCOHATIBHUX OAHUX, W0 NPU3Bo0uUms 00 npobrem i3 KoHpideHyitiHicmio ma
emuuHuMuy Hopmamu. Bnposadienus npunyunis xougioenyiiinocmi 3a samosuysannsm (PbD) y
MAKUX CUCEMAX € 8AXTUBUM OIS NPOMUOIT YUM BUKIUKAM ma 3a6e3neueHHs 6i0n06i0HOCI
3Minam y npasosux cucmemax. Y uiti cmammi posensoaemvca 63aemodis min PbD ma
emouyitinum I, 3 Hazonocom Ha pusuxu Onsg KOH@iOeHUitiHOCMI, w0 noe's3ani 3i 360pom ma
00po6koto emoyiiinux O0anux. IJocnioieHHsT NPOBOOUMBCA HA MAT WUPUI020 KOHMEKCY
pospobku emuunozo III. Y pobomi 6yno niokpecneHo HazanvHy HeobXiOHicmb 36anancysamu
mexHonoziuni iHHO8aYiT 3 HAOTIIHUM 3AXUCIOM KOHPIdeHYiTiHOCMI.

Memoou. Y cmammi nponoHyemuvcs KoHuenmyanvHuil w0puouuHusl aHania 63aemodii mix
KoHUuenyieto Konpidenyitinocmi 3a 3amosuysanusm (PbD) ma emoyiiinum III y cywacnux
cucmemax 3axucmy 0anux. Y uitl 6UKOPUCIOBYEMbCA KOMNIEKCHULI 027150 NePBUHHUX Oxceper,
soxpema GDPR €C, Axm €C npo IIII, cydosy npaxmuxy Cydy €C ma E€CIII, Pexomendauii
000 3aXUCTY NEPCOHATIHUX OAHUX, A MAKON 6MOPUHHI OXcepend, maki AK HayKosi npaui ma
kHueu. [JocniOncenHs —CMpPYKMypoeamo maxum —HUHOM: CHOYAMKY HOOAHO 0271510
emouitinoeo IIl1, tiozo 3acmocysanHs, a maxox npo6fte/vtu Kongﬁibeuuiﬁﬂocmi, AKI 8iH
cnpuvunse. Jani ii0e po3ensio HAAGHUX PeHUMI6 3AXuUcCmy OAHUX MaA 1020, AK IX MOXHA
nepenecmu Ha cucmemu emoyitinozo Il Ilicns wozo ysaza 30cepediyemvcs HA
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PyHoamenmanvHux npunyunax PbD, a maxom 6Ue4aemocs, AK iX MONHA 3ACMOCO8Y8AMU nid
uac po3apooKu ma 6npoeadienus mexnonoeii emoyiiinozo III.

Pesynomamu ma eucroexu. Anasniz 0emoHcmpYye, wio 6nposaducents npunyunie PbD y cucmemu
emoyiiinoeo 1III € eaxcnueum, a He NPOCMO KOPUCHUM 0719 mozo, w0 3axucmumu
KOH@ideHyitinicmy Kopucmyeéa4ie ma 3abesneuumu 0ompumants 3akonodascmea. Ipasunvo
enposadsceni cucmemu PbD matomv mpu eaxcnusi nepesazu: nidsuuiery npo3opicmo cucmemu,
Kpauwii mexaHismu nio3simnocmi ma OinouiUuii KOHMPOL KOPUCMYBAaHi6 HAD 6/1ACHUMU OAHUMU.
L]i sucHosxu pobnsimv 3HauHUil 8HECOK Y meopemuuti 0CHO8YU 8i0N06i0ANILHO20 NPOEKMYBAHHS
WIMY4HO20 iHMeNeKMYy, NPONOHYIOUU NPAKMUYHI DeKoMeHOAyil O  opeauisauiil, o
81posadcyomy cucmemu emoyiiinozo III1. 3pewsmoro, 0ocnioneHHs npedcmMasAe HimKy Mooeny
0nsL po3pobHuUKie ma opeanizauyiil, siKa 00NOMOdNe iM YCHIUHO CKOPUCMAMUCST KOHBeP2eHUiel0
MexXHOIO0ziti eMOUIIIHO20 iHMeNeKMY Ma HOPMAMUBHUX BUMO2 U000 KOHPIdeHUiTIHOCMI.

Kntouosi cnosa. xongioenyitinicmo 3a 3amosuysanuam, emoyitinuti III, 3axucm 0anux, emuxa
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Opinion Article

CHATGPT IN THE DOCK:
REFLECTIONS ON THE FUTURE
OF CRIMINAL LIABILITY

Raed S A Faqir

ABSTRACT

Background: This study examines the legal challenges posed
by generative AL It highlights the limitations of traditional
criminal liability frameworks in addressing harm caused by
AI outputs. The research explores new models of liability to
ensure accountability while protecting individual rights in the
age of intelligent machines.

Generative Al, exemplified by ChatGPT, has evolved from a
mere computational tool into a cognitive agent capable of
content creation, problem-solving, and decision-making. This
evolution challenges traditional criminal law frameworks,
raising complex questions about the attribution of Liability
when Al-generated outputs result in harm or criminal
conduct. The study explores these dilemmas, focusing on the
shortcomings of conventional concepts of criminal liability
and exploring the need for new legal paradigms.

Methods: The research employs a descriptive-analytical and
comparative methodology. It analyses
international legislation, legal principles, and contemporary
jurisprudence, with a focus on the European Artificial

national and

Intelligence Act (2024) as a model. The study examines AI's
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autonomous capabilities, the opacity of algorithmic decision-making, and the challenges of
establishing causal links between Al actions and resulting harms. Case studies are used to explore
potential liability models, including preventive liability and the concept of an "artificial actor.”

Results and Conclusions: The study finds that traditional frameworks of criminal
accountability are inadequate for Al systems like ChatGPT, given their partial autonomy and
algorithmic complexity. It highlights the potential for expanding liability to developers,
operators, and users, and the necessity of flexible legal models that combine preventive,
administrative, and criminal measures. The research underscores the importance of integrating
legal innovation with technological oversight to safeguard individual rights while maintaining
the deterrent and protective functions of criminal law.

1 INTRODUCTION

Generative Artificial Intelligence, led today by models such as ChatGPT, represents a pivotal
milestone in the trajectory of global technological transformation. It is no longer merely an
executive tool but has become a cognitive agent actively participating in content creation,
problem-solving, and decision-making. This shift is clear in the growing reliance on Al
systems across multiple fields—including education, healthcare and law—posing
unprecedented challenges to legal systems, particularly the criminal justice system. The
system now faces uncertainty in identifying the “actor” in cases involving harm or
criminalised conduct resulting from Al intervention.

From this standpoint, the present study, titled ChatGPT in the Dock: Reflections on the
Future of Criminal Liability, aims to analyse the legal dilemmas posed by this model, one of
the most prominent and controversial manifestations of generative artificial intelligence. Its
primary objectives are: (1) to expose the shortcomings of traditional concepts of criminal
liability in light of AI intervention; (2) to analyse the complex structure of liability resulting
from the actions and outputs of systems like ChatGPT; and (3) to propose restructuring
legal attribution rules in a manner that ensures the protection of individual rights and the
effectiveness of criminal deterrence in the age of intelligent machines.

Upon Al autonomy, the study takes a two-pronged approach: theoretically, it examines
criminal concepts such as intent, causation, and actor liability; practically, it examines
comparative legal models, particularly the 2024 European AI Act, and their applicability to
cases involving harmful or deceptive AI use, like ChatGPT. The study is grounded in a
central hypothesis: current frameworks of criminal accountability are incapable of
comprehending the outputs of partially autonomous non-human entities. This necessitates
the development of more flexible legal models, such as collective or virtual liability, or even
the establishment of a new concept: the "artificial actor.”

© 2025 Raed S A Fagir. This is an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY 4.0),
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The core legal questions this study addresses include: Who bears criminal liability when
ChatGPT use results in harmful or criminal outputs? Should liability be limited to the end
user, or should it extend to developers, operators, and designers? To what extent can
ChatGPT be considered an independent actor contributing to the criminal outcome? What
is the optimal legislative pathway to bridge the legal gap caused by the ambiguity of intent
and discernment in Al-generated actions? These questions are not merely theoretical; they
lie at the heart of the challenges facing criminal justice in the coming decades. Exploring
them constitutes a legal and strategic necessity for ensuring the sustainability of the judicial
system in a rapidly evolving digital environment.

This study on criminal liability for AI systems like ChatGPT addresses the shortcomings of
existing legal frameworks, identifies the parties liable, and the challenges in assessing intent.
It examines legitimate risks, regulatory gaps, and the difficulties of applying traditional
criminal law to autonomous Al behaviour. Finally, it proposes future-oriented solutions to
change liability frameworks, such as corporate responsibility and systemic accountability.

2 LITERATURE REVIEW

The scientific literature indicates that criminal accountability for artificial intelligence
systems, particularly complex software such as ChatGPT, faces fundamental challenges
related to the nature of algorithmic actions and the opacity of decision-making processes.’
Many researchers point out that Al operates through intricate algorithmic networks beyond
human control, making it more difficult to attribute any resulting harm to conventional
ideas of fault or intent.” Traditional criminal liability, which is based on direct human action,
is being reexamined amid the crisis of causal attribution.?

In the same context, recent legal studies have addressed the crisis of lack of control over
the technical risks posed by Al illustrating that traditional laws are incapable of
regulating these new technological risks within conventional liability frameworks.* To

1 Alejo José G Sison and others, ‘ChatGPT: More than a “Weapon of Mass Deception” Ethical
Challenges and Responses from the Human-Centered Artificial Intelligence (HCAI) Perspective’
(2024) 40(17) International Journal of Human-Computer Interaction 4853. doi:10.1080/
10447318.2023.2225931.

2 PR Biju and O Gayathri, ‘Algorithmic Solutions, Subjectivity and Decision Errors: A Study of Al
Accountability’ (2025) 27(5) Digital Policy, Regulation and Governance 523. doi:10.1108/DPRG-05-
2024-0090.

3 Marcelo Ferrante, ’Causation in Criminal Responsibility’ (2008) 11(3) New Criminal Law Review 470.
doi:10.1525/nclr.2008.11.3.470.

4 Benjamin Cheatham, Kia Javanmardian and Hamid Samandari, ‘Confronting the Risks of Artificial
Intelligence’ (2019) 2 McKinsey Quarterly 8 <https://www.mckinsey.com/capabilities/quantumblack/
our-insights/confronting-the-risks-of-artificial-intelligence> accessed 10 August 2025.
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address risks posed by software like ChatGPT, the legal landscape is moving toward
preventive and abstract liability models, emphasising producers' accountability for
technical safety measures rather than for direct harm.’

Moreover, the literature highlights legislative and practical challenges stemming from the
exclusion of intelligent software from traditional product laws, particularly those that define
a product solely as a physical entity, thereby obstructing effective accountability for such
systems.® In this regard, the European Artificial Intelligence Act emerges as an advanced
model imposing deterrent sanctions on violations and promoting enhanced transparency
and disclosure of Al-related risks.” Recent studies also recommend integrating
administrative oversight with criminal liability, thereby opening new horizons for managing
technological risks through an integrated and evolving legal framework that safeguards
fundamental rights without impeding technological innovation.®

3 METHODOLOGY

This study aims to analyse the legal framework governing criminal liability for generative
artificial intelligence systems, focusing on the ChatGPT model as a contemporary practical
example that reflects the legal and technical challenges in this field. To achieve this, the study
employs a descriptive-analytical approach that examines national and international
legislative texts and relevant legal principles, and reviews contemporary jurisprudential and
legal literature on the nature of criminal liability amid the rapid development of Al
technologies. Additionally, the study employs a comparative legal method, which
systematically identifies and investigates specific areas where legal systems diverge and
converge. The comparative criteria include factors such as the degree of criminal liability,
regulatory protection, enforcement tactics, and ethical accountability standards. Using this
framework, the study contrasts advanced European legislation, particularly the Artificial

5 ibid 9.

6 Omena Akpobome, ‘The Impact of Emerging Technologies on Legal Frameworks: A Model for
Adaptive Regulation’ (2024) 5(7) International Journal of Research Publication and Reviews 5049.
doi:10.55248/gengpi.5.1024.3012.

7 M Navaneeth, ‘The Need for A Global Regulatory Framework for Artificial Intelligence: Implications
of the European Union European Union Artificial Intelligence Act 2024’ (Master's thesis, National
University of Advanced Legal Studies 2024) 62-77; Mohammed Salem Alneyadi and others, ‘The
Crime of Electronic Blackmail in the Emirati Law’ (2022 International Arab Conference on
Information Technology (ACIT), Abu Dhabi, UAE, 22-24 November 2022). doi:10.1109/
ACIT57182.2022.9994165.

8 Jennifer Kuzma and others, ‘An Integrated Approach to Oversight Assessment for Emerging
Technologies’ in Gary E Marchant and Wendell Wallach (eds), Emerging Technologies: Ethics, Law
and Governance (Routledge 2020) 1199. doi:10.1111/j.1539-6924.2008.01086.x.
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Intelligence Act (AI Act),” with local legislative systems that are still in their infancy in
addressing emerging technological challenges."

The study, employing a critical approach, assesses the effectiveness of current legal
frameworks in addressing Al-related harms, emphasising the challenges of establishing
traditional causal links between actions and outcomes in algorithmic contexts. It explores
the potential adoption of new liability models centred on preventive liability and criminal
negligence, using case studies to illustrate how laws can evolve to balance societal protection
with the promotion of technological innovation.

4 CRIMINAL LIABILITY DEFINITION
FOR ARTIFICIAL MINDS AND CHATGPT

4.1. A Mind Without a Body: Who Prosecutes ChatGPT?

The phenomenon of ChatGPT vividly exemplifies the profound complexities artificial
intelligence introduces into the criminal legal system." This advanced linguistic system does
not merely process data, but generates textual decisions that interact with humans and
influence their cognitive, social, and legal realities.'”” When the generated text becomes
capable of shaping convictions or guiding decisions, we are no longer dealing with a mere
silent technical tool but a virtual mind without a body—one that redefines legal agency.”
This raises fundamental questions about the nature and legal classification of artificial
intelligence, especially in the absence of a unified definition within legal systems."
Traditional criminal models of intent, perpetrator identification, and liability must be
reevaluated as AI's legal identity straddles the line between a human-controlled tool and an
autonomous decision-maker."

9 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 ‘Laying
Down Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act - IA Act)
[2024] OJ L 1689 <https://eur-lex.europa.eu/eli/reg/2024/1689/0j> accessed 10 August 2025.

10 Navaneeth (n 7) 62-77.

11 Christiaan Mineur, ‘Autonomous AI Technology and the Evolution of Legal Personhood in Criminal
Law’ (Master's thesis, University College Tilburg 2024) 4.

12 Iman M Al-Uqdah, ‘Criminal Liability for Artificial Intelligence Application Crimes’ (2025) 153
Journal of Law and Jurisprudence 39.

13 Mineur (n 11) 8.

14  Maxi Scherer, ‘Artificial Intelligence and Legal Decision-Making: The Wide Open? (2019) 36(5)
Journal of international arbitration 541. doi:10.54648/j0ia2019028.

15  Jacob Turner, ‘Legal Personality for AT’ in Jacob Turner, Robot Rules: Regulating Artificial Intelligence
(Springer 2018) 175. d0i:10.1007/978-3-319-96235-1_5.
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When we ask, "Who prosecutes ChatGPT?", we pierce through the veil of classical law and
enter an unprecedented legal space.'® The European Commission's 2021 proposal,'” despite
its effort to define AI broadly as systems capable of "generating outputs that affect the
environment," fails to address the core dilemma: how to distinguish between basic AI and
those complex generative systems that produce socially and legally impactful texts—like
ChatGPT." The challenge lies in three central characteristics: autonomy, interactivity, and
opacity."” The term "autonomy" describes Al's capacity to act without direct oversight, not
its intention. While opacity reflects the "black box" nature of its unpredictable algorithms,
interactivity arises from daily user engagement.” These traits complicate the attribution of
criminal liability, as the lines blur between programming error and human intention,
between spontaneous output and directed decision.”

The dilemma posed by ChatGPT goes beyond legal debate into deep philosophical and
ethical territory, shaking the foundations of traditional criminal concepts.” The absence of
premeditation, the unpredictability of outputs, and the difficulty in identifying a clear actor,
be it the developer, the user, or the owning company, reshapes the question of criminal
liability.” It transforms it from a simple binary framework into a multi-layer network.** The
traditional legal system, built on the formula "actor-victim-harm," is no longer adequate to
encompass intelligent entities that commit crimes not in conventional ways but through
knowledge flows open to interpretation.”

16  Amirreza Ahkami, ‘Al and The European Union's Approach to Data Protection: The Case of Chat
GPT’ (Master's thesis, University of Padova 2024) 33-4.

17 European Commission, ‘Proposal for a Regulation of the European Parliament and of the Council
Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending
Certain Union Legislative Acts’ (COM/2021/206 final, 21 April 2021) <https://eur-lex.europa.eu/
legal-content/EN/TXT/?2uri=CELEX:52021PC0206> accessed 10 August 2025.

18  Navaneeth (n 7) 62-77.

19  Bram Vaassen, ‘Al, Opacity, and Personal Autonomy’ (2022) 35(4) Philosophy & Technology 89.
doi:10.1007/s13347-022-00577-5.

20 Youliang Yuan and others, ‘Does ChatGPT Know that it Does Not Know? Evaluating The Black-Box
Calibration of Chatgpt’ (2024 Joint International Conference on Computational Linguistics,
Language Resources and Evaluation (LREC-COLING 2024), Torino, Italia, 20-25 May 2024) 5191.
See also, Jingyu Wang and others, ‘Network Meets ChatGPT: Intent Autonomous Management,
Control and Operation’ (2023) 8(3) Journal of Communications and Information Networks 340.
doi:10.23919/JCIN.2023.10272352.

21  Briony Blackmore, ‘Looking Beyond Blame and Praise: Analyzing Moral Responsibility in the
Development and Deployment of AI Systems’ (PhD thesis, University of Otago 2023) 12.

22 Al-Uqdah (n 12) 56.

23 Scherer (n 14) 542.

24 Xin Chen, ‘Research on the Application of Intelligent ChatGPT in Computer Intelligent Computing
System’ (2023 IEEE 3rd International Conference on Data Science and Computer Application
(ICDSCA), Dalian, China, 27-29 October 2023) 985. doi:10.1109/icdsca59871.2023.10392475.

25 Turner (n 15) 174.
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Therefore, there is a pressing need for a new legal model based on "distributed shared
accountability” and transparent oversight mechanisms that allow for tracing algorithmic
decisions and assessing their legality and impact.? Ultimately, prosecuting a “mind without
a body” is not a metaphor—it is a tangible necessity that demands an epistemological
revolution in our understanding of law and a careful balance between technological
innovation and legal protection of rights and freedoms in the digital age.”

4.2. When ChatGPT Speaks Without Criminal Intent: Can It Be Prosecuted?

We are not here to explore the intricate technical workings that give ChatGPT its structure,
as these have been thoroughly explained by specialists and go beyond the concerns of
criminal jurisprudence.”® Even in cases where there is no criminal intent or will, what
matters is how Al-generated linguistic outputs affect the legal system.” The machine
learning model does not operate on explicit logical rules; rather, it follows a probabilistic
inductive approach, extracting linguistic patterns from billions of examples without
“understanding” them. ChatGPT neither knows the truth nor intends to lie, yet it can
generate harmful, misleading, or inflammatory content.” AI thus generates "speech without
reason” and "action without intent," undermining traditional legal theories that attribute
criminal liability exclusively to human consciousness and rational awareness.”

When ChatGPT generates illegal or criminally consequential content, the challenge of
identifying the responsible actor emerges. Is it the model itself? The developers? The
owning company? Or the users? Like a "blind painter," the model uses probabilistic
estimates that change as its inputs change to create linguistic portraits without knowing
why or for what purpose.”” To maximise flexibility and generative capacity rather than the
logical consistency required for legal liability, its architecture is deliberately opaque.”
Under the new legal concept of distributed liability, traditional actors cannot be held

26 Kuzma and others (n 8) 1198.

27 Akpobome (n 6) 5050.

28  Kalliopi Terzidou, ‘Generative Al for the Legal Profession: Facing the Implications of the Use of
ChatGPT Through an Intradisciplinary Approach’ (Media Laws, 8 September 2023) 4
<https://www.medialaws.eu/generative-ai-for-the-legal-profession-facing-the-implications-of-the-
use-of-chatgpt-through-an-intradisciplinary-approach/> accessed 10 August 2025.

29  Aslihan Asil and Thomas G Wollmann, ‘Can Machines Commit Crimes Under US Antitrust
Laws?  (2024) 3(1) The University of Chicago Business Law Review 6
<https://businesslawreview.uchicago.edu/print-archive/can-machines-commit-crimes-under-us-
antitrust-laws > accessed 10 August 2025.

30 Terzidou (n 28) 2.

31  Lawrence B Solum, ‘Legal Personhood for Artificial Intelligences’ (1992) 70 North Carolina Law
Review 1272-3.

32 Sarah Muller, ‘Visual Silence in the Language Portrait: Analyzing young People’s Representations of
their Linguistic Repertoires’ (2022) 25(10) International Journal of Bilingual Education and
Bilingualism 3646. doi:10.1080/13670050.2022.2072170.

33 Blackmore (n 21) 44.
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accountable; instead, accountability must be traced across multiple stakeholders, from
user interfaces to training environments.*

Even though ChatGPT does not aim to break the law or incite, its reliance on linguistic
patterns can yield results with significant ethical or legal implications. The legal challenge
lies here: how do we assign accountability to a system that lacks will, yet produces effects?
The answer requires moving beyond traditional liability frameworks by developing new
rules that hold developers and operators accountable and enforce proactive oversight of
inputs and algorithms. The legal focus must shift from “the actor’s intent” to “design and
operational responsibility; and from the “criminal mind” to a system of “digital
governance.” This model does not err because it chooses to, but because it lacks the capacity
to distinguish right from wrong—necessitating legislation that redefines the relationship
between technology and accountability under a new logic.”

ChatGPT stands at the threshold of artificial consciousness, in a legal grey zone that
criminal justice systems are not yet prepared to handle. It does not think or comprehend,
but it generates discourse that simulates thought. It is neither a traditional actor nor a mere
tool—it is a linguistic entity that challenges settled legal classifications. In this sense,
artificial intelligence functions more as a mirror exposing the inadequacies of our laws than
as a standalone problem. The challenge lies not in how “intelligent” it is, but in how legally
“prepared” we are to incorporate it into our network of criminal concepts. A reevaluation
of crime and punishment in which actors may be nonhuman, and liability arises from error,
probability, or unanticipated consequences rather than conscious intent, would result from
failing to act, risking the prosecution of algorithms for unintended outputs.

4.3. Attributing Criminal Liability in the Age of Intelligent Machines

Artificial intelligence systems pose a genuine challenge to the traditional criminal liability
framework, which is built upon the pillars of actus reus (the act), mens rea (intent), and
will.* These intelligent entities are neither human nor self-aware nor criminally intent;
rather, they are digital tools that generate unpredictable behaviours that are difficult to
foresee accurately.” As reliance on these complex systems—operating on probabilistic
rather than explicit logical bases—increases, a central legal question arises: How can
liability for harm caused by these systems be assigned when humans lack full control over
their behaviour? ChatGPT and similar language models do not rely on true
understanding. Still, on intricate statistical patterns they neither comprehend nor can

34  Dirk A Zetzsche, Ross P Buckley and Douglas W Arner, ‘The Distributed Liability of Distributed
Ledgers: Legal Risks of Blockchain’ (2018) 4 University of Illinois Law Review 1386. doi:10.2139/
ssrn.3018214.

35 Akpobome (n 6) 5050.

36  Mineur (n 11) 22.

37  Asil and Wollmann (n 29) 20.
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explain, making prosecution for harmful actions impossible under traditional criminal
law concepts.® Hence, our legal system faces a profound crisis in how to classify these
non-living entities that produce real-world effects and in defining a legal framework
balancing technological progress with justice.”

Confronting this dilemma, international approaches, especially within the European Union,
have emphasised the importance of strict civil liability as a practical mechanism to protect
victims.* Directive 85/374/EEC on defective products is a law that holds manufacturers
liable for damages without needing proof of fault or intent.* Traditional concepts of "defect"
and "causality" are blurred by the complexity of AI since intelligent systems are dynamic
entities with probabilistic behaviours rather than traditional products.” This prompted the
European Commission in 2022 to propose comprehensive legal updates addressing “smart
products”* These updates aim to broaden legal protection and shift the burden of proof
onto producers by presuming a link between defect and damage automatically, and
imposing economic responsibility on producers for risks associated with these systems—
even when their behaviour is unpredictable or unforeseeable.* This reflects a fundamental
shift in liability philosophy—from focusing on the actor’s intent to ensuring effective
compensation for victims regardless of the actor’s awareness.*

Since Al is an unconscious entity lacking intent or will, the law must transcend traditional
concepts grounded in these elements and develop a hybrid legal framework combining
strict civil responsibility, regulatory liability, and supervisory oversight.* Producers or
developers oversee the implementation of safety precautions and ensure clear standards,
aiming to prevent harm and provide victims with straightforward compensation.”” Instead
of prosecuting algorithms without understanding how they work, the AI approach

38 Mineur (n 11) 19.

39  Scherer (n 14) 542.

40 Ahkami (n 16) 39.

41  Council Directive 85/374/EEC of 25 July 1985 ‘On the Approximation of the Laws, Regulations and
Administrative Provisions of the Member States Concerning Liability for Defective Products’ [1985]
OJ L 210/29; Fidelma White, ‘Directive 85/374/EEC Concerning Liability for Defective Products: In
the Name of Harmonisation, the Internal Market and Consumer Protection’ in Paula Giliker (ed),
Research Handbook on EU Tort Law (Edward Elgar 2017) 128. doi:10.4337/9781785365720.00013.

42 Keith Darlington, ‘Aspects of Intelligent Systems Explanation’ (2013) 1(2) Universal Journal of
Control and Automation 47. doi:10.13189/ujca.2013.010204.

43 European Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on
Horizontal Cybersecurity Requirements for Products with Digital Elements and Amending
Regulation (EU) 2019/1020° (COM/2022/454 final, 15 September 2022) <https://eur-lex.europa.eu/
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emphasises accountability for system design and operation, prevention, and
compensation.”® Without renewing our legal frameworks, we risk a future in which
algorithms are prosecuted for unintended or unforeseen actions, opening a dangerous legal
vacuum that threatens the application of justice.”

5 CHALLENGES IN ASSESSING THE CRIMINAL LIABILITY
OF ARTIFICIAL INTELLIGENCE

Conventional criminal law faces unprecedented challenges because of the rise of ChatGPT
and other generative Al systems. At the core of this disruption is the causality dilemma: it
is impossible to use conventional legal methods to link AI actions to outcomes. The fact that
AT operates without conscious intent, which contradicts conventional notions of guilt,
exacerbates the mens rea dilemma. When taken as a whole, these crises highlight the
pressing need to reconsider liability assessment in the age of intelligent machines.

5.1. The Crisis of Criminal Law in the Era of ChatGPT

The digital revolution is causing a major crisis for criminal law, which is still confined to
traditional frameworks based on human consciousness, intent, and choice. The criminal
system is governed by well-established principles such as legality, personal blame, and the
presumption of innocence, designed to address human actions with clear motives. Still, it is
ill-equipped to accommodate acts generated by generative Al systems like ChatGPT.”
Determining criminal liability in systems with self-learning capabilities and programmers'
autonomy is challenging because of unpredictable behaviours that cannot be traced to
specific human actors.” This clash represents the "shock of modernity" described by the
Italian thinker Federico Stella, in which traditional criminal concepts such as intent and
awareness lose their relevance when confronted with technology characterised by
behavioural ambiguity and unpredictability.”

Al-induced harm challenges the evidentiary and proof mechanisms of criminal law because
algorithmic biases or training errors make it more difficult to assign blame and to establish a
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direct causal relationship between the action and the harm.* In a participatory, multi-agent
technological environment, personal liability becomes unclear as multiple parties' acts and
omissions intertwine, weakening courts' certainty and threatening the principle of
predictability of outcomes.* For instance, output generated by ChatGPT may be used to incite,
defame, or commit fraud, but the absence of direct human intent complicates criminal
accountability and exposes the limitations of current legal tools to address these complexities.™

The natural outcome of this crisis is a clear and troubling legal vacuum, where current
criminal law lacks explicit and comprehensive rules addressing acts resulting from AI that
lack awareness or will.”” These vacuum places justice in a predicament: Al itself cannot bear
criminal liability, nor can the traditional responsible human—whether developer or user—
be easily held liable due to algorithmic complexity and the difficulty of proving fault and
intent.® Consequently, today’s digital reality demands a rethinking of the very definitions
of crime and the principles of liability, opening the door to profound legal and philosophical
debates about the limits of criminal law and how to develop a regulatory framework that
balances societal protection from Al risks with encouraging innovation without threatening
legal security and justice.”

5.2. The Causality Dilemma in the Era of Generative Artificial Intelligence

Generative Al systems like ChatGPT challenge traditional legal notions of causality.”
Criminal law’s deterministic model linking human acts to outcomes struggles against AI’s
probabilistic algorithms,” which produce unexpected outcomes without a human actor,”
undermining classical proof and responsibility frameworks.*
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It is challenging to prove a causal link between the actions of generative Al systems and the
outcomes they generate due to their technical complexity. This puts conventional legal
reasoning to the test.* In the past, courts used instruments like digital "black boxes" that
capture event data to piece together the sequence of an incident and identify its cause.*® The
algorithm's internal decision-making processes, however, are based on complex, nonlinear
probabilistic models, and these tools only provide preliminary indications.®® Experts and
judges are unable to conclusively determine whether an error with ChatGPT results from a
programming error, bias in the training data, or user behaviour.”” Such ambiguities make it
more difficult to establish clear causation, particularly in cases of harmful content
generation, and complicate the application of conventional principles that rely on a clear
connection between action and result.®

Criminal law faces an epistemic crisis due to this causality conundrum, compelling a
reexamination of its central concepts of intent, causation, and liability.® The nomological-
deductive model that judicial systems employ excludes other possible explanations and
necessitates precise scientific law and a logical causal relationship between an action and
its result.”” Generative Al undermines this model, as even system developers cannot
precisely identify the causes of the outcomes they produce, rendering actions into
multidimensional probabilistic outcomes.” Legal systems must accept “flexible causality”,
place blame on programmers, users, and Al systems, and update evidentiary standards to
account for social and technical context to ensure criminal justice.”” Law must adapt to
this new reality, avoiding confinement within rigid models that fail to accommodate the
algorithmic revolution, thus preserving the essence of justice and individual rights in the
age of artificial intelligence.”
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5.3. ChatGPT and the Mens Rea Dilemma

Amid the rapid development of generative artificial intelligence, the ChatGPT model has
emerged as an icon of digital transformation in natural language processing.”* However, this
model embodies a fundamental legal crisis that touches the core of causal proof—a
foundational element in determining criminal liability. Traditional legal concepts rely on a
clear and direct causal relationship between a human act and a harmful result, based on a
nomological model that infers harm from a specific act carried out with awareness and
intent.”” By contrast, ChatGPT, as a complex algorithmic system operating through millions
of probabilities, does not produce actions with intent or purpose. Its outputs are based on
data and deep learning, not on conscious decisions.”

For example, if ChatGPT generates false or inciting content that causes moral or material
damage, a complex question arises: can it be proven that the model's output directly
caused these outcomes? Or is the human user who deployed the content responsible? In
such cases, traditional legal rules requiring the attribution of harm to a conscious being
become difficult to apply when faced with the opacity of an "artificial mind" that possesses
neither will nor intention.”

The mental element (mens rea) is a cornerstone of criminal liability, typically manifested in
intent or negligence.”® However, when discussing ChatGPT, these concepts begin to dissolve,
as the model has no will or consciousness and thus cannot possess intent like a human
actor.” This raises the question of whether producers or developers are exonerated. Not
necessarily, as existing doctrines provide alternative bases for attribution, the law might
invoke the notion of probable intent, holding developers or users accountable if they could
reasonably foresee the harm as a potential consequence of using the model—even in the
absence of malicious intent.®

Suppose a developer or company releases a version of ChatGPT capable of generating
inciting or offensive content, knowing that it could be misused, yet fails to implement
sufficient preventive measures. Here, probable intent is realised, as they are expected to
foresee the risk and prevent it.*' Conversely, if harm results from unexpected use within a
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wide range of possible outcomes, assigning liability becomes more complex.®” The model’s
opacity adds to the challenge, as even the developers might not be able to explain why
certain content was generated, making it difficult to determine whether the act constituted
criminal negligence or an acceptable technical risk.”

To address these complexities, the law must go beyond mere adjustments to evidentiary
tools. It must construct a new regulatory system that considers the nature of generative
artificial intelligence.* For instance, clear legal frameworks should be established to govern
the development and operation of models like ChatGPT, imposing strict standards for
digital safety and governance responsibility, and defining the limits of acceptable risks—or

what might be termed the “permissible risk zone”*

Imagine a company developing ChatGPT that implements preventive measures such as
content filtering and usage management to prevent harmful outputs. These measures would
delineate the permissible risk zone, serving as the dividing line between acceptable technical
error and liability overreach.® Liability would arise only when these boundaries are
breached, due to a lack of precautionary measures or willful disregard for potential risks.*”’

Thus, the notions of intent and negligence must be reformulated within a broader
framework that accounts for varying degrees of foreseeability and probability, while
recognising the unique nature of “actions” generated by a non-conscious mathematical
system.* The law now faces a fundamental philosophical challenge—not merely redrawing
evidentiary tools but reconstructing its foundational perceptions of criminal liability in an
era where artificial intelligence has become an independent, complex actor generating
actions and consequences that transcend traditional concepts of will and intent.*

6 THE LEGAL AND REGULATORY CHALLENGES OF GENERATIVE Al

As generative artificial intelligence, like ChatGPT, grows quickly, new legal issues regarding
legal risks and responsibility for generated content surface. Determining criminal liability
is challenging due to a regulatory gap left by current frameworks that have not kept up with
the rate of innovation. To suggest practical ways to ensure the safe and lawful use of this
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technology, this theme investigates the nature of algorithmic intelligence, evaluates legal
risks, and looks at regulatory gaps.

6.1. The Algorithmic Requlatory Gap and Legal Accountability of ChatGPT

Generative AI models, led by ChatGPT, are characterised by a unique cognitive nature, as
they operate on complex algorithms that form what is known as the “black box,” whose
inner workings are difficult to explore or whose outputs are hard to interpret precisely.” In
the absence of a comprehensive scientific framework clarifying the causal pathways these
models follow in making decisions, users face a fundamental challenge: the inability to
understand how the model selects certain phrases or information over others, or to interpret
the logic underlying the arrangement of elements in the response.”’ For example, when
ChatGPT provides a legal recommendation in a criminal case, neither the judge nor the
lawyer has access to the detailed reasons that led the model to formulate this
recommendation, which obstructs the possibility of accountability if an error or harm
occurs.”” In this sense, this interpretive gap undermines trust in Al outputs and poses
fundamental challenges in terms of transparency and legal accountability.”

A significant portion of errors produced by models like ChatGPT stems from intertwined
technical and legal factors.” On the technical level, some errors relate to the design of
algorithmic architecture, where certain arrangements in the neural network layers can lead
to unintended implicit biases, such as the model discriminating between individuals based
on gender or race.” At the data level, Al models rely on massive amounts of text drawn from
diverse online sources, which may carry cultural or ethical biases or contain inaccurate legal
information, thereby transferring these biases into the model’s outputs.”

Given these multiple challenges, there is an urgent need to develop a strict legal regulatory
framework governing the operation of generative AI models and ensures the safety and
reliability of their outputs, especially in highly sensitive contexts such as the legal field.”” The
European AI Act represents a pioneering step in this direction,” imposing on developers of
models like OpenAl a comprehensive risk management obligation, requiring them to
ensure training data quality, prepare technical documentation that clarifies decision-
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making logic, maintain accurate logs of system outputs, and mandating human oversight of
system outputs in high-risk cases.” Legal requirements for risk reduction or elimination
could make the judiciary less accountable, calling for new models of legal accountability
that account for the cognitive differences between humans and machines.'® This
necessitates establishing mechanisms for interpretation and analysis that assist users in
consciously and thoughtfully understanding and evaluating the model’s results.

6.2. Algorithmic Intelligence and Legitimate Risks

The development of generative artificial intelligence systems, such as the ChatGPT platform,
raises novel legal challenges concerning liability for damages resulting from their use.'”
Even if the manufacturing company complies fully with all prescribed technical and
regulatory standards, the pressing question remains: Is such compliance sufficient to absolve
it of legal liability? Legal and philosophical experience indicates that formal adherence to
rules does not necessarily prevent harm, especially when algorithms are granted quasi-
autonomous power to make complex decisions, as is the case with these systems operating
within unpredictable environments and multifaceted causes.'” For example, an algorithmic
error in interpreting a query or generating inaccurate content may cause serious
psychological or social harm that cannot be fully anticipated, thereby fueling debate over

whether technical standards alone provide an adequate legal defence.'®

In legal theory, compliance with rules is recognised as a necessary but insufficient
condition for relieving liability, as courts also rely on the “reasonable actor” or “person of
similar position and competence” standard.'™ This requires assessing whether the
manufacturer took the necessary professional and prudent measures to avoid harm. In
complex technical industries, jurisprudence acknowledges the existence of “residual
risks” or “acceptable risks”—those that cannot be eliminated except at exorbitant costs or
at the expense of technological progress.'” According to Amy Stein,' these risks
represent an implicitly accepted zone of risky behaviours, provided they remain within
the bounds of control and reasonable precautions, reflecting the reality of technological
development and balancing innovation with safety.
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On the legislative front, the European Artificial Intelligence Act (AI Act)'”

exemplifies legal
evolution that abandons the ideal of eliminating risks and instead adopts a pragmatic
philosophy aimed at minimising risks as much as possible while acknowledging their
persistent possibility.'® This law not only imposes strict technical standards but also
emphasises algorithmic transparency, continuous system performance monitoring, and the
interpretability of decision-making mechanisms.'” This places a broader duty on
manufacturers, extending beyond formal compliance to proactive professional conduct and
adaptation to scientific developments.'® For instance, if damage results from a fault in an
algorithm trained on unbalanced data, the manufacturer bears the burden of proving that

it took all necessary measures to prevent such errors or mitigate their effects.

The fundamental dilemma lies in delineating the boundary between harm accepted as part
of “residual risks” and unjustified failures in design or operation."' Accordingly, proposals
have emerged to assess liability based on comparing overall system performance against a
“safe model” standard; if harmful error rates exceed a certain threshold, the design is
considered defective, even if individual errors may be technically justified.'> However, this
approach faces technical challenges related to real-time monitoring, as well as political and
ethical considerations involving acceptance of any potential harm to human life.'”
Considering this, there is a pressing need to develop an integrated legal framework that
connects technical compliance, professional responsibility, and ethical caution — affirming
that justice cannot rest solely on textual adherence but requires a deeper perspective aligned
with the complexities and rapid evolution of generative Al

7 THE FUTURE OF CRIMINAL LIABILITY FOR ALGORITHMIC HARM

Traditional ideas of criminal liability are being called into question by the emergence of
generative artificial intelligence, particularly as it permeates business operations. It is
becoming more difficult to assign blame for damage brought on by autonomous Al
decisions. To predict the future of criminal law amid profound technological change,
emerging research aims to reconstruct legal frameworks suited to corporate Al
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7.1. Rebuilding Generative Al's Criminal Liability

Despite notable progress in developing frameworks for criminal liability in the age of
artificial intelligence, the legal pathway to holding producers of Al systems, such as
ChatGPT, criminally responsible remains complex and ambiguous. Features of these
systems—from unpredictability to the opacity of algorithmic decision-making."* This
creates an epistemic gap between human action and harmful outcome, undermining
the establishment of a clear causal link and weakening the logic of blame based on
negligence or fault."” This phenomenon has been described in legal literature as the
"control gap crisis," which criminal law faces in a technological risk society, where
traditional models centred on criminal conduct and free will fail to accommodate the
emerging complexities of algorithmic actions. For instance, a decision by an
autonomous vehicle’s algorithm may cause an accident without direct human
intervention, raising profound questions about criminal liability.

Traditional criminal liability, which is predicated on intent or negligence, struggles to
handle algorithmic decisions. Modern approaches emphasise duty of care violations when
Al systems endanger fundamental rights, such as psychological or physical safety, placing a
higher priority on preventive liability. Laws such as Article 12 of the UAE consumer
protection law No (15) of 2020, which penalise dangerous products but still partially
exempts software-only Al reflect this trend. Thus, liability shifts from fault and intent to
adherence to preventive and precautionary obligations.

The particularity of algorithmic harm calls for legislative renewal to keep pace with
technological changes by treating Al as a legal entity with tangible effects—even absent
physical embodiment. The European AI Act represents a significant step forward, imposing
effective, balanced, and deterrent sanctions on violators of Al system regulations."® The
concept of a "legal warning" model also emerges, criminalising behaviours such as
neglecting security measures or failing to update systems, with a combined regime of
administrative oversight and criminal penalties to manage risks.'”” Within this framework,
authorities may be empowered to issue legal orders mandating additional testing,
compulsory updates, or partial system suspension, with violations triggering criminal
liability—thereby strengthening societal legal protection."®

The nature of algorithmic harm demands establishing a novel legal concept that redefines
the relationship between algorithmic acts and legal efficacy, ensuring harm does not
escape accountability under the guise of technology and innovation.'® Accordingly,
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enhancing algorithmic transparency by obliging AI producers, such as ChatGPT, to
regularly disclose potential risks supports a "democratisation of risk management"
approach.” This recognises the right of society and legislators to be informed of the
potential impacts of technology permeating all aspects of life. Consequently, it becomes
essential to combine principles of strict or risk-based liability with advanced preventive
legal mechanisms to balance the promotion of innovation with the protection of
fundamental legal values such as safety and dignity, thereby achieving legal stability and
criminal justice in addressing Al-caused harms.

7.2. Future Studies: Corporate Criminal Law and Al Liability

Traditional ideas of criminal liability are coming under increasing pressure from the
emergence of generative artificial intelligence, especially as it becomes increasingly ingrained
in business settings.'” The complexity of determining who is responsible for damage brought
about by autonomous AI decisions has led to new research aimed at rebuilding legal
frameworks suitable for corporate AL '** This changing course aims to anticipate the future of
criminal law and guarantee its flexibility in response to the significant technological
advancements influencing contemporary responsibility and governance.'”

Future studies will focus on identifying the parties accountable for damage brought about
by generative Al systems in commercial settings.'** It is expected that questions will arise
about the extent to which traditional notions of corporate criminal liability, such as
vicarious responsibility or failure to supervise, can address harms caused solely by Al
algorithms. It might be necessary to develop new legal frameworks that enable courts to
hold companies responsible for algorithmic decisions. '**

Future research is expected to focus heavily on evaluating businesses' preventive
responsibilities when using artificial intelligence. This could mean examining how much
corporate governance, risk monitoring, and legal compliance are required of businesses, and
how failing to comply could be interpreted as criminal negligence or complicity under
corporate criminal law.'*

Comparative analyses of various legal systems are also likely to become increasingly
important, offering insights into how conventional legal doctrines interact with the novel
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challenges posed by Al-related harms. Such studies may support lawmakers and prosecutors
in creating unified regulatory standards and future guidelines to control corporate risks
related to artificial intelligence.

The notion of legal capacity for systems like ChatGPT involves treating Al as a potential
legal entity with unique rights and responsibilities.'”” At present, global criminal law views
Al as a tool for holding humans accountable, even as scholars point out that the existing
legal system is not yet fully equipped to address accountability and regulatory questions
raised by Al An industrial or electronic form of legal capacity has been proposed as a
potential model for structuring this recognition. Moreover, ChatGPT or AI systems
would be punished by operational or technical limitations, such as halting operations or
requiring updates, that are intended to prevent harm and ensure compliance, rather than
the typical human-centred sanctions.

8 CONCLUSIONS AND RECOMMENDATIONS

The examination of criminal liability for artificial intelligence technologies, especially
conversational systems like ChatGPT, reveals profoundly beneficial aspects that transcend
the theoretical framework. Legislators are forced to reconsider traditional ideas of criminal
liability as well as the actus reus (the act) and mens rea (intent) components of crime,
considering the increasingly intertwined behaviour of humans and machines. It also
provides legal professionals with new analytical tools to understand technological risks and
assess their obligations in complex digital environments. Therefore, this study contributes
to the development of future criminal policy toward a more flexible and equitable system in
the age of artificial intelligence, while also improving scholarly discourse.

Fault-based liability is undermined by the difficulty of assigning criminal liability for
algorithmic harm, as AI decisions often lack the traditional human intent required for
criminal liability. Fundamental ideas in criminal law must be examined in light of the
complexity and loss of control over technology. Legal standards that integrate
technological tools to enhance preventive oversight and transparency are necessary to
ensure accountability for harm caused by AI while balancing innovation and the defence
of fundamental rights.

ChatGPT's legal capability could be electronically acknowledged, and operational or
technical safeguards could ensure compliance and prevent harm, thereby ensuring
accountability. Establishing a direct causal link between algorithmic actions and harmful
outcomes is complicated by the opaque, complex nature of Al systems' decision-making
processes. Traditional criminal law struggles to effectively address unpredictable,
uncontrollable technological risks. There is a growing need to shift from fault-based

127  Yuan and others (n 20).
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liability to a preventive liability model that emphasises the failure to implement adequate
protective measures. Existing legal frameworks, including consumer protection laws, are
inadequate for addressing the unique challenges posed by Al especially for software that
lacks physical integration. Transparency and regulatory oversight are critical to managing
Al-related risks, with regular disclosure and mandatory updates serving as key tools to
mitigate potential harm.

It is recommended that a legal framework be established that recognises Al's electronic
capabilities and outlines operational or technical procedures as accountability mechanisms.
Legal frameworks should be modernised to recognise Al as a distinct legal entity, capable
of bearing responsibilities regardless of its physical form, with clear duties imposed on
developers and users. A preventive liability approach should be adopted, criminalising
negligence in failing to ensure safety measures and system updates, with deterrent penalties.
AT developers must be required to provide regular transparency reports about potential
risks, supporting broader societal and legislative oversight mechanisms. Administrative
authorities should be empowered to monitor Al systems, enforce mandatory testing and
updates, and impose partial shutdowns, when necessary, with criminal sanctions for non-
compliance to ensure effective protection.
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AHOTALIIA YKPATHCbKOIO MOBOIO
(ratTa-gymka

CHATGPT HA NABI IACYIHKX:
PO3YMW PO MAWBYTHE IHCTUTYTY KPUMIHANBHOT BIAMOBIAANBHOCTI

Paed C. A. Qacxip

AHOTAIIIA

Bemyn. YV yvomy Oocnidscenmi po3ensioaromucsa npasosi npobremu, w0 6UHUKAIOMb Hepe3
ceHepamuenuti wmyunuii inmenexm. Takox 6yn0 niOKpecnieHo 00MexceHHS MPAOUUILIHOT
cucmemuy  iHcmumymy — KpuminamvHoi  8i0nosidanvHocmi  wj000  WKOOU,  3anodisHoT
pesynvmamamu  pobomu IIII. JlocniomeHHs eusuae Hoei moleni e6ionosidanvHocmi Ong
3a6e3neueHHs Ni036iMHOCII MA 3AXUCTY NPAB 0COOU 6 eNnoxy iHMeneKMyanvHux MAUUH.

Tenepamuenuil wimyunuii inmenexm (L), npuxnadom sixozo € ChatGPT, nepemeopuscst 3 npocmozo
004UCTIOBATILHOZ0 THCIMPYMEHIMY HA KOZHIMUEH020 azeHma, 30amH020 CHNEOPIOBAU KOHIMeHM,
supiutysamu npobnemu ma yxeamosamu piwens. LI esomouis kudae uKmux mpaouyitiHiil
cucmemi IHCMUMymy KpumiHanvHo20 Npasa, NiOHIMAUU CKIAOHT NUMAHHS PO NPUMSsIZHEHHS 00
8i0nosidanvHocmi, y 6unadkax, xkomu pesymvmamu, 3eeHeposani IIII, 3aedaromv wxoou a6o
npu3zeo0simo 00 37104uHHOI nosedinku. Jocniomenns «ChatGPT na nasi niocyoHux: po3oymu npo
MAiibymHe iHcmumymy KpUMiHaIvHoi 8i0nosidanvHoCmi» Po32nsioac ui npasosi Ounemu, cnpuuLHeHi
BMPYUAHHSIM WIMYUHO20 THMENEKMY, 30CePeOHCyIontch Ha HeOOMKAX MPAOUUIlIHUX KOHUeNnyiti
KpUMinanysHoi 6i0n08i0anvHOCi Ma 6UBHAI0HY NOMPEDY 8 HOBUX NPABOBUX NAPAOULMAX.

Memoou. Y docniOxicenHi BUKOPUCINAHO ONUCOB0-AHATIIMUMHY A NOPIBHANILHY MemOoOuKy. Aemop
30ilicCHU6 aHANi3 HAUIOHATLHOZ0 A MINHAPOOHO20 3AKOHO0ABCIEA, NPABOBUX NPUHUUNIE Ma
Cy4acHoi opucnpyoenyii, 3ocepedusuiu yéazy Ha €6poneticokomy 3aKoHi NPo wmyuHuil inmenexm
(2024) sx modeni. JJoCiOnceHHS BUBHAE ABMOHOMMI MONIUBOCINI WIMYUHO20 iHMeNeKmY,
Henpo3opicmy  anzopUMMIiuH020 YX6ANeHHS pildeHb | MPYOHOULi 6CIMAHOBNIEHHS NPUHUHHO-
HACIOKOBUX 36’S13Ki8 Midc OiAMU WMY4HO20 iHmMenekmy ma 3a60aHow wKooow. Temamuuni
00CTIiONEHHST BUKOPUCMOBYIOMBCST ONIT BUBHEHHS NOMeHUiliHuX Mmodeneii 6i0nosidanvrHocmi,
30KpeMa npeseHmueHoT 8i0N08I0ANLHOCI MA KOHUENUiT «UUMYHH020 aKmMopa».

Pesynvmamu ma sucrosku. Y cmammi 6y710 3 ’A08aH0, W0 MPpAOUUitiHa cUcmema iHCIumymy
KPUMIHATIbHOT 8i0N0610AILHOCMI € HEBION08IOHOI0 0TI MAKUX CUCTHEM UMYUHO20 iHMeNeKmY, AK
ChatGPT, 3 02na0y Ha ix 4acmkosy AsmoHomilo ma aneopummiuny cknadnicmo. Taxox 6yno
BUSBTIEHO NOMEHUian O  POSWIUPEHHS 8i0N06i0ANbHOCMI  PO3POOHUKIS, onepamopié i
Kopucmyeauie, a maxoxm HeoOXiOHICMb ZHYUKUX Npaeosux moodesell, sAKi NOEOHYI0Mb
npesenmueni, aominicmpamueni ma KpuminanvHi 3axoou. [docniOxcenHs nioKpecmoe
BANCIUBICMY IHMEZPAYIT NPABOBUX IHHOBAUITI i3 MEXHONOIMHUM HALTISIOOM 0TS 3AXUCTY NpPAs
T00UHU, 36epizalouu npu ubomy 3anobixcHy ma 3axucHy PyHKuii KpUMiHanLHO20 Npasa.

Kniouosi  cnosa:  cenepamuenuii  wimyunuii  inmenexm, ChatGPT,  kpuminanvHa
6i0n08i0anvHicmy, wWmyuHuti axmop, 3axkot npo IlI1, npasosa iHHo6aYist, anzopummiuHuLl pusux.
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CASE STUDY

(ase Study

JUDICIAL Al
AND THE IRREPARABLE BIAS PROBLEM

Nataliia Mazaraki* and Dmytro Honcharuk

ABSTRACT

Background: Courts are increasingly experimenting with large
language models (LLMs) for tasks such as legal retrieval, drafting
support, anonymisation, and triage. Yet the promise of efficiency
collides with a structural problem: bias. Human adjudication
already reflects cognitive and institutional biases; LLMs trained
on past judgments and legal text inherit and sometimes amplify
those biases. This article asks a focused question: If AI belongs in
courts at all, what is the safe, lawful, and useful lane—especially
with respect to bias? The inquiry is situated within fair-trial
guarantees and emerging regulatory expectations.

Methods: A staged analysis grounded in legal obligations and
informed by relevant technical characteristics is employed.
First, sources of human and judicial bias are mapped, along
with points at which LLMs introduce or magnify bias. Second,
hard- and soft-law guardrails relevant to bias control in the
justice sector are synthesised. Third, two instructive case
studies—COMPAS/Loomis (U.S.) and Ewert v. Canada—are
examined to demonstrate how group-level disparities and
model opacity can generate due-process risks and to identify
remedies transferable to LLM-assisted workflows. Finally, an
operational blueprint is derived and applied to identify low-
risk, high-yield assistive uses for Ukraine.
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Results and conclusions: The analysis shows that fully impartial AI outputs are not attainable
in adjudication; bias is ineliminable but can be bounded. For Ukraine, the rational path is to
invest first in data curation, secure infrastructure, evaluation capacity, and procurement with
audit rights, and to confine Al to retrieval, norm collation, drafting-hygiene checks, and
“missed-norms” prompts. The contribution is a governance blueprint that ties specific LLM
failure modes to enforceable legal duties and practical safeguards—offering courts a credible,
bias-aware lane for Al that improves service while preserving rights.

1 INTRODUCTION

The legal field is experiencing a cognitive revolution driven by large language
models (LLMs). LLMs are changing how courts gather and review case law and write
decisions.! Research shows that in some jurisdictions, AI technology has begun to provide
judgment recommendations in summary proceedings and has, to some extent, improved
the efficiency of court document processing (such as Chinas “Smart Court” project).
However, this change may create systemic risks when technological efficiency gains
conceal potential cognitive biases.

Al in the judiciary has been explored across multiple contexts: criminal adjudication and
sentencing support, bail and parole risk assessment, case-management and triage, judgment
drafting and anonymisation, e-discovery, and “smart court” pilots. The research showed
measurable efficiency gains in routine tasks but uneven effects on fairness and transparency.
Methodologically, the field combines doctrinal analyses of due-process and equality
guarantees, case-based audits (e.g., COMPAS/Loomis), technical evaluations of model
behaviour, and policy studies of court pilots and procurement.

A consistent theme in this literature is that data-driven tools do not erase human bias; they
can mask and reproduce it. O’Neil’s early critique framed the problem starkly: data may look
objective, but the choices of collection, labelling, modelling and deployment are not>—a
point echoed in more recent legal analyses.” Empirical and technical work converges on
three practical bottlenecks for lawful use in courts: data curation (authoritative provenance,
representativeness, lawful reuse), document annotation (consistent labelling and redaction
at scale), and output validation (citation fidelity, subgroup performance, audit trails).*
Studies of criminal justice applications report potential gains in speed and consistency, but

1 OECD, Governing with Artificial Intelligence: The State of Play and Way Forward in Core Government
Functions (OECD Publishing 2025) doi:10.1787/795de142-en.

2 Cathy O’Neil, Weapons of Math Destruction: How Big Data Increases Inequality and Threatens
Democracy (Crown 2016).

3 Qingxia Chen, Tmproving the Trial Efficiency of Criminal Cases with the Assistance of Artificial
Intelligence’ (2025) 5 Discover Artificial Intelligence 110. doi:10.1007/s44163-025-00353-2.

4 Allison Koenecke and others, ‘Tasks and Roles in Legal AI: Data Curation, Annotation, and
Verification’ (arXiv preprint, 2 April 2025) arXiv:2504.01349. doi:10.48550/arXiv.2504.01349.
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also underline unresolved issues around privacy, scalability, and algorithmic bias that can
translate into group-level disparities if left unmanaged.®

Building on this literature, Kristofik offers a court-focused synthesis. He links the ECtHR’s
subjective and objective tests of judicial impartiality to AI governance, arguing that iterative,
life-cycle audits and thorough documentation are the algorithmic counterparts of
impartiality guarantees. He reads the CEPE] Ethical Charter and its assessment tool as the
practical route to detect and correct discriminatory patterns. As opacity undermines these
safeguards, he calls for outcome monitoring, traceability, and public scrutiny.

Taken together, this record supports a bounded claim: fully impartial AI outputs are
not attainable in adjudication, but bias can be constrained when tools are confined to
narrow, assistive roles and subjected to evidence-based controls such as
representativeness checks, source-grounded retrieval, transparency, logging, subgroup
validation, and continuous monitoring. This is the backdrop for this study and
motivates the hypothesis tested in the paper.

This paper treats the judiciary as a high-stakes, rights-sensitive environment and asks a
focused question: If AT belongs in courts at all, where is the safe, lawful, and useful lane—
especially with respect to bias?

To answer this, the study is framed around a few questions that keep bias and fair-trial
guarantees at the centre:

1. What makes court AI biased in the first place—in the data, the tools, or the way
people use them—and which parts can be reduced versus which are inherent?

2. What do today’s European rules and soft-law standards actually allow or forbid for
courts, and how do they safeguard reason-giving, equality of arms, and judicial
independence?

3. What minimum safeguards are needed?

4. What do practice and cases teach us about the limits of Al in judging and workable
remedies?

5. Where is the practical value, especially for Ukraine, and how to keep Al reliable?

5 Lauren E Kois and Preeti Chauhan, ‘Criminal Responsibility: Meta-Analysis and Study Space’ (2018)
36(3) Behavioral Sciences & the Law 276. doi:10.1002/bsl.2343; Oksana Kaplina and others,
‘Application of Artificial Intelligence Systems in criminal Procedure: Key Areas, Basic Legal Principles
and Problems of Correlation with Fundamental Human Rights’ (2023) 6(3) Access to Justice in Eastern
Europe 147. doi:10.33327/AJEE-18-6.3-a000314.

6 Andrej Kristofik, ‘Bias in AI (Supported) Decision Making: Old Problems, New Technologies’ (2025)
16(1) International Journal for Court Administration 3. doi:10.36745/ijca.598.
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2 METHODOLOGY

This study combines legal analysis with technical analysis and targeted case studies,
proceeding deliberately from human bias to LLM bias and then to legal guardrails, so the
analysis remains anchored in courts’ existing fair-trial obligations.

The analysis begins with an examination of human and judicial bias, demonstrating that, to
some extent, court judgments themselves reflect these distortions. Bias in LLMs is described
as stemming from next-token prediction rather than legal reasoning, with distortions
introduced by training data, modelling choices, prompts, context, and interface and
automation dynamics.

Subsequently, the relevant hard- and soft-law corpus, together with court-level practice, is
elaborated. Empirically, two high-impact case studies (COMPAS/Loomis and Ewert v.
Canada) are examined as they expose group-level disparities, transparency limits, and
judicial remedies that can be generalised to LLM-assisted workflows.

The scope is intentionally normative-operational rather than experimental. Our
contribution is a governance blueprint that connects specific LLM failure modes to
enforceable legal duties and operational safeguards; empirical validation of any specific tool
remains for jurisdiction-level pilots under the outlined controls.

3 BIAS IN THE JUDICIARY: HUMAN, ALGORITHMIC,
AND INSTITUTIONAL DIMENSIONS

3.1. A Human Bias

Human judgment is not a neutral measurement device. Under cognitive load, time pressure,
or uncertainty, we rely on heuristics’ that introduce predictable distortions. An early figure
(a plea offer, a prosecutor’s recommendation, the statutory maximum) anchors subsequent
assessments, tugging them toward itself even when arbitrary. Once a working hypothesis
forms (“the defendant is likely culpable”), confirmation bias® skews attention and memory
toward supportive evidence while discounting disconfirming cues, including alternative
readings of forensic or eyewitness material. Availability and representativeness replace base-
rate reasoning with vivid exemplars and “fitting” crime scripts, inflating perceived
likelihoods. Stereotyping means that social cues such as race, age, accent, disability, or
socioeconomic status trigger learned associations that subtly shape credibility and

7 Amos Tversky and Daniel Kahneman, Judgment under Uncertainty: Heuristics and Biases’ (1974)
185(4157) Science 1124. doi:10.1126/science.185.4157.1124.

8 Raymond S Nickerson, ‘Confirmation Bias: A Ubiquitous Phenomenon in Many Guises’ (1998) 2(2)
Review of General Psychology 175. doi:10.1037/1089-2680.2.2.175.
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dangerousness judgments, often without conscious endorsement.” Knowing outcomes ex
post (e.g., that harm occurred) fosters hindsight and outcome bias, making events appear
more foreseeable and negligence more apparent than they were prospectively. Finally,
affective and situational factors: fatigue, time of day, docket pressure, and framing effects
(gain vs. loss) systematically shift decisions.'’ Together, these mechanisms operate reliably
enough to be mapped and anticipated, which is precisely why courts must treat them as
designable risks rather than random chance.

3.2. Judicial Bias: Sources and Safequards

Impartiality is both a duty and a presumption of judicial office. Judges must approach each
case with “an open mind that is free of prejudgment and prejudice.”"! Public confidence in
the courts rests on the belief that judges decide with unwavering impartiality. That
confidence, in turn, depends on judges’ capacity to anticipate and curb the predictable biases
of human decision-making.

Scholars commonly distinguish two forms of judicial bias: actual and apprehended
(apparent)."” Actual bias describes a decision-maker who has prejudged the matter or closed
their mind, so that relevant, admissible evidence is unlikely to move them—often due to
interests, prior conduct or associations, or exposure to extraneous information. As courts
are reluctant to probe a judge’s inner thinking, the evidential threshold for actual bias is
high. By contrast, apprehended bias applies an objective, observer-focused test: Would a
fair-minded, informed observer see a real possibility that the judge is not impartial? This
approach protects public confidence by focusing on the circumstances that reasonably
threaten neutrality rather than proof of subjective prejudice. On this account, bias is not
limited to hostility or animus; it includes structural and informational influences capable of
undermining open-minded adjudication.

Equality and non-discrimination sharpen the point. Where bias interacts with
protected characteristics (sex, race/ethnicity, disability, age, religion, etc.), it risks
unjustified disparate treatment (different outcomes for similar facts) or unjustified
disparate impact (systematically higher error or burden rates for a group). Even if no
one intends discrimination, the law asks whether a differential is relevant and
proportionate. As many biases are predictable, they are foreseeable risks that public
authorities have a duty to prevent.

9 Patricia G Devine, ‘Stereotypes and Prejudice: Their Automatic and Controlled Components’ (1989)
56(1) Journal of Personality and Social Psychology 5. doi:10.1037/0022-3514.56.1.5.

10 Shai Danziger, Jonathan Levav and Liora Avnaim-Pesso, ‘Extraneous Factors in Judicial Decisions’
(2011) 108(17) Proceedings of the National Academy of Sciences 6889. doi:10.1073/pnas.1018033108.

11  Matthew Groves, “The Rule Against Bias’ (2009) 39 Hong Kong Law Journal 486.

12 Gary Edmond and Kristy A Martire, Just Cognition: Scientific Research on Bias and Some
Implications for Legal Procedure and Decision-Making’ (2019) 82(4) Modern Law Review 633.
doi:10.1111/1468-2230.12424.
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Crucially, judges’ biases are often reflected in their judgments and sentencing patterns; when
those texts and outcomes are reused as training data, court-facing AI can learn and
reproduce the same skews, creating feedback loops. Governance must therefore address
both human decision-making and the datasets and models that learn from it.

3.3. Automation Bias

Having outlined human and judicial bias, the study turns to the tools increasingly used
around courts: large language models (LLMs). Generative Al is software capable of
creating, or generating, various media based on data it has observed in the past and
influenced by what people consider pleasing and accurate outputs. More broadly, LLMs
are machine learning models trained on large amounts of linguistic data."” LLMs do not
“know” law; they surface patterns from data. LLMs operate on numbers, not words: input
text is tokenised into subword units drawn from a fixed vocabulary, and the model learns
statistical relationships among these tokens. Most LLMs are autoregressive, which means
that given prior tokens, they predict the next, and a transformer’s output is a probability
distribution over the vocabulary; one token is then selected by sampling, with a tunable
degree of randomness that trades creativity against consistency. As training optimises
next-token prediction, not legal reasoning per se, capabilities track distributional
familiarity: performance is strongest on frequent, well-represented patterns in the
training corpus and degrades on genuinely novel tasks." This technical profile underlies
both the promise and bias risks of court-facing LLMs.

A court-facing LLM follows a simple life-cycle, and each stage has a characteristic bias risk.
It begins with problem framing (what task the tool is meant to help with and which
outcomes count as “good”). Choices can pre-tilt results. Next is data building from
judgments, legal framework: some parties or case types are barely represented in the record,
so the model “learns” mostly from the majority, when anonymisation and redaction is
uneven, it may strip out key facts that explain a result but leave clues like postcode, employer,
or school and that directs the LLM in a certain way. Finally, case metadata (headnotes,
outcome codes) is sometimes incorrect or inconsistently applied. Together, these features
teach the system a distorted version of reality and risk perpetuating past inequities. During
model adaptation (fine-tuning on legal text), small or skewed in-house datasets may overfit
majority writing styles or common fact patterns, sidelining minority languages or rare
claims. If the system uses retrieval, ranking that over-weights highly cited or older courts
can bias what sources the model sees. In generation, prompt wording and decoding settings
favour confident, template-like answers that can normalise stereotypes or default outcomes.
Evaluation often misses bias when it reports only average accuracy rather than subgroup

13 Edward Raff, Drew Farris and Stella Biderman, How Large Language Models Work (Manning 2025).
14 Dilyan Grigorov, Introduction to Python and Large Language Models (Apress 2024). doi:10.1007/979-
8-8688-0540-0.
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performance or citation fidelity. After deployment, use and interface create an automation
bias: time pressure, one-click acceptance, and a lack of disclosure encourage uncritical
adoption of Al-generated text. Finally, weak monitoring allows feedback loops, as Al-
drafted language re-enters future datasets and hardens the same skew."

4 AI'AND LLMS IN COURTS

4.1. Deployment Models and Practices in the Judiciary

Courts are beginning to deploy large language models as assistive tools, not decision-
makers. In Portugal, the justice tech agency is piloting Al-based anonymisation of
judgments and a “virtual judge assistant” (e.g., STJ’s IRIS) for drafting support—uses
that require gold-standard tests, human QA, and subgroup error checks. Catalonia has
trialled a generative-Al aid for repetitive commercial rulings, framed as assistive only,
with disclosure, independent judicial reasons, and “cite-or-abstain” settings to curb
hallucinations.'®

Nationally, Spain permits summarising/drafting support but forbids AI from issuing final
decisions. Spain’s justice-sector Al policy pivots on two linked duties. First, transparency;,
impartiality and fairness: systems must be accessible, understandable and auditable. To
balance IP with accountability, access to design information should be enabled, along with
FAT records (Fairness, Accuracy, Transparency), so that bias can be detected and the
interests of justice prevail. Second, prevention of bias and discrimination: algorithms are to
undergo periodic evaluations to identify and correct biases arising from training data or
model design, with safeguards to protect rights and avoid perpetuating structural injustices.
Quality control and auditing scale with risk: where tools might affect the exercise of
jurisdiction and judicial independence, oversight lies with the General Council of the
Judiciary (CGPJ) under the LOP]J, including “algorithmic surveillance” (collection and
analysis of system data/outputs to assess performance, detect bias or errors, and ensure

15  Emily M Bender and others, ‘On the Dangers of Stochastic Parrots: Can Language Models be Too
Big?’ (FAccT "21: Proceedings of the 2021 ACM Conference on Fairness, Accountability, and
Transparency) 610. doi:10.1145/3442188.3445922; Rishi Bommasani and others, ‘On the
Opportunities and Risks of Foundation Models’ (arXiv preprint, 12 July 2022) arXiv:2108.07258.
doi:10.48550/arXiv.2108.07258; Xuezhi Wang and others, ‘Self-Consistency Improves Chain of
Thought Reasoning in Language Models’ (arXiv preprint, 7 March 2023) arXiv:2203.11171.
doi:10.48550/arXiv.2203.11171; Erik Jones and Jacob Steinhardt, ‘Capturing Failures of Large
Language Models Via Human Cognitive Biases’ (NIPS'22: Proceedings of the 36th International
Conference on Neural Information Processing Systems) 11785.

16 ‘Cataluiia Prueba Las Sentencias Judiciales Escritas Con Inteligencia Artificial’ (RTVE, 21 March 2025)
<https://www.rtve.es/noticias/20250321/cataluna-sentencias-judiciales-inteligencia-
artificial/16502032.shtml> accessed 1 September2025.
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transparency and responsibility). The policy explicitly defines model bias: “GenAlI tools
incorporate any bias from the data sets used to train them... the model output may make

systematic errors or favour certain groups, leading to unfair or discriminatory results.”’

The Netherlands judiciary’s AI programme is deliberately incremental: pilots prioritise low-
risk, public-facing tools (e.g., website chatbots and internal knowledge search) while
standards for court-facing uses are built out. Experiments are sandboxed, use approved
corpora, and keep data inside the judiciary infrastructure; logs are retained, and
DPIAs/algorithm registers are prepared in anticipation of the EU AI Act duties. Any
generative features are framed as assistive (template completion, style harmonisation), with
“cite-or-abstain” settings, role-based access, and explicit prohibitions on AI determining
outcomes. Staff training covers automation-bias risks and how to read model/system cards;
procurement templates require access to documentation and audit rights.'®

In Singapore, reported pilots in small-claims contexts use gen-Al for summarisation and
user guidance, coupled with retrieval from official sources, edit logging, and on-screen
disclosures. Outputs are advisory and must be reviewed; acceptance includes friction
(checklists/justification prompts), and periodic sampling by registrars checks citation
fidelity, neutrality, and subgroup performance. Interfaces are tuned to reduce anchoring
(e.g., withholding suggestions until a human outline exists), and prompts/outputs are
retained to create an appeal-ready record."”

At Brazil’s Superior Labour Court (TST), BEM-TE-VI is an Al-assisted triage and case-
management tool (not an LLM) used since 2018 to screen incoming labour appeals. It
clusters cases by theme, flags timeliness issues, and supports “virtual triage” and routing to
analyst teams, speeding cabinet workflows while leaving adjudication to judges.

17 Ministry of the Presidency, Justice and Parliamentary Relations (Spain), Policy on the Use of Artificial
Intelligence in the Administration of Justice (Preliminary version, MPJRC 2024).

18 Council for the Judiciary (Netherlands), ‘Responsible and Innovative: Al for a fair Dutch Judicial
System’ (de Rechtspraak, 2024) <https://www.rechtspraak.nl/Organisatie-en-contact/innovatie-
binnen-de-rechtspraak/Paginas/AI-Decree.aspx> accessed 1 September 2025; Ibrahim Jabri, “The Use
of Artificial Intelligence in the Dutch Courtroom’ (Master thesis, TU Delft 2022); ‘Rotterdam Court
Tests Artificial Intelligence as Writing Aid in Criminal Verdicts’ (NL Times, 30 March 2025)
<https://nltimes.nl/2025/03/30/rotterdam-court-tests-artificial-intelligence-writing-aid-criminal-verdicts>
accessed 1 September 2025.

19  Supreme Court of Singapore, ‘Guide on the Use of Generative Artificial Intelligence Tools by Court
Users’ (Singapore Courts, 2024) <https://www.judiciary.gov.sg/docs/default-source/news-and-
resources-docs/guide-on-the-use-of-generative-ai-tools-by-court-users.pdf> accessed 1 September
2025; Maryam Akhlaghi, ‘Navigating Al in the Courts: Lessons from Singapore, South Korea, and
Australia®  (Laboratoire de Cyberjustice, 21 July 2025) <https://www.cyberjustice.ca/en/
2025/07/21/navigating-ai-in-the-courts-lessons-from-singapore-south-korea-and-australia/> accessed
1 September 2025.

20  Marcos de Moraes Sousa and Thiago Maia Saydo de Moraes, ‘Institutionalization of Innovation: The
Perception of Actors in the Brazilian Labor Court with Artificial Intelligence’ (2025) 27(142) Revista
Juridica da Presidéncia 293. doi:10.20499/2236-3645.R]P2025v27e142-3215.
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Taken together, courts are experimenting with a range of Al tools (from anonymisation and
public-facing chatbots to retrieval-grounded drafting aids and, in some systems,
triage/classification) deployed as assistive rather than adjudicative technologies. This
diversity of use matters as each tool exposes different bias pathways. The next section traces
concrete episodes where such biases surfaced in practice, showing how they produced legal
and procedural problems—and what those failures teach about safer design and governance.

4.2. Problem Cases: Bias, Opacity, and Due-Process Risks

The reality of bias in court-facing algorithms is now widely documented, and a fast-growing
literature dissects dozens of deployments across jurisdictions. To keep this section focused,
two illustrative cases that have shaped the debate and judicial practice are highlighted: the
U.S. experience with the COMPAS risk tool (and State v. Loomis), and Canada’s Ewert v.
Canada. Together, they span different legal systems and decision points (sentencing;
security classification/parole), expose distinct bias mechanisms (disparate false-positive
rates; lack of subgroup validity for Indigenous offenders), and show the courts’ emerging
remedies—assistive-only use, independent judicial reasons, transparency about model
limits, and requirements for validation and ongoing monitoring. These paired case studies
anchor the abstract concern about “AlI bias” in concrete adjudicative settings and supply
principles drawn on throughout the paper:

1) COMPAS (Correctional Offender Management Profiling for Alternative Sanctions by
Northpointe/Equivant) is a proprietary risk-and-needs assessment used by many
U.S. jurisdictions at pretrial, sentencing, and supervision stages. It produces scales such as
general and violent recidivism risk from questionnaires and criminal-history data; race is
not an input, while sex is used for separate norms. The vendor describes COMPAS as
empirically developed and validated across jurisdictions, but provides no details on its
model design or training data.”

In 2016, ProPublica obtained Broward County COMPAS scores and two-year re-arrest
outcomes (18,610 people) and reported higher false-positive rates for Black defendants,
prompting a national debate.”” The algorithm’s racial bias caused the parole denial rate of
African American defendants to be significantly higher than that of white defendants,
revealing the falsity of “technological neutrality” The algorithm not only replicates
structural discrimination in human society but also may give rise to more hidden

21  EquiVant Supervision, ‘Solutions: Risk & Needs Assessments’ (equiVant Supervision, 2024)
<https://equivant-supervision.com/solutions/risk-needs-assessments/> accessed 1 September 2025.

22 Jeff Larson and others, ‘How We Analyzed the Compas Recidivism Algorithm’ (ProPublica, 23 May
2016) <https://www.propublica.org/article/how-we-analyzed-the-compas-recidivism-algorithm>
accessed 7 September 2025.
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“algorithmic native bias” through its inherent probability model.” Northpointe (now
Equivant) disputed the analysis, arguing the tool was well-calibrated across groups;
subsequent work® showed lay predictions can match COMPAS accuracy, sharpening
questions about fairness trade-offs and transparency.

In State v. Loomis,” the Wisconsin Supreme Court allowed the use of COMPAS at
sentencing but only with stringent cautions: the score may not be determinative; courts
must give independent reasons; and presentence reports must warn of its limitations
(proprietary method, group-based design, potential bias). The court acknowledged due-
process concerns tied to secrecy but found use permissible under these constraints; the U.S.
Supreme Court denied certiorari.

2) In Ewert v. Canada (2018 SCC 30),” an Indigenous prisoner challenged Correctional
Service Canada’s use of actuarial risk tools (e.g., PCL-R, VRAG) developed and validated
mainly on non-Indigenous populations but applied to inform security classification,
programming, and parole. The Supreme Court held CSC breached its statutory duty to
ensure information is “as accurate, up to date and complete as possible,” as credible
evidence of a foreseeable risk of cultural bias existed. CSC had not taken reasonable steps
to validate the tools for Indigenous offenders. The Court did not ban actuarial
instruments; it required subgroup validation, transparent documentation of the data,
populations, and metrics, and ongoing monitoring for disparate error—insisting that any
scores be assistive, not determinative, and accompanied by independent reasons. For
judicial AT more broadly, Ewert’s lesson is straightforward: no black-box deference when
fundamental rights are at stake—prove subgroup fairness first, keep humans in control,
and continuously audit for bias.

3) Another example comes from the U.S., where two federal district judges were forced to
rescind and rewrite rulings after lawyers discovered that the decisions contained non-
existent quotations and party descriptions, later traced to the undisclosed use of
generative AI by chambers staff. In one case, a New Jersey judge’s intern relied on
ChatGPT for legal research, producing an order with fabricated case quotations; in
another, a Mississippi judge’s clerk used the LLM-based tool Perplexity to draft a

23 LiJialin, ‘Exploring Bias Formation Mechanisms in Legal LLMs from a Cognitive Science Perspective’
in Xiaofeng Meng and others (eds), Big Data and Social Computing: BDSC 2025 (Springer 2025) 290.
doi:10.1007/978-981-95-0880-8_24.

24 Julia Dressel and Hany Farid, “The Accuracy, Fairness, and Limits of Predicting Recidivism’ (2018) 4(1)
Science Advances eaa05580. doi:10.1126/sciadv.aa05580; Tim Brennan and William Dieterich,
‘Correctional Offender Management Profiles for Alternative Sanctions (COMPAS)’ in Jay P Singh and
others (eds), Handbook of Recidivism Risk/Needs Assessment Tools (Wiley-Blackwell 2018) 49.
do0i:10.1002/9781119184256.ch3.

25 State v Loomis 2016 W1 68, 371 Wis 2d 235, 881 NW2d 749 (Wis) <https://case-law.vlex.com/vid/state-
v-loomis-no-888404547> accessed 6 September 2025.

26  Ewert v Canada 2018 SCC 30 [2018] 2 SCR 165 (SCC) <https://decisions.scc-csc.ca/scc-csc/scc-
csc/en/item/17133/index.do> accessed 6 September 2025.



Mazaraki N and Honcharuk D, ‘Judicial Al and the Irreparable Bias Problem’ (2025) 8(Spec)
Access to Justice in Eastern Europe 339-59 <https://doi.org/10.33327/AJEE-18-8.5-c000159>

temporary restraining order that referenced parties and allegations unrelated to the actual
dispute. Only after these errors were called out did the judges acknowledge Al
involvement in letters to the Administrative Office of the U.S. Courts, prompting
criticism from scholars and a Senate inquiry into the judiciary’s Al practices.”

5 BIAS CONTROLS IN JUDICIAL Al: HARD- AND SOFT-LAW APPROACHES

Fundamental fair-trial guarantees constrain the use of AI in courts:® the right to a fair
hearing before an independent and impartial tribunal (ECHR, Art. 6) and the right to an
effective remedy and a fair trial (EU Charter, Art. 47). Any Al-assisted workflow must
therefore preserve reason-giving, equality of arms, and judicial independence. Where Al
tools risk obscuring legal reasoning, skewing access to information, or shifting decision-
making authority away from the judge, they jeopardise these guarantees. The next
subsection traces how these guarantees are operationalised across key regulatory and soft-
law instruments governing Al in the judiciary, showing how fair-trial rights have been
translated into concrete requirements and limits for court-facing Al

Under the EU Artificial Intelligence Act,”> Al systems used by or on behalf of judicial
authorities to assist in researching/interpreting facts and law or in applying law to facts are
explicitly classified as high-risk (Annexe III, pt. 8(a)). High-risk systems must satisfy the
Act’s controls: risk management (Art. 9), high-quality data and data-governance (Art. 10),
technical documentation (Art. 11), logging/record-keeping (Art. 12), transparency to
deployers (Art. 13), human oversight (Art. 14), and accuracy/robustness/cybersecurity
(Art. 15), alongside post-market monitoring by providers (Art. 72). Separately, certain
practices are banned outright—most notably social scoring that leads to detrimental or
unfavourable treatment (Art. 5(1)(c)).

The EU High-Level Expert Group’s Trustworthy AI framework™ tackles bias by hard-wiring
itacross all seven requirements and operationalising it through the ALTAI self-assessment.”

27 Justin Henry, ‘Judges Admit to Using AI After Made-Up Rulings Called Out (1)’ (Bloomberg Law,
23 October 2025) <https://news.bloomberglaw.com/business-and-practice/judges-called-out-for-
nonfactual-rulings-admit-to-use-of-ai> accessed 23 October 2025.

28  Irynalzarova and others, ‘Advancing Sustainable Justice Through AI-Based Case-Law Analysis’ (2024)
7(1) Access to Justice in Eastern Europe 127. doi:10.33327/AJEE-18-7.1-a000123.

29 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU)
No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act) <http://data.europa.eu/
eli/reg/2024/1689/0j> accessed 1 September 2025.

30 EC High-Level Expert Group on Artificial Intelligence, Ethics Guidelines for Trustworthy Al
(EU Publications Office 2019). doi:10.2759/346720.

31  EC High-Level Expert Group on Artificial Intelligence, The Assessment List for Trustworthy Artificial
Intelligence (ALTAI) for Self-Assessment (EU Publications Office 2020). doi:10.2759/002360.
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In practice: diversity, non-discrimination and fairness demand representative datasets,
scrutiny of sensitive/proxy features, explicit fairness goals, and subgroup error analysis;
human agency and oversight is used to counter automation bias with real escalation paths
and decision rights for judges; technical robustness and safety requires stress-testing for
distribution shift and disparate error rates; privacy and data governance links lawful bases
with data-minimisation that avoids proxy discrimination and documents provenance;
transparency asks for traceability, explanation and disclosure of limitations so biased
patterns can be detected and contested; societal and environmental well-being pushes
impact analysis on vulnerable groups; and accountability requires roles, logs, auditability
and redress. ALTAI translates this into concrete checks for courts and vendors—e.g.,
whether training/validation sets are representative, which fairness metrics and trade-
offs were chosen (and why), how explanations support bias discovery, what post-
deployment monitoring and complaint channels exist, and whether a system should not
be deployed if bias cannot be meaningfully mitigated. As procurement and deployment
criteria, these items allow judiciaries to require bias audits, subgroup performance
reports, mitigation plans, oversight triggers, and ongoing monitoring before any tool is
admitted into courtroom workflows.

The Court of Justice of the European Union’s Al Strategy treats bias as a first-order risk and
organises its entire approach around preventing it without sacrificing judicial
independence.” It couples strong human control with rigorous risk management that front-
loads bias analysis through dataset provenance checks, representativeness testing, and
documentation of known limitations. Explainability and traceability are mandated to
detect, audit, and correct skewed patterns rather than have them silently propagate into legal
reasoning. New systems are introduced only via cautious pilots under close user
supervision, which limits automation bias and enables empirical monitoring of subgroup
error rates before any wider rollout. Taken together, these elements offer a practical template
for national courts: keep Al strictly assistive, design for bias detection and correction from
the outset, and make continued use contingent on demonstrable fairness and control.

At the Council of Europe level, the European Ethical Charter on the use of Al in judicial
systems (2018) provides five justice-specific guardrails: respect for fundamental rights; non-
discrimination with attention to data quality; quality and security; transparency,
impartiality and auditability; and the “under user control” principle that keeps Al
subordinate to human decision-makers. Crucially, the Charter treats bias as a foreseeable
risk: data must be representative and of verified quality; systems should not enable
deterministic or black-box outcomes; and design must enable external scrutiny so
discriminatory effects can be detected and corrected.” Building on this, CEPEJ has shifted

32 Court of Justice of the European Union, Artificial Intelligence Strategy (Directorate-General for
Information 2023).

33 CEPE], European Ethical Charter on the Use of Artificial Intelligence in Judicial Systems and Their
Environment (Council of Europe 2019).
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from principles to practice. Its Assessment Tool (2023, updated 2025) operationalises the
Charter through concrete checks for discriminatory risk arising from data selection,
annotation or training choices, unclear criteria or hidden weightings, and it prescribes
mitigation steps and documentation.” Where training data or source code cannot be
audited, or where bias cannot be ruled out, the guidance counsels against deployment in
adjudicative contexts. Complementary 2024 guidance on the online publication of judicial
decisions seeks to improve the quality,” accessibility, and traceability of the datasets that
feed court-facing AI, while the AI Advisory Board’s 2025 reporting emphasises regular
evaluation and inventory of tools in use.*

In parallel, the Council of Europe Framework Convention on Artificial Intelligence (2024)
is the first binding, horizontal treaty requiring that AI lifecycle activities comply with
human rights, democracy and the rule of law.”’ It expressly recognises that AI can create or
aggravate inequalities and therefore imposes duties of risk and impact management,
documentation, testing and ongoing monitoring to prevent and mitigate discriminatory
outcomes, alongside safeguards for judicial independence and effective remedies for
affected persons. Finally, CCJE Opinion No. 26 (2023) sets courtroom-specific guardrails:
technology may assist but must not replace adjudication; decision-making remains a human
judicial act; design and operation must be non-discriminatory, transparent and intelligible;
judges must retain oversight of procurement, design and control; and “judge-analytics”
tools that profile or predict individual judges’ behaviour are out of bounds.”® Taken together,
these instruments converge on a clear standard: court-facing Al is acceptable only in an
assistive, transparent, and auditable role under judicial control, and is not deployed where
bias cannot be meaningfully assessed or mitigated.”

In EU Member States, standalone AI framework laws are generally unnecessary, as the EU
Artificial Intelligence Act already regulates the field and applies directly. What matters,
therefore, is how national judiciaries are translating that baseline into practice. Two French

34  CEPEJ, Assessment Tool for the Operationalisation of the European Ethical Charter on the Use of
Artificial Intelligence in Judicial Systems and Their Environment (CEPE](2023)16 final, Council of
Europe 2023).

35  CEPE]J, Guidelines for the Online Publication of Judicial Decisions Aiming at Furthering Legal Knowledge
(CEPEJ(2024)9, Council of Europe 2024).

36  CEPEJ], CEPEJ-GT-Cyberjust and CEPEJ-AIAB, First Artificial Intelligence Advisory Board (AIAB)
Report on the Use of Artificial Intelligence (Al) in the Judiciary (CEPE]J-AIAB(2024)4Rev5, Council of
Europe 2025).

37  Council of Europe, Framework Convention on Artificial Intelligence, Human Rights, Democracy and
the Rule of Law (5 September 2024) [2024] CETS 225.

38 CCJE Opinion No 26 (2023) Moving Forward—The Use of Assistive Technology in the Judiciary
(I December 2023) <https://rm.coe.int/ccje-opinion-no-26-2023-final/1680adade7> accessed
1 September 2025.

39  Tetiana Tsuvina, ‘Artificial Intelligence Technologies in the Judiciary: European Standards and
Ukrainian Practice’ (2025) 139(2) Foreign Trade: Economics, Finance, Law 4. doi:10.31617/
3.2025(139)03.
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examples stand out. First, the Cour de cassation’s joint guidelines for magistrates and
lawyers cast generative Al as strictly assistive and treat bias as a primary, foreseeable risk.*
They require human oversight, independent verification of citations, auditable workflows,
user training on bias mechanisms, and the readiness to suspend tools that exhibit
discriminatory drift. Second, the Paris Commercial Court’s Charter approaches Al “in the
spirit of French humanism”: it keeps judges responsible for decisions, limits Al to supportive
functions, mandates transparency to parties, provides for training and monitored
deployment, and centres fairness and non-discrimination.*!

Ukraine’s current Al policy is anchored in cross-sector instruments led by the Ministry of
Digital Transformation. The Governmental Concept for AI Development set the baseline
for promoting AI R&D, data infrastructure, skills, and ethical principles (transparency, non-
discrimination).* Still, it did not create sector-specific rules for courts or specify bias
controls in adjudication. The Ministerial White Paper on AI Regulation in Ukraine advances
regulatory options aligned with EU law, signalling convergence with the EU Artificial
Intelligence Act’s risk-based model and fundamental rights safeguards.” It treats bias as a
general risk (fairness, non-discrimination) and anticipates sectoral tailoring, yet it does not
provide judiciary-specific operational guidance. The in-progress Al Strategy 2030 (public
consultation in 2025) similarly prioritises EU alignment, data/standards, sandboxes, and
high-risk governance,* but contains no dedicated chapter on the justice sector and no
bespoke bias-mitigation regime for court-facing tools.

The research shows that bias in judicial Al is well recognised within the current framework.
Hard law (the EU AI Acts high-risk controls and data-protection duties) and soft
law (CEPE]J Charter and Assessment Tool, the Council of Europe Framework Convention,

40  Conseil consultatif conjoint de déontologie de la relation magistrats—avocats, ‘Intelligence Artificielle
Generative: Et vigilance déontologique dans lexercice professionnel des magistrats et des avocats et de
leurs équipes’ (Cour de cassation and Conseil national des barreaux, 24 October 2025)
<https://www.courdecassation.fr/toutes-les-actualites/2025/10/24/magistrats-et-avocats-lere-de-lia-
faire-vivre-une-deontologie> accessed 1 September 2025.

41 Vincent Fauchoux, ‘From the Paris Edict of 1563 to the Al Act of 2023: How the Paris Commercial
Court Regulates Artificial Intelligence in the Spirit of French Humanism’ (DDG Avocats, 11 September
2025) <https://www.ddg.fr/actualite/from-the-paris-edict-of-1563-to-the-ai-act-of-2023-how-the-
paris-commercial-court-regulates-artificial-intelligence-in-the-spirit-of-french-humanism> accessed
1 September 2025..

42 Order of the Cabinet of Ministers of Ukraine No 1556-p ‘On the Approval of the Concept for the
Development of Artificial Intelligence in Ukraine€ (2 December 2020) [in Ukrainian]
<https://zakon.rada.gov.ua/go/1556-2020-%D1%80> accessed 1 September 2025.

43 Ministry of Digital Transformation of Ukraine, White Paper on Artificial Intelligence Regulation in
Ukraine: Vision of the Ministry of Digital Transformation of Ukraine (Version for Consultation,
Reforms Delivery Office of the Cabinet of Ministers of Ukraine 2024).

44  Ministry of Digital Transformation of Ukraine, “The Future of Al in Ukraine Starts Here—Join the
Survey’ (Digital State UA, 27 June 2025) <https://digitalstate.gov.ua/news/govtech/the-future-of-ai-in-
ukraine-starts-here-join-the-survey> accessed 1 September 2025.
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HLEG “Trustworthy AI”/ALTAI, the CJEU’s Al Strategy, and court charters) converge on
the same toolkit: rigorous data governance and representativeness checks; meaningful
human oversight to counter automation bias; explainability and logging for audit; disclosure
to parties; red-lines with a readiness not to deploy where bias cannot be mitigated.

Given these risks, courts are confining Al to assistive roles (research, retrieval, drafting
hygiene), not outcome setting or sentencing. Even so, doing assistive Al properly is
resource-intensive: it requires upfront investment in secure infrastructure, dataset curation,
user training, governance and accountability structures, and then continuous bias
monitoring, audits, incident handling, and periodic re-validation over the tool’s life cycle.

6 CONCLUSIONS

Bias is not a fringe risk in judicial AJ; it is structural. As this paper showed, large language
models inherit training-data bias, exhibit inductive/model bias, and are shaped by
contextual, retrieval/index, and interface (automation) biases. The case studies
(COMPAS/Loomis; Ewert) demonstrate that these mechanisms translate into measurable,
group-level disparities and due-process concerns. “Technological neutrality” is therefore a
myth: without explicit controls, court-facing AI will reflect and sometimes amplify the
unevenness of the legal record from which it learns.

The current hard-and-soft-law framework converges on the same answer: assistive, not
determinative use under real human control. The EU AI Act classifies administration-of-
justice systems as high-risk and requires data governance, transparency, logging, human
oversight, robustness, and post-market monitoring; Council of Europe instruments (CEPE]
Charter/Assessment Tool, Framework Convention) and judicial policies (e.g., CJEU
strategy; French court guidance) operationalise these requirements in practice. In short: no
black boxes in adjudication; validate on subgroups; disclose limitations; keep an auditable
trail; and be prepared not to deploy where bias cannot be meaningfully mitigated.

Done properly, even assistive Al is resource-intensive. It demands secure infrastructure;
curated, traceable datasets; gold-standard evaluation (including subgroup performance);
procurement with audit rights; user training; and continuous monitoring with a kill-switch.
For many systems, especially resource-constrained judiciaries, the rational path is to target
low-risk, high-yield uses (retrieval, summarisation, drafting hygiene, anonymisation) and
invest first in data quality and basic digitalisation, without which AI will underperform, and
budgets will be wasted.

For the Ukrainian realities, in the near term, the most valuable and realistic uses are assistive
ones that complement existing national infrastructure rather than replace it. Concretely: (i)
case retrieval across Ukrainian jurisprudence, with AI used to surface and cluster relevant
Supreme Court lines (not to opine on outcomes)—noting the Supreme Court’s increasingly
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refined public database; (ii) norm retrieval and collation from the Codes and secondary
legislation, recognising that commercial services (e.g., Liga) already deliver strong coverage,
so Al should aggregate and cross-check rather than duplicate; (iii) checking judicial drafts
for clarity, structure, internal consistency, and citation fidelity; and (iv) “missed-norms”
prompts in the Legal Basis section, where a RAG-first tool compares the draft against an
authoritative, up-to-date canon of norms used in similar cases and flags omitted but
commonly applied provisions for the judge’s review. All of these should run inside a logged,
court-controlled environment, expose their sources, and leave the final legal reasoning and
responsibility solely with the judge.

However, a further constraint is financial. As there are no public disclosures on the cost of
judicial-AI deployments anywhere, estimates must be inferred from comparable high-
stakes public-sector systems, where initial deployment typically requires €10-20 million,
with €1-3 million annually for maintenance, monitoring, and audit.** On this basis, the
current budget of the Ukrainian judiciary cannot realistically absorb such expenditures,
particularly given ongoing reconstruction demands and the still-uncertain marginal benefit
that LLM tools would bring to judges’ and court staft’s workload.
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AHOTALLIA YKPAIHCBbKOK MOBOK)
TemaTiuHe JocnigeHHa

LIl B CYJIOYMHCTBI TA TIPOBIEMA HEBUTPABHOI YNEPEIXEHOCTI
Hamania Masapaki* ma Jmumpo lonyapyx
AHOTAIIA

Bcemyn: Cyou dedani uacmiuie ekcnepumeHmyomo 3 6eaukumu mosHumu mooensmu (LLM) ons
maxkux 3aé0amv, AK NOWLYK npaesosoi iHdopmauii, donomoza 6 cknadamHi O00KyMeHmis,
anouimizayis ma copmysauus. OOHax o00iysHKA ePexmusHoOCmi CIMUKAEMbCS 30
cmpykmypHoio npobnemoro: ynepedxcenicmio. Cy0ouuncmeo, se 30iliCHIOEMbC 1100bMU, B4ce
8i000pascae koenimueni ma incmumyuyitini ynepedxcenns; LLM, nagueni na 0ocHogi nonepeomix
cydosux piuweHv ma WOPUOUYHUX MeKCMiB, YCnaokosylomv, a iHOO0i il NOCUNIOWOMb Ui
ynepeoscenns. Y yiti cmammi cmasumocs KOHKpemHe NUMaHH: SKW0 Wmy4Huil inmenexm
63a2ani MAe Micue 6 Cy0ax, mo AKULl WX € 0e3neUHUM, 3aKOHHUM i KOPUCHUM, 0COOUE0, 3
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02710y Ha ynepedxceHHa? B ocHosi 00cniOnenHs — eapanmii cnpasedniue0zo cy0ouuHcmea ma
HOBI pe2ynsmopHi 04iKy6aHHs;.

Memoou: Y pobomi suKopucmosyemvcsa noemanHuii aHais, wo sPyHMyemvcs Ha NPasosux
30008's13aHHAX ma  8paAX08YE  8i0N06IOHI  mexHiuHi  xapakmepucmuku. Ilo-nepuie,
8i006paxcaomocst Oxcepena m00cvKoi ma cy0080i ynepedreHoCmi, a MmaKon MOMeHmU, ¥ SIKUX
LLM 8600ssmv abo nocuntoromo ynepedsericmo. ITo-0pyze, cuHmesymvcs #opcmki ma m'axi
npasosi 6ap'epu, ujo cMocyOmucs KOHmMpOio ynepedscerocmi y cgepi npasocydos. Ilo-mpeme,
06i nokasoei cyoosi cnpasu — COMPAS/Loomis (CIIA) ma Eseepm npomu Kanaou —
POo3ensi0amocs, W06 npodeMoOHCmpPysamu, K OUCHPONOPUIl w000 nesHux zpyn mwodetl, ma
Henpo3opicmv mooeneil MOKYmMb CMBOPI08AMY PUSUKYU 0718 HATIEHHOT NPAB060T Npouedypu, ma
BUBHAYUMU 3AC00U NPABOB020 3AXUCMY, AKi MOMKHA NepeHecmu HA poboui npouect, w0
niompumytomocsi LLM. Hapewmi, po3pobneHo ma 3acmocosano onepauitivuili naam O0ns
BU3HAYEHHS HU3LKOPUSUKOBUX MA 6UCOKOePHeKMUBHUX CNOCO0T6 UKOPUCMAHHS 0N YKPATHU.

Pesynomamu ma 6ucHosku: AHani3 nokasye, w0 nosHicmio Heynepeoxiceni pesymvmamu III
HeOOCSNHCHI 8 CYO080MY PO327A0i; YnepeoreHicb HEMOKIUBO YCYHY MU, aJle ii MONCHA 00MeN UM
Jns Yepainu payioHanoHum wasxom € Cnouamyy ineecmysamu 6 ynpaeninms 0anumi, 6esneuny
iHppacmpyxmypy, MOKAUBOCMI OUiHIOBAHHA ma 3akynieéni nocnye IIII 3 npasamu ayoumy, a
maxkoxc obmexncumu euxopucmanns Il noutyxom, 3icmasneHHAM HOPM, PedazysaHHAM ma
nioxkaskamu npo «nponyujeni Hopmu». Lle 00cioneHHs € 8Heckom y naau ynpaeminHs, sKuil
nose’asye KoHkpemmi pexwcumu 36016 LLM 3 topuduunumu 0006 A3Kamu, w0 nionazaomo
BUKOHAHHIO, Ma NPAKMUMHUMU 2aPAHMISIMU, NPONOHYIOUU CYOam HAJILIHULL, OpiEHMOBAHULI HA
BUpiUeHHS NUMAHHS ynepedxcerocmi winsx 0ns LI, sxuii nokpausye 06cny208y8anHs, 800HOUAC
00MPUMYIOUUCL NPABOBUX 3ACA0.

Kniouosi cnoea: wimyunuii inmenexm, 3axonooascmeo €C, cydosa cucmema, 0ocmyn 00
npaeocydos, ynepeojeHicmo.
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LEGISLATIVE PROTECTION FOR PROPER
CRIMINAL JUSTICE PROCEDURES
AGAINST PUBLISHING ON SOCIAL MEDIA:
A COMPARATIVE ANALYTICAL STUDY

Tayil Shiyab, Hakem Alserhan and Mohammad Alkrisheh*

ABSTRACT

Background: In the digital era, social media platforms have
become powerful spaces for public engagement in criminal justice
issues, often influencing perceptions of guilt and innocence.
Within this context, the Jordanian legal system faces growing
challenges in protecting the integrity of judicial processes from the
repercussions of premature or prejudicial online publications.
This study investigates the extent to which Jordanian law
safeguards key procedural guarantees—namely the presumption
of innocence, the confidentiality of investigations, and judicial
impartiality—against the influence of social media content and
public commentary on criminal cases.

Methods: The study adopts a doctrinal and comparative legal
methodology. It critically analyses the relevant provisions of the
Jordanian Penal Code, Cybercrime Law No. 17 of 2023, and
Telecommunications Law No. 13 of 1995, alongside related
procedural statutes. The research also draws comparative insights
from French and Emirati legislation to assess the degree to which
Jordanian law aligns with international standards for protecting
criminal proceedings from media interference and online bias.
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Results and conclusions: Findings reveal that Jordanian legislation does not yet provide
sufficiently explicit or comprehensive safeguards to prevent the distortion of justice by public
or media pressure. The study highlights significant gaps concerning the protection of
investigative confidentiality and the neutrality of judicial authorities. Accordingly, it
recommends enacting explicit criminal provisions to prohibit the premature publication of
investigative materials, to protect public prosecutors and judges from undue influence, and to
increase penalties for unauthorised disclosures. These reforms would strengthen the fairness
and independence of the criminal justice system while maintaining a balanced respect for
freedom of expression in the digital sphere.

1 INTRODUCTION

The rise of social media has reshaped the relationship between the public and the criminal
justice system. These platforms allow individuals to post, comment on, and circulate crime-
related content freely and instantly, often ahead of any judicial determination. While this
democratisation of information empowers public discourse, it also introduces significant
risks to the administration of justice, particularly concerning the presumption of innocence
and the confidentiality of investigations.

In recent years, Jordan has witnessed an increase in the premature dissemination of
information regarding criminal cases via social networks. Citizens frequently publish
names, photos, and commentary about suspects, which may prejudice judicial outcomes
and contribute to what is often referred to as a “trial by media.” Such social-media-driven
publicity can compromise the fairness of proceedings and erode public confidence in
judicial impartiality. These actions challenge the principle of a fair trial and the right to a
neutral judiciary.

Despite the growing seriousness of these threats, Jordanian legislation remains fragmented
and incomplete. While the Penal Code,' the Cybercrime Law No. 17 of 2023,? and the Code
of Criminal Procedure’ contain provisions on defamation, confidentiality, and online
conduct, none explicitly regulate the publication of ongoing criminal matters in a manner
that adequately protects the justice process.

This study arises from a recognised legislative gap: the lack of comprehensive legal safeguards
against the undue influence of digital media on criminal trials. The purpose of the research is

1 Jordanian Penal Code No (16) of 1960 [in Arabic] <https://maqam.najah.edu/legislation/33/>
accessed 20 September 2025.

2 Jordanian Law No (17) of 2023 ‘Cybercrime Law’ [2023] Official Gazette 5874 [in Arabic]
<https://www.assawsana.com/article/602874> accessed 20 September 2025.

3 Jordanian Code of Criminal Procedure of 1961 ‘Criminal Procedures Law’ [1961] Official Gazette
1539 [in Arabic] <https://jordan-lawyer.com/2016/12/22/criminal-law-procedures-jordan-updtaed/>
accessed 20 September 2025.
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to assess whether Jordanian law sufficiently protects criminal justice procedures from such
interference and to propose legal reforms that align with European standards.

The research is structured into four main sections. The first presents the literature review
and theoretical framework, identifying scholarly perspectives on the intersection between
social media and criminal justice. The second analyses the criminalisation of violations of
the presumption of innocence, focusing on how unlawful disclosure or coercive practices
undermine this fundamental guarantee. The third examines the criminalisation of acts that
influence the proper administration of justice, including prejudicial commentary and media
interference during ongoing trials. Finally, the fourth section explores the European context
and case law, drawing comparative insights from the jurisprudence of the European Court
of Human Rights to support legislative and procedural reform proposals.

2 METHODOLOGY

This study employs a comparative doctrinal methodology supported by qualitative legal
analysis. Legal sources were selected purposively according to their direct relevance to the
presumption of innocence, judicial impartiality, and the impact of media publications on
criminal proceedings.

Primary materials include the Jordanian Penal Code, the Contempt of Courts Act of 1959,
and the Jordanian Cybercrime Law No. 17 of 2023, which currently governs online
publications and digital expressions related to criminal justice. The study also draws upon
the UAE Federal Decree-Law No. 34 of 2021 on Countering Rumours and Cybercrimes,’ as
well as selected judicial decisions of the Abu Dhabi Court of Cassation. These materials
were analysed to determine how national laws criminalise prejudicial acts that may distort
judicial processes and threaten procedural fairness.

The research further incorporates a European comparative dimension by examining the
jurisprudence of the European Court of Human Rights (ECtHR)—notably Allenet de
Ribemont v. France,® Worm v. Austria,” Bédat v. Switzerland,® and Kudeshkina v. Russia®—

4 Jordanian Law No (9) of 1959 ‘Contempt of Court Law’ [in Arabic] <https://cyrilla.org/ar/entity/
soilzb8pbvpczuj2ur700ms4i/> accessed 20 September 2025.

5 UAE Federal Decree-Law No 34 of 2021 On Countering Rumors and Cybercrimes [2021] Official
Gazette 712 <https://uaelegislation.gov.ae/en/legislations/1526> accessed 20 September 2025.

6 Allenet de Ribemont v France App no 15175/89 (ECtHR, 10 February 1995) <https://hudoc.echr.coe.int/
eng?i=001-57914> accessed 20 September 2025.

7 Worm v Austria App no 22714/93 (ECtHR, 29 August 1997) <https://hudoc.echr.coe.int/eng?i=001-
58087> accessed 20 September 2025.

8 Bédat v Switzerland App no 56925/08 (ECtHR, 29 March 2016) <https://hudoc.echr.coe.int/
fre?i=001-161898> accessed 20 September 2025.

9 Kudeshkina v Russia App no 29492/05 (ECtHR, 26 February 2009) <https://hudoc.echr.coe.int/
fre?i=001-91501> accessed 20 September 2025.
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as well as EU legal instruments, including Article 6 of the European Convention on Human
Rights” (ECHR), Article 47 of the EU Charter of Fundamental Rights,"
Directive (EU) 2016/343,'* and Council of Europe Recommendation Rec (2003)13."” These
sources were examined through both content-based and normative interpretations to assess
how European standards reconcile freedom of expression with fair trial guarantees.

By integrating national and European frameworks, the study employs doctrinal
interpretation, comparative synthesis, and critical evaluation to identify legislative gaps,
interpretive trends, and reform options that can strengthen the protection of judicial
integrity and the presumption of innocence in Jordanian law.

3 LITERATURE REVIEW AND THEORETICAL FRAMEWORK

The rapid development of social media has transformed the dissemination of information
related to criminal justice, creating both opportunities and serious challenges for legal
systems. Among the primary concerns is the impact of uncontrolled public commentary
and digital publication on the presumption of innocence, the secrecy of investigations, and
the neutrality of the judiciary. Scholars in comparative criminal law and cyberlaw have
increasingly examined these implications, especially in jurisdictions where legislative
protections are either insufficient or outdated.

Recent legal scholarship has highlighted how unregulated exposure of criminal cases on
social media can violate fair trial guarantees. For example, a 2025 law review note discusses
how viral videos and posts shared by non-journalists, often referred to as "TikTok
detectives,” can undermine the principle of presumption of innocence and pressure judicial
authorities.”* The study argues that the absence of legal safeguards against such exposure
jeopardises the impartiality of proceedings and erodes public trust in due process.

Jordan’s current legislative framework for addressing digital publication and online
commentary during criminal proceedings remains fragmented. Al-Sarayreh analysed the
Jordanian Cybercrime Law No. 17 of 2023, concluding that while the law addresses online
offences in general, it lacks provisions that specifically shield criminal proceedings from

10 Council of Europe, European Convention on Human Rights (Convention for the Protection of Human
Rights and Fundamental Freedoms, as amended by Protocols) (ECHR 2013).

11 Charter of Fundamental Rights of the European Union [2012] OJ C 326/391.

12 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016 On the
Strengthening of Certain Aspects of the Presumption of Innocence and of the Right to be Present at
the Trial in Criminal Proceedings [2016] OJ L 65/1.

13 Recommendation Rec(2003)13 of the Committee of Ministers to Member States On the Provision of
Information Through the Media in Relation to Criminal Proceedings (adopted 10 July 2003)
<https://search.coe.int/cm?i=09000016805df617> accessed 20 September 2025.

14  Paige Sanders, ‘Protecting the Presumption of Innocence: TikTok Detectives, Misinformation and
Private Content Moderation’ (2025) 2 Utah Law Review 507.
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harmful media exposure.” The author emphasised the need for targeted statutory
protections that ensure the confidentiality of pretrial proceedings and protect accused
individuals from media-driven condemnation.

Khwaileh conducted an empirical study to examine the public perception of the Jordanian
Cybercrime Law.' His findings suggest that the legal framework fails to align with
international standards, such as the European General Data Protection Regulation (GDPR)
and the fair trial guarantees enshrined in the International Covenant on Civil and Political
Rights (ICCPR). The study advocates for legislative amendments that would strike a balance
between privacy protection and transparency without compromising judicial integrity.

Comparative insights from other jurisdictions provide valuable lessons. A 2025 study
published in an international law journal examined the phenomenon of "media trials"
in India.” It concluded that public discourse on criminal matters—when left
unchecked—can infringe upon both the freedom of expression and the right to a fair
trial. The authors argued for clear statutory limits to prevent public opinion from
overwhelming judicial independence.

Similarly, Ligon examined the risks posed by excessive digital transparency in courtroom
settings.'® He observed that the absence of regulations on social media reporting can disrupt
the solemnity of criminal trials and shift adjudication from judges to online audiences. The
study recommends regulatory frameworks that uphold open justice principles while
preserving the integrity of legal proceedings.

The studies reviewed above provide the foundation for this study’s theoretical framework,
which emphasises the delicate balance between the right to freedom of expression and the
need to uphold the integrity of criminal justice procedures. Central to this framework are
legal principles such as the presumption of innocence, judicial impartiality, the
confidentiality of investigations, and the prohibition against undue influence on judicial
processes. The reviewed literature collectively underscores the need for legislative clarity to
navigate these competing interests in the digital age.

15  Riyad Mahmoud Al-Sarayreh, Jordanian Cybercrime Law No (17) of 2023 between Regulating Social
Media Sites and Restricting Freedom of Opinion’ (2024) 7(9) Scholars International Journal of Law,
Crime and Justice 339. doi:10.36348/sijlcj.2024.v07i09.002.

16  Khaled Mohammad Khwaileh, ‘Public Perceptions of Jordan’s Cybercrime Law: Protecting Social
Media Data and Aligning with International Standards’ (2025) 23(1) Pakistan Journal of Life and
Social Sciences 2947. doi:10.57239/PJLSS-2025-23.1.00233.

17 PA Anusree and Shampa I Dev, ‘The Impact of Social Media Trials on Freedom of Speech and
Fair-Trial Rights’ (2025) 5(3) International Journal of Applied Law Review.

18  NicoleJ Ligon, ‘Open Trials in the Social Media Age’ (2023) 30(3) Virginia Social Policy Review & the
Law 288.
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4 INCRIMINATION OF VIOLATION OF THE PRESUMPTION OF INNOCENCE

4.1. Violation of the Presumption of Innocence through Torture
and Coerced Confessions

The presumption of innocence is a fundamental principle in criminal justice, ensuring that
every accused person is considered innocent until proven guilty by a final, binding court
ruling. This principle, enshrined in both national and international legal frameworks,
protects the dignity and physical integrity of the accused and prohibits any infringement or
harm unless authorised by law."

The meaning of the presumption of innocence is that the accused, no matter how severe his
crime is, and no matter how dangerous a criminal he may be, is innocent until legally proven
guilty. Accordingly, he shall be treated as innocent, not as a convicted defendant, until the
court passes a final, decisive sentence of conviction.?* The accused does not have to prove
his innocence if the Public Prosecution cannot establish evidence. Likewise, this evidence
must be firm and decisive, and the trial judge shall be convinced.”

On this basis, and through an extrapolation of the Jordanian Penal Code, the researcher has
found that the Jordanian legislator has, in many cases, punished the violation of the
presumption of innocence.” Article 208 of the Penal Code punishes the forcible extraction
of statements and information, as it constitutes a clear violation of the presumption of
innocence, which states that “the accused is innocent until proven guilty” by a final court
ruling issued by the competent court. The same Article stipulated that: (1) whoever inflicts
any torture on a person to obtain a confession of a crime or information about it shall be
punished by imprisonment from one to three years. (2) For the intent of this Article, torture
means any act that results in severe physical or moral pain; or torture which is intentionally
inflicted on a person to obtain from him, or another person, information or a confession;
or to punish him for an act committed, or suspected of having been committed, by him or

19  Ali Abdul Qader Al-Qahwaji and Sami Abdul Karim Mahmoud, Principles of Criminology and
Penology (Al-Halabi Legal Publications 2009) [in Arabic]; Maria Stoyanova, ‘The Impact of Media
Publicity on the Presumption of Innocence’ in Lieve Gies (ed), Trial by Media: Participatory Justice in
a Networked World (Palgrave Macmillan 2025) 269. doi:10.1007/978-3-031-80593-6_11.

20  Fathi Abdul-Ridha Al-Jawari, The Development of the Iraqi Criminal Justice System (Legal Research
Centre 1986) [in Arabic]; Oksana Khablo and Ivo Svoboda, ‘International Standards for the
Application of the Presumption of Innocence in Criminal Proceedings’ (2024) 29(1) Scientific Journal
of the National Academy of Internal Affairs 55. doi:10.56215/naia-herald/1.2024.55; Mikaela
Rabinowitz, “What Will Become of the Innocent?”: Pretrial Detention, the Presumption of
Innocence, and Punishment Before Trial’ (2023) 7(1) UCLA Criminal Justice Law Review 22.
doi:10.5070/CJ87162080.

21  Muhammad Mubhi al-Din Awad, Human Rights in Criminal Procedures (Dar al-Nahda al-Arabiya
1989) [in Arabic].

22 Jordanian Penal Code (n 1).
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someone else, to intimidate or coerce this person or others, or, when such pain or suffering
is inflicted on the person for any reason, an official, or any person acting in his official
capacity, adopts discrimination of any kind, incites it, consents to it, or is silent about it.

The crime of torture is considered a crime against the integrity of the body from a material
point of view and its human dignity, as the practice of torture constitutes a serious violation
of human rights that are consistent with the principle of the presumption of innocence.

This crime requires a unique criminal intent, represented in the intent to confess, as it is
primarily a crime of harm. However, it is an independent crime affecting the proper
administration of justice and the integrity of the presumption of innocence.

It is noticeable that the Jordanian legislator did not specify in the aforementioned Article
the persons who committed this crime. Hence, the Jordanian legislator equated the officer
with the non-officer in the act. The Jordanian legislator should devote a special provision
establishing penalties for public servants who employ torture, force, or other means to
obtain a confession, as is the case in the UAE legislation.

The Emirati legislator has dedicated a text for the general public and another for public
servants.” Article 259 of the Federal Penal Code stipulates the punishment of individuals
for this act and classifies it as a misdemeanour, as is the case in Jordanian legislation. At the
same time, it has devoted another text to public servants, classifying the act as a felony.
Article 290 Federal penalties stipulate that “every public servant who uses torture, force or
threat, by himself or through the mediation of others, with an accused, witness or expert to
induce him to confess to a crime or to give statements or information to conceal a matter, is
punished with temporary imprisonment”.

According to scholarly analysis, the gravity of this critical crime lies not only in the integrity
of the body but also in the proper administration of justice and the uncovering of the truth.
In light of this, the Jordanian legislator should include a special provision to punish public
servants who commit this act, as per UAE legislation, and to treat it as a felony punishable
by a term of imprisonment. This is important given that the consequences of treating it as a
felony are entirely different from those arising from treating it as a misdemeanour, such as
rehabilitation, prescription, and other processes.

This offence not only threatens the integrity of the body, as previously mentioned, but also
jeopardises the progress of the criminal proceedings and the pursuit of the truth. Therefore,
a confession lies within the discretionary authority of the trial court. If the court is satisfied
with the validity of the confession and convinced of its truth, it may rely upon it. In contrast,
if the court is not convinced of the confession, and it is established that it was taken under
duress, it must exclude it from the evidence list, as such evidence cannot be relied upon. In
such cases, the court must continue to hear the evidence to form its conscience conviction.

23 UAE Federal Law No 3 of 1987 ‘Promulgating the Penal Code’ [1987] Official Gazette 182, and
amendments.
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Therefore, in its ruling on this matter, the Abu Dhabi Court of Cassation ruled that the plea
to invalidate a confession on the grounds of coercion, together with a request to refer the
case to a forensic doctor to prove material coercion, constitutes a substantial defence, with
a corresponding response being required. Violating this constitutes a deficiency and a
breach of the right of defence.**

Among the crimes that affect the presumption of innocence and the proper
administration of justice is the disclosure of the secrets of a criminal investigation.
Criminal legislation has ensured that criminal investigations are confidential, and their
contents must not be disclosed. The rationale for confidentiality lies in protecting the
interests of the investigation, on the one hand, and preserving the innocence and
reputation of the accused, on the other hand, by avoiding exposure of the accused person
and their reputation, as well as influencing witnesses.”

It is impermissible to interfere with an ongoing investigation by disseminating its details to
the public, commenting on them, taking notes, or using them as informational material for
individuals to share on social networks. This aligns with recent comparative analyses of
digital offences in Emirati law, which recognise that misuse of digital applications and online
platforms can constitute criminal interference with justice when such tools are used to
disseminate prejudicial or confidential information.” Individuals who repeatedly and
widely publish details of an investigation via such networks and comment on them pose a
grave danger to the freedom and reputation of the individuals whose destinies have led them
to the courts as a result of error or injustice. Ultimately, it is only after judicial scrutiny that
the truth becomes clear to the judges.”

This misuse of social media platforms parallels broader cyber-offences addressed in
comparative legal research, which demonstrate how digital communication tools may
be exploited to exert pressure, distort reputations, or influence legal proceedings—
issues that equally endanger the presumption of innocence and the impartial
administration of justice.”

24  Appeal No 95 of 2012 (Penal) [2012] Abu Dhabi Court of Cassation.

25  Fair Trials, Presumption of Innocence and Right to be Present at Trial Directive: Presumption of
Innocence, Right to Remain Silent and Not to Incriminate Oneself, Right to Be Present at the Trial (Fair
Trials 2020) <https://www.fairtrials.org/the-right-to-a-fair-trial/the-presumption-of-innocence/>
accessed 20 September 2025; Rabinowitz (n 20).

26  Ali Sultan Ali and Raed SA Faqir, ‘Criminal Protection of Digital Applications in the UAE Legislation:
A Comparative Study’ (2024) 16(1) Pakistan Journal of Criminology 489. doi:10.62271/
pjc.16.1.489.504.

27 Roger Merle and Andre Vitu, Traité de droit criminel: Procédure pénale (5th edn, Dalloz 2000) vol 2.

28  Mohammed Salem Alneyadi and others, ‘“The Crime of Electronic Blackmail in the Emirati law’ (2022
International Arab Conference on Information Technology (ACIT), Abu Dhabi, UAE, 22-24
November 2022). doi:10.1109/ACIT57182.2022.9994165.
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The Jordanian legislator has stipulated that the disclosure of investigation secrets is
prohibited to protect the interests of the individual and the investigation, as well as to
safeguard public confidence in certain professions. This prohibition reflects a broader
social interest in preserving secrets and protecting public opinion from undue influence
due to the publication of news about the crime and the investigation. To ensure the
effectiveness of this protection, liability is not limited to criminal liability but also extends
to disciplinary responsibility.”

Torture directly undermines the presumption of innocence by transforming the accused
from a rights-bearing individual into a source of forced evidence, thereby reversing the
burden of proof and destroying judicial impartiality.

In conclusion, coerced confessions represent a dual infringement against human dignity
and against the procedural guarantee that every person must be presumed innocent until
proven guilty. Such acts distort justice at its very foundation and justify the need for strict
statutory provisions to deter them.

4.2. Vliolation of the Presumption of Innocence through Disclosure
of Investigative Secrets

The unauthorised disclosure of investigative information undermines the presumption of
innocence.” Because it publicly associates the suspect with criminal behaviour before
judicial verification. Such premature exposure creates bias, shapes public opinion, and may
pressure judicial actors, thereby threatening the neutrality of the criminal process.

Hence, both torture-induced confessions and the disclosure of investigative secrets
constitute distinct yet interconnected forms of violating the presumption of innocence.
Each disrupts the balance between the rights of the accused and the public’s right to
information. These violations pave the way for broader media-related offences, which will
be examined in the following section on Incrimination of Influencing the Proper
Administration of Justice.”

29  Abdulaziz Alhassan and others, ‘Substantive Criminal Protection for the Right to Image in the Digital
Era under UAE and French Legislations’ (2024) 7(2) Access to Justice in Eastern Europe 325.
doi:10.33327/AJEE-18-7.2-a000216.

30  Allenet de Ribemont v France (n 6).

31  Ferry de Jong and Leonie van Lent, ‘The Presumption of Innocence as a Counterfactual Principle’
(2016) 12(1) Utrecht Law Review 32. doi:10.18352/ulr.324.
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5 INCRIMINATION OF INFLUENCING THE PROPER ADMINISTRATION
OF JUSTICE

Achieving justice requires that every citizen has the right to resort to a fair and impartial
judge who is only affected by right and justice.”” The supreme objective of the judiciary is
to establish justice, which reassures the soul and secures the individual’s dignity, property,
and life.” With such reassurance, people feel secure enough to build and contribute to
society. The judge symbolises judicial justice, and their pursuit makes truth attainable.
The judiciary holds a unique status among public authorities due to its role in maintaining
social stability, settling disputes, protecting freedoms, and upholding justice. For this
reason, it must function independently and without external influence. No authority
governs the judiciary except for the law.**

Based on this, to ensure the judiciary can perform its role free from undue influence,
legislators have criminalised actions that obstruct the proper functioning of the justice
system. Such offences are serious because they undermine the foundations of judicial
integrity and public confidence. The increasing integration of digital and
telecommunication technologies into criminal proceedings has further complicated this
issue, requiring legislators to establish clear procedural safeguards that preserve judicial
impartiality and protect data integrity in the digital age.” In this context, modern
scholarship on digital criminal investigations highlights that the rise of artificial intelligence
and automated data analysis introduces both opportunities and legal vulnerabilities in the
pursuit of justice. Ensuring the reliability, transparency, and procedural legitimacy of Al-
assisted investigations is now a crucial dimension of judicial protection.”® The Jordanian
Penal Code outlines several such offences:

e Article 196(3) punishes insults or threats directed at a judge during a session with
imprisonment from six months to two years.

e Article 223 criminalises submitting petitions or verbal arguments to influence a
judge’s decision.

32 Adnan Ajil Obaid, The Impact of the Independence of the Judiciary from Conflict in the State of Law:
A Comparative Constitutional Study between Arab and International Regulations (Arab Centre for
Publishing and Distribution 2018) [in Arabic].

33 Ahmed Ali Alnuaimi and Mohammad Amin Alkrisheh, ‘Advancing Criminal Justice through
Mediation: Analysing the Integration of Mediation in Emirati Criminal Legislation’ (2024) 11
Humanities and Social Sciences Communications 927. doi:10.1057/s41599-024-03458-8.

34  Obaid Muhayer Alshamsi and Mohammad Amin Alkrisheh, ‘Criminal Settlement Provisions in
Emirati Legislation’ (2024) 16(3) Pakistan Journal of Criminology 1073.

35 Mohammad Alkrisheh, ‘Guarantees to the Use of Telecommunication Technology in Criminal
Proceedings in the United Arab Emirates Legislation’ (2020) 10(4) The Lawyer Quarterly 509.

36  Raed S A Fagqir, ‘Digital Criminal Investigations in the Era of Artificial Intelligence: A Comprehensive
Overview’ (2023) 17(2) International Journal of Cyber Criminology 77.
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e Article 224 punishes publishing news or criticism that may impact a judge or witness
or discourage testimony.

e The Contempt of Courts Act (1959), Article 11, criminalises publications that
influence judges, prosecution, witnesses, or public opinion regarding pending cases.

e Telecommunications Law No. 13 of 1995, Article 75(a) penalises threats, insults, and
the dissemination of false news via communication channels.

Article 196(3) requires that the insulting or threatening conduct be committed in court, and
that it addresses the judge directly during proceedings. While this protects judges, it
excludes prosecutors who also fulfil a judicial role. To ensure the complete protection of the
judicial process, it is recommended that these protections be extended to members of the
Public Prosecution, as they are also integral to upholding justice.

Furthermore, Articles 223 and 224 should be amended to include prosecutors. This ensures
that any act aimed at influencing a legal proceeding, whether before a judge or a prosecutor,
is equally punishable. For instance:

e Article 223 should read: “Everyone who submits a petition to a member of the Public
Prosecution or a judge... shall be punished..”

e Article 224 should be amended to read: “Whoever publishes news, information, or
criticism that may affect any judge, prosecutor, or witness..”

Publishing that interferes with justice is not limited to negative remarks. Excessive praise can
also bias judicial conduct. Judicial influence via social media, whether through rumour,
exaggerated support, or criticism, poses a serious threat to judicial neutrality and public trust.

Foreign legal systems recognise this danger. Courts in the UK, Canada, and the US have
ruled that media content predicting or praising court outcomes constitutes contempt of
court. For example:

e In the UK, commentary on pending cases may be seen as interference.”’

e In Canada, articles assuming guilt or predicting trial outcomes were ruled
contemptuous.

e In the US, a newspaper article implying the accused was certainly guilty and urging
public acceptance of this was deemed a direct insult to the judiciary.®®

37 UK Contempt of Court Act 1981, ¢ 49 <https://www.legislation.gov.uk/ukpga/1981/49> accessed 20
September 2025; Eric Barendt (ed), Media Freedom and Contempt of Court (Routledge 2009).
doi:10.4324/9781315091297.

38  ABA, ‘Judicial Ethics, Impartiality, and the Media’ (American Bar Association, 12 August 2019)
<https://www.americanbar.org/groups/judicial/resources/judges-journal/archive/judicial-ethics-
impartiality-media/> accessed 20 September 2025.
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Even praise may influence judges, foster arrogance, or affect impartiality. Judges must avoid
both excessive severity and undue leniency. Justice demands clarity, fairness, and emotional
neutrality. Hatred or bias—even unconscious—can compromise verdicts.”

Finally, individuals must refrain from publishing or commenting on material that may
influence judicial proceedings. Reporting should be limited to factual crime news and
public trial outcomes. Confidential investigations and private hearings must remain
undisclosed to safeguard justice and individual rights. This balance ensures that the public
stays informed without violating privacy, dignity, or the presumption of innocence.

6 EUROPEAN CONTEXT AND CASE LAW

Having analysed the Jordanian legal framework governing the publication of criminal
justice information on social media, it is essential to situate these findings within the
broader European context. European human rights law, particularly the jurisprudence of
the European Court of Human Rights (ECtHR), has developed a rich body of principles
concerning the balance between freedom of expression and the right to a fair trial. A
comparative analysis of European standards provides valuable insights to inform Jordanian
legal reform, particularly regarding the presumption of innocence, judicial impartiality, and
the confidentiality of criminal investigations.

6.1. European Legal Standards on Fair Trial and Media Freedom

At the European level, the right to a fair trial is primarily enshrined in Article 6 of the
European Convention on Human Rights (ECHR), which guarantees the presumption of
innocence and the right to a fair trial before an independent and impartial tribunal.®
Similarly, Article 47 of the Charter of Fundamental Rights of the European Union
(EU Charter) ensures the right to an effective remedy and a fair hearing before an
independent court.* Directive (EU) 2016/343 on the presumption of innocence and the
right to be present at trial sets minimum rules to prevent public officials or authorities from
presenting suspects as guilty before conviction.”” Furthermore, the Council of Europe’s
Recommendation Rec(2003)13 on the provision of information through the media in
relation to criminal proceedings outlines the delicate balance between the public’s right to

39 Mohammad Amin Alkrisheh and Fatiha Mohammed Gourari, ‘Criminal Liability for Paid
Disinformation in the Digital World: A Comparative Study Between UAE Law and The European
Digital Services Act (DSA)’ (2025) 8(2) Access to Justice in Eastern Europe 341. doi:10.33327/
AJEE-18-8.2-r000110; Stoyanova (n 19).

40 Council of Europe (n 10) art 6(1)-(2).

41 Charter of Fundamental Rights (n 11) art 47.

42 Directive (EU) 2016/343 (n 12).
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information and the need to protect ongoing judicial processes.” Together, these
instruments articulate a framework in which restrictions on speech are permissible only
when proportionate, necessary, and directed at safeguarding the fairness of the proceedings.

6.2. ECtHR Jurisprudence on Balancing Media Freedom
and Fair Trial Rights

The ECtHR has consistently recognised the potential of media reporting and official
statements to prejudice the fairness of trials. In Allenet de Ribemont v. France, the Court found
a violation of Article 6(2) ECHR after senior police officials publicly referred to the applicant
as one of the instigators of a murder prior to any conviction,* thereby undermining the
presumption of innocence. Similarly, in Daktaras v. Lithuania and Butkevicius v. Lithuania, the
Court reaffirmed that public authorities must refrain from making statements that could be
interpreted as declarations of guilt while proceedings are pending.*®

Conversely, in Worm v. Austria, the Court upheld the conviction of a journalist who had
commented on an ongoing criminal case, holding that such expression could endanger the
impartiality of the judiciary and the presumption of innocence of the accused.* This
reasoning was later refined in Bédat v. Switzerland, where the Grand Chamber held that
imposing a criminal fine on a journalist for publishing confidential investigative material
did not breach Article 10 of the ECHR, as it pursued the legitimate aim of preserving the
authority of the judiciary and protecting the private life of the accused.”

Finally, in Kudeshkina v. Russia, the Court underlined that judicial independence requires
safeguarding judges from disciplinary or political pressure, while also ensuring that public
communication by judges does not compromise public confidence in the judiciary.*®

6.3. Comparative Perspective:
Jordan and Post-Social Legal Transitions

The jurisprudence of the ECtHR is particularly relevant to post-social and transitional
legal systems that seek to balance freedom of expression with the integrity of judicial
institutions. In Eastern European contexts such as Lithuania, Russia, and Poland, the
Court’s case law has served as a guiding framework for achieving a balance between open

43 Recommendation Rec(2003)13 (n 13).

44 Allenet de Ribemont v France (n 6).

45  Daktaras v Lithuania App no 42095/98 (ECtHR, 10 October 2000) ECHR <https://hudoc.echr.coe.int/
eng?i=001-58855> accessed 20 September 2025; Butkevicius v Lithuania App no 48297/99 (ECtHR,
26 March 2002) <https://hudoc.echr.coe.int/eng?i=001-60344> accessed 20 September 2025.

46 Worm v Austria (n 7).

47  Bédat v Switzerland (n 8).

48 Kudeshkina v Russia (n 9).
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justice and impartial adjudication. Jordan’s experience—where public commentary and
online discourse can influence perceptions of guilt—reflects similar transitional
challenges. As in these European jurisdictions, there is a need for codified prohibitions
on prejudicial statements by public authorities, regulation of investigative secrecy, and
proportionate penalties for unauthorised disclosures. Aligning Jordanian provisions with
European standards would enhance both judicial independence and public trust in
criminal proceedings.*

Drawing on European jurisprudence, the study concludes that Jordanian legislation would
benefit from adopting explicit rules on neutral communication by public authorities,
proportional limits on media coverage, and codified investigative secrecy aligned with the
EU Directive (2016/343) and the ECtHR standards. Such reforms would strengthen judicial
independence and public confidence in the justice system.

7 CONCLUSIONS

The findings of this research confirm the serious risks posed by public exposure and social
media engagement in ongoing investigations and secret judicial proceedings. Publishing
investigative materials, images of defendants or witnesses, or commentary on ongoing trials
interferes with the judiciary’s independence and impairs the presumption of innocence.
Recent comparative legal scholarship has highlighted that restorative justice mechanisms,
such as criminal reconciliation, contribute to reinforcing judicial integrity and public trust
by promoting fairness, transparency, and community-based dispute resolution.

Such acts represent a tangible threat to the integrity and confidentiality of the judicial
process and must be subject to stringent regulation.

The rapid spread of information on digital and social networking platforms amplifies these
risks exponentially. Unlike traditional media, social media enables instantaneous and
widespread dissemination of unverified information, often accompanied by emotionally
charged public commentary. This dynamic environment blurs the boundary between public
opinion and judicial reasoning, creating parallel “digital trials” that can prejudice judges,
prosecutors, and even witnesses before a verdict is reached.

49  European Commission, Report from the Commission to the European Parliament and the Council: On
the Implementation of Directive (EU) 2016/343 of the European Parliament and of the Council of
9 March 2016 on the Strengthening of Certain Aspects of the Presumption of Innocence and of the Right
to be Present at the Trial in Criminal Proceedings (COM/2021/144 final, 31 March 2021)
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2021:144:FIN> accessed 20 September
2025; European Union Agency for Fundamental Rights, Presumption of Innocence and Related Rights:
Professional Perspectives (FRA, 2021) <https://fra.europa.eu/en/publication/2021/presumption-of-
innocence> accessed 20 September 2025.
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Media publication—whether critical or overly supportive—can create undue pressure on
judges and the public prosecution. These influences can distort judicial conscience and
undermine public confidence in legal outcomes. Although international legal systems, such
as the French model, emphasise the judge's inner conviction as a safeguard against external
influence, comparative analysis reveals gaps in Jordanian legislation on this issue.

One of the key findings of this study is the disparity in legal protection offered to judges and
members of the public prosecution in Jordan. Article 196(3) of the Penal Code provides
explicit protection for judges but excludes prosecutors, which represents a negative
legislative distinction. Similarly, Articles 223 and 224 fail to impose criminal liability on
those who attempt to influence prosecutors, as they do on judges. This imbalance
undermines the prosecution's institutional integrity, a key pillar in the pursuit of justice.

Additionally, the study finds that the Jordanian Penal Code, particularly Article 225,
imposes insufficient penalties for the publication of confidential judicial documents. The
penalties are minimal and do not deter the publication of information that should remain
confidential. This, in turn, facilitates harmful practices that compromise due process and
the dignity of persons involved in criminal proceedings.

The absence of criminalisation of online publication of sensitive legal materials—such as
investigation records, names or photos of suspects, and details of closed-door hearings—
under the Jordanian Cybercrime Law is another critical legislative gap. Compared to the
Emirati approach, which draws a clear distinction between public and official actors in
defining and punishing such offences, Jordanian law appears underdeveloped and outdated.

In light of these deficiencies, the study concludes that Jordanian criminal law requires a
systematic revision to align with contemporary challenges posed by media and digital
technologies. The law must ensure that both judges and prosecutors are equally protected
from attempts to influence their impartiality. This approach aligns with broader
international legal perspectives that emphasise transparency and institutional integrity as
essential safeguards of justice.® Furthermore, any act that interferes with the proper
administration of justice—especially those involving the publication of confidential
information—must be met with practical legal consequences.

Ultimately, safeguarding the presumption of innocence in the digital era requires more than
procedural amendments—it necessitates a cultural and regulatory shift that acknowledges
the pervasive influence of social media on the justice system. Establishing clear legislative
boundaries for online expression in criminal matters, while respecting freedom of speech,
will strengthen public trust in the judiciary and ensure that the principles of fairness and
impartiality remain intact in the digital age.

50  Jamal Barafiand others, ‘Anti-Corruption Mechanisms: A Study in the Light of International Law and
National Regulations’ (2022) 11(4) Journal of Governance and Regulation 224. doi:10.22495/
jgrvllidsiart3.
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Only through these reforms can the Jordanian legal system fulfil its constitutional mandate
to safeguard justice, dignity, and individual freedoms against the influence of public
discourse and technological abuse.
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AHOTALLIA YKPATHCHbKOK MOBOK)
TemaTuuHe JocnigkeHHs

3AKOHOZLABYMNI 3AXICT HANEXXHUX NPABOBUX NPOLIEAYP
Y KPYMIHAZIBHOMY MPOLIECI BIZ MYBAIKALII Y COLIATIBHUAX MEPEXAX:
NOPIBHANIbBHO-AHANITUYHE JOCNIAMEHHA

Tain LWia6, Xakem Anvcepxan ma Moxammao Anvkpiwex*

AHOTAILLA

Bcmyn. B enoxy uugposux mexnonoziii naamgpopmu couianvHux mepex cmanu nOMmymHum
npocmopom 0L 347y HeHHS 2POMAOCLKOCH 00 NUMAHL KPUMIHATLHO20 CYOOHUHCNEA, YACHO
BNAUBAIOYY HA YABTIEHHA NPO UMY MaA Hesunysamicmv. Y ybomy KoHmexcmi npasosa
cucmema Vopdanii cmuxaemvcs 3i ce Ginvuiumu uxnuxamu w000 3axucmy yinichocmi
cy0o8ux npouecie 6i0 HACMIOKi6 nepedudcHux abo ynepedierux ownnatin-nyonikayii. Lle
00CTiONceHH BUBHAE, HACKINbKY 1OPIaHChKe 3AKOHO0ABCMEBO 3AXUU4AE KITIOHO08I NPOUECYANbHI
eapanmii, a came npesymnuilo Hesumysamocmi, Koupioenyitinicmv poscnioysamnv ma
Heynepedienicmv cy0080i 61a0U, 6i0 6NAUEY KOHMEHMY COUIANLHUX Mepei ma nyOmiuHux
KOMeHMAapie w000 KPUMIHATILHUX CHPAB.

Memoou. Y Oocnioenni BUKOPUCIOBYEMBCA OOKMPUHATIDHA MA  NOPI6HATLHO-NPAB06A
Memodonozist. Y Hvomy ananizyiomocs 6i0nosioni nonoxcenns Kpuminanvrozo xodexcy Vopoanii,
3axon npo kibepsnouunnicmo Ne 17 6i0 2023 poky ma 3axon npo menexkomynixayii Ne 13 6i0
1995 poky, a maxox 6i0nosioHi npouecyanvti 3axonu. JJocmiOneHHs MmaKox cnupaemocs Ha
nopieuanvHuil ananis 3axonooascmea Ppanuii ma Emipamis, w06 oyiHumu cmyninp
6i0n0gioHOCMi  TI0POAHCHKO20  3AKOHO0ABCMBA  MINCHAPOOHUM — CMAHOApMamM  3axucmy
KpuminanvHux nposadicerv 6i0 empyuanus 3MI ma ynepedscenocmi 6 Inmepremi.

Pesynomamu ma eucHosxu. Pesynvmamu 0ocniOxcenHsi noKasyiomv, w0 3aKoH00A6CHEO0
Hopdanii we e 3abesneuye docmammupo uimxux abo euuepnHux apanmiii Ons 3anobicanmus
8NAUBY HA NPABOCYO0sT, w0 30iTiCHIOEMbCS uepe3 muck epomadcokocmi vy 3MI. JJocnioncenns
BUCBIMIIOE 3HAUHI NPO2ATIUHYU U000 3aXUCY CIIOHOT MAEMHUYI MA HeynepedreHocmi cy008uUx
opeais. BionosioHo, 6yno nodano pexomeHOAUii 3anposaoumy wimki KPUMIHANLHI NOTIOHCEHHST,
w06 3a60poHumu nepeduacHy nyonikayi mamepianié po3cnioysanv, 3axucmumu npoxypopie
ma cy00i6 6i0 CMOPOHHBO20 6NAUSY MA NOCUNUMU NOKAPAHHS 3G HECAHKUIOHOBAHE POSKPUMIMSA
inopmauii. Ili pedpopmu 3miynamv npasocy00s ma He3ANeHHICMb CUCeEMU KPUMIHATLHO20
cydouurcmea, 36epicaiouu npu ypomy 6anamc y 0ompumanti c60600u cnosa 6 uudpositi chepi.

Kniouosi cnoea: npouedypu KpuminanvHozo cyoouuHcmed, couianvhi mepesici ma KpUumiHanvHi
cydoei npouecu, cnpagednusuti cyo, npesymnuis Hesumyeamocmi, Kpuminanvnuii xoodexc
Hopdanii, 3axon npo kibepsnouunnicmo, nopisHanvre KpuminanvHe npaso, He3anexcHicmo
cy0080i 671a01U.
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Access to Justice in Eastern Europe (AJEE)} is a peer-reviewed, Open Access journal.
The main aim of AJEE is to provide a forum for the discussion of topical issues related
to judiciary and civil procedure reforms, as well as the sharing of research results on
access to justice developments in Eastern European countries. This scope has been
chosen due to the unique combination of post-socialist legal doctrine'slegacy,

Westerninfluence, and the legislative approximation to EU law.

We also welcome and encourage submissions from other regions that explore
comparative perspectives or offer insights into global trends and developments

related to access to justice.
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